CHAPTER

Using Cisco MPLS Diagnostics Expert

This chapter describes how to use Cisco MPLS Diagnostics Expert.

This chapter contains the following sections:
e 3.1 Performing an MPLS VPN Connectivity Verification Test, page 3-2
e 3.2 Interpreting the Test Results, page 3-16
e 3.3 Advanced Troubleshooting Options, page 3-22

Figure 3-1 describes the workflow for using Cisco MPLS Diagnostics Expert.
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1. Configure and Run Test—Configure and run an MPLS VPN Connectivity Verification test. See
3.1 Performing an MPLS VPN Connectivity Verification Test, page 3-2.

2. Configure Test from VPN Information—Optionally configure an MPLS VPN Connectivity
Verification test using VPN information. This is only possible if ISC VPN Provisioning
functionality is used to provision VPNs within the network. See 3.1.1 Configuration Using
Customer VPN Information, page 3-8.
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3. View Test Results—View results of MPLS VPN Connectivity Verification test, including the Test
Log. See 3.2 Interpreting the Test Results, page 3-16.

4. Reverse Path Test—Perform Reverse Path Test advanced troubleshooting. See 3.3.1 Reverse Path
Testing, page 3-23.

5. MTU Analysis—Perform MTU Analysis advanced troubleshooting. See 3.3.2 MTU Analysis, page
3-23.

6. LSP Visualization—Perform LSP Visualization advanced troubleshooting. See 3.3.3 LSP
Visualization, page 3-24.

7. LSP Troubleshooting—Perform LSP Troubleshooting advanced troubleshooting. See 3.3.4 LSP
Troubleshooting, page 3-25.

8. Implement Recommended Fix—Manually implement fix as recommended by test results.

9. Re-test—Re-run the MPLS VPN Connectivity Verification test. This would typically be done to
verify the fix implemented.

3.1 Performing an MPLS VPN Connectivity Verification Test

~

Note

Step 1

This section describes how to perform an MPLS VPN Connectivity Verification test. The Diagnostics
tab (see Figure 3-2) allows you to configure this test and to view the results.

When performing parallel MPLS VPN Connectivity Verification tests on the same client machine,
ensure each test is performed using a different HTTP session. To do so, run each test in a separate
browser, launched from the command line, or by clicking on the browser icon on the desktop, or Start
menu. Do not run parallel tests in tabs within the same browser window or in browser windows launched
from existing browser windows.

Click the Diagnostics tab. The MPLS Diagnostics Feature Selection window appears.

Figure 3-2 Diagnostics Tab
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Click on the MPLS VPN Connectivity Verification option. The MPLS VPN Connectivity Verification
Configuration window appears (see Figure 3-3).

Figure 3-3 MPLS VPN Connectivity Verification Configuration Window
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The MPLS VPN Connectivity Verification Configuration window allows you to configure the
connectivity test to be performed. This window displays the following components:

e Network diagram
e Local Site configuration area
e Remote Site configuration area

The network diagram is a static image that provides you with context for the information you must enter
to configure the test.

MPLS VPN Connectivity Verification tests connectivity between two sites in a VPN. Throughout the
test, these sites are referred to as the local site and remote site. It is anticipated that a connectivity
problem will be reported or detected from the perspective of a particular site. This particular site would
typically be used as the local site, and the test is performed from this site. However, this is not mandatory,
as any site can be used as the local or remote site, because connectivity is tested in both directions.

The scope of the L3 VPN connectivity test (see Figure 3-4) can be changed on a per-site basis. For each
site you can test connectivity to a customer device within the site (shown on Figure 3-4 as 1), the CE
access circuit interface (shown on Figure 3-4 as 2), or the PE access circuit interface (shown on
Figure 3-4 as 3). The test scope is determined by the configuration that you provide.

It could be desirable to vary the test scope for a number for reasons. For example, a customer could use
an access control list (ACL) on their customer edge (CE) access circuit interface to block ICMP Echo
packets from entering the site network. In this instance it would be desirable to limit the test scope to the
access circuit interface of the PE device. Alternatively you might want to test to a device within a
customer site. A successful test verifies that VPN connectivity exists to that device. If the test to the
customer device fails but you are able to verify connectivity between CE devices, this allows you to
isolate the problem to the CE device or customer site network.
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Note

Note

Step 3

Figure 3-4 Test Scope
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By default, if you specify only the required fields for a site, the test is performed to the CE access circuit
interface.

Required fields are denoted by a blue asterisk in the MPLS VPN Connectivity Verification Configuration
window. You will be unable to continue until all required fields have been completed with valid
information.

To test connectivity to a device within the customer site subnetwork you should enter the IP address in
the Customer Device IP Address field and make sure the Do not ping check box is not checked.

To restrict testing to the PE access circuit interface for a site, you should check the Do not ping check
box located beside the CE Access Circuit Interface IP Address field. If a customer device IP address has
been entered, then it is ignored during the test.

When testing to the PE access circuit interface, you must enter the CE access circuit interface IP address.
This is necessary because automated troubleshooting and diagnostics use the CE IP address to perform
configuration checks on the PE device.

Cisco IOS ACLs allow selected traffic to be blocked based on a wide variety of criteria. ACLs configured
on the CE can lead to inconsistent results being reported when an MPLS VPN Connectivity Verification
test is performed to a customer device or CE interface. Where possible an MPLS VPN Connectivity
Verification test will report that traffic is blocked by an ACL configured on the CE device. However,
depending on ACL configuration, it is not always possible to determine that traffic is blocked by an ACL
configured on the CE device. In some cases an MPLS VPN Connectivity Verification test might report
an access circuit failure or unknown failure. In cases where it is suspected that traffic is being blocked
at the CE, the test scope should be reduced to the PE access circuit interface.

Configure the fields in the MPLS VPN Connectivity Verification Configuration window as required.

~

Note  An alternative way to configure the test is to use customer VPN information. See
3.1.1 Configuration Using Customer VPN Information, page 3-8 for further information.

Table 3-1 provides field descriptions of the MPLS VPN Connectivity Verification Configuration
window.
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Table 3-1 Field Descriptions for the MPLS VPN Connectivity Verification Configuration Window

Field Description

Local Site

PE Device Name Enter the local site PE Device Name in the PE Device Name field or select the local site PE Device
(required field) Name by clicking the Select button.

Note  Clicking the Select button opens the Select PE Device window (see Selecting a PE Device, page

3-6).

The Device Name is the fully qualified hostname and domain name of the device. For example,
routerl.cisco.com. However, the domain name is optional so in many cases the Device Name is the
device hostname. For example, routerl.

The Device Name specified must match that of a PE device with role type of N-PE. For details of how
to create PE devices, see 2.5 Inventory Setup, page 2-4.

PE Access Circuit

Interface (required
field)

Enter the interface name of the local site PE Access Circuit Interface in the PE Access Circuit Interface
field or select the local site PE Access Circuit Interface by clicking the Select button.

Note  Clicking the Select button opens the Select Device Interface window (see Selecting a PE Access

Circuit Interface, page 3-7).

You must specify a valid local PE Device Name before selecting the PE Access Circuit Interface. The
interface specified should be the access circuit interface attached to the site's CE. The interface name
specified must match an interface on the device, but the interface does not necessarily need to be in the
ISC device inventory.

CE Access Circuit
Interface IP Address
(required field)

Enter the IP address of the CE access circuit interface for the local site. This should be the access circuit
interface attached to the specified PE. The IP address entered is validated to ensure it is in the same
subnet as the specified PE access circuit interface. The test supports managed and unmanaged Cisco
CE devices, and non-Cisco CE devices.

Do not ping
(optional field)

Check this check box to restrict connectivity testing to the access circuit interface of the PE device. This
option is intended for cases where the customer has blocked access to the CE interface, for example,
when using an ACL.

Customer Device IP
Address (optional
field)

Enter the IP address of a customer device on the local site customer network. Entering the customer
device IP address causes the connectivity test to be performed to this device.

Remote Site

PE Device Name
(required field)

Enter the remote site PE Device Name in the PE Device Name field or select the remote site PE Device
Name by clicking the Select button.

Note  Click the Select button to open the Select PE Device window (see Selecting a PE Device, page

3-6).

The Device Name is the fully qualified hostname and domain name of the device. For example,
routerl.cisco.com. However, the domain name is optional so in many cases the Device Name is the
device hostname. For example, routerl.

The Device Name specified must match that of a PE device with role type of N-PE. For details of how
to create PE devices, see 2.5 Inventory Setup, page 2-4.
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Table 3-1 Field Descriptions for the MPLS VPN Connectivity Verification Configuration Window (continued)
Field Description

PE Access Circuit
Interface (required
field)

Enter the interface name of the remote site PE Access Circuit Interface in the PE Access Circuit
Interface field or select the remote site PE Access Circuit Interface by clicking the Select button.

Click the Select button to open the Select Device Interface window (see Selecting a PE Access Circuit
Interface, page 3-7).

You must specify a valid remote PE Device Name before selecting the PE Access Circuit Interface. The
interface specified should be the access circuit interface attached to the site's CE. The interface name
specified must match an interface on the device, but the interface does not necessarily need to be in the
ISC device inventory.

CE Access Circuit
Interface IP Address
(required field)

Enter the IP address of the CE access circuit interface for the remote site. This should be the access
circuit interface attached to the specified PE. The IP address entered is validated to ensure it is in the
same subnet as the specified PE access circuit interface. The test supports managed and unmanaged
Cisco CE devices, and non-Cisco CE devices.

Do not ping
(optional field)

Check this check box to restrict connectivity testing to the access circuit interface of the PE device. This
option is intended for cases where the customer has blocked access to the CE interface, for example,
when using an access list.

Customer Device IP
Address (optional
field)

Enter the IP address of a customer device on the remote site customer network. Entering the customer
device IP address causes the connectivity test to be performed to this device.

Buttons

Populate from VPN

Click the Populate from VPN button to open the Populate from VPN window. The Populate from VPN
window allows you to configure the test using customer VPN information (see 3.1.1 Configuration
Using Customer VPN Information, page 3-8.)

OK

Click OK to run the test.

Clear

Click Clear to reset all the fields in the window.

Selecting a PE Device

Click the Select button (for the Local/Remote PE Device Name) to open the Select PE Device window
(see Figure 3-5) where you can choose the local/remote site PE. The Select PE Device window displays
a table containing all the PE devices available in the inventory.
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Figure 3-5 Select PE Device Window
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You can perform a wildcard string search of all PE attributes displayed in the PE table. If you select a
local/remote site PE from the ISC inventory, this overrides anything entered in the Local/Remote PE
Device Name field (see Figure 3-3.)

Selecting a PE Access Circuit Interface

Click the Select button (for the Local/Remote PE Access Circuit Interface) to open the Select Device
Interface window (see Figure 3-6) where you can choose the interface name. The Select Device Interface
window displays a table containing all interfaces for the selected local/remote PE device.

Note  The LDP Termination Only check box is used to filter for LDP terminating loopback interfaces in cases
where selection of an LDP terminating loopback interface is required. This check box should be left
unchecked.
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Step 4

Figure 3-6 Select Device Interface Window
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You can perform a wildcard string search of all attributes displayed in the table. If you select a
Local/Remote PE Access Circuit Interface from the ISC inventory, this overrides anything entered in the
Local/Remote PE Access Circuit Interface field (see Figure 3-3).

Click OK to run the test after all the required fields are completed. The Progress window appears (see
Figure 3-10 on page 3-15).

3.1.1 Configuration Using Customer VPN Information

Note

Step 1

Cisco MPLS Diagnostics Expert can be used standalone, without any dependency on other ISC
functionality. However, if ISC VPN Provisioning functionality is used to provision VPNs within the
network, this provisioning information, associated with the customer and VPN, can be used as an
alternative means to configure an MPLS VPN Connectivity Verification test. Rather than specifying
device-specific configuration, you can specify a customer, VPN, local site, and remote site. All required
test configuration is then derived from this information.

The option to configure an MPLS VPN Connectivity Verification test using customer VPN information
is only available if the ISC VPN Provisioning functionality is used to provision VPNs within the
network.

Click the Populate from VPN button in the MPLS VPN Connectivity Verification window. The Populate
from VPN window appears (see Figure 3-7).

Cisco MPLS Diagnostics Expert 1.0 User Guide on ISC 4.1



| Chapter3 Using Cisco MPLS Diagnostics Expert
31 3.1.1 Configuration Using Customer VPN Information 1l
Figure 3-7 Populate from VPN Window
You Are Here: + Diagnostics * MPLS Diagnostics Expert & MPLS YPH Connectivity “erification
Populate from YPH
e ene
n MPLS YPH Connectivity
Verification Customer Details
Custamer Name™ I
PN Plame |
Site Details
Lacal Stte™ I
Remote Site” I
| OK | | Cancel |
&
Mote: * - Regquired Field 5
Step2  Configure the fields displayed in the Populate from VPN window. Table 3-2 provides field descriptions
for the Populate from VPN window.
Table 3-2 Field Descriptions for the Populate from VPN Window
Field Description
Customer Name Click the Select button to select a customer from the Select Customer pop-up window.
(required field)
VPN Name Click the Select button to select a VPN name from the VPN Name pop-up window.
(required field)

Note  You must select a Customer Name before you can select a VPN Name.

Local Site (required

field)

Click the Select button to select a Local Site from the Local Site pop-up window.

Note  You must select a Customer Name and a VPN Name before you can select a local site.

Remote Site
(required field)

Click the Select button to select a Remote Site from the Remote Site pop-up window.

Note  You must select a Customer Name and VPN Name before you can select a remote site.

Step 3

Step 4

Click OK. The MPLS VPN Connectivity Verification Configuration window reappears. The required
fields are populated based on the customer VPN information you provided in the Populate from VPN
window.

~

Note

If you want to test to a customer device you can enter the IP address in the Local and/or Remote
Site Customer Device IP Addresses fields.

~

Note

You can edit any of the fields in the MPLS VPN Connectivity Verification Configuration window
that have been automatically populated.

Click OK on the MPLS VPN Connectivity Verification Configuration window to run the test. The
Progress window appears (see Figure 3-10 on page 3-15).
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3.1.2 VPN Topologies

By default an MPLS VPN Connectivity Verification test assumes that the local and remote sites are
connected through a full mesh VPN topology and that these sites can communicate directly. If the sites
being tested are connected through a VPN topology other than full mesh, the required configuration for
an MPLS VPN Connectivity Verification test might differ. In this situation the test might produce
misleading results, so you must take care when interpreting the test results. The following sections detail
the configuration required and how the test results should be interpreted for each supported VPN
topology.

3.1.2.1 Testing with Hub and Spoke VPN Topology

Step 1
Step 2

Step 3

Step 4

Step 5

Customer sites connected through a hub and spoke VPN cannot communicate directly. The customer
sites (Spokes) communicate through a Hub router. When testing connectivity between two sites
connected through a hub and spoke VPN you should perform the test using the following steps:

MPLS VPN Connectivity Verification test between the local and the remote sites.

MPLS VPN Connectivity Verification test between the local site and the hub CE interface that is attached
to the hub PE interface importing routes.

MPLS VPN Connectivity Verification test between the remote site and the hub CE interface that is
attached to the hub PE interface importing routes.

MPLS VPN Connectivity Verification test between the local site and the hub CE interface that is attached
to the hub PE interface exporting routes.

MPLS VPN Connectivity Verification test between the remote site and the hub CE interface that is
attached to the hub PE interface exporting routes.

~

Note  After fixing a problem reported in Step 1 though Step 5, you should repeat Step 1 to verify that
connectivity between the sites has been restored.

~

Note  If a connectivity failure is detected in Step 1 due to an access circuit or VPN edge problem, then
the problem will be correctly diagnosed by the MPLS VPN Connectivity Verification test
performed in Step 1. You should rectify the problem as described by the text results. If the
connectivity failure is due to a problem within the core of the hub and spoke MPLS VPN, then
the result reported by Step 1 will be incorrect and should be ignored. Step 2 though Step 5
should be performed until the problem is diagnosed correctly.

Each step involves performing an MPLS VPN Connectivity Verification test between different points.
Depending on whether a connectivity failure exists and the location of this failure, it might not be
necessary to perform all five steps. Figure 3-7 shows the workflow for testing a hub and spoke VPN.
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Figure 3-8 Workflow

Re-test

> Step 1

Connectivity No

31 3.1.2 VPN Topologies

Failure Found?

Is Failure in
Access Circuit
or Edge?

Fix Problem

Connectivity
Failure Found?

Fix Problem <23

|

Connectivity
Failure Found?

Fix Problem

Connectivity
Failure Found?

Yes

Fix Problem

Connectivity
Failure Found?

Yes

n

Fix Problem

Y

Troubleshooting
Complete

144713

Figure 3-9 illustrates the MPLS VPN Connectivity Verification tests required to test connectivity

between two sites in a hub and spoke VPN.
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Figure 3-9 Testing a Hub and Spoke VPN Topology
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@to@ illustrates tests performed in steps 1 through 5.

Step1  Involves performing an MPLS VPN Connectivity Verification test between the local and remote sites. If
this test finds no connectivity problems, then no further troubleshooting is required. If this test reports a
connectivity failure caused by an MPLS problem, you should ignore the test result and move to Step 2.
As an MPLS VPN Connectivity Verification test assumes a full mesh VPN topology, the problem
reported will be incorrect. You must perform further MPLS VPN Connectivity Verification tests to
identify the problem on a hub and spoke VPN. If this test reports a connectivity failure caused by a
non-MPLS problem (for example, access circuit or VPN edge failure), then you should fix the problem
as reported and retest.

~

Note If a connectivity failure is found, the MPLS VPN Connectivity Verification test performed in
Step 1 will detect that a hub and spoke VPN topology is being tested and advise you to perform
hub and spoke specific troubleshooting as described in the following steps. The MPLS VPN
Connectivity Verification test detects a hub and spoke VPN topology by checking the Route
Target imports and exports. If the same Route Target is imported and exported by one or both PE
routers, then a hub and spoke VPN is assumed.

Cisco MPLS Diagnostics Expert 1.0 User Guide on ISC 4.1



| Chapter3

Using Cisco MPLS Diagnostics Expert

Step 2

Step 3

Step 4

Step 5

31 3.1.2 VPN Topologies M

Involves performing an MPLS VPN Connectivity Verification test between the local site (Spoke) and the
hub CE interface that is attached to the hub PE interface which imports routes (shown on Figure 3-9 as
A). When configuring the MPLS VPN Connectivity Verification test, the Local Site fields on the MPLS
VPN Connectivity Verification Configuration window should be configured with details of the local
customer site. The Remote Site fields should be configured with details of the Hub PE/CE interface
which imports routes (shown on Figure 3-9 as A), as shown in Table 3-3.

Involves performing an MPLS VPN Connectivity Verification test between the remote site (Spoke) and
the hub CE interface that is attached to the hub PE interface which imports routes (shown on Figure 3-9
as A). When configuring the MPLS VPN Connectivity Verification test, the Local Site fields should be
configured with details of the Hub PE interface which imports routes (shown on Figure 3-9 as A), as
shown in Table 3-3. The Remote Site fields on the MPLS VPN Connectivity Verification Configuration
window should be configured with details of the remote customer site.

Table 3-3 MPLS VPN Connectivity Verification Test Configuration—Hub PE Route Import
Interface Test

Field Name Hub Detail

PE Device Name Hub PE Device Name.

PE Access Circuit Interface Hub PE Interface which imports routes.

CE Access Circuit Interface I[P |IP Address of Hub CE Interface directly connected to PE interface
Address which imports routes.

Customer Device IP Address |Leave blank.

Involves performing an MPLS VPN Connectivity Verification test between the local site (Spoke) and the
hub CE interface that is attached to the hub PE interface which exports routes (shown on Figure 3-9 as
C). When configuring the MPLS VPN Connectivity Verification test, the Local Site fields on the MPLS
VPN Connectivity Verification Configuration window should be configured with details of the local
customer site. The Remote Site fields should be configured with details of the Hub PE interface which
exports routes (shown on Figure 3-9 as C), as shown in Table 3-4.

Involves performing an MPLS VPN Connectivity Verification test between the remote site (Spoke) and
the hub CE interface that is attached to the hub PE interface which exports routes (shown on Figure 3-9
as C). When configuring the MPLS VPN Connectivity Verification test, the Local Site fields should be
configured with details of the Hub PE interface which exports routes (shown on Figure 3-9 as C), as
shown in Table 3-4. The Remote Site fields on the MPLS VPN Connectivity Verification Configuration
window should be configured with details of the remote customer site.

Table 3-4 MPLS VPN Connectivity Verification Test Configuration —Hub PE Route Export
Interface Test

Field Name Hub Detail

PE Device Name Hub PE Device Name.

PE Access Circuit Interface Hub PE Interface which exports routes.

CE Access Circuit Interface I[P |IP Address of Hub CE Interface directly connected to PE interface
Address which exports routes.

Customer Device IP Address |Leave blank.
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3.1.2.2 Testing with Intranet/Extranet VPN Topology

Note

Sites connected through an Intranet/Extranet VPN topology can communicate directly, similar to a full
mesh VPN topology. When configuring an MPLS VPN Connectivity Verification test between two sites
connected through an Intranet/Extranet VPN you should configure the test as normal.

When testing connectivity between sites connected through an Intranet/Extranet VPN, Cisco MPLS
Diagnostics Expert will troubleshoot MPLS VPN connectivity issues including access circuit, VPN edge
and MPLS core problems. Cisco MPLS Diagnostics Expert does not troubleshoot Intranet/Extranet VPN
specific problems, such as missing or miss-configured route maps.

If an MPLS VPN Connectivity Verification test detects a connectivity failure but that failure cannot be
attributed to MPLS VPN connectivity issues including access circuit, VPN edge and MPLS core
problems, then the Test Results window will recommend that you troubleshoot the Intranet/Extranet
configuration.

Cisco MPLS Diagnostics Expert assumes a possible Intranet/Extranet VPN topology if it finds Route
Maps configured on either PE.

3.1.2.3 Testing with Central Services VPN Topology

With a Central Services VPN topology the client sites can communicate directly with one or more central
sites, but they cannot communicate with each other. When configuring an MPLS VPN Connectivity
Verification test between a client site and central site, connected through a Central Services VPN
topology, you should configure the test as normal by entering the client site and central site, as the local
and remote site respectively.

It is not possible to perform an MPLS VPN Connectivity Verification test between two client sites in a
Central Services VPN.

3.1.3 Progress Window

The time taken to perform an MPLS VPN Connectivity Verification test varies. A test could take some
time to complete, depending on the size of your network, whether a connectivity problem is identified,
and the nature of this connectivity problem. While the test is being performed the Progress window is

displayed (see Figure 3-10).

The Progress window displays a one-line textual summary of each step that has been completed and the
step that is currently executing.
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Figure 3-10 Progress Window
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Calculsting remote site CE access circult interface netvork information... done,
Werifying remote site PE and CE access circuit interface configuration... done.
Werifying remote site CE interface IP address is not same a3 PE interface P acdt
Werifying remote site CE interface IP address is not network address... done.
Werifying remote site CE interface IP address is not broadcast address... done,
Recording derived device configurstion... daone.
Irvoking workflows to perform MPLS VPM connectivity werification (reverse)... de
Checking for local site customer information supplied... done.
Perlforming YRF ping from remote site PE to local site CE interface..l. i

4 4

Test in progress.

- Flease Wit

137573

31 3.1.3 Progress Window W

Click the Cancel button to cancel the test if required. If you click Cancel, you are asked to confirm that
you want to cancel the test. If you confirm, the test is cancelled when the current step has completed. If
the current step involves device interaction, this completes before the test is cancelled. Upon

cancellation, the Test Results window appears indicating that you cancelled the test. All completed steps

are displayed in the test log.

When the test is complete the Test Results window appears. See 3.2 Interpreting the Test Results, page

3-16, for further details.
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3.2 Interpreting the Test Results

Upon completion of a MPLS VPN Connectivity Verification test, the Test Results window appears (see
Figure 3-11).

Figure 3-11 Test Results Window with Failure Specific Additional Information Displayed
MPLS YPH Connectivity Yerification Results
; PE P P P
Custorner (] |— CE 137 373 33No Label No Label
Device —j | TR g =] e
vi %192159110 &= JELD =il :ﬂ‘ =i 1 i ﬁ@
= ped p3a p3 p1

a [o]

Wiew: % TestDetails ¢ TestLog

Sumimany: LSP connectivity problem, contral plang issue, from pe3 to pel for prefix 100107 832,
Poszible Cause(s): MPLS not enabled on interface Ethernet3i0 on router gl .
Recommended Action:  Enable MPLS on interface.

Device: p1

105 Command: show mpls interfaces all

Interface Ip Tunnel Operational
Ethernetl/0 Tes (ldpl No Tes
EthernetZ/0 Tes (ldp) Mo Tas
Ethernet3/0 No No No
Ethernetd4/0 Tes (ldp) HNo Tes

‘ Advanced || Re-test || Cancel |
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The Test Result window displays the location and cause of the problem found, recommended actions,
observations, and details of the automated troubleshooting and diagnostics steps performed. The Test

Result window also allows you to invoke advanced troubleshooting options where appropriate (see
Table 3-5).

The Test Results window consists of the following components:

Table 3-5 Field Descriptions for the Test Results Window
Field/Button Description
Data path See 3.2.1 Data Path, page 3-17

Test Details

See 3.2.2 Test Details, page 3-19

Test Log

See 3.2.3 Test Log, page 3-21

Export button

The Export button appears when the Test Log radio button is selected. See 3.2.4 Export, page 3-22.

Advanced button

Click the Advanced button to launch advanced troubleshooting. See 3.3 Advanced Troubleshooting
Options, page 3-22. The options available on this button are dynamically configured depending on the
test result. In some cases there might be no advanced troubleshooting options available.

Re-test button

Click the Re-test button to re-run the connectivity test using the existing configuration. This can be used
to verify the fix implemented.

Cancel button

Click the Cancel button to cancel the current test and return to the Test Configuration window. You will
not be asked to confirm cancellation.
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The Test Result window displays details of the first failure found. If multiple failures exist, subsequent
failures are not reported until the current failure is fixed and the test is re-run.

3.2.1 Data Path

The Data Path (see Figure 3-12) shows a graphical representation of the path between the two sites that
have been tested.

Figure 3-12 Data Path

. PE P P P
Customer g CE -137 37)'.33 33JN|? Label Mo Label
Device SRR 02 168100 (EnEIN o Lo SEE
pe3 p3a [i] pl

197565

1. Device Role (CE, PE, or P).
MPLS labels (ingress/egress).

Failed device.

& w DN

10OS interface name.

5. Device hostname.

If a failure is found, the data path highlights the failed device or link. The device colors used in the data
path are described in Table 3-6.

Table 3-6 Data Path Device Color Codes
Color Icon Description
Green Device has been tested and is functioning normally.
=T
=
Fgr
A
Blue Device has not been tested or status is unknown.
ST
o
Red Device failure.
e
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Table 3-6 Data Path Device Color Codes (continued)

Color Icon Description

Yellow Possible device failure.

Grey Device access failure.

The link color used in the data path is described in Table 3-7.

Table 3-7 Data Path Link Color Code
Color Icon Description
Red A connectivity failure has been found. This failure
—— might be due to a problem on one or both attached
devices.

For each core PE and P device, the following information is displayed:
e Role (PE or P)
e Device name
¢ Interface names
e Ingress and egress MPLS labels (MPLS core failures only)

The information displayed for CE devices and customer devices is minimal. Typically only the
information provided during test configuration is displayed for these devices.

3.2.1.1 Device Actions

PE and P devices displayed in the Data Path support the invocation of device-specific actions. Device
specific actions are invoked by left-clicking on the appropriate device within the data path. You can then
select the action to invoke from a pop-up dialog (see Figure 3-13). The currently supported device
actions are Telnet and SSH.

Note  When connecting to a device through Telnet or SSH, you must enter the appropriate device
authentication, as configured on that device.
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Figure 3-13 Device Actions
/3 Device Access - Microsoft Internet Explo = ] P3|
Selected Host: pe3
Telnet
SEH Client
[ve]
©
L0
N~
[s2]

The ability to launch device actions can be disabled using user roles. See 2.3 User Roles, page 2-3 for
further details.

Invoking a Telnet or SSH device action will attempt to run the default Telnet or SSH application
configured on the client machine. If no application is configured, then the browser-specific error
handling occurs.

Telnet and SSH device actions are launched from the client machine from which the browser is running.
If this machine does not have a route to the managed device, the action will fail.

3.2.2 Test Details

The Test Details section of the Test Results window (see Figure 3-11 on page 3-16) displays a summary
of the automated troubleshooting and diagnostics results, observations made during troubleshooting,
additional failure-specific information, and recommended action.

The Test Details summary is displayed in all cases. The test details summary consists of three fields that
detail:

e Summary—Displays a brief summary of the failure found.
e Possible Cause(s)—Possible causes of the failure.
e Recommended Action—Recommended actions to resolve the problem.

Failure-specific additional information is displayed below the summary as required. When displayed,
this provides additional information on the problem found. For example, Forwarding Information Base
(FIB), Label Forwarding Information Base (LFIB), BGP table entries, and route target import/exports.
This additional failure specific information helps highlight problems such as FIB, LFIB, BGP
inconsistencies, and route target import/export mismatches. For some failures no additional information
is displayed.

Figure 3-11 on page 3-16 shows an example Test Results window with failure specific information
below the Test Details summary.

The Test Details radio button is selected by default.
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Figure 3-14 Test Results Window with Observation Notes

Customer g 1 Cusho_mer
Device Device
Wigw: % TestDetails  TestLog
Summany: “PM connectivity problem in VRF red from PE pel to destination 192.168.1 .10
Possible Cause(s): Mo MP BGP Meighbor session established on PE pe3.
Recommended Action:  Troubleshoot connection with the BGP neighbor (normally the Route Reflector).
Hote: A route map is configured onthe PE pel which may be causing route traffic to be lost
If thiz is an intranetfextranet %PN configuration then there may be a routemsp configuration error.
Route Maps

Router: pel
Export map blocker:
rouce-wap blocker, permit, secuence 10

Match clauses:

Zet clauses:

Policy routing matches: 0 packets, 0 bytes
Hote: Pozsible BGP Meighbor Session problem detected
BGP Neighbor Details for device pe3
BGP Nelghbor BGP State
101077 Ieile:

| Advanced | | Re-test ‘ | Cancel |

144798

Observations made during troubleshooting are displayed as notes below the Test Details summary.
Observation notes detail observations made during troubleshooting which could be related to the failure.
They should be considered as additional troubleshooting information. Figure 3-14 shows an example

Test Results window with two observation notes. In some cases no observation notes are displayed, while
in other cases multiple notes might be displayed.
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3.23 TestLog

Click the Test Log (see Figure 3-15) radio button to display details of all troubleshooting and diagnostics
steps in the order in which they were performed.

Figure 3-15 Test Results Window— Test Log

Customer 33/MNo Label Mo Label/
Device
E3 0
p1
] Il

view: { TestDetsilz ©* TestLog

Showving 1 - 10 of 151 records
# Troubleshooting Step Details Comments

1. Calculsting end point information.
Hosthame : pet

2. Checking local ste PE interface configuration. inferface - Ethernet2/
Hypetlinks 3. walidating specified local site PE interface. The supplied interface is valid

HostMame : pel

4. Checking local ste PE interface W'RF configuration infetfaca : Ethatnet2m

5. Checking local site PE interface WRF The interface has a VRF
B. Checking local ste PE interface IP address. The zsupplied interface is valid
“eritying local ste PE and CE access circult The CE and PE interfaces are inthe same netweork
"interface configuration [192.168.1.0).

“eritying local ste CE IP address is not same as PE
“interface IP address

a “Weritying local ste CE IP address is not network
“address.

Weritying local ste CE IP address is not broadcast
T address.

Rowrs per page: I m - 1] 4] ota page IT of 16 B0

The supplied interface is valid

The supplied interface is valid

10, The zsupplied interface is valid

| Advanced || Re-test H Cancel |

140137

Some steps require device interaction involving the execution of IOS CLI commands. These steps appear
in the Test Log as hyperlinks. Clicking a hyperlink opens a pop-up window that displays the IOS CLI
transcript for the step (see Figure 3-16). This transcript includes the IOS commands run and all resulting
output.
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Figure 3-16 10S CLI Transcript Window

; 108 CLI Transcript - Microsoft Internet Explorer provided by Cisco Syske — IEIIEI

105 CLI Transcript

ping wrf red

Protaocoll |ipm

Target IP address||152 168.1.2

Bepeat count| |

Datagram size]||100

Timeout in seconds| |

Extended commands| |y

Source address or interface| |EthernetZ 0
Type of serwice| |0

Zet DF bit in IP header?| |no

Validate reply data?||no

Data pattern| | 0xAECD

Loose, Strict, Record, Timestamp, Verbose] |
Sweep range of sizes||n

Type escape segquence to abort.

Sending &5, 1l00-byte ICHMP Echos to 192 168.1.2, timeout is & seconds:

Buccess rate is 100 percent (575}, round-trip nminfavg/max = E0/Z2/40 ms

140198

3.2.4 Export

You might want to export the test log to include it in a trouble ticket, problem escalation, or when
contacting Cisco TAC. The test log can be exported to file through the Export button located at the

bottom of the Test Log (see Figure 3-15 on page 3-21). All steps displayed in the test log, including IOS
CLI transcripts, are exported in text format.

Step1  Click the Export button. The standard browser file download window appears with a default filename
of export.txt.

Step2  Save the file.

3.3 Advanced Troubleshooting Options

Advanced troubleshooting provides further options that you can use to troubleshoot your network.
Advanced troubleshooting options are only available when the basic MPLS VPN Connectivity

Verification test has been unable to find a failure or a failure has been found but its cause cannot be
identified.

The advanced troubleshooting options supported are detailed in Table 3-8.
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Table 3-8 Advanced Troubleshooting Options

Advanced Troubleshooting

Option Description

Reverse path test Available when a failure is found but the cause of the failure is
unknown.

MTU Analysis Available when no failure is found.

LSP Visualization Available when no failure is found.

LSP Troubleshooting Available when an IP failure is found.

When appropriate, advanced troubleshooting options are made available through the Advanced
drop-down button at the bottom of the Test Results window. In cases where no Advanced troubleshooting
options are available, the Advanced button is disabled.

3.3.1 Reverse Path Testing

In some cases the MPLS VPN Connectivity Verification test detects a connectivity failure, but is unable
to identify the cause of this failure. By repeating the test in the reverse direction (that is, reversing the
local and remote site configuration) it might be possible to identify the cause of the problem. For
example, while performing a connectivity test in the forward direction, an LSP connectivity problem
might be identified on a device. However, this problem could be caused by an LDP miss-configuration
on the downstream LSP neighbor. By repeating the test in the reverse direction, the miss-configured
downstream router is be encountered first and the LDP miss-configuration is diagnosed. When this
situation occurs, the Test Details displayed in the Test Results window advises you to perform the test
in the reverse direction. The Reverse Test option is made available on the Advanced drop-down button
in the Test Results window.

Selecting the Reverse Test advanced troubleshooting option invokes the MPLS VPN Connectivity
Verification test in the reverse direction. No further configuration is required.

The results of the reverse path testing are displayed in the Test Results window.

3.3.2 MTU Analysis

MTU Analysis determines the minimum interface MTU size for the tested path between the local and
remote sites. It then tests that packets can be successfully sent from the local site to the remote site up
to the determined minimum interface MTU size and that packets are dropped at the expected constricting
interface after the minimum MTU size is exceeded. This is achieved using a sweeping ping vrf I0S
command with the do not fragment option set. You must interpret the MTU analysis results to determine
if the configured interface MTU sizes are sufficient for your application.

While MTU Analysis is being performed, the progress window is displayed. Once complete, MTU
Analysis results (see Figure 3-17) are displayed in the Test Results window.
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Note

Figure 3-17 Test Results Window—MTU Analysis Results
2
¢ MTU Analysis Res ults
Y

PE P P PE
Customer g__ CE 160074470 dd?q:ifid?ﬂ 447011 500 15001500 CE
Device | £ 1621 £ (EERPO520 oS0

_—@ﬁ; BRIl = ) } 1

f Gig E4/1 s R
= FOSI_ e Possn@ Gqum@ e
— peld pi0 pi |Je11(—( : ]

1] | |

‘igw: (% TestDetals ¢ Testlog

Summany: MTU failure for ¥RF eng yellow between CE interface 152.165.1.5 and CE interface 152.165.1.10.
MTU limit 10r interface GigabitEthernetan (10.10.1.25] on p11 exceeded &t 1497 bytes (fragmentation dizallowed).

“Werify thet the configuredd MTL size for this link iz sufficient for your spplication.

Possible Cause(s):
Recommended Action:

Hote: The exceeded packet size reported might be less than the actual interface MTU due toimposed MPLS labels. Depending on
netwark configuration, muttiple 4 byte MPLS lsbels can be imposed.

Advancad v|| Re-test || Cancel |

187571

1. Device Role (CE, PE, or P).

2. Interface MTU (ingress/egress interface).

3. IOS interface name.

4. Device hostname.
The device that enforces the constricting MTU size is highlighted in red.
The Test Details section displays details of the constricting MTU including:
e Constricting device

¢ Constricting interface

e Packet size at which packets start to be dropped

MTU analysis is only offered when an MPLS VPN Connectivity Verification test does not detect a
connectivity problem.

The constricting interface could drop packets before they reach the interface MTU size due to MPLS
labels imposed on the IP packet. The exact size depends upon the number of 4-byte MPLS labels
imposed.

3.3.3 LSP Visualization

When no failure is found, the Test Results window data path displays a summary of the test performed.
This does not show details of the path through the core that has been tested. LSP Visualization displays
a hop-by-hop Data Path illustration of the MPLS label switched path (LSP) between the local and remote
sites (see Figure 3-18). The path shown is the path tested during the MPLS VPN Connectivity
Verification test.
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Figure 3-18 Test Results Window—LSP Visualization
CE ?SES 34.fi|mﬂc'rt null im| IiE’anuIIJ'
Cuslo_mer g | P
Device | 1924664 2 =mEaElD EEE [
ﬁ@ E4D EI0 11681 1d
pet pela
Al | ol

Wiew: (* TestDetailz  TestLog

Summany Label-switched path between pel and pe2a iz displayed.

Mote: If thers is no Equal Cost Multi-Path (ECKMP) behaviour in the MPLS core, then the LSP is the best path as determined by
the IGP in use. If ECMP is in use, then the LSP displayed is just one of the possible paths.
Possible Cause(s): Mot Applicable.

Recommended Action: Mot Spplicable.

| Advanced '|| Re-test || Cancel ‘

137570

The Data Path displays the following for each PE and P device in the tested path:
e Role (PE or P)

¢ Device name
¢ Interface name
e Ingress and egress labels
For more details of what is displayed in the Data Path, see 3.2.1 Data Path, page 3-17.

LSP Visualization is only offered when an MPLS VPN Connectivity Verification test does not detect a
connectivity problem.

When using an MPLS VPN Connectivity Verification test for post-provisioning verification, LSP

Visualization provides an additional level of verification by displaying the LSP path taken across the
MPLS core.

3.3.4 LSP Troubleshooting

In some cases an IP failure might be found which masks an underlying LSP label problem. When an IP
failure is found, the Test Results window displays details of the failure and informs the user that it might
be due to an underlying LSP label problem. To eliminate possible LSP label issues, the user is advised
to run LSP Troubleshooting using the Advanced button.

| oL-7645-01

Cisco MPLS Diagnostics Expert 1.0 User Guide on ISC4.1 g



Chapter3  Using Cisco MPLS Diagnostics Expert |

Il 33 334 LSP Troubleshooting

Cisco MPLS Diagnostics Expert 1.0 User Guide on ISC 4.1



	Using Cisco MPLS Diagnostics Expert


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


