CHAPTER 1

Introduction

This chapter provides an overview of the Cisco MPLS Diagnostics Expert application.
This chapter contains the following sections:

e 1.1 Cisco MPLS Diagnostics Expert Overview, page 1-1

e 1.2 Prerequisite Knowledge, page 1-2

e 1.3 Supported Hardware and IOS Versions, page 1-3

e 1.4 MPLS Diagnostics Expert Features, page 1-4

1.1 Cisco MPLS Diagnostics Expert Overview

The Cisco MPLS Diagnostics Expert application is designed for network operations center (NOC) fault
and assurance operators. It provides automated troubleshooting and diagnostics for access circuits, edge,
and core failures in Layer 3 Multiprotocol Label Switching (MPLS) VPN deployments.

Cisco MPLS Diagnostics Expert significantly reduces the time to isolate and diagnose failures in these
networks by employing an automated, workflow-based troubleshooting approach. This workflow-based
troubleshooting uses a Cisco-unique MPLS VPN Failures Knowledge Base to diagnose failure
conditions and provide intelligent recommendations of potential causes of failure. Cisco MPLS
Diagnostics Expert can be used as a standalone application by customers who do not use any of the ISC
product family applications, or it can be used alongside the other ISC product family applications. ISC
MPLS VPN provisioning is not mandatory for use of the Cisco MPLS Diagnostics Expert. Cisco MPLS
Diagnostics Expert is the latest addition to the ISC product family.

In effective fault finding and troubleshooting, there are five steps:
1. Detection

Isolation

Diagnosis

Repair

L

Verification

This release of the Cisco MPLS Diagnostics Expert is designed to support reactive situations in which
an end customer reports a problem with their VPN service. This is essentially the Detection step in

Figure 1-1. The Repair function is also not supported because many providers prefer to be in complete
control of any changes made to router devices and might have specific in-house procedures for doing so.
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1.2 1.2 Prerequisite Knowledge

Note

Figure 1-1 The Reactive Fault Lifecycle

2. Isolation 3. Diagnosis

(reproduce and (diagnose problem cause
localize problem) and recommend action)

5. Verification
(verify fix implemented)

137563

Steps 2, 3, and 5 are performed by Cisco MPLS Diagnostics Expert. Steps 1 and 4 must be performed
manually.

Cisco MPLS Diagnostics Expert focuses on the Isolation, Diagnosis, and Verification steps. It provides
invaluable functionality for isolating and diagnosing failures in the network, determining the device(s)
at fault, and checking appropriate device status and configuration to determine the likely reason for the
failure. Cisco MPLS Diagnostics Expert also provides the ability to re-run tests to verify that changes
made to the device configuration have resolved the issue.

The functionality can be used on its own, without any dependency on any other modules in ISC (for
example, VPN provisioning or Traffic Engineering Management). It can also be used in ISC installations
where some or all of the other ISC modules are used. If the MPLS VPN Provisioning functionality is
used, then Customer and VPN data can be used as a starting point for troubleshooting, in order to locate
the endpoints (Customer Edge devices) between which connectivity is tested.

In addition to troubleshooting, Cisco MPLS Diagnostics Expert can also be used for VPN
post-provisioning checks. After deploying a VPN, either manually or using ISC VPN provisioning, a
connectivity test can be run to verify that the VPN has been provisioned successfully.

1.2 Prerequisite Knowledge

Cisco MPLS Diagnostics Expert has been designed for use by users who have minimal MPLS VPN
knowledge. However, due to the complex nature of MPLS VPN, it is recommended that you will gain
maximum advantage from Cisco MPLS Diagnostics Expert if you are familiar with MPLS VPNs, in
accordance with RFC 2547. In particular, knowledge of RFC 2547 architecture, topology, control, and
data planes is helpful to understand how to best use the application and interpret the results.

A Cisco MPLS Diagnostics Expert MPLS VPN Connectivity Verification Test can be performed by a
user with little or no MPLS VPN knowledge, and, where necessary, the test results can be exported for
interpretation by an engineer familiar with MPLS VPNs.

Recommended reading:
e MPLS and VPN Architectures: Ivan Pepelnjak, Jim Guichard, Cisco Press
e Troubleshooting Virtual Private Networks: Mark Lewis, Cisco Press

e RFC 2547: http://www.ietf.org/rfc/rfc2547 txt?number=2547
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1.3 Supported Hardware and 10S Versions

~

Note

Note

For details of Provider (P) and Provider Edge (PE) device types and I0S versions supported by Cisco
MPLS Diagnostics Expert 1.0 for ISC 4.1, see Cisco IP Solution Center Installation Guide, 4.1.

Support for additional device types and IOS versions could be added in patch releases. For details of the
latest patch releases and the supported device types and IOS versions see Cisco.com.

The device types and IOS versions detailed in the Cisco IP Solution Center Installation Guide, 4.1
support the MPLS label switched path (LSP) Ping and Traceroute feature. This feature is required for
MPLS Diagnostics Expert troubleshooting. If all P and PE devices comply with the list of supported
device types and IOS versions, Cisco MPLS Diagnostics Expert can troubleshoot access circuit, MPLS
VPN, and MPLS core problems. Cisco MPLS Diagnostics Expert is tolerant to other device types and
I0OS versions, including other vendors equipment. However, when the network includes P or PE devices
that do not comply with this list, a complete diagnosis might not be possible. Table 1-1 shows the
possible scenarios and likely outcome.

Table 1-1 Hardware and 10S Version Compliance

Scenario Outcome

All P and PE devices comply with the supported Cisco |MPLS VPN Connectivity Verification test
hardware and IOS versions. successfully troubleshoots access circuit,
MPLS VPN, and MPLS core issues.

All PE devices comply with the supported Cisco MPLS VPN Connectivity Verification test
hardware and IOS versions. One or more P device(s) |successfully troubleshoots access circuit and
do not comply with the supported Cisco hardware and |MPLS VPN issues, but might be unable to
I0S versions, including other vendors equipment. complete troubleshooting of MPLS core
issues.

PE device(s) do not comply with the supported Cisco |MPLS VPN Connectivity Verification test
hardware and IOS versions, including other vendors cannot be run.
equipment.

Cisco MPLS Diagnostics Expert supports both managed and unmanaged CE routers from any vendor.
There are no device type or IOS version requirements for CE devices.

Cisco MPLS Diagnostics Expert can work with other device types and IOS versions that support the
MPLS LSP Ping and Traceroute feature. Use the Cisco Feature Navigator for details of device types and
I0S versions that support this feature see, http://tools.cisco.com/ITDIT/CFN/jsp/index.jsp

MPLS Diagnostics Expert is supported only for the device types and IOS version detailed above.
Additional device types and IOS versions are not supported.
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1.4 MPLS Diagnostics Expert Features

MPLS Diagnostics Expert troubleshooting and diagnostics supports the following three domains:
e Access Circuit
e MPLS Core
e Layer 3 VPN

Access circuit troubleshooting includes basic layer 1 and layer 3 troubleshooting and advanced layer 2
troubleshooting for ATM, Frame Relay, and Ethernet.

MPLS core troubleshooting supports data plane, and control plane diagnostics. This is provided for all
MPLS core and edge devices running a Cisco I0S version with MPLS Operation, Administration, and
Maintenance (OAM) support. For details of Cisco IOS versions with MPLS OAM support see

1.3 Supported Hardware and IOS Versions, page 1-3.

Layer 3 VPN troubleshooting supports MPLS/MP-BGP VPNs based on RFC2547. The following
topologies are supported: hub and spoke, central services, full mesh, and intranet/extranet VPN.

MPLS Diagnostics Expert does not troubleshoot routing protocols, IP connectivity within the core,
inter-Autonomous Systems (AS), Carrier-Supporting-Carrier or traffic engineered MPLS cores. For
further details of unsupported scenarios see Appendix B, “Unsupported Scenarios”.

Cisco MPLS Diagnostics Expert 1.0 User Guide on ISC 4.1



	Introduction


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


