CHAPTER

MPLS VPN Service Requests

This chapter describes how to provision and audit service requests in IP Solution Center (ISC). This
chapter contains the following major sections:

e Overview of Service Requests, page 6-1
¢ Creating Service Requests, page 6-5

e Deploying Service Requests, page 6-33
e Monitoring Service Requests, page 6-35
e Auditing Service Requests, page 6-37

e Editing Configuration Files, page 6-39

Overview of Service Requests

This section contains the following sections:
¢ Service Request Transition States, page 6-1
e Service Enhancements, page 6-4
e How ISC Accesses Network Devices, page 6-4
e MPLS VPN Topology Example, page 6-5

Service Request Transition States

The focus of ISC is the service provided for a customer on the link between a customer CE and a provider
PE. The service request model is the centerpiece of service provisioning. With the service request model,
the ISC can capture the specified VPN service provisioning request, analyze the validity of the request,
and audit the provisioning results.

The service provider operators take all service request information from their customers. ISC can assist
the operator in making entries because the product has customer information such as the VPN
information, the list of the assigned PEs and CEs, and so forth.

ISC steps the operator through the process and simplifies the task of provisioning the CE and PE by
automating most of the tasks required to set up an MPLS VPN.

Figure 6-1 shows a high-level diagram of the relationships and movement among ISC service request
states. For a description of the service request transition sequences, see Appendix B, “Service Request
Transition States.”
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Figure 6-1
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Table 6-1, “Summary of Cisco IP Solution Center Service Request States,” describes each of the service
request states and their transition sequences.

Table 6-1

Summary of Cisco IP Solution Center Service Request States

Service Request Type

Description

Broken

(valid only for L2TPv3
and MPLS services)

The router is correctly configured but the service is unavailable (due to a
broken cable or Layer 2 problem, for example).

An MPLS service request moves to Broken if the auditor finds the routing
and forwarding tables for this service, but they do not match the service
intent.

Closed

A service request moves to Closed if the service request should no longer be
used during the provisioning or auditing process. A service request moves to
the Closed state only upon successful audit of a decommission service
request. ISC does not remove a service request from the database to allow
for extended auditing. Only a specific administrator purge action results in
service requests being removed.

Deployed

A service request moves to Deployed if the intention of the service request
is found in the router configuration file. Deployed indicates that the
configuration file has been downloaded to the router, and the intent of the
request has been verified at the configuration level. That is, ISC downloaded
the configlets to the routers and the service request passed the audit process.
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Table 6-1 Summary of Cisco IP Solution Center Service Request States (continued)

Service Request Type Description

Failed Audit This state indicates that ISC downloaded the configlet to the router
successfully, but the service request did not pass the audit. Therefore, the
service did not move to the Deployed state. The Failed Audit state is
initiated from the Pending state. After a service request is deployed
successfully, it cannot re-enter the Failed Audit state (except if the service
request is redeployed).

Failed Deploy The cause for a Failed Deploy status is that DCS reports that either the
upload of the initial configuration file from the routers failed or the
download of the configuration update to the routers failed (due to lost
connection, faulty password, and so on).

Functional An MPLS service request moves to Functional when the auditor finds the
(valid only for L2TPv3 VPN routing .and. forwardlpg tables (YRF) for this service aqd they ma.tch
and MPLS services) with the service intent. This state requires that both the configuration file
audit and the routing audit are successful.

Invalid Invalid indicates that the service request information is incorrect in some
way. A service request moves to Invalid if the request was either internally
inconsistent or not consistent with the rest of the existing network/router
configurations (for example, no more interfaces were available on the
router). The Provisioning Driver cannot generate configuration updates to
service this request.

Lost A service request moves to Lost when the Auditor cannot find a
configuration-level verification of intent in the router configuration files.
The service request was in the Deployed state, but now some or all router
configuration information is missing. A service request can move to the Lost
state only when the service request had been Deployed.

Pending A service request moves to Pending when the Provisioning Driver
determines that the request looks consistent and was able to generate the
required configuration updates for this request. Pending indicates that the
service request has generated the configuration updates and the
configuration updates are successfully downloaded to the routers.

The Auditor regards pending service requests as new requests and begins the
audit. If the service has been freshly provisioned and not yet audited, it is not
an error (pending audit). However, if an audit is performed and the service is
still pending, it is in an error state.

Requested If the service is newly entered and not yet deployed, it is not an error.
However, if a Deploy is done and it remains Requested, the service is in an
error state.

Wait Deploy This service request state pertains only when downloading configlets to a
Cisco CNS-CE server, such as a Cisco CNS IE2100 appliance. Wait Deploy
indicates that the configlet has been generated, but it has not been
downloaded to the Cisco CNS-CE server because the device is not currently
online. The configlet is staged in the repository until such time as the Cisco
CNS-CE server notifies ISC that it is up. Configlets in the Wait Deploy state
are then downloaded to the Cisco CNS-CE server.

Cisco IP Solution Center MPLS VPN User Guide, 4.1
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Service Enhancements

With this release of MPLS VPN Management, a number of enhancements to the service function are
available:

A service is no longer limited to a single PE-CE link at a time. Under ISC, a service can be
comprised of multiple PE-CE links per service request.

Multicast MPLS VPNs

A multicast address is a single address that represents a group of machines. Unlike a broadcast
address, however, the machines using a multicast address have all expressed a desire to receive the
messages sent to the address. A message sent to the broadcast address is received by all IP-speaking
machines, whether they care what it contains or not. For example, some routing protocols use
multicast addresses as the destination for their periodic routing messages. This allows machines that
have no interest in routing updates to ignore them.

To implement multicast routing, ISC employs the concept of a multicast domain (MD), which is a
set of VRFs associated with interfaces that can send multicast traffic to each other. A VRF contains
VPN routing and forwarding information for unicast. To support multicast routing, a VRF also
contains multicast routing and forwarding information; this is called a Multicast VRF.

Site of Origin support

Although a route target provides the mechanisms to identify which VRFs should receive routes, a
route target does not provide a facility that can prevent routing loops. These routing loops can occur
if routes learned from a site are advertised back to that site. To prevent this, the Site of Origin (SOO)
feature identifies which site originated the route, and therefore, which site should not receive the
route from any other PE routers.

Layer 2 access into MPLS VPNs

Provisioning PE-Only service requests

How ISC Accesses Network Devices

When ISC attempts to access a router, it uses the following algorithm:

1.

Checks to see if a terminal server is associated with the device, and if this is the case, ISC uses the
terminal server to access the device.

If there is no terminal server, ISC looks for the management interface on the device.

If there is no management interface, ISC tries to access the device using the fully-qualified domain
name (hostname plus domain name).

If any step in the VPN Solutions Center device-access algorithm fails, the entire device access operation
fails—there is no retry or rollover operation in place. For example, if there is a terminal server and ISC
encounters an error in attempting to access the target device through the terminal server, the access
operation fails at that point. With the failure of the terminal server access method, ISC does not attempt
to find the management interface to access the target device.

Cisco IP Solution Center MPLS VPN User Guide, 4.1
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Creating Service Requests

A service request is an instance of service contract between a customer edge router (CE) and a provider
edge router (PE). The service request user interface asks you to enter several parameters, including the
specific interfaces on the CE and PE routers, routing protocol information, and IP addressing
information.

You can also integrate an ISC template with a service request, and associate one or more templates to
the CE and the PE.

To create a service request, a Service Policy must already be defined, as described in Chapter 6, “MPLS
VPN Service Requests.”

This section has the following sections:
e MPLS VPN Topology Example, page 6-5
e Creating a PE-CE Service Request, page 6-6
e C(Creating a Multi-VRF Service Request, page 6-17
e Creating a PE-Only Service Request, page 6-26

MPLS VPN Topology Example

Figure 6-2 shows the topology for the network used to define the service requests in this section.

PE-CE Example

In the PE-CE example, the service provider needs to create an MPLS service for a CE (mlcel) in their
customer site Acme_NY (in New York).

Multi-VRF Example

In the Multi-VRF example, the service provider needs to create an MPLS service between a CE (mlce4)
in their customer site Widgets_NY (in New York) and a Multi-VRFCE (mlce3) located in their customer
site Widgets_NY (in New York).

The goal is to create a single service request that defines a link between the customer site in New York

and the PE (mlpe2).

PE-Only Example
In the PE-Only example, the service provider needs to create an MPLS service for a PE (mlpe2.)

[ oL-7646-03
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Figure 6-2 Example Network Topology
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Creating a PE-CE Service Request

To create a PE-CE service request, follow these steps:

Step 1 Start up and log in to ISC.
a. From the Welcome to ISC window, choose Service Inventory.
b. From the Service Inventory window, choose Inventory and Connection Manager.
c. From the Inventory and Connection Manager window, choose Service Requests.

The Service Requests dialog box appears (see Figure 6-3).

Cisco IP Solution Center MPLS VPN User Guide, 4.1
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Figure 6-3 Initial Service Requests Dialog Box
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Step 2 To start the process to create a new service, click Create.
A drop-down list is displayed, showing the types of service requests you can create.
Step3  Choose MPLS VPN.
The Select MPLS Policy dialog box appears (see Figure 6-4).
This dialog box displays the list of all the MPLS service policies that have been defined in ISC.

Figure 6-4 Selecting the MPLS Policy for This Service
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Step4  Choose the policy of choice, then click OK.
The MPLS Service Request Editor appears (see Figure 6-5).

Figure 6-5 MPLS Service Request Editor
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Step5 Click Add Link.

Cisco IP Solution Center MPLS VPN User Guide, 4.1
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Step 6

Step 7

Step 8

The MPLS Service Request Editor now displays a set of fields, as shown in Figure 6-6. Notice that the
Select CE field is enabled. Specifying the CE for the link is the first task required to define the link for
this service.

Figure 6-6 Initial Fields Displayed to Define PE-CE Link
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CE: Click Select CE.
The Select CPE Device dialog box is displayed (see Figure 6-7).
Figure 6-7 Selecting the CE for the MPLS Link
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a. From the Show CPEs with drop-down list, you can display CEs by Customer Name, by Site, or by
Device Name.

b. You can use the Find button to either search for a specific CE, or to refresh the display.
¢. You can set the Rows per page to 5, 10, 20, 30, 40, or All.

d. This dialog box displays the first page of the list of currently defined CE devices. The number of
pages of information is displayed in the lower right corner of the dialog box.

To go to the another page of CE devices, click the number of the page you want to go to.
In the Select column, choose the name of the CE for the MPLS link, then click Select.

You return to the Service Request Editor window, where the name of the selected CE is now displayed
in the CE column.

CE Interface: Choose the CE interface from the drop-down list (see Figure 6-8).

Cisco IP Solution Center MPLS VPN User Guide, 4.1
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Figure 6-8 CE and CE Interface Fields Defined
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Note that in the PE column, the Select PE option is now enabled.
PE: Click Select PE.
The Select PE Device dialog box is displayed (see Figure 6-9).

Figure 6-9 Selecting the PE for the MPLS Link
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a. From the Show PEs with drop-down list, you can display PEs by Customer Name, by Site, or by
Device Name.

b. You can use the Find button to either search for a specific PE, or to refresh the display.
¢. You can set the Rows per page to 5, 10, 20, 30, 40, or All.

d. This dialog box displays the first page of the list of currently defined PE devices. The number of
pages of information is displayed in the lower right corner of the dialog box.

To go to the another page of PE devices, click the number of the page you want to go to.
In the Select column, choose the name of the PE for the MPLS link, then click Select.

You return to the Service Request Editor window, where the name of the selected PE is now displayed
in the PE column.

PE Interface: Choose the PE interface from the drop-down list (see Figure 6-10).

Figure 6-10 PE and PE Interface Fields Defined
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Note that the Link Attribute Add option is now enabled.

Step12 In the Link Attribute column, click Add.

The MPLS Link Attribute Editor appears, showing the fields for the interface parameters

(see Figure 6-11).

Figure 6-11
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The field values displayed in this dialog box reflect the values specified in the service policy associated
with this service. For details on each of the PE and CE interface fields, see Specifying PE and CE
Interface Parameters, page 5-8.

The VLAN ID is shared between the PE and CE, so there is one VLAN ID for both.

Edit any interface values that must be modified for this particular link, then click Next.

The MPLS Link Attribute Editor for the IP Address Scheme appears (see Figure 6-12).

Figure 6-12 Specifying the MPLS Link IP Address Attributes
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The field values displayed in this dialog box reflect the values specified in the service policy associated
with this service. For details on the IP address scheme fields, see Specifying IP Address Scheme, page
5-12.

Edit any IP address scheme values that must be modified for this particular link, then click Next.

The MPLS Link Attribute Editor for Routing Information appears (see Figure 6-13).

] Cisco IP Solution Center MPLS VPN User Guide, 4.1
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Figure 6-13 Specifying the MPLS Link Routing Protocol Attributes
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The field values displayed in this dialog box reflect the values specified in the service policy associated
with this service. For details on the routing information for the PE and CE, see Specifying Routing
Protocol for a Service, page 5-15.
Because the service policy used for this service specified the routing protocol as editable, you can change
the routing protocol for this service request as needed.
S
Note  For the Static routing protocol, there are two additional attributes that you can add via the Link
Attribute Editor. See Static Routing Protocols, page 6-14.
Step15 Edit any routing protocol values that must be modified for this particular link, then click Next.
The MPLS Link Attribute Editor for the VRF and VPN attributes appears (see Figure 6-14).
Figure 6-14 Specifying the MPLS Link VRF and VPN Attributes
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The field values displayed in this dialog box reflect the values specified in the service policy associated
with this service. For details on the VRF and VPN information, see Defining the Service Policy VRF
and VPN Information, page 5-39.

Step16 If multicast is enabled, choose the PIM (Protocol Independent Multicast) Mode:
SPARSE_MODE
SPARCE_DENSE_MODE

L

Tip Multicast routing architecture allows the addition of IP multicast routing on existing IP
networks. PIM is an independent unicast routing protocol. It can be operated in two modes:
dense and sparse.

Step17 Edit any VRF and VPN values that must be modified for this particular link, then click Finish.
You return to the MPLS Service Request Editor. You can define multiple links in this service request.
Step18 To save your work on this first link in the service request, click Save.

You return to the Service Requests dialog box, where the information for the link you just defined is now
displayed (see Figure 6-15).

Figure 6-15 Service Request for an MPLS Link Completed
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As you can see, the service request is in the Requested state. When all the links for this service have been
defined, you must deploy the service, as described in Deploying Service Requests, page 6-33.

IP Multicast VPN Service Request Configlets

Step1  To view the PE and CE configlets for a service request that has been successfully deployed, from the
Service Request window, choose the service request you want to see, then click Details.

The Service Request Details window appears for the associated job number.
Step2  From Service Request Details window, click Configlets.

The Service Request Configlets window appears (see Figure 6-16).
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Figure 6-16 Service Request Configlets
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Step3  Choose the IP address for the desired configlet, then click View Configlet.

Examples of PE and CE configlets are shown below:

PE Configlet

Configlet #1, Job ID 8 (Created: 2006-05-31 17:39:01)

|

ip vrf V2:Hameed_MVPN

rd 100:1011

route-target import 100:12

route-target import 100:13

route-target export 100:12

maximum routes 10000 80

mdt default 239.232.1.1

mdt data 239.232.2.0 0.0.0.255 threshold 50

mdt mtu 1500

|

interface Ethernetl/1.99

description Ethernetl/1.99 dotlg vlan id=99. By VPNSC: Job Id# = 8
encapsulation dotlQ 99

ip vrf forwarding V2:Hameed_MVPN

ip address 10.99.0.1 255.255.255.252

ip pim sparse-mode

no shutdown

|

ip multicast vrf V2:Hameed_MVPN route-limit 100000

|

ip multicast-routing vrf V2:Hameed_MVPN

|

ip pim vrf V2:Hameed MVPN autorp listener

|

ip pim vrf V2:Hameed MVPN ssm range ssmList

|

ip pim vrf V2:Hameed MVPN rp-address 10.99.1.2 rpl2List
|

ip pim vrf V2:Hameed MVPN rp-address 10.99.1.5 override
|

ip pim vrf V2:Hameed MVPN rp-address 10.99.1.1 rpllList override
|

router ospf 21 vrf V2:Hameed MVPN

redistribute bgp 100 subnets

network 10.99.0.0 0.0.0.3 area 21

|

router bgp 100

address-family ipv4 vrf V2:Hameed_MVPN

redistribute ospf 21 vrf V2:Hameed MVPN match internal external 1 external 2
exit-address-family

Cisco IP Solution Center MPLS VPN User Guide, 4.1
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CE Configlet

Configlet #1, Job ID 8 (Created: 2006-05-31 17:39:01)

|
interface Ethernet0/0.99

description Ethernet0/0.99 dotlg vlan id=99. By VPNSC: Job Id# = 8
encapsulation dotlQ 99

ip vrf forwarding V2:Hameed_MVPN

ip address 10.99.0.2 255.255.255.252
ip pim sparse-mode

no shutdown

|

router ospf 21

network 10.99.0.0 0.0.0.3 area 21

Static Routing Protocols
For the static routing protocol, in addition to the attributes that you can specify in the service policy, here
are two additional attributes that you can add via the Link Attribute Editor.

¢ Advertised Routes for CE: allows you to add a list of ip addresses, static routes to put on the PE,
that describes all the address apace in the CE’s site.

¢ Routes to Reach other Sites: allows you to add a list of ip addresses, static routes to put on the CE,
that describes all the address apace throughout the VPN.

Step1  When you perform Step 14 on page 4-10 for static routing protocols, the MPLS Link Attribute Editor
for Routing Information appears (Figure 6-17).

Cisco IP Solution Center MPLS VPN User Guide, 4.1
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Step 2

Step 3

Figure 6-17 Static Routing Protocol
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You can edit Advertised Routes for CE: and Routes to Reach other Sites: for this service request.

To edit Advertised Routes for CE:, click EDIT. The Advertised Routes window appears as shown in

Figure 6-18.

Figure 6-18 Advertised Routes Window
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Click Add to add IP addresses. The Advertised Routes window appears again as shown in Figure 6-19.
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Figure 6-19 Add IP Address
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Step4  Enter an IP address and a metric. Click Add to add another IP address or click OK.

Step5  To edit Routes to Reach Other Sites:, click EDIT. The Routes to reach other sites window appears as
shown in Figure 6-20.

Figure 6-20 Routes to reach other sites Window
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o
-
I
;l o

Step6  Click Add to add IP addresses. The Routes to reach other sites window appears again as shown in
Figure 6-21.

Figure 6-21 Add an IP Address

Hl 28 Default Routes - routes to reach other sites - Micros... [ [=]

Default Routes - Routes to reach other sites

|Select | IP AddressiMask (ak.c.die) | Metric (1 - 255)
‘ r 101011724 3
| Add H Delete H OK H Cancel |
o
P
=l|E

Step7  Enter an IP address and a metric. Click Add to add another IP address or click OK.
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Creating a Multi-VRF Service Request

This chapter contains graphics for the following sections:
e Multi-VRF Overview
¢ Creating an MVRF Service Request

Multi-VRF Overview

MPLS-VPNs provide security and privacy as traffic travels through the provider network. The CE router
has no mechanism to guarantee private networks across the traditional LAN network. Traditionally to
provide privacy, either a switch needed to be deployed and each client be placed in a separate VLAN or
a separate CE router is needed per each client's organization or IP address grouping attaching to a PE.

These solutions are costly to the customer as additional equipment is needed and requires more network
management and provisioning of each client site.

Multi-VREF is a new feature, introduced in Cisco IOS release 12.2(4)T, that addresses these issues.
Multi-VRF extends limited PE functionality to a CE router in an MPLS-VPN model. A CE router now
has the ability to maintain separate VRF tables in order to extend the privacy and security of an
MPLS-VPN down to a branch office rather than just at the PE router node.

CE routers use VRF interfaces to form a VLAN-like configuration on the customer side. Each VRF on
the CE router is mapped to a VRF on the PE router. With Multi-VREF, the CE router can only configure
VREF interfaces and support VRF routing tables. Multi-VRF extends some of the PE functionality to the
CE router—there is no label exchange, there is no LDP adjacency, there is no labeled packet flow
between PE and CE. The only PE-like functionality that is supported is the ability to have multiple VRFs
on the CE router so that different routing decisions can be made. The packets are sent toward the PE as
IP packets.

Creating an Multi-VRFCE PE-CE Service Request

Step 1
Step 2

To create a MVRFCE PE-CE Service Request, follow these steps:

Log into ISC.
Go to Service Inventory > Inventory and Connection Manager > Service Requests.

The Service Requests window appears, as shown in Figure 6-22.

[ oL-7646-03
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Figure 6-22 Service Requests

Service Requests

Showr Services with | Jak D j Matching |* of Type | All j

Showving O of O recards
Operation

# Type Type

Palicy Mame

Roves per page: |10 <] €] Goto page: |1 of 1 'E B [20

Auto Refresh: | ‘ | ‘

116125

Step3  From the Create drop-down list, choose MPLS VPN.
The Select MPLS Policy window appears, as shown in Figure 6-23.

Figure 6-23 Select MPLS Policy

Select MPLS Policy

Show MPLS policies with | Policy Mame | matching |*

Showing 1 -1 of 1 record

# Palicy Owwner

1. % mwvrice pe-ce Customer - Cust-&

Roves per page: |10 <] €] Goto page: |1 of 1 'E B [20
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Step4  Choose the MPLS Policy.
Step5 Click OK.

The MPLS Service Request Editor window appears, as shown in Figure 6-24.
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Figure 6-24 MPLS Service Request Editor

MPLS Service Regquest Editor

MPLS Service Request Editor
Joka D SR ID: SR State:
Palicy: myrfce pe-ce

Custaomet: Cust-&,

Dezcription; J

[

Showing O of O records

Link CE MWWRFCE CE Facing Wi%'RFCE PE Facing . : . .
# o CE Interfacs Interface M4'RFCE Interface PE PE Interface Link Attribwute Logical Link
Rows per page: |10« <] €] Goto page:[1 ot 1 (Ga) [» [2]

Step6  Click Add Link.
The MPLS Service Request Editor window appears, as shown in Figure 6-25.

Figure 6-25 MPLS Service Request Editor - Select CE

Showing 1 -1 af 1 record

Lirik CE MWRFCE CE W%RFCE PE Facing PE Lirik Logical
# T (0] == Interface  Facing Interface A Interface P Interface  Attribute Link
Zelect Select
1.0 WYRFCE FE Add M,
Rawes per page: (10 = 1<] <] Gota page: |1 of 1 (Ga) [» 2]

116125

Step7  Click Select CE.
The Select CPE Device - CE window appears, as shown in Figure 6-26.

Figure 6-26 Select CPE Device - CE

Showr CPEs with | Customer Mame j Matching |

Showing 1 - 1 of 1 record

#

1. §3 miced Cuist-2, Cust-2-Site-miced Unmanaged

Rowes per page: |10 « <] <] Goto page: |1 of 1 (Ga) [ [2]
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Step8  Choose the CPE Device and then click Select.
The MPLS Service Request Editor window appears, as shown in Figure 6-27.

Figure 6-27 MPLS Service Request Editor - CE Interface

Showeing 1 - 1 of 1 record

Link MVRFCE E MVRFCE FE PE Link Logical
A o CE CE Interface Facing %' RFCE Facing PE Interface Aftrbute Link
Interface Initerface
Select
1.0 |FastEthemetdl »|| -] [ -] = Add N
Rowes per page: (10 = [<] 4] Goto page:|1 of 1 (B [» ]
| | | It
s
Step9  Choose the CE Interface from the drop-down box.
Step10 Click Select MVRFCE.
The Select CPE Device - MVRFCE window appears, as shown in Figure 6-28.
Figure 6-28 Select CPE Device - MVRFCE
Showe CPEs with | Custamer Mame ﬂ Matching |
Showing 1 -1 of 1 record
#
1. € &Y mices Cust-a, Cust-A-Site-mice3 H:E_a\':;%eu
Roves per page: |10 <] <] Goto page:1 ot 1 (Ga) [» [2]
| IE
5
Step11  Choose the MVRFCE and then click Select.
The MPLS Service Request Editor window appears, as shown in Figure 6-29.
Figure 6-29 MPLS Service Request Editor - MVRFCE CE Facing Interface
Showing 1 -1 of 1 record
Lirk WRFCE CE Facing W'RFCE PE Facing PE Link  Logical
HE I CE Intertace mterface T interface Intertace Attriute  Link
Select
1.7 o |FastEthemetd/1 »| | Ethemetd/2 - Select One | Add N
Rowes per page: |10 = [<] <] Goto page: |1 of 1 (&) [» 2]
[}
o
Kul
| | | Iz

Step12 Choose the MVRFCE CE Facing Interface from the drop-down box.
Step13  Choose the MVRFCE PE Facing Interface from the drop-down box.
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The MPLS Service Request Editor window appears, as shown in Figure 6-30.

Figure 6-30 MPLS Service Request Editor - Choose MVRFCE PE Facing Interface

Showeing 1 - 1 of 1 record

Link MWRFCE CE Facing IWRFCE PE Facing PE Link Logical
A i 2L Interface KRR IR P e o] L
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Step14  Click Select PE.

The Select PE Device window appears, as shown in Figure 6-31.

Figure 6-31 Choose PE Device

Show PEs with | Provider Name v wetoning [* | find_|

Showing 1 - 3 of 3 records

#
1. 55 mipe3 Provider - East-X PE_POF
2.0 &5 miped Provider - Morth-x PE_POP
3. & §5 mipe2 Provider - Wast- ¥ PE_POF
Rowes per page: |10+ 1<] <] Goto page: |1 of 1 [Ga) [ [»]
[T
o
| I

Step15 Choose the PE and then click Select.
The MPLS Link Attribute Editor window appears, as shown in Figure 6-32.

Figure 6-32 MPLS Link Attribute Editor - Interface

Showing 1 -1 of 1 record

Link WYRFCE CE Facing WWRFCE PE Facing Link  Logical
# [ o CE CE Interface Interface MWRFCE Interface PE PE Interface Attribute Link
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Rowws per page: |10 1] €] Goto page:|1 af 1 (Ba) [ [»]
o
o
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Step16 Choose the PE Interface from the drop-down box.
Step17 Click Add in the Link Attribute cell.
The MPLS Link Attribute Editor - Interface window appears, as shown in Figure 6-32.

Cisco IP Solution Center MPLS VPN User Guide, 4.1
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Figure 6-33 MPLS Link Attribute Editor - Interface

MPLS Link Attribute Editor - Interface

Attribute Value
PE Information
PE mipe2

Irterface Mame: FastEthernet0i.

Irterface Description: |

Shutdowven Interface: u

Encapsulation: DoT1a -

YLAN D |51 1] (1-4095)
MVRFCE PE Facing Information

MVRFCE miced

Interface Mame: Ethernet0/1 .

Irterface Description: |

Encapsulation: DoOT1a -

Mate: * - Required Field

==
o

Step 18 Enter the VLAN ID for the PE. (510)
Step19 Click Next.
The MPLS Link Attribute Editor - Interface window appears, as shown in Figure 6-34.
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Figure 6-34 MPLS Link Attribute Editor - Interface

MPLS Link Attribute Editor - Interface

Attribute Value
MVRFCE CE Facing Information
MVRFCE mices

Irterface Mame: Ethernet0/2.

Irterface Description: |

Encapsulation: DoT10 -
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CE Information
CE miced

Interface Mame: FaztEthernst0i .

Irterface Description: |

Encapsulation: pomia -

Mote: * - Reguired Field

=) :
w

Step20 Enter the VLAN ID for the MVRFCE. (530)
Click Next.
The MPLS Link Attribute Editor - I[P Address Scheme window appears, as shown in Figure 6-35.

Figure 6-35 MPLS Link Attribute Editor - IP Address Scheme

MPLS Link Attribute Editor - IP Address Scheme

Attribute Value
PE-MVRFCE Interface Address/Mask

IP Humbering Scheme: IFP Murmbered -

Automatically Aszign P Addresses: [w

IP Address Pool: Region Pool =

Maote: * - Required Figld
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Step21  Keep the defaults and click Next.
The MPLS Link Attribute Editor - IP Address Scheme window appears, as shown in Figure 6-36.
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Figure 6-36 MPLS Link Attribute Editor - IP Address Scheme

MPLS Link Attribute Editor - IP Address Scheme

Attribute Value
MVRFCE-CE Interface Address/Mask

IP Mumbering Scheme: IP Mumbered -

Extra CE Loophack Reguired: [w
Automatically Aszign P Addresses: [w

IP Acdress Poal: Region Pool -

Mate: * - Required Field

116142

Step22 Keep the defaults and click Next.
The MPLS Link Attribute Editor - Routing Information window reappears, as shown in Figure 6-37.

Figure 6-37 MPLS Link Attribute Editor - PE Routing Information

MPLS Link Attribute Editor - Routing Information

Attribute Value
PE-MVRFCE Routing Information

Routing Protocol STATIC =

Give Only Default Routes to MYRFCE:
Redistribute Connected (BGP only):
Default Information Originate (BGP only)):

Advertised Routes for MYRFCE:

Routes To Reach Cther Sites:

e

116143

Mate: * - Required Field

Step23 Keep the defaults and click Next.
The MPLS Link Attribute Editor - Routing Information window reappears, as shown in Figure 6-38.

Figure 6-38 MPLS Link Attribute Editor - MVRFCE Routing Information

MPLS Link Attribute Editor - Routing Information

Attribute Value
MVRFCE-CE Routing Information

Routing Protocol STATIC =

Give Only Default Routes to CE:

Advertised Routes far CE:

Routes To Reach Cther Sites:

oC|

Mote: * - Reqguired Field

116144

Step24 Keep the defaults and click Next.
The MPLS Link Attribute Editor - VRF and VPN window appears (not shown).
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Step25 Click Add to choose a VPN.
The Choose VPN window appears, as shown in Figure 6-39.

Figure 6-39 Choose VPN

Customer: CUST-A - VPN |weastadyPN -

Showing 1-1 of 1 records

I

1. [0 CUST-A weest-xWPN PROVIDER-X Default  Hub and Spoke
Rowrs per page: |5 [|<] (] Goto page: |1 of 1 "__u_ﬁ |> [>|]

101693

Step26 Choose a VPN.
Step27 Click Join as Hub or Join as Spoke to join the CERC.
Step28 Click Done.
The MPLS Link Attribute Editor - VRF and VPN window reappears, as shown in Figure 6-40.

Figure 6-40 MPLS Service Request Editor

MPLS Link Attribute Editor - VRF and VPN

Attribute Value
VYRF Information

Export Map:

|
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Step29 Click Finish.
The MPLS Service Request Editor window appears, as shown in Figure 6-41.
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Figure 6-41 MPLS Service Request Editor

MPLS Service Request Editor
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Step 30

The MPLS Service Requests window appears, as shown in Figure 6-42.

Figure 6-42 Service Request
Service Regquests
Show Services with | Jakb 1D j Matching |* of Type | All j
Showing 1 -1 of 1 recard
Cperation "
# Type T Policy Mame
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Auto Refresh: |v | | |
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The MPLS VPN MVRFCE PE-CE Service Request is in the Requested state and ready to deploy.

Creating a PE-Only Service Request

To create a PE-Only (No CE) service request, follow these steps:

Step1  Start up and log in to ISC.
a. From the Welcome to ISC window, choose Service Inventory.
b. From the Service Inventory window, choose Inventory and Connection Manager.
c.

From the Inventory and Connection Manager window, choose Service Requests.

The Service Requests dialog box appears (see Figure 6-43).
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Figure 6-43 Initial Service Requests Dialog Box
Service Regquests
Shaw Services with | Jok 1D | matcting [* of type | All =l
Showving 0 of 0 records
#t v Type Operation Type Palicy Name
Ravws per pags: | 10 7
Buto Refrosh: 7 [orestew || vetate || et [[ocrior | T
Step2  To start the process to create a new service, click Create.
A drop-down list is displayed, showing the types of service requests you can create.
Step3  Choose MPLS VPN.
The Select MPLS Policy dialog box appears (see Figure 6-44).
This dialog box displays the list of all the MPLS service policies that have been defined in ISC.
Figure 6-44 Selecting the PE-Only Policy for this Service
Select MPLS Policy
Shows MPLS policies with | Policy Narme =] watehing |* Find
Showing 1 - 2 of 2 records
# Policy Hame Palicy Crvner
1. (% mpls-pe-noce Customer - Customert
2. mplst Customer - Customer
Rows per page: |1D 'l 1] coto page:|1 of 1 (8a) [» 20
Stepd  Choose the policy that has CE not present, then click OK.

The MPLS Service Request Editor appears (see Figure 6-45).

Figure 6-45 MPLS Service Request Editor

MPLS Service Regquest Editor

MPLS Service Request Editor

Jok ICx SR 0 SR State:
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Description: j
# v Link I CLE CLE Interface PE FE Interface Link Attribute
Rowes per page: 10 >

Showing 0 of O records

Logical Link
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Step5  Click Add Link.

The MPLS Service Request Editor now displays a set of fields, as shown in Figure 6-46. Notice that the
Select PE field is enabled. Specifying the PE for the link is the first task required to define the link for
this service, unless a CLE switch link is needed. If a CLE switch is needed go to “Adding a CLE Service
Request” section on page 6-33.

Figure 6-46 Initial Fields Displayed to Define PE-Only Link

Showving 1-1 of 1 records

# [ Link ICx CLE CLE Interface PE FE Interface Link &ttribute Logical Link
1. - o A A,
Rowvs per page: 10 >

95411

Step6  PE: Click Select PE.
The Select PE Device dialog box is displayed (see Figure 6-47).

Figure 6-47 Selecting the PE for the PE-Only Link

2] i [=}

PE for MPLS WPH Link

Showy PEs with ProviderNamej matching |First*

Showing 1-4 of 4 recards

# Select

1. 7 mipel ciscocom FirstProvider s PE_PCOP
2. % mipe2.cizco.com FirstProvider s PE_POP
3. 7 mipe3 ciscocom FirstProvider s PE_PCOP
4. miped cisco.com FirstProvider s PE_FOF

Rowws per page: 10 >
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a. From the Show PEs with drop-down list, you can display PEs by Provider Name, by Region, or by
Device Name.

b. You can use the Find button to either search for a specific PE, or to refresh the display.
¢. You can set the Rows per page to 5, 10, 20, 30, 40, or All.

d. This dialog box displays the first page of the list of currently defined PE devices. The number of
pages of information is displayed in the lower right corner of the dialog box.

To go to the another page of PE devices, click the number of the page you want to go to.
Step 7 In the Select column, choose the name of the PE for the MPLS link, then click Select.

You return to the Service Request Editor window, where the name of the selected PE is now displayed
in the PE column.

PE Interface: Choose the PE interface from the drop-down list (see Figure 6-48).
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Figure 6-48 PE and PE Interface Fields Defined

MPLS Service Request Editor

MPLS Service Request Editor

Jak [0 SR ID: SR State:
Paolicy: acme_mpls_pe_no_ce
Description: j

Showing 1-1 of 1 records
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Note that the Link Attribute Add option is now enabled.
Step 8 In the Link Attribute column, click Add.

The MPLS Link Attribute Editor is displayed, showing the fields for the interface parameters
(see Figure 6-49).
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Step 9

Figure 6-49 Specifying the PE-Only Link Interface Attributes
MPLS Link Attribute Editor - Interface
Attribute Value
PE Information
PE miped
Interface Mame: Ethernet! f2. (1-4234967295)
Irterface Description:
Shutdown Interface: I
Encapsulation: DOTIQ »
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Use Sl i
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UHI Security Information
Dizakle COF: I
Fitter BPDLE: I
Ize Existing ACL Mame: N
LIkl AC Addresses:
UMl Port Security:
haimum MAC Address: (- 5120
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“idlation Action: FROTECT +
Secure MAC Addresses:
CE Infermation
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Interface Description:
Encapsulation: DoTIO hd

138951

The field values displayed in this dialog box reflect the values specified in the service policy associated
with this service. For details on the PE interface fields, see Specifying PE and CE Interface Parameters,

page 5-8.

Edit any interface values that must be modified for this particular link, then click Next.

The MPLS Link Attribute Editor for the IP Address Scheme appears (see Figure 6-50).

Figure 6-50

Specifying the PE-Only Link IP Address Attributes

MPLS Link Attribute Editor - IP Address Scheme

Attribute
PE-CE Interface AddressesMask

IP Mumbering Scheme:
Automatically Assign P Addresses:

IP Adddress Pool:

Value

IF Murnbered =

[

Fegion Pool =

95415
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The field values displayed in this dialog box reflect the values specified in the service policy associated
with this service. For details on the IP address scheme fields, see Specifying IP Address Scheme, page
5-12.
Step10 Edit any IP address scheme values that must be modified for this particular link, then click Next.
The MPLS Link Attribute Editor for Routing Information appears (see Figure 6-51).
Figure 6-51 Specifying the PE-Only Routing Protocol Attributes
MPLS Link Attribute Editor - Routing Information
Attribute Value
PE-CE Routing Information
Routing Protocol BGF hd
CsC Support: D
Redistribute Static (BGP only): |:|
Redistribute Connected (BGP anly): |:|
Site of Crigin:
Meighbor [P Address™ (ab.c.d)
CEBGP A5 D" (1-65535)
Meighbor Allow-A5 in: (1-10)
Meighbar AS Override: al by
Mote: * - Reguired Field 5
The field values displayed in this dialog box reflect the values specified in the service policy associated
with this service. For details on the routing information for the PE, see Specifying Routing Protocol for
a Service, page 5-15.
Because the service policy used for this service specified the routing protocol as editable, you can change
the routing protocol for this service request as needed.
Step 11 If you check Site of Origin, the screen updates to include the required step of selecting a value:
a. Click Select.
The Site for SOO Value window appears.
b. From the available list shown, check the check box associated with a site and its SOO value, then
click Select.
Step12 Edit any routing protocol values that must be modified for this particular link, then click Next.
The MPLS Link Attribute Editor for the VRF and VPN attributes appears (see Figure 6-52).
Cisco IP Solution Center MPLS VPN User Guide, 4.1
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Step 13

Step 14

Figure 6-52 Specifying the PE-Only Link VRF and VPN Attributes

MPLS Link Attribute Editor - VRF and VPN

Attribute Value
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Export hap:
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|
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|
|
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WRF And RD Overwrite r
YPH Selection
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-
The field values displayed in this dialog box reflect the values specified in the service policy associated

with this service. For details on the VRF and VPN information, see Defining the Service Policy VRF
and VPN Information, page 5-39.

Edit any VRF and VPN values that must be modified for this particular link, then click Finish.
You return to the MPLS Service Request Editor. You can define multiple links in this service request.
To save your work on this first link in the service request, click Save.

You return to the Service Requests dialog box, where the information for the link you just defined is now
displayed (see Figure 6-53).

Figure 6-53 Service Request for an PE-Only Link Completed

Service Regquests

Show Services with | Jok D j mistching |* oftype | All j
Showing 1-1 of 1 records
# Type Operation Type Folicy Mame
1. [ REGQUESTED WMPLE ADD acdmin Acmelnc acme_mpls_pe_no_ce 61503 3:00 P
Rows per page: | 10

satoRetres 7 oreme || vctas | et [[ocpiorv | [ puoev |

95408

You can add additional links to this service request by choosing Add Link and specifying the attributes
of the next link in the service. As you can see, the service request is in the Requested state. When all the
links for this service have been defined, you must deploy the service, as described in Deploying Service
Requests, page 6-33.
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Adding a CLE Service Request

To add a CLE link:

Step 1 Follow Step 1 through Step 5 of “Creating a PE-Only Service Request” section on page 6-26.
Step2  Click Select CLE.
The Select PE Device dialog box is displayed (see Figure 6-54).

Figure 6-54 Selecting the CLE for the PE-Only Link

/) Select PE Device - Microsoft Internet Explorer i ] |
=
Show PEs with | Provider Name > | pstehing |* Find
Showving 1 - 2 of 2 records
. Provider _
# Device Hame Hame Region Hame Role Type
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Rowsperpage:l'lﬂ v| |]<]<]G°tﬂpﬁgeil1 of1 [ [0
| Select | | Cancel | o
=
u
Al

a. From the Show PEs with drop-down list, you can display PEs by Provider Name, by Region, or by
Device Name.

b. You can use the Find button to either search for a specific PE, or to refresh the display.
¢. You can set the Rows per page to 5, 10, 20, 30, 40, or All.

d. This dialog box displays the first page of the list of currently defined PE devices. The number of
pages of information is displayed in the lower right corner of the dialog box.

To go to the another page of PE devices, click the number of the page you want to go to.
Step 3 In the Select column, choose the name of the CLE for the MPLS link, then click Select.

You return to the Service Request Editor window, where the name of the selected CLE is now displayed
in the CLE column.

Stepd  CLE Interface: Choose the CLE interface from the drop-down list.

Step5  Continue following Step 8 through Step 13 of “Creating a PE-Only Service Request” section on
page 6-26.

Deploying Service Requests

When you have queued one or more service requests, you can then deploy them. This procedure
automatically audits the new service requests. This audit passes the service request into an operational
state.

Cisco IP Solution Center MPLS VPN User Guide, 4.1
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M Deploying Service Requests

ISC sets up a scheduled task that deploys service requests to the appropriate routers. This involves
computing the configlets for each service request, downloading the configlets to the routers, and running
audit reports to determine whether the service was successfully deployed.

You can choose to deploy the service requests immediately or schedule their deployment.

Step 1 Start up and log in to ISC.
a. From the Welcome to ISC window, choose Service Inventory.
b. From the Service Inventory window, choose Inventory and Connection Manager.
¢. From the Inventory and Connection Manager window, choose Service Requests.

The Service Requests dialog box appears (see Figure 6-55).

Figure 6-55 Selecting a Service Requests to Deploy

Service Requests

Showe Services with | Job 1D j matching I* of type | All j Find
Showing 1-1 of 1 recaords
Job . Customer . - -
# v D State Type Operation Type  Creator T Palicy Mame Last Modified Description
1 REGUESTED MPLS ADD addmin Acmelnc acme_mpls_pe_ce 32403 6:48 PM Service for link between mil...
Rows per page: I 10 'l
Auto Refresh: [ | Create ¥ || Details || Edit || Deploy ¥ || Decommission || Purge ¥ |

93307

Step2  Check the check box next to the Job ID for the service request you want to deploy.
Step3  Click the Deploy drop-down list.
You have two deployment options, as shown in Figure 6-56:
e Deploy: Use Deploy when the service request state is Requested or Invalid.

e Force Deploy: Use Force Deploy when the service request state is Deployed or Failed Audit.

Figure 6-56 Deployment Options

Auto Refresh: [ | Create ¥ || Details || Edit | Deploy ¥ || Decommission || Purge ¥ |
Deploy +
[yt
Force Deploy &
==}

Stepd  Choose Deploy.

The Deploy Service Requests dialog box appears, which allows you to schedule when you want to deploy
the selected service request (see Figure 6-57).
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Figure 6-57 Scheduling a Service Request for Deployment

Deploy Service Reguests

Task Name ™ |Task Created 2003-08-25 14:20:35.37

Tazk Type: |Dep|0yment

Created on Mon Aug 25 14:20:35 PST J
Task Description: |2003

Single Run: " powe  { Once
Periodic Run: " minute O Hourly ©* Daily © veskly O Monthly
Perindic Run Attributes

Run Interval: Every |1 v gayis)

Fun Limits:  Maximum Runs: ,m Maximum Running Instances: ,m
Start Date and Time

Date: |August | |26 =] |2003 *|

Time: [6 =] (00 =] [PM =]
End Date and Time (Default is unlimited)

Date: |August  <|fea =] |2003 |

Tme: |6~ o0 =] |Pm >

=

59925

Step5  Complete the fields in this dialog box to schedule the service requested as needed.
Step 6 When satisfied with the schedule settings, click Save.

You return to the Service Requests dialog box. Check the Status display in the lower left corner of the
window. If the service request has been deployed successfully, the Status display appears as shown
in Figure 6-58.

Figure 6-58 Status for Successful Deployment
Status
. [Deploy Service
Operation; S ——
5 [r:]
Statuz [} Succesded §
o

Step7  To update the State from Requested to Deployed, enable the Auto Refresh check box.

You can view logs to check on the task status and whether or not it completed successfully. To view logs,
choose Monitoring > Task Manager > Logs (for Log details, refer to Cisco IP Solution Center
Infrastructure Reference on Cisco.com).

Monitoring Service Requests

Once you have created and deployed a service request, you can monitor its status.
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B Monitoring Service Requests

Step 1 Click the Monitoring tab.

Step2  From the Monitoring window, choose Task Manager.

The Task Manager dialog box is displayed (see Figure 6-59).

Figure 6-59 Viewing Information on Running Tasks

Tasks

Showe Tasks with Task Name matching * of Type * j m
Showving 1 - 10 of 11 recaords
# Task Hame Type Schedule Creator Created on
. ) ) . 2004-09-25
1. [T Task Created 2004-09-28 10:07:55.103  Service Deployment Single run st 2004-09-25 10:00:00.0 sD 10:07:57 424
o ) ) . 2004-09-25
2. [T Task Created 2004-09-25 10:03:09 636  Service Deployment Single run st 2004-09-25 10:00:00.0 j={n] 10:03:14.736
e ) ) - 2004-09-25
3. [0 Task Created 2004-09-28 09:55:02 931 Service Deployment Single run st 2004-09-25 09:58:00.0 sD 09:58:05.343
L ) ) . 2004-09-25
4. [ Task Created 2004-09-25 09:51:34 271 Service Deployment Single run st 2004-09-25 09:51:00.0 j={n] 09:51:37 044
) . ) ) . 2004-09-27
5. [0 Collect Config 2004-09-27 17:05:47 503 Collect Config Single run st 2004-09-27 17:06:00.0 EMG 17:05:50.164
o ) ) e 2004-09-22
6. [ Task Crested 2004-09-22 11:37:56 332 Service Deployment Single run st 2004-09-22 11:37:00.0 j={n] 11:37:58.7149
7. [ Task Created 2004-09-22 11:35:10.2 Service Deployment Single run st 2004-09-22 11:35:00.0 sD 2004-09-22 11:35:12.59
8. [ Task Crested 2004-09-22 11:23:16 333 Service Deployment Single run st 2004-09-22 11:29:00.0 j={n] 12100242;0198-§§4
. ) ) . 2004-05-22
9. [0 Task Created 2004-09-22 11:24:33.102  Service Deployment Single run st 2004-09-22 11:24:00.0 sD 11:24:36.146
o ) ) e 2004-09-22
10. [T Task Crested 2004-09-22 11:17:14 523 Service Deployment Single run st 2004-09-22 11:17:00.0 j={n] 11:17:22 507

Rowvs per page: I 10 'l

1] ] zoto page:l‘l of 2 (B8 [ [#]

o
Auto Refresh: [V Create "|| Audit "|| Details || Schedules || Delete | E
o4
Step3  Check the check box for the task (that is, service request) that you’re interested in.
Step4  To see details about the service request’s deployment, click Details.
The Service Request Details window appears (see Figure 6-60).
Figure 6-60 Service Request Details Displayed
View Task Details
Task Mame: Task Crested 2004-09-22 11:17:14 623
Tazk Owner: none
Action; COM.CIEC0 YRNSC.proy provoey ProvDry
Targets:
IsForceRedeploy: falze
|=Praovision: true
IpsEc-rekey: falze
JobldList: 1
Action; COM.Cisco YERSc.proy provdes ProwvDry
Targets:
I=Provision: false
JoblcList: 1
JTUpload: falze
:
e
w
(]
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Auditing Service Requests

This section describes auditing in MPLS VPN. It contains the following sections:
e Functional Audit, page 6-37
e Configuration Audit, page 6-38

Functional Audit

A functional audit verifies that the links in a service request or VPN are working correctly. The audit
checks the routes to remote CEs in the VRF route tables on the PE devices. The user can optionally ping
the connected CE from the PE to verify that the link is functional.

How to Perform a Functional Audit

ISC automatically provides a functional audit whenever a service request is deployed or
force-redeployed.

You can also create a task to do a functional audit for one or more service requests. To create a task to
do a functional audit, follow these steps:

Step 1 Go to Monitoring > Tasks > Audit > MPLS Functional Audit
Step2  Choose one or more service requests in Deployed, Functional, or Broken states as the targets for the task.

a. You can choose a VPN to audit. If you choose a VPN to audit, all the links that form the VPN are
audited.

b. You can choose either SR(s) or VPN(s) in one task, but you cannot choose both in the same task.
c. After the audit, a schedule page appears.
d. You can choose a schedule.

e. Inthe summary page, you can un-check the Perform Ping to verify PE/CE link check box if you do
not want to invoke ping in that particular task.

f. For links without CEs (CE not present case), ping is not performed, whether the check box is
selected or not.

Where to Find the Functional Audit

To find the Functional Audit, follow these steps:

Step 1 Choose a service request, and click on Details.
On the service request details page, the Audit button has two choices:
e Config

¢ Functional

Cisco IP Solution Center MPLS VPN User Guide, 4.1
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W Configuration Audit

Step2  Click on Functional to display the Functional audit report.

Why a Functional Audit Could Fail

A Functional Audit could fail for the following reasons:
e BGP peering is incorrect
e MPLS setup in the core is faulty
¢ Remote links are down
A Ping could fail for the following reasons:
e Physical circuit is not setup correctly

e CE is down

Configuration Audit

A configuration audit verifies if all the commands for a service (service intent) are present on the

network elements that participate in the service.

How to Perform a Configuration Audit

ISC automatically does a config audit whenever a service request is deployed or force-redeployed. You
can also create a task to do a configuration audit for one or more service requests.

To create a task to do a configuration audit, follow these steps:

Step 1 Go to Monitoring > Tasks > Audit> Config Audit.
Step2  Choose one or more service requests.

Step3  Create a schedule for the config-audit task.

Where to Find the Configuration Audit

After selecting the service request, click on Details.
On the details page, the Audit button has two choices:
e Config
¢ Functional

Click on Config to display the Configuration audit report.
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Why a Configuration Audit Could Fail

Editing Configuration Files

A configuration audit can fail if some of the commands are removed after provisioning from the network

elements. This could happen if the commands are manually removed or they are removed as part of

provisioning some other service.

Editing Configuration Files

To view or edit an existing router configuration file:

A

Caution  Exercise caution when editing a configuration file, particularly if you then choose to make the edited file
the running configuration file.

Step 1 Click the Service Inventory tab, then go to Inventory and Connection Manager.

The Inventory and Connection Manager window is displayed.

Step2  Click Devices.

The Devices dialog box appears (see Figure 6-61).

Figure 6-61 List of Devices Recognized by ISC

You Are Here: + H Custamet:
Showy Devices with | Device Mame j hiatching [
- Showving 1 - 100of 27 recaords
" # [ Type
:_ 1.0 & 17229146 26 Cizco 105 Device
e Cigeo 105 Device

3. &9 Cizco 105 Device
: 4. ¥ & 17229146 23 Cisco 105 Device

s & 1722914641 Cizco 103 Device

5. &9 Cizgco 105 Device

.0 &8 172.29.146.35 Cigco 105 Device

8 & 172.29.146 .57 Cizco 105 Device
H 8.7 &9 1722914639 Cigco 105 Device
0. 7 &9 172.29.146.40 Cisca |05 Device

Rows per page: ’ﬂ

BN |

1<) ¢ Gote page: (1 of 3 (Ga) [» 71

111674

Step3  Click the check box next to the device name to choose the configuration file versions you want to view.

Step4  Click Config.

The Device Configurations dialog box appears (see Figure 6-62).

[ oL-7646-03
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Figure 6-62 List of Configurations for the Selected Device

Device Configurations

Device: miped Allowed Configs: unlimited
Showing 1 - 2 of 2 recards

# I Date Recyclable
1 I Yes
2 - Yes
Rows per page: |10 = [<] <] Goto page: |1 at 1 (Ba) [ [2]

111675

The Device Configurations dialog box displays the list of the current versions of the configuration files
for the selected device. The configurations are listed by date and time. The configuration file listed first
is the latest version.

Step5  Choose the version of the configuration file you want to view, then click Edit.

The contents of the selected configuration file are displayed (see Figure 6-63).

Figure 6-63 Selected Configuration Displayed

Device Configuration

Device: mipe} Config: Jan 16 10:36:01 AM PST Recyclable: =

! F
wersion 12.:2
service timestawps debug uptime
service timestawps log uptime
no service password-encryption
I
hostname mlped
I
boot system disk0:/c7200-p-mz.122-16.6.3
logging smop-suthfail
logging gueues-limit 100
ensbhle password movedZnw
]
ip subnet-zero
ip cef
]
]

ip host dirt 171.69.17.18
1

mpls ldp logging neighbor-changes ﬂ

ENE=D

111676

You can view or edit the displayed device configuration file.
Step6  If necessary, edit the configuration file.

Step 7 When finished editing the file, click Save.
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