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Deploying, Monitoring and Auditing Service
Requests

This chapter describes how to deploy, monitor and audit L2ZVPN, L2TPv3 or VPLS service requests, and
how to access task logs. It contains the following sections:

e Deploying Service Requests, page 12-1
e Monitoring Service Requests, page 12-11

e Auditing Service Requests, page 12-13

Deploying Service Requests

To apply L2VPN or VPLS policies to network devices, you must deploy the service request. When you
deploy a service request, ISC compares the device information in the Repository (the ISC database) with
the current device configuration and generates a configlet.

Pre-Deployment Changes

Step 1
Step 2
Step 3
Step 4

You can change the Dynamic Component Properties Library (DCPL) parameter
actionTakenOnUNIVlanList before you deploy an L2ZVPN or VPLS service request. This will be
necessary if the trunk allowed vlan list is not present on the User Network Interface (UNI). To make
this change, perform the following steps.

Select Administration > Control Center.
Choose the host that you want to change.
Click Config.

Select Provisioning > Service > shared > actionTakenOnUNIVlanList. The window shown in
Figure 12-1 appears.
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Figure 12-1

“ou Are Here: + Administration * Control Center » Hosts
Host Configuration

wersion: [Aug 29 04:56:06 COT =

G0 =
1 Logging
E_ﬁProwslonlng

-[:I Engine

. ]

[:I ProvDry

E(ﬁ Service
[H1_] Firewal
EIIPsEC
EH{PSEC_RA
I NAT
[E
[E
[E

QoS

HTE

]D 12vpn

@ loglevel

B mplz

oy shared

[:l FeatureQuery

@ actionTakenCnUMNIlanList

Change DCPL Parameter

Attribute Provigioni)

ionTakenQ ist Version Aug 29 04:56:06 COT

Description:  action taken when "switchport allowed vlan " cmd iz abzent for ERS service
Current ¥alue: prune

Hew Value: 2l

Set Property | ‘ Reset Property

104225

e prune to have ISC create the minimum VLAN list. This is the default.

e abort to have ISC stop the L2VPN or VPLS service request provisioning with the error message:

Step5  Choose one of the following:
trunk allowed vlan list is absent on ERS UNI.
e nochange to have ISC allow all VLANS.
Step6  Click Set Property.

Service Deployment

After you create an L2ZVPN, L2TPv3, or VPLS service request and save it in the ISC repository, you can

deploy or force-deploy it.

Step 1

Select Service Inventory > Inventory and Connection Manager > Service Requests.

The Service Requests window appears as shown in Figure 12-2.

] Cisco IP Solution Center L2VPN User Guide, 4.1

0L-7644-01 |



| Chapter 12

Deploying, Monitoring and Auditing Service Requests

Step 2
Step 3

Figure 12-2 Deploy a VPLS Service Request

Service Requests

Deploying Service Requests

Shaw Services with | Jok 10 j matching I* at Type | All j Find
Showding 1 - 10 of 13 records
Job Operstion Customer . ~ -
Al " State Type T Creator Hame Policy Mame  Last Modified Description
1.0 3 l:l REGUESTED L2VPN MODIFY  admin Customer1 L2VpnPolicy!  9/14/0512:39 PM
2[4 l:l REGLESTED QoS ADD aclmin Customer1 3550-DSCP 8205 2:35 PM
3. s l:l REGIUESTED L2%PMN ADD acimin Customer1 L2VpnPolicy2 91205 2:35 PM
4. & l:l REGUESTED %PLS ADD admin Customer2 WPLEPalicy1 912105 2:35 PM
507 l:l REGLESTED %PLS ADD acdmin Customer2 WPLSPolicy2  9M2M05 2:36 PM
B v 13 l:l REQUESTED L2VPN ADD admin Customer1 L2vprErsCe 91305 5:21 PM
7. 07 l:l REGUESTED L2VPN ADD admin Customer1 L2vpnEwsCe 91405 10:41 Ad
8 [ 18 l:l REGLESTED L2VPH ADD aclmin Customer3 L2vprErshnCe 91405 11:08 AM
9. [ 18 l:l REQUESTED L2VPN ADD admin Customer1 L2vpnEveshoCe 901405 11:38 AM
10, [C 22 l:l REGUESTED L2VPN ADD admin Customer1 LApy3AtmCe  9M14/05 3:32 PM
Rows per page: I 10 'I 1 Goto PEBE-|1 of2 [0
Auto Refresh: [V Create " | Details | | Status v| ‘ Edit | | Deploy v| | Decommission | | Purge "
Deplay o
e
F
orce Deploy %
E—— —

Choose a service request.

Click Deploy and choose Deploy or Force-Deploy.

Use Deploy when the service request state is Requested or Invalid.

Use Force Deploy when the service request state is Deployed, Failed Deployed, or Failed Audit.

The Deploy Service Requests window appears as shown in Figure 12-3.
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Figure 12-3 Schedule Service Activation

Deploy Service Requests

ITaSk Created 2005-03-15 13:54:52.628

Task Mame

Task Type |Dep|oyment

Created on Thu 3ep 15 13:54:52 FDT ;l

2005
-

Tazk Description :
Single rum % powe 0 Once
Periodic Runc (" hinute © Hourly © Daily © WWeekly © honthly

Periodic Run Attributes
R Imteryal:
R Lirmits:

Start Date and Time
Date: ISeptemberj |15j IZUUEj
Time: [1 =] [54 =] |PM =]
Endl Date and Time (Default is unlimitec)
Date: IMDnth j |Dayj |Yearj
Time: | Hour x| [ Min =] Am >

Service Requests

Showing 1 -1 of 1 recard
Customer
Mame

# Job D Creator

Description

1. 13 admin Customer1

ROMYS PEF PEGE: |1E| vl [<] ] Goto page:l'l of 1 Bl

| Save | | Cancel |
&
Mote: * - Reguired Field B
Stepd  Choose a schedule for the activation of the service.
Step5  After you schedule the service request, click Save.

After you schedule the VPLS service request, you can monitor the service request that is being deployed.
See Verifying L2ZVPN or VPLS Service Requests, page 12-4 and Monitoring Service Requests, page

12-11 for more information.

Verifying L2VPN or VPLS Service Requests

After you deploy an L2VPN or VPLS service request, you should verify that there were no errors.

You can verify an L2VPN or VPLS service request through the following:

Transition state—The transition state of an L2ZVPN or VPLS service request is listed on the Service

Requests window in the State column. See Service Request States, page 12-5 for more information.
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e View service request details—From the Service Requests Details window, you can view the LZVPN
or VPLS link endpoints and the L2ZVPN or VPLS configlets for this service request. See Viewing
L2VPN or VPLS Service Request Details, page 12-7 for more information.

e Task Logs—Access the task logs from the Monitoring tab to help you troubleshoot a failed service
request or to view more details about a service request. See Monitoring Service Requests, page
12-11 for more information.

Service Request States

A service request transition state describes the different stages a service request enters during the
L2VPN or VPLS provisioning process.

For example, when you deploy an L2VPN or VPLS service request, ISC compares the device information
in the Repository (the ISC database) with the current device configuration and generates an L2VPN or
VPLS configlet. When the configlet is generated and downloaded to the device, the LZVPN or VPLS
service request enters the Pending state. When the device is audited, the L2ZVPN or VPLS service
request enters the Deployed state.

Figure 12-4 illustrates which service request states relate to the L2ZVPN or VPLS configuration auditing
process, and which states relate to the provisioning process.

Figure 12-4 Service Requests States

ISC Service Request States

"""""" > Provisioning States
—— > Auditing States

FAILED
AUDIT
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BROKEN

N~
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[se]
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Table 12-1 describes the functions of each ISC service request state. They are listed in alphabetic order.

Table 12-1

Cisco IP Solution Center Service Request States

Service Request Type

Description

Broken

(valid only for L2TPv3
and MPLS services)

The router is correctly configured but the service is unavailable (due to a
broken cable or Layer 2 problem, for example).

An MPLS service request moves to Broken if the auditor finds the routing
and forwarding tables for this service, but they do not match the service
intent.

Closed

A service request moves to Closed if the service request should no longer be
used during the provisioning or auditing process. A service request moves to
the Closed state only upon successful audit of a decommission service
request. ISC does not remove a service request from the database to allow
for extended auditing. Only a specific administrator purge action results in
service requests being removed.

Deployed

A service request moves to Deployed if the intention of the service request
is found in the router configuration file. Deployed indicates that the
configuration file has been downloaded to the router, and the intent of the
request has been verified at the configuration level. That is, ISC downloaded
the configlets to the routers and the service request passed the audit process.

Failed Audit

This state indicates that ISC downloaded the configlet to the router
successfully, but the service request did not pass the audit. Therefore, the
service did not move to the Deployed state. The Failed Audit state is
initiated from the Pending state. After a service request is deployed
successfully, it cannot re-enter the Failed Audit state (except if the service
request is redeployed).

Failed Deploy

The cause for a Failed Deploy status is that DCS reports that either the
upload of the initial configuration file from the routers failed or the
download of the configuration update to the routers failed (due to lost
connection, faulty password, and so on).

Functional

(valid only for L2TPv3
and MPLS services)

An MPLS service request moves to Functional when the auditor finds the
VPN routing and forwarding tables (VRF) for this service and they match
with the service intent. This state requires that both the configuration file
audit and the routing audit are successful.

Invalid

Invalid indicates that the service request information is incorrect in some
way. A service request moves to Invalid if the request was either internally
inconsistent or not consistent with the rest of the existing network/router
configurations (for example, no more interfaces were available on the
router). The Provisioning Driver cannot generate configuration updates to
service this request.

Lost

A service request moves to Lost when the Auditor cannot find a
configuration-level verification of intent in the router configuration files.
The service request was in the Deployed state, but now some or all router
configuration information is missing. A service request can move to the Lost
state only when the service request had been Deployed.
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Table 12-1 Cisco IP Solution Center Service Request States (continued)

Service Request Type Description

Pending A service request moves to Pending when the Provisioning Driver
determines that the request looks consistent and was able to generate the
required configuration updates for this request. Pending indicates that the
service request has generated the configuration updates and the
configuration updates are successfully downloaded to the routers.

The Auditor regards pending service requests as new requests and begins the
audit. If the service has been freshly provisioned and not yet audited, it is not
an error (pending audit). However, if an audit is performed and the service is
still pending, it is in an error state.

Requested If the service is newly entered and not yet deployed, it is not an error.
However, if a Deploy is done and it remains Requested, the service is in an
error state.

Wait Deploy This service request state pertains only when downloading configlets to a
Cisco CNS-CE server, such as a Cisco CNS IE2100 appliance. Wait Deploy
indicates that the configlet has been generated, but it has not been
downloaded to the Cisco CNS-CE server because the device is not currently
online. The configlet is staged in the repository until such time as the Cisco
CNS-CE server notifies ISC that it is up. Configlets in the Wait Deploy state
are then downloaded to the Cisco CNS-CE server.

Viewing L2VPN or VPLS Service Request Details

Step 1

The L2VPN or VPLS service request details include the link endpoints for the service request, the
history, and the configlet generated during the service request deployment operation. Use the service
request details to help you troubleshoot a problem or error with the service request or to check the
L2VPN or VPLS commands in the configlet.

From the Service Request Details page, you can view more information about:
e Links—the link endpoint details
e History—Service request history report
e Audit—Audit reports for the link IDs
¢ Configlets—View the ISC generated configlet for the LZVPN or VPLS service request

The following sections describe the links, history, and configlet details for an L2ZVPN or VPLS service
request. The audit details are described in Auditing Service Requests, page 12-13.

To view L2VPN or VPLS service request details:

Select Service Inventory > Inventory and Connection Manager > Service Requests.

The Service Requests window appears as shown in Figure 12-5.
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Figure 12-5

Service Requests

Service Requests Window

Showy Services with | Job (D d matching I* of Type | Al j Find
Showing 1 - 5 of 11 records

A "I‘:]b State Type Op;a;szun Creator T Paolicy Mame  Last Modified Description
1. 03 l:l PENCING L2%PR MODIFY  admin Customer1 L2VpnPolicyl 94505 2:23 PM
24 [ eevome  qos ADD  admin Customer!  3560-DSCP 941505223 PM
3T s  [PevonG  vRLS ADD  admin Customer2  VPLSPolicyl 941505 2:23 PM
4. 13 []oerLoven L2vpy ADD  admin Customer!  L2vprErsCe 941505215 PM
5. 17 l:l REQUESTED L2VPN ADD admin Customer L2vprEwsCe 91405 10:41 AM

Rows per page: | B VI 1<] ] Goto page:|1 nf3 [ [0
Auto Refresh: [V | Create v| ‘ Details | ‘ Status, ‘ | Edit. | | Deploy | | Decommission | | Purge |

138524

Step 2 Select the L2ZVPN, L2TPv3, or VPLS service request and click Details.
Step3  The Service Request Details window appears (Figure 12-6).
Figure 12-6 Example Service Request Details Window
Service Request Details
Service Request Details for Job 1D 4
Attribute Value jit
Type L2%PR
State REQUESTED
Operation Type MODIFY
Service Reguest 10 B
Last Madificstion Time Wed Nov 23 15:21:29 PST 2005
LIUPH ServiceType L5561 ERs
L2¥PH Core Type MPLS
EndToEndwire ID 5
Status Message
State REQUESTED
VoD 100
Attachment Circuit ID T
M-PE Mame pel
N-PE Interface Ethernet4/3.20 ==
ZE Name ced
CE Interface Ethernetdf 20
LA ID 20
Attachment Cirenit INR LI
‘ Links H History H Audit 'H Configlets H oK | ﬁ
The service request attribute details include the type, transition state, operation type, ID, modification
history, customer, and policy name.
Links
The service request link details include the link endpoints, PE secured interface, VLAN ID, and whether
a CE is present.
Step 1 Click Links on the Service Request Details window (see Figure 12-6). The Service Request Links

window appears (Figure 12-7).
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Figure 12-7 Service Request Links

Service Regquest Links

End to End Wires for Service Request Job ID 3
Showing 1 -1 of 1 record

# H-PE Attachment Circuit 1 H-PE Attachment Circuit 2 Status
1. & zwi sl REGQLESTED
Rowes per page: [ 10 VI 144 Gotopagel‘l of 1 B0

138363

Step2  Choose a link and click Details. The Link Details window appears as shown in Figure 12-8.

Figure 12-8 Link Details Window

Service Request Link

End to End Wire Details

Type: L2%PH
EndToEndwire 1D 1

Status Message:

State: REGLESTED

L2VPH Policy: L2%pnPalicyd

L2VPH Service Type: EthernetEVCS_NMO_CE
Attachment Circuit ID 3:

LI-PE Mame: 03
U-PE LINI Irterface: GigabitEthernet0i3
M-PE Mame: pel

M-PE Major Irterface: FaztEthernst0/0.20
Attachment Circuit 1D 4

LI-PE Matne: wed
LI-PE LMl Interface: FastEthernetD/s
M-PE Mame: pe3

M-PE Major Interface: FastEthernet0/0.20

Step3  Click OK to return to the Service Request Links window.

138564

Stepd  Select another link to view or click OK to return to the Service Request Details window.

History

You can view history information about the service request.

Step1  Click History on the Service Request Details window (see Figure 12-6). The Service Request State
Change Report window appears (Figure 12-9).
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Figure 12-9 Service Request State Change Report

Service Request State Change Report

Element Hame State Create Time Report
L2VPN Service

Reguest

L2VPN Service

Reguest

FENDING  2005-09-15 141503 SR Job D 13 transitioned from REQUESTED to PEMDING state

DEPLOYED 2005-09-15 14:15:23 SR Job I 13 transitioned from PENDING to DEPLOYED state

138528

The history reports lists the following information about the service request:

Element Name—the device, interface, and subinterfaces participating in this service request
State—the transition states the element has gone through
Create Time—the time the element was created for this service request

Report—the action taken by ISC for the element in this service request

Step2  Click OK to return to the Service Request Details window.

Configlets

After you deploy the service request, ISC generates Cisco IOS commands to turn on L2ZVPN or VPLS
Services on all the network devices that participate in the service request.

To view the configlets that are generated, perform the following tasks.

Step 1 Click Configlets on the Service Request Details window (see Figure 12-6). You see a list of network
devices for which a configlet was generated (see Figure 12-10).

Figure 12-10 Service Request Configlets

Service Request Configlets

Configlets for Service Request Job 1D 13
Showing 1 - 4 of 4 records
Device

e e e O]

Rows per page: I]D 'l 1< Gata PaBE-I1 of1 BBl

View Configlet

138529

Step2  Select the device for which you want to view the configlet.

Step3  Click View Configlet. The Configlet for Device window appears (Figure 12-11).
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Figure 12-11 L2VPN, L2TPv3, or VPLS Configlet Example

Service Reguest Configlet

Configlet for Device: pel

=
Configlet #1, Job ID 13 (Created: 2005-09-15 14:15:02)
1
interface Ethernet4/3.1
encapsulation dotlQ 1
®connect 10.8.0.103 104 encapsulation mpls
no shutdown
el

138530

The device configlet shows all commands downloaded to the device configuration during the service
request deployment operation.

Step4  Click OK to exit.

Monitoring Service Requests

To monitor an L2ZVPN or VPLS service request that is being deployed, you must use the task logs to help
you troubleshoot why a service request has failed or to find more details about a service request.

Perform the following steps to monitor a service request.

Step 1 Select Monitoring > Task Manager. The Tasks window appears as shown in Figure 12-12.
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Figure 12-12 Tasks Window

Tasks
Show Tasks with | Mame j matching I* of Type * j Find
Showing 1 - 4 of 4 records
# | Task Hame Type Targets Schedule Creator Created on
Task Created 2005-09-15 . Jobid 18 Ypn . . . 2005-09-15
1. [0 P — Service Deployment [Zon_ets_vpn3 Single run &t 2005-09-15 15:00:00.0 acdmin 150128 782
Task Created 2005-09-15 . Jobld ;A7 Wpn . . 2005-09-15
ml 14:50:58 069 Service Deployment v, e e Single run &t 2005-09-15 14:50:00 .0 acdmin 14:51:08.508
Jobld 3 Ven: Ypnt
Job ld : 4 Vpn
2| [ [EER CEEHE AL Service Deployment Job Id: 5 Vpn: Ypn2 Single run st 2005-08-15 14:21:00.0 admin 20020915
14:21:02 445 14:21:07 .05
Jobld B VRn: Ypn3
Job ld 7 Wpn o Ypnd
Task Created 2005-09-15 dok led 13 Wpn e 2005-09-15
| 1415 53 063 Service Deployment Frpam, e o Single run st 2005-09-15 14:13:00.0 acmin 141541 907
Rows per page: I]D 'l [ ot PaBE-I1 of1 BBl
b
Auto Refresh: [v | Create V| | Audit y| | Details: ‘ ‘ Schedules | | Logs | | Delete ‘ g
o1
—

Step2  Click Find to refresh the window.
The task that is executing will be the first in the list of tasks that being performed in ISC.

Step3  Select the task you want to monitor and click Logs. The Task Logs window appears as shown in
Figure 12-13.

Figure 12-13 Task Logs

Shavy Rurtime Tasks with Task Mame matching I*

Showing 1 - 2 of 2 records

# Rurtime Task MName Action Start Time End Time Status
1. Tazk Created 2005-09-15 Confisucit 2005-09-15 2005-09-15 Completed
-1 45:01:23.977_Thu_Sep_15_15:01:32_PDT_2005_3 BAVET 502011 229 15:02:48.739 successfully
Task Created 2005-09-15 2005-09-15 2005-09-15 Completed
I \501:23.977_Thu_Sep_15_15.01:32_PDT_2005 3 Deplovment 3 oy 23 534 15:02:11.200 l:lsuccessfu\ly
Roves per page: I 10 'I 1] <] eoto FEBE-|1 of 1 [0
Auto Refresh: [ | Service Requests H View Log || Delete H Close ‘

138532

Step4  Select the run-time task that you want to monitor and click View Logs.

A window like the one shown in Figure 12-14 appears.
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Step 5

Step 6
Step 7

Auditing Service Requests Il

Figure 12-14 Task Logs

Log Level IInfD j Component I"‘

Date Level C -
2005-09-15 150211 IMFO - Provisioning. ProvDry The argument to the ProvDry are:

|=Provision = false

JITUkload = false

JobldList = 18
targets =[]
2005-09-15 150211 IMFO - Provisioning. ProvDry Dpening repository ..
2005-08-15 15:0211 INFO  Provisioning ProvDry Open repository succeeded
2005-08-15 15:0211 INFO  Provisioning ProvDry ======== Creating ProvDrvSR for Job#185R#18
2005-09-15 150211 INFO  Provisioning.ProvDry Filter to getl ogicalDevices: 0
2005-08-15 150211 INFO  GSAM getServiceElementsr) : ACTION = ALDIT
2005-09-15 150211 IMFO - Provisioning. ProvDry Mumber of logicalDevices got: 3
2005-09-15 150212 IMFO Provisioning. ProvDry Processing logical device 3 with physical id 3
2005-08-15 15:0212 INFO  Provisioning ProvDry Service blade for this device:
COM.CISC0.YRNSC prov I2vpn L2YPNServiceBlade
2005-09-15 150212 IMFO Provisioning. ProvDry Create blade the first time:

com.cisco vpnsc prov [2vpn L2YPNServiceBlade
2003-09-15 150212 INFO  Provisioning.Service I2vpn  crested service blade
2005-09-15 150212 IMFQ Provisioning.Service 12van returning XmML_JDOM as preference
2005-09-15 150212 IMFO Provisioning. ProvDry Fitter to generatexhL: O LI

Return to Logs

138533

Select the log level from the drop-down list and click Filter. The log levels are All, Severe, Warning,
Info, Config, Fine, Finer, and Finest.

Click Return to Logs.
Click Close in the Task Logs window.

Auditing Service Requests

Note

Each time an L2VPN (including L2TPv3) or VPLS service request is deployed in the Cisco IP Solution
Center (ISC), a configuration audit occurs. You can view the results of these in L2ZVPN or VPLS
configuration audit reports. Use configuration audits and reports to verify that the network devices have
the correct configuration for the services provided.

A functional audit is part of the post-provisioning check. It is only available for L2TPv3 service requests.
It lets you validate the L2TPv3 circuit and session status. If the L2TPv3 wire state is functional, it
indicates that traffic can be passed through successfully.

A functional audit can be performed only after a configuration audit is performed successfully on the
service request.

Configuration Audit

A configuration audit occurs automatically each time you deploy an L2ZVPN or VPLS service request.
During this configuration audit, ISC verifies that all Cisco IOS commands are present and that they have
the correct syntax. An audit also verifies that there were no errors during deployment.

The configuration audit verifies the service request deployment by examining the commands configured
by the L2ZVPN or VPLS service request on the target devices. If the device configuration does not match
what is defined in the service request, the audit flags a warning and sets the service request to a Failed
Audit or Lost state.

| oL-7644-01
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You can create audit reports for new or existing LZVPN or VPLS service requests.

e Audit new services—This type of audit is for service requests that have just been deployed. The
audit identifies problems with the configuration files downloaded to the devices.

e Audit existing services—This type of audit checks and evaluates the configuration of deployed
service requests to see if the service request is still in effect.

We recommend that you schedule a service request audit on a regular basis to verify the state of the
network provisioning requests.

This section describes how to manually generate a configuration audit and view the audit report.

To view a configuration audit report perform the following steps.

Step 1 Select Service Inventory > Inventory and Connection Manager > Service Requests.

The Service Requests window appears as shown in Figure 12-15.

Figure 12-15 Service Requests Window

Service Requests

Showe Services with | Job 1D j matching I* ot Type | All j Find
Showing 1 - 10 of 11 records
Job Operstion Customer . ~ -
& [ n State Type Ty Creator Hame Policy Mame  Last Modified Description
1.7 [reone  Lzven MODIFY  admin Customerl  L2VpnPolicyl 9715105 2:23 PM
21 [reoine  cos ADD  admin Customer!  3550-DSCP 915105 2:23 P
3.086 l:l PEMDING  WPLS ADD admin Customer2 VPLEPalicyt 915105 223 PM
4. [ 13 l:l DEPLOYED L2WPN ADD admin Customer1 L2vpnErsCe 91505 215 PM
s. 17 [lwveun  Lzvew ADD admin Customer!  L2vprEwsCe 91505 2:51 PM
8. 18 l:l DEPLOYED L2WPN ADD acdmin Custamer3 L2vprErshloCe 84 5/05 3:02 PM
7.0 19 l:l REQILESTED L2VPN ADD acdmin Customer1 L2vprEveshoCe 91 4105 11:35 AM
8. 22 [ |REQUESTEDL2vPN ADD  admin Customerl  L2tpv3AtmCe  9/14105 3:32 PM
9. 25 [ |REQUESTEDL2VPN ADD admin Customer2  L2tpv3AtmNoCs 9/14105 3:58 PM
10. [T 26 l:l REQUESTED ¥PLS ADD admin Custamer1 VplshMplsEraCe 9/15i05 10:57 AM
Rows per page I 10 = I {eoto PEQE'|1 of 2 [ [0
Auto Refresh: [ | Create r| | Details | | Status | | Edit. | ‘ Deploy. ‘ | Decommission ‘ | Purge |

138470

Step2  Select an L2VPN or VPLS service request for the configuration audit.

Step3  Click Details.

The Service Request Details window appears as shown in Figure 12-16.
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Figure 12-16 Service Request Details

Service Request Details

Auditing Service Requests Il

Service Request Details for Job 1D 4

Attribute Value

Type L2vPN
State REQUESTED
Operation Type MODIFY
Service Reguest ID 5

Last Maciification Time ‘ed Now 23 15:21:29 PST 2005

L2UPil ServiceType (3P ERs
L2¥PH Core Type MPLS
EndToEndWire ID 5

Stetus Message

Stete REQUESTED

¥CID 100
Attachment Circuit ID 7

M-PE hame pet

h-PE Irterface Ethernetdi3 20

CE hlame ced

CE Interface Ethernet0i 20

WLAN ID 20
Attachmeant Cirenoit ID&

=

‘ Links H History H Audit 'H Configlets H OK |
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Click Audit.
Click Config.

Step 4
Step 5

The Service Request Audit window appears. Figure 12-17 shows an example of a successful

configuration audit.

Figure 12-17

Service Request Audit Report

Service Request Audit Report—Successful

Config Audit Report for Job ID 13

Service Request IDv 13

Status: SUCCESSFUL

Link IC Status Device Mame Device Role Device Messages
= [ce I
[pea n_PE I
& SUCCESSFUL
== 3 I
[pet n_pE \

138534

This window lists the device name and role, and a message regarding the status of your configuration

audit.

If the audit is unsuccessful, the message field lists details on the failed audit. Figure 12-18 shows an
example of a failed audit message for an LZVPN or VPLS service request.

| oL-7644-01
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Figure 12-18 Service Request Audit Report—Failed

Service Request Audit Report

Config Audit Report for Job ID 13

Service Reguest ID: 13 Status: FAILED
Link 10 Status Device Mame Device Role Device Messages
cefd <E
layer 2 Ether tailed (command: interface Ethernst101.1 )
e N PE EC ether failed (command: interface Ethernet1/1.1 )
- PE loophack specified in the PE device table doesn't exist on the router (commanct MO
COMFIG IWYOLYED)
8 FAILED
el CE
layer 2 Ether failed (command: interface Ethernetd/3.1 )
el h_PE EC ether failed (command: interface Ethernetd/3.1 )
- PE loophack specified inthe PE device table doesnt exist on the router (command: MO
CONFIG INYOLYED)

138562

The audit failure message indicates missing commands and configuration issues. Carefully review the
information in the message field. If the audit fails, you must correct all errors and redeploy the service
request.

Step6  Click OK to return to the Service Request Details window.

Functional Audit

A functional audit verifies that the links in a service request or VPN are working correctly. The audit
checks that the circuit and session between two PEs are set up correctly to pass traffic through.

S

Note  Functional audits are performed by ISC for only L2TPv3 service requests.

Performing a Functional Audit

You perform a functional audit after a configuration audit is performed successfully. You can perform a
functional audit on service requests that have states in either deployed, functional, or broken. Wait at
least two minutes after a service is deployed to allow time for the circuit and session to be established.
If you prematurely perform a functional audit action, a broken service request state will be the result
because the session is not established yet.

To perform a functional audit, follow these steps.

Step 1 Select Service Inventory > Inventory and Connection Manager > Service Requests.
Step2  Select a service request.
Step3  Click Details.
On the service request details page, the Audit button has two choices:
e Config

¢ Functional

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step4  Click Functional to display the Functional audit report.

Creating a Task to Perform a Functional Audit

You can create a task to do a functional audit for one or more L2TPv3 service requests. To create a task
to do a functional audit, perform the following steps.

Step 1 Select Monitoring > Task Manager > Tasks.
Step2  Click Audit

Step3  Choose L2VPN (L2TPv3) Functional Audit from the drop-down list. The create task window appears
as shown in Figure 12-19.

Figure 12-19 Create Task

Create Task

Hame': ILEVPN (L2TP3) Functional Audit 2005-09-16 15:13:30.87

Type: L2%PH (L2TPw3) Functional Aucit

Description: Created on 2005-09-16 15:13:30.87 =
-]

Task Configuration Method: & Simplified

i Advanced (via wizard)

Mate: * - Required Figld

-Steptof2-
Hext = Cancel

Step4  Select a Task Configuration method. The choices are:

138535

e Simplified
e Advanced (via wizard)
Step5  Click Next.
The L2VPN Functional Audit Task window appears as shown in Figure 12-20.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step 6

Step 7
Step 8
Step 9
Step 10

Figure 12-20 L2VPN Functional Audit Task

L2VPN Functional Audit Task

L2VPH (L2TPv3) Functional Audit:L2VPH (L2TPu3) Functional Audit 2005-09-16 15:13:30.87

Service Requests: SelectDeselect SRs

or
WPHs: Select Deselect VPHs

Schedule:

Moy
Later
kone
Task Owner: Customer

Provicer

ONNe Biie Bilie e BNC |

hiang

138536

Mote: * - Reguired Field

Click the Select/Deselect SRs button to select one or more service requests in Deployed, Functional, or
Broken states as the targets for the task.

You can select a VPN to audit. If you select a VPN to audit, all the links that form the VPN are audited.

~

Note  You can select either service request(s) or VPN(s) in one task, but you cannot select both in the
same task.

You can choose to schedule now or later.
You can choose an owner for the task.
Click Submit.

You receive a Service Request Audit Report. The service request state is set to Functional if all the
end-to-end wires pass the functional audit and Broken if any one of them is broken.

Why a Functional Audit Could Fail

A Functional Audit could fail for the following reasons:
e No session was found for an end-to-end wire.
e A session is not established yet.
e A UNI involved in an end-to-end wire is down.

You can also use the task logs to help you troubleshoot why a service request has failed or to find more
details about a service request. It is possible to set the types of log level you want to view. Specify the
Log Level and click the Filter button to view that information you want to view. See Monitoring Service
Requests, page 12-11, for more information.
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