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About This Guide

This preface contains the following sections:
e Audience, page xvii
e Purpose, page xvii
e Organization, page xviii
e Related Documentation, page xviii
e Obtaining Documentation, page Xxix
¢ Documentation Feedback, page xx
e Cisco Product Security Overview, page xx
e Obtaining Technical Assistance, page xxi

e Obtaining Additional Publications and Information, page xxiii

Audience

This guide is designed for service provider network managers and operators who are responsible for
provisioning L2VPN or VPLS for their customers. Network managers and operators should be familiar
with the following topics:

e Basic concepts and terminology used in internetworking.

e Layer 2 Virtual Private Network (L2VPN), Layer 2 Tunnel Protocol Version 3 (L2TPv3), Virtual
Private LAN Service (VPLS), VPN, Multiprotocol Label Switching (MPLS), and terms and
technology.

e Network topologies and protocols.

Purpose

Cisco IP Solution Center L2ZVPN User Guide, 4.1 contains information about creating an L2VPN, an
L2TPv3, or a VPLS policy and about creating and deploying an L2VPN, L2TPv3, or VPLS service using
an L2VPN, L2TPv3, or VPLS policy in the Cisco IP Solution Center (ISC). For additional information
on related documentation, see Related Documentation, page xviii.

Cisco IP Solution Center L2VPN User Guide, 4.1
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W Organization

Organization

This guide is organized as follows:

Chapter 1, “Getting Started with L2ZVPN” provides information on getting started tasks for using the
L2VPN component of the Cisco IP Solution Center (ISC).

Chapter 2, “ISC L2VPN and VPLS Concepts” provides an overview of the major concepts that
structure the ISC L2VPN, L2TPv3, or VPLS service.

Chapter 3, “Setting Up the ISC Service” provides information on setting up the ISC service.
Chapter 4, “Creating an L2VPN Policy” provides information on creating an L2VPN policy

Chapter 5, “Managing an L2VPN Service Request” provides information on creating an L2VPN
service request, deploying L2VPN services, monitoring an L2VPN service, and saving an L2ZVPN
service request.

Chapter 6, “Creating an L2TPv3 Policy” provides information on creating an L2TPv3 policy.

Chapter 7, “Managing an L2TPv3 Service Request” provides information on creating an L2TPv3
service request, deploying L2TPv3 services, monitoring an L2TPv3 service, and saving an L2TPv3
service request.

Chapter 8, “Creating a VPLS Policy” provides information on creating a VPLS policy.

Chapter 9, “Managing a VPLS Service Request” provides information on creating a VPLS service
request, deploying VPLS services, monitoring an VPLS service, and saving a VPLS service
requests.

Chapter 10, “Using Autodiscovery for L2 Services” provides an overview of L2 service discovery.

Chapter 11, “Generating L2 and VPLS Reports” provides information on how to set up, run, and
format L2 and VPLS reports.

Chapter 12, “Deploying, Monitoring and Auditing Service Requests” provides information on how
to deploy, manage and audit service requests and how to access task logs.

Appendix A, “Setting Up VLAN Translation” provides information on how to set up VLAN
translation for LZVPN ERS services.
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N

Note  All documentation might be upgraded over time. All upgraded documentation will be available at the
same URLs specified in this document.

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

Cisco.com

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/techsupport

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml
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Product Documentation DVD

Cisco documentation and additional literature are available in the Product Documentation DVD package,
which may have shipped with your product. The Product Documentation DVD is updated regularly and
may be more current than printed documentation.

The Product Documentation DVD is a comprehensive library of technical product documentation on
portable media. The DVD enables you to access multiple versions of hardware and software installation,
configuration, and command guides for Cisco products and to view technical documentation in HTML.
With the DVD, you have access to the same documentation that is found on the Cisco website without
being connected to the Internet. Certain products also have .pdf versions of the documentation available.

The Product Documentation DVD is available as a single unit or as a subscription. Registered Cisco.com
users (Cisco direct customers) can order a Product Documentation DVD (product number
DOC-DOCDVD=) from Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Ordering Documentation

Beginning June 30, 2005, registered Cisco.com users may order Cisco documentation at the Product
Documentation Store in the Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00 a.m. to 5:00 p.m.

(0800 to 1700) PDT by calling 1 866 463-3487 in the United States and Canada, or elsewhere by
calling 011 408 519-5055. You can also order documentation by e-mail at

tech-doc-store-mkpl @external.cisco.com or by fax at 1 408 519-5001 in the United States and Canada,
or elsewhere at 011 408 519-5001.

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by completing the online feedback
form that appears with the technical documents on Cisco.com.

You can send comments about Cisco documentation to bug-doc @cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
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From this site, you can perform these tasks:

e Report security vulnerabilities in Cisco products.

e Obtain assistance with security incidents that involve Cisco products.

e Register to receive security information from Cisco.
A current list of security advisories and notices for Cisco products is available at this URL:
http://www.cisco.com/go/psirt

If you prefer to see advisories and notices as they are updated in real time, you can access a Product
Security Incident Response Team Really Simple Syndication (PSIRT RSS) feed from this URL:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Reporting Security Problems in Cisco Products

Tip

Cisco is committed to delivering secure products. We test our products internally before we release them,
and we strive to correct all vulnerabilities quickly. If you think that you might have identified a
vulnerability in a Cisco product, contact PSIRT:

¢ Emergencies—security-alert@cisco.com

An emergency is either a condition in which a system is under active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

e Nonemergencies—psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
e 1877 228-7302
e 1408 525-6532

We encourage you to use Pretty Good Privacy (PGP) or a compatible product to encrypt any sensitive
information that you send to Cisco. PSIRT can work from encrypted information that is compatible with
PGP versions 2.x through 8.x.

Never use a revoked or an expired encryption key. The correct public key to use in your correspondence
with PSIRT is the one linked in the Contact Summary section of the Security Vulnerability Policy page
at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

The link on this page has the current PGP key ID in use.

Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco
Technical Support & Documentation website on Cisco.com features extensive online support resources.
In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center (TAC)
engineers provide telephone support. If you do not have a valid Cisco service contract, contact your
reseller.
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Cisco Technical Support & Documentation Website

Note

The Cisco Technical Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The website is
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com user
ID and password. If you have a valid service contract but do not have a user ID or password, you can
register at this URL:

http://tools.cisco.com/RPF/register/register.do

Use the Cisco Product Identification (CPI) tool to locate your product serial number before submitting
a web or phone request for service. You can access the CPI tool from the Cisco Technical Support &
Documentation website by clicking the Tools & Resources link under Documentation & Tools. Choose
Cisco Product Identification Tool from the Alphabetical Index drop-down list, or click the Cisco
Product Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by
product ID or model name; by tree view; or for certain products, by copying and pasting show command
output. Search results show an illustration of your product with the serial number label location
highlighted. Locate the serial number label on your product and record the information before placing a
service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the Cisco TAC by telephone.
(ST or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553-2447

For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.
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Severity 1 (S1)—Your network is “down,” or there is a critical impact to your business operations. You
and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of your network is impaired, but most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

Cisco Press publishes a wide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet

iQ Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technologies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
or view the digital edition at this URL:
http://ciscoiq.texterity.com/ciscoig/sample/

Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL:

http://www.cisco.com/en/US/products/index.html
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e Networking Professionals Connection is an interactive website for networking professionals to share
questions, suggestions, and information about networking products and technologies with Cisco
experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

e  World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html
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Overview

CHAPTER 1
Getting Started with L2VPN

This chapter provides a road map to help you get started using the L2ZVPN component in ISC 4.1. It
contains the following sections:

e Overview, page 1-1

e Installing ISC and Configuring the Network, page 1-1

e Configuring the Network to Support Layer 2 Services, page 1-2

e Setting Up Basic ISC Services, page 1-2

e Working with L2ZVPN and VPLS Policies and Service Requests, page 1-4

Before you can use the LZVPN component to provision Layer 2 services (L2VPN or VPLS), you must
complete several installation and configuration steps, as outlined in this chapter. In addition, you should
be familiar with basic concepts for ISC and L2VPN (or VPLS) services. The following sections provide
a summary of the key tasks you must accomplish to be able to provision L2ZVPN or VPLS services using
ISC. You can use the information provided below as a checklist. Where appropriate, references to other
sections in this manual or to other manuals in the ISC documentation set are provided. See the referenced
documentation for more detailed information. After the basic installation and configuration steps are
completed for both ISC and the L2ZVPN component, you can refer to the subsequent chapters of this
manual to create and provision L2ZVPN or VPLS services.

Installing ISC and Configuring the Network

Note

Before you can use the L2ZVPN module in ISC to provision L2ZVPN or VPLS services, you must first
install ISC and do the basic network configuration required to support ISC. Details on these steps are
provided in Cisco IP Solution Center Installation Guide, 4.1. Refer to that manual for information about
ISC installation and general network configuration requirements.

To use the L2ZVPN component within ISC, you must purchase and activate the L2VPN license.
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I Configuring the Network to Support Layer 2 Services

Configuring the Network to Support Layer 2 Services

Step 1
Step 2

Step 3

In additional to basic network configuration required for ISC, you must perform the following network
configuration steps to support Layer 2 services. Information on doing these steps is not provided in the
ISC documentation. See the documentation for your devices for information on how to perform these
steps.

Enable MPLS on the core-facing interfaces of the N-PE devices attached to the provider core.

Set up /32 loopback addresses on N-PE devices. These loopback addresses should be the termination of
the LDP connection(s).

Set all L2 devices (switches) to VTP transparent mode. This is so that none of the switches will operate
as VLAN servers. This will prevent VLAN information from automatically propagating through the
network.

Setting Up Basic ISC Services

After the basic network configuration tasks are completed to support ISC and L2 services, you use ISC
to define elements in the ISC repository, such as providers and regions, customers and sites, devices,
VLAN and VC pools, NPCs, and other resources that are necessary to provision L2 services. Detailed
steps to perform general ISC tasks are covered in Cisco IP Solution Center Infrastructure Reference, 4.1.
You can also find a summary of some important ISC set up tasks in this manual in Chapter 3, “Setting
Up the ISC Service.” The information below is a checklist of basic ISC services you must set up before
provisioning L2 services.

Setting Up Providers, Customers, and Devices

Step 1

Step 2

Step 3

Perform the following steps to set up providers, customers and devices in the ISC repository. These are
global resources that can be used by all ISC services.

Set up service providers and regions. The region is important because a single provider could have
multiple networks. The region is used as a further level of differentiation to allow for such
circumstances. To create a provider and a region, see Cisco IP Solution Center Infrastructure Reference,
4.1. See also Defining a Service Provider and Its Regions, page 3-3.

Set up customers and customer sites. A customer is a requestor of a VPN service from an ISP. Each
customer can own many customer sites. Each customer site belongs to one and only one Customer and
can own many CEs. For detailed steps to create customers and sites, see Cisco IP Solution Center
Infrastructure Reference, 4.1. See also Defining Customers and Their Sites, page 3-4.

Import or add raw devices. Every network element that ISC manages must be defined as a device in
the ISC repository. An element is any device from which ISC can collect information. In most cases,
devices are Cisco IOS routers and switches. You can set up devices in ISC manually, through
autodiscovery, or through importing device configuration files. For detailed steps to importing and
adding devices, see Cisco IP Solution Center Infrastructure Reference, 4.1. See also Chapter 10, “Using
Autodiscovery for L2 Services.”
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Step 4

Setting Up Basic ISC Services W

Assign devices roles as PE or CE. After devices are created in ISC, must define them as customer (CE)
or provider (PE) devices. You do this by editing the device attributes on individual devices or in batch
editing through the ISC inventory manager. To set device attributes, see Cisco IP Solution Center
Infrastructure Reference, 4.1.

Setting Up the N-PE Loopback Address

Within ISC, you must set the loopback address on the N-PE device(s). For details about this procedure,
see Setting the Loopback Address, page 3-2.

Setting Up ISC Resources for LZVPN and VPLS Services

Step 1

Step 2

Step 3

Some ISC resources, such as access domains, VLAN pools and VC pools are set up to support ISC
L2VPN and VPLS services only. Perform the following steps to set up these resources.

Create access domain(s). For L2ZVPN and VPLS, you create an access domain if you provision an
Ethernet-based service and want ISC to automatically assign a VLAN for the link from the VLAN pool.
For each Layer 2 access domain, you need a corresponding access domain object in ISC. During
creation, you select all the N-PE devices that are associated with this domain. Later, one VLAN pool can
be created for an access domain. For detailed steps to create access domains, see Cisco IP Solution
Center Infrastructure Reference, 4.1. See also Creating Access Domains, page 3-5.

Create a VLAN pool(s). A VLAN pool is created for each access domain. For L2ZVPN and VPLS, you
create a VLAN pool so that ISC can assign a VLAN to the links. VLAN ID pools are defined with a
starting value and a size. For detailed steps to create VLAN pools, see Cisco IP Solution Center
Infrastructure Reference, 4.1. See also Creating VLAN Pools, page 3-6.

Create VC pool(s).VCID pools are defined with a starting value and a size of the VC ID pool. A given
VC ID pool is not attached to any inventory object (a provider or customer). Create one VC ID pool per
network. For detailed steps to create VC pools, see Cisco IP Solution Center Infrastructure Reference,
4.1. See also Creating a VC ID Pool, page 3-9.

Setting Up NPCs

Before creating an L2VPN or VPLS service request, you must predefine the physical links between CEs
and PEs or between U-PEs and N-PEs. The Named Physical Circuit (NPC) represents a link going
through a group of physical ports. Thus, more than one logical link can be provisioned on the same NPC.
Therefore, the NPC is defined once but used by several LZVPN or VPLS service requests. For detailed
steps to create NPCs, see Cisco IP Solution Center Infrastructure Reference, 4.1. See also Creating
Named Physical Circuits, page 3-11.
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Setting Up VPNs

You must define VPNs before provisioning L2ZVPN or VPLS services. In L2ZVPN, one VPN can be
shared by different service types. In VPLS, one VPN is required for each VPLS instance. To define
VPNs, see Cisco IP Solution Center Infrastructure Reference, 4.1. See also Defining VPNs, page 3-4.

Working with L2VPN and VPLS Policies and Service Requests

After you have set up providers, customers, devices and resources in ISC, you are ready to create L2ZVPN
or VPLS policies, provision service requests (SRs), and deploy the services. After the service requests
are deployed you can monitor, audit and run reports on them. All of these tasks are covered in the Cisco
IP Solution Center L2VPN User Guide, 4.1 (this manual). Perform the following steps to accomplish
these tasks.

Step 1 Review overview information about L2 services concepts. See Chapter 2, “ISC L2VPN and VPLS
Concepts.”

Step2 Setup a L2VPN or VPLS policy. See the appropriate chapter, depending on the type of policy you want
to create:

e Chapter 4, “Creating an L2VPN Policy.”
e Chapter 6, “Creating an L2TPv3 Policy.”
e Chapter 8, “Creating a VPLS Policy.”

Step3  Provision the L2VPN or VPLS service request. See the appropriate chapter, depending on the type
service request you want to provision:

e Chapter 5, “Managing an L2VPN Service Request.”

e Chapter 7, “Managing an L2TPv3 Service Request.”

e Chapter 9, “Managing a VPLS Service Request.”
Step4  Deploy the service request. See Chapter 12, “Deploying, Monitoring and Auditing Service Requests.”
Step5  Check the status of deployed services. You can use one or more of the following methods:

e Monitor service requests. See to Chapter 12, “Deploying, Monitoring and Auditing Service
Requests.”

e Audit service requests. See to Chapter 12, “Deploying, Monitoring and Auditing Service Requests.”

e Run L2 and VPLS reports. See to Chapter 11, “Generating L2 and VPLS Reports.”
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Overview

ISC L2VPN and VPLS Concepts

This chapter provides an overview of ISC L2VPN and VPLS service provisioning. It contains the
following sections.

e Overview, page 2-1
e L2VPN Service Provisioning, page 2-2
e VPLS Service Provisioning, page 2-11

Layer 2 service provisioning for the IP Solution Center (ISC) 4.0 consists of the Layer 2 Virtual Private
Network (L2VPN) Service and the Virtual Private LAN Service (VPLS).

L2VPN Services

L2VPN services are point-to-point. They provide Layer 2 point-to-point connectivity over either an
MPLS or a pure IP (L2TPv3) core. These implementations, in turn, support service types, as follows:

e L2VPN over MPLS core:

— Ethernet Wire Service (EWS)

— Ethernet Relay Service (ERS)

— ATM over MPLS (ATMoMPLS)

— Frame Relay over MPLS (FRoMPLS)
e L[2VPN over IP (L2TPv3) core:

- ATM

— Frame Relay

| oL-7644-01
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VPLS Services

VPLS services are multipoint. They provide multipoint connectivity over an MPLS or an Ethernet core.
These implementations, in turn, support service types, as follows:

e VPLS over MPLS core:

— Ethernet Wire Service (EWS). This is also sometimes referred to as EMS, or Ethernet
Multipoint Service.

— Ethernet Relay Service (ERS). This is also sometimes referred to ERMS, or Ethernet Relay
Mulipoint Service.

e VPLS over Ethernet core:
— Ethernet Wire Service (EWS)
— Ethernet Relay Service (ERS).

The remaining sections of this chapter provide an overview of these services. Instructions on creating
policies and service requests for these services are provided in subsequent chapters of the manual.

L2VPN Service Provisioning

This section provides and overview of ISC provisioning for L2ZVPN over both MPLS and IP (L2TPv3)
infrastructures. It contain the following sections:

e Any Transport over MPLS (AToM), page 2-2
e Layer 2 Tunnel Protocol Version 3 (L2TPv3), page 2-8

Any Transport over MPLS (AToM)

Cisco’s Any Transport over MPLS (AToM) enables service providers to deliver profitable,
comprehensive services to their customers. The L2VPN service provisioning available in ISC is in the
following areas:

¢ Point-to-Point Ethernet (EWS and ERS), page 2-2
e ATM over MPLS (ATMoMPLYS), page 2-6
e Frame Relay over MPLS (FRoMPLS), page 2-7

Point-to-Point Ethernet (EWS and ERS)

The EWS and ERS services are delivered with the Cisco Metro Ethernet offering. The same network
architecture can simultaneously provide both ERS and EWS connections to diverse customers.
Additionally, this Metro Ethernet infrastructure can be used for access to higher-level services, such as
IP-based virtual private networking, public internet communications, Voice over IP, or a combination of
all applications.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Ethernet Wire Service (EWS)

An Ethernet Virtual Circuit (EVC) connects two physical User-to-Network Interfaces (UNI) such that
the connection appears like a virtual private line to the customer. VLAN transparency and control
protocol tunnelling are supplied by the implementation of 802.1Q-in-Q tag-stacking technology. Packets
received on one UNI are transported directly to the other corresponding UNI.

Ethernet Relay Service (ERS)

An Ethernet Virtual Circuit (EVC) is used to logically connect endpoints, but multiple EVCs could exist
per single UNI. Each EVC is distinguished by 802.1q VLAN tag identification. The ERS network acts
as if the Ethernet frames have crossed a switched network, and certain control traffic is not carried
between ends of the EVC. ERS is analogous to Frame Relay where the CE-VLAN tag plays the role of
a Data-Link Connection Identifier (DLCI).

Topology for L2VPN Ethernet Over MPLS (ERS and EWS)

Ethernet Over MPLS (EoMPLYS) is a tunnelling mechanism that allows the service provider to tunnel
customer Layer 2 traffic though a Layer 3 MPLS network. It is important to remember that EOMPLS is
a point-to-point solution only.

The following figures provide a reference for how EoOMPLS is utilized. Ethernet Services can be
distributed to the end customer in two ways.

e Single PE scenario—The customer is directly connected to an Ethernet port on the N-PE in
Figure 2-1.

Figure 2-1 Single PE scenario
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e Distributed PE scenario—The end customer is connected through an Access Domain to the N-PE in
Figure 2-2. That is, there is a Layer 2 switching environment in the middle of CE and N-PE

Figure 2-2 Distributed PE Scenario
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In both cases, a VLAN is assigned in one of the following ways:
e Automatically assigned by ISC from the VLAN pool that is predefined by the user
L]

Manually assigned by the user through the GUI or the North Bound Interface (NBI)

In EoMPLS, ISC creates a point-to-point tunnel and then targets the EOMPLS tunnel to the peer N-PE
router through which the remote site can be reached. The remote N-PE is identified by its loopback
address (in Figure 2-3, N-PE1 and N-PE2 have 10.1.1.1 and 10.2.2.2 as loopback addresses). In
Figure 2-3, Site A has been allocated a VLAN-100 and Site B a VLAN-200. You can have different

VLAN IDs at either end of the circuit because the VLANSs have local significance only (that is, within
the Ethernet access domain which is delimited by the N-PE).

For the N-PE that is serving Site A, a VLAN interface (Layer 3 interface) is created to terminate all L.2
traffic for the customer, and an EOMPLS tunnel is configured on this interface

1. This configuration is based on the Cisco 7600 Optical Services Router. Other routers, such as the Cisco 7200
have different configurations.

] Cisco IP Solution Center LZVPN User Guide, 4.1
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Figure 2-3 Ethernet over MPLS Configuration
N_PE1 N_PE2
interface loopbackO interface loopbackO
ip address 10.1.1.1/32 ip address 10.2.2.2/32
mpls label protocol Idp mpls label protocol Idp
mpls Idp router-id loopback0 mpls Idp router-id loopbackO
interface vlan 100 interface vlan 200
mpls 12transport route 10.2.2.2 mpls 12transport route 10.1.1.1
* VC ID must match
* VC ID must be unique
N_PE2 ;
1'\&5 511 10.2.2.2 between PE-POP pairs
VLAN 100 S ST VLAN 200 2
The VC ID that defines the EOMPLS tunnel is 200 as shown in Figure 2-3. Note that the VC ID has to
be the same on both ends of the EOMPLS tunnel. On each N-PE, there is mapping done between the
VLANS to the EOMPLS tunnel (Figure 2-4). For the overall connection, this mapping is: VLAN ID <->
VCID <-> VLAN ID.
Figure 2-4 EoMPLS Tunnel
Mapping VLAN ID to VC ID
VLAN 100/mp| 7 |
Mapping VC ID to VLAN ID
y
| 7 |=»VLAN 200 I
N
*VCID=7 >
» Two mapping tables: VLAN ID <->VC ID
Cisco IP Solution Center L2ZVPN User Guide, 4.1
[ oL-7644-01 .m



Chapter2  ISC L2VPN and VPLS Concepts |

I L2VPN Service Provisioning

This VLAN-VC ID mapping lets the service provider reuse VLAN IDs in Access Domains (see
Figure 2-5). The VLAN IDs allocated and used at each access domain do not have to be the same.

Figure 2-5 VLAN-VC ID Mapping
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ATM over MPLS (ATMoMPLS)

AALS

Cell Relay over MPLS

With Cisco ATM over MPLS (ATMoMPLS), Cisco supports ATM Adaptation Layer 5 (AALS) transport
and Cell Relay over MPLS.

AALS allows you to transport AALS PDUs from various customers over an MPLS backbone. ATM
AALS extends the usability of the MPLS backbone by enabling it to offer Layer 2 services in addition
to already existing Layer 3 services. You can enable the MPLS backbone network to accept AALS PDUs
by configuring the provider edge (PE) routers at both ends of the MPLS backbone.

To transport AALS PDUs over MPLS, a virtual circuit is set up from the ingress PE router to the egress
PE router. This virtual circuit transports the AALS5 PDUs from one PE router to the other. Each AALS
PDU is transported as a single packet.

Cell Relay over MPLS allows you to transport ATM cells from various customers over an MPLS

backbone. ATM Cell Relay extends the usability of the MPLS backbone by enabling it to offer Layer 2
services in addition to already existing Layer 3 services. You can enable the MPLS backbone network
to accept ATM cells by configuring the provider edge (PE) routers at both ends of the MPLS backbone.

To transport ATM cells over MPLS, a virtual circuit is set up from the ingress PE router to the egress PE
router. This virtual circuit transports the ATM cells from one PE router to the other. Each MPLS packet
can contain one or more ATM cells. The encapsulation type is AALO.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Topology for ATMoMPLS

Only the single PE scenario is supported as shown in Figure 2-6.
Figure 2-6 Configuring AAL5 and Cell Relay over MPLS
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Frame Relay over MPLS (FRoMPLS)

With Cisco AToM for Frame Relay, customer Frame Relay traffic can be encapsulated in MPLS packets
and forwarded to destinations required by the customer. Cisco AToM allows service providers to quickly
add new sites with less effort than typical Frame Relay provisioning.

Frame Relay over MPLS enables a service provider to transport Frame Relay frames across an MPLS
backbone. This extends the reachability of Frame Relay and allows service providers to aggregate frame
transport across a common packet backbone. The service provider can integrate an existing Frame Relay
environment with the packet backbone to improve operational efficiency and to implement the
high-speed packet interfaces to scale the Frame Relay implementations.

Transporting Frame Relay frames across MPLS networks provides a number of benefits, including:
e Frame Relay extended service.
e Aggregation to a higher speed backbone, such as OC-192, to scale Frame Relay implementations.

¢ Improved operational efficiency—the MPLS backbone becomes the single network that integrates
the various existing networks and services.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Topology for FRoMPLS

Only the single PE scenario is supported as shown in Figure 2-7.

Figure 2-7 Frame Relay over MPLS

MPLS Core

SE>

Layer 2 Tunnel Protocol Version 3 (L2TPv3)

IP-based Layer 2 Tunnel Protocol Version 3 (L2TPv3) provides Layer 2 point-to-point connectivity over
a pure IP (non-MPLS) infrastructure. L2TPv3 concepts are covered in the following sections:

e Overview of L2TPv3, page 2-8

e [.2TPv3 Session Parameters, page 2-10
e Frame Relay Transport, page 2-10

e ATM Transport, page 2-11

Overview of L2TPv3

L2TPv3 allows a service provider to replace a legacy switch-based core with an IP router-based core
without any impact to a customer’s existing Layer 2 connectivity.

L2TPv3 uses a directed Control Channel session between edge routers for creating and maintaining
connections. Forwarding occurs through the use of IP packet forwarding between two edge devices. An
IP header and the L2TPv3 header are used to forward packets between routers. The external header is an
IP header that routes tunneled packets over the IP backbone to the egress Provider Edge (PE) device. The
L2TPv3 header determines the egress interface, and binds the Layer 2 egress interface to the tunnel.

Cisco IP Solution Center L2VPN User Guide, 4.1
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L2TPv3 defines the L2TP protocol for tunnelling Layer 2 payloads over an IP core network using Layer
2 virtual private networks (VPNs). Benefits of this feature include the following:

Simplifies deployment of VPNss.
Does not require Multiprotocol Label Switching (MPLS) virtual private network (VPN).
Supports Layer 2 tunnelling over IP for any payload.

Supports data encapsulation directly over IP (IP protocol number 115), not using User Datagram
Protocol (UDP)

Supports point-to-point sessions, not point-to-multipoint or multipoint-to-point sessions

Supports sessions between the same Layer 2 protocols, for example Frame Relay-to-Frame Relay or
ATM-to-ATM.

Figure 2-8 shows an example of how the L2TPv3 feature is used for setting up VPNs using Layer 2
tunnelling over an IP network. All traffic between two customer network sites is encapsulated in IP
packets carrying L2TP data messages and sent across an IP network. The backbone routers of the IP
network treat the traffic as any other IP traffic and need not know anything about the customer networks.

Figure 2-8 L2TPv3 Operation
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L2TPv3 Session Parameters

L2TPv3 sessions can be setup in either dynamic mode or static mode.

Static L2TPv3 Sessions

Typically, the L2TP control plane is responsible for negotiating session parameters, such as the session
ID or the cookie, in order to set up the session. However, some IP networks require sessions to be
configured so that no signaling is required for session establishment. You can, therefore, set up static
L2TPv3 sessions for a PE router by configuring fixed values for the fields in the L2TP data header. A
static L2TPv3 session allows the PE to tunnel Layer 2 traffic as soon as the attachment circuit to which
the session is bound comes up.

Dynamic L2TPv3 Sessions

Sequencing

Session Cookie

A dynamic L2TP session is established through the exchange of control messages containing
attribute-value pairs (AVPs). Each AVP contains information about the nature of the Layer 2 link being
forwarded, including the payload type, virtual circuit (VC) ID, and so on.

Multiple L2TP sessions (one for each forwarded Layer 2 circuit) can exist between a pair of PEs, and
can be maintained by a single control channel. Session IDs and cookies are dynamically generated and
exchanged as part of a dynamic session setup. Information such as sequencing configuration is also
exchanged.

Although the correct sequence of received Layer 2 frames is guaranteed by some Layer 2 technologies
(by the nature of the link, such as a serial line) or the protocol itself, forwarded Layer 2 frames can be
lost, duplicated, or reordered when they traverse a network as IP packets. If the Layer 2 protocol does
not provide an explicit sequencing mechanism, ISC lets you configure L2TPv3 to sequence its data
packets.

The L2TPv3 header contains a control channel cookie field that has a variable length of 0, 4, or 8 bytes
according to the cookie length supported by a given platform for packet decapsulation. The control
channel cookie length can be manually configured or auto-picked by ISC for static sessions, or
dynamically determined for dynamic sessions.

The variable cookie length does not present a problem when the same platform is at both ends of an
L2TPv3 control channel. However, when different platforms interoperate across an L2TPv3 control
channel, both platforms must encapsulate packets with a 4-byte cookie length.

Frame Relay Transport

In L2TPv3 frame relay, traffic is encapsulated in IP/L2TPv3 packets and forwarded across the IP
network. When encapsulating Frame Relay over IP, the Frame Relay header is passed in the payload of
the packet. Thus the bits for Backward Explicit Congestion Notification (BECN), Forward Explicit
Congestion Notification (FECN), Discard Eligibility (DE) and Command/Response (C/R) ar carried
across the IP network.

Cisco IP Solution Center L2VPN User Guide, 4.1
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¢ Frame relay trunking enables users to take all of the frame relay data and tunnel it across an IP core
to a remote destination. It is used for interconnecting and transporting a frame relay point of
presence (POP) across an IP core network.

e DLCI tunnelling allows for the tunnelling of individual frame relay PVCs. This method offers
granularity of controlling which of the traffic is tunneled to a given destination.

ISC supports the Multilink Frame Relay (MFR) interface. It is a bundle interface that combines several
frame relay interfaces into one super interface.

From a provisioning point of view, you only configure the MFR interface but do not create it. You
precreate the bundle (MFR) and the bundle-links (the Frame Relay interfaces that make up the MFR
interface).

L2TPv3 supports two modes of ATM transport between two PEs: Virtual Path (VP) and Virtual Circuit
(VC). In VP mode, cells coming into a predefined PVP on the ATM interface to be transported over an
L2TPv3 pseudowire to a predefined PVP on the egress ATM interface. This task binds a PVP to an
L2TPv3 pseudowire for Xconnect service. In VC mode, L2TPv3 can be used to carry any type of AAL
traffic over the pseudowire. It will not distinguish OAM cells from user data cells. In this mode, PM and
Security OAM cells are also transported over the pseudowire.

The encapsulations of an ATM cell can be either AALS or cell relay (AALO). In cell relay mode, the
ATM interface receives cells and transports them across the IP core. Cell relay with cell packing is used
to send multiple cells in one IP frame, which improves the efficiency of cell transport. The signaling is
transparently passed through the IP cloud, rather than being terminated at the PE.

VPLS Service Provisioning

VPLS is a multipoint Layer 2 VPN that connects two or more customer devices using EOMPLS bridging
techniques. VPLS EoMPLS is an MPLS-based provider core, that is, the PE routers have to cooperate to
forward customer Ethernet traffic for a given VPLS instance in the core.

A VPLS essentially emulates an Ethernet switch from a user’s perspective. All connections are peers
within the VPLS and have direct communications. The architecture is actually that of a distributed
switch.

Multiple attachment circuits have to be joined together by the provider core. The provider core has to
simulate a virtual bridge that connects these multiple attachment circuits together. To achieve this, all
PE routers participating in a VPLS instance form emulated VCs among them.

A Virtual Forwarding Instance (VFI) is created on the PE router for each VPLS instance. PE routers
make packet-forwarding decisions by looking up the VFI of a particular VPLS instance. The VFI acts
like a virtual bridge for a given VPLS instance. More than one attachment circuit belonging to a given
VPLS can be connected to this VFI. The PE router establishes emulated VCs to all the other PE routers
in that VPLS instance and attaches these emulated VCs to the VFI. Packet forwarding decisions are
based on the data structures maintained in the VFI. All the PE routers in the VPLS domain use the same
VC-ID for establishing the emulated VCs. This VC-ID is also called the VPN-ID in the context of the
VPLS VPN. For more information, see the following sections:

e Multipoint EWS for an MPLS-Based Provider Core, page 2-12
e Multipoint ERS for an MPLS-Based Provider Core, page 2-12
e Topology for MPLS-Based VPLS, page 2-12

| oL-7644-01
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Multipoint EWS for an MPLS-Based Provider Core

With multipoint EWS, the PE router forwards all Ethernet packets received from an attachment circuit,
including tagged, untagged, and Bridge Protocol Data Unit (BPDU) to either:

e Another attachment circuit or an emulated VC if the destination MAC address is found in the L2
forwarding table (VFI).

e All other attachment circuits and emulated VCs belonging to the same VPLS instance if the
destination MAC address is a multicast/broadcast address or not found in the L2 forwarding table.

Multipoint ERS for an MPLS-Based Provider Core

With multipoint ERS, the PE router forwards all Ethernet packets with a particular VLAN tag received
from an attachment circuit, excluding BPDU, to another attachment circuit or an emulated VC if the
destination MAC address is found in the L2 forwarding table (VFI). If the destination MAC address is
not found or if it is a broadcast/multicast packet, then it is sent on all other attachment circuits and
emulated VCs belonging to the VPLS instance. The demultiplexing VLAN tag used to identify a VPLS
domain is removed prior to forwarding the packet to the outgoing Ethernet interfaces or emulated VCs
because it only has local significance.

Topology for MPLS-Based VPLS

From a customer point of view there is no topology for VPLS. All the CE devices are connected to a
logical bridge emulated by the provider core. Therefore, the CE devices see a single emulated LAN as
shown in Figure 2-9.

Figure 2-9 MPLS-Based VPLS Topology
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Provider Core

Emulated LAN

The PE routers must create a full-mesh of emulated virtual circuits (VCs) to simulate the emulated LAN
seen by the CE devices. Forming a full-mesh of emulated VCs simplifies the task of emulating a LAN
in the provider core. One property of a LAN is to maintain a single broadcast domain. That is, if a
broadcast, multicast, or unknown unicast packet is received on one of the attachment circuits, it has to
be sent to all other CE devices participating in that VPLS instance. The PE device handles this case by
sending such a packet on all other attachment circuits and all the emulated circuits originating from that
PE. With a full-mesh of emulated VCs, such a packet will reach all other PE devices in that VPLS
instance. See Figure 2-10.
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Figure 2-10 Full Mesh of Emulated VCs
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VPLS for an Ethernet-Based (L2) Provider Core

With an Ethernet-based provider core, customer traffic forwarding is trivial in the core. VPLS for an
Ethernet-based provider core is a multipoint Layer 2 VPN that connects two or more customer devices
using 802.1Q-in-Q tag-stacking technology. A VPLS essentially emulates an Ethernet switch from a
users perspective. All connections are peers within the VPLS and have direct communications. The
architecture is actually that of a distributed switch.

For more information on VPLS for an Ethernet-based provided core, see the following sections:
e Multipoint EWS for an Ethernet-Based Provider Core, page 2-13
e Multipoint ERS for an Ethernet-Based Provider Core, page 2-14
e Topology for Ethernet-Based VPLS, page 2-14

Multipoint EWS for an Ethernet-Based Provider Core

Multipoint EWS is a service that emulates a point-to-point Ethernet segment. The EWS service
encapsulates all frames that are received on a particular User to Network Interface (UNI) and transports
these frames to a single egress UNI without reference to the contents contained within the frame. This
service operation means that EWS can be used for untagged or VLAN tagged frames and that the service
is transparent to all frames offered. Because the EWS service is unaware that VLAN tags might be
present within the customer frames, the service employs a concept of “All to One” bundling.
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Multipoint ERS for an Ethernet-Based Provider Core

Multipoint ERS models the connectivity offered by existing Frame Relay networks by using VLAN
indices to identify virtual circuits between sites. ERS does, however, offer a far greater degree of QoS
functionality depending upon the service provider's implementation and the customer's acceptance of
VLAN indices that are administratively controlled by the service provider. Additionally, ERS service
multiplexing capability offers lower cost of ownership for the enterprise as a single interface can support
many virtual interfaces.

Topology for Ethernet-Based VPLS

Ethernet-based VPLS differs from the point-to-point L2ZVPN definitions of EWS and ERS by providing
a multipoint connectivity model. The VPLS service does not map an interface or VLAN to a specific
point-to-point pseudo-wire, but instead it models the operation of a virtual Ethernet switch. VPLS uses
the customer’s MAC address to forward frames to the correct egress UNI within the service provider’s
network for the EWS.

The EWS service emulates the service attributes of an Ethernet switch and learns source MAC to
interface associations, flooding unknown broadcast and multicast frames. Figure 2-11 illustrates an
EWS VPLS topology.

Figure 2-11 VPLS EWS Topology
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The Ethernet Relay Service (ERS) offers the any-to-any connectivity characteristics of EWS and the
service multiplexing. This combination enables a single UNI to support a customer's intranet connection
and one or more additional EVCs for connection to outside networks, ISPs, or content providers.
Figure 2-12 illustrates an ERS VPLS multipoint topology.
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Figure 2-12 VPLS ERS Multipoint Topology

l l
Q’ Q’

| = =
21 M |S?NIC§ UNI 25\ /11
N ultiplexe E
-’

Internet Access
Router e
=

Internet 192.168.11.1/24

Security
Policy

&

Cisco IP Solution Center L2VPN User Guide, 4.1
[ oL-7644-01 .m



Chapter2  ISC L2VPN and VPLS Concepts |

I VPLS Service Provisioning

Cisco IP Solution Center L2VPN User Guide, 4.1
m. oL-7644-01 |



CHAPTER
Setting Up the ISC Service

You define the service-related elements, such as target devices, VPNs, and network links. Normally, you
create these elements once. This chapter contains the basic steps to set up the Cisco IP Solution Center
(ISC) service for an L2VPN, L2TPv3, or VPLS service. It contains the following sections:

e Performing Device Settings to Support ISC, page 3-1

e Creating Target Devices and Assign Roles (N-PE or U-PE), page 3-2
e Defining a Service Provider and Its Regions, page 3-3

e Defining Customers and Their Sites, page 3-4

e Defining VPNs, page 3-4

e Creating Access Domains, page 3-5

e Creating VLAN Pools, page 3-6

e Creating a VC ID Pool, page 3-9

e Creating Named Physical Circuits, page 3-11

~

Note  This chapter presents high-level information on ISC services that are relevant to LZVPN and VPLS. For
more detailed information on setting up these and other basic ISC services, see Cisco IP Solution Center
Installation Guide, 4.1.

Performing Device Settings to Support ISC

Two device settings must be configured to support the use of ISC in the network:
e Switches in the network must be operating in VTP transparent mode.
e Loopback addresses must be set on N-PE devices.

~

Note  These are the two minimum device settings required for ISC to function properly in the network. You
must, of course, perform other device configuration steps for the proper functioning of the devices in the
network.
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Configuring Switches in VTP Transparent Mode

For security reasons, ISC requires VTPs to be configured in transparent mode on all the switches
involved in ERS or EWS services before provisioning L2VPN service requests. To set the VTP mode,
enter the following Cisco IOS commands:

Switch# configure terminal
Switch(config)# vtp mode transparent

Enter the following Cisco IOS command to verify that the VTP mode has changed to transparent:

Switch# Show vtp status

Setting the Loopback Addresses on N-PE Devices

See the section “Setting the Loopback Address” section on page 3-2 for information.

Creating Target Devices and Assign Roles (N-PE or U-PE)

Every network element that ISC manages must be defined as a device in the system. An element is any
device from which ISC can collect information. In most cases, devices are Cisco I0S routers that
function as N-PE, U-PE, and P.

For detailed steps to create devices, see Cisco IP Solution Center Infrastructure Reference, 4.1.

Setting the Loopback Address

The loopback address for the N-PE has to be properly configured for an AToOMPLS connection. The IP
address specified in the loopback interface must be reachable from the remote pairing PE. The LDP
tunnels are established between the two loopback interfaces of the PE pair.

See Figure 3-1 for an example of a loopback address.

Figure 3-1 PE Loopback Address
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To prevent a wrong loopback address being entered into the system, the loopback IP address field on the
GUI is read only. You choose the loopback address with the help of a separate pop-up window, which

you access by clicking the Select button. This ensures that you will select only a valid loopback address
defined on the device. See Figure 3-2.
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Figure 3-2 Select Device Interface
Irterfaces for device pel: Loopback IP Address
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This feature ensures that a valid loopback address is set.

To further narrow the search, you can select the LDPTermination Only check box and click the Select
button. This will then limit the list to the LDP-terminating loopback interface(s).

Setting the L2TPv3 Local Switching Loopback

Local switching requires that you select two loopback addresses. Each loopback must be unique. To set
a second loopback address, select the Enable L2TPV3 Loopback Definition check box. See Figure 3-3.

Figure 3-3 PE Local Switching Loopback Addresses
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This causes two additional GUI fields to appear, Local Switching Loopback 1 and Local Switching
Loopback 2. Use the Select button to set the local switching loopbacks.

Defining a Service Provider and Its Regions

You must define the service provider administrative domain before provisioning L2ZVPN. The provider
administrative domain is the administrative domain of an ISP with one BGP autonomous system (AS)
number. The network owned by the provider administrative domain is called the backbone network. If
an ISP has two AS numbers, you must define it as two provider administrative domains. Each provider
administrative domain can own many region objects.

For detailed steps to define the provider administrative domain, see Cisco IP Solution Center
Infrastructure Reference, 4.1.
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Defining Customers and Their Sites

You must define customers and their sites before provisioning LZVPN. A customer is a requestor of a
VPN service from an ISP. Each customer can own many customer sites. Each customer site belongs to
one and only one Customer and can own many CPEs. For detailed steps to create customers, see Cisco
IP Solution Center Infrastructure Reference, 4.1.

Defining VPNs

You must define VPNs before provisioning L2ZVPN or VPLS. In L2VPN, one VPN can be shared by
different service types. In VPLS, one VPN is required for each VPLS instance.

To create a VPN, perform the following steps.

Step 1 Select Service Inventory > Inventory and Connection Manager.

Step2  Click VPNs in the left column. The VPNs window appears as shown in Figure 3-4.

Figure 3-4 Defining a VPN
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For detailed steps to create VPN, see Cisco IP Solution Center Infrastructure Reference, 4.1.

)
Note  The VPN in L2VPN is only a name used to group all the L2VPN links. It has no intrinsic meaning as it
does for MPLS VPN.
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Creating Access Domains

For L2VPN and VPLS, you create an Access Domain if you provision an Ethernet-based service and
want ISC to automatically assign a VLAN for the link from the VLAN pool.

)

Note You do not create an access domain for L2TPv3.

For each Layer 2 access domain, you need a corresponding Access Domain object in ISC. During
creation, you select all the N-PE devices that are associated with this domain. Later, one VLAN pool can
be created for an Access Domain. This is how N-PEs are automatically assigned a VLAN. See

Figure 3-5.

Before you begin, be sure that you:
e Know the name of the access domain that you want to create.
e Have created a service provider to associate with the new access domain.
e Have created a provider region associated with your provider and PE devices.
e Have created PE devices to associate with the new access domain.
e Know the starting value and size of each VLAN to associate with the new access domain.
e Know which VLAN will serve as the management VLAN.

To create an Access Domain, perform the following steps.

Step 1 Select Service Inventory > Inventory and Connection Manager.

Step2  Click Access Domains in the left column. The Access Domains window appears as shown in Figure 3-5.

Figure 3-5 Create an Access Domain
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The Access Domains window contains the following:

e Access Domain Name Lists the names of access domains. The first character must be a letter. The
name can contain letters, numbers, and these punctuation characters: period, underscore, and dash.
Limit: 80 characters. You can sort the list by access domain name.
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e Provider Name Lists the names of providers. Must begin with a letter. Can contain letters, numbers,
and these punctuation characters: period, underscore, and dash. Limited to 80 characters. You can
sort the list by provider name.

¢ From the Access Domains window, you can create, edit, or delete access domains using the
following buttons:

— Create—Click to create new access domain. Enabled only if you do not select an access
domain.

— Edit—Click to edit the selected access domain (select by clicking the corresponding box).
Enabled only if you select a a single access domain.

— Delete—Click to delete the selected access domain (select by clicking the corresponding box).
Enabled only if you select one or more access domains.

Creating VLAN Pools

Note

Note

Step 1
Step 2
Step 3

For L2VPN and VPLS, you create a VLAN pool so that ISC can assign a VLAN to the links. VLAN ID
pools are defined with a starting value and a size of the VLAN pool. A VLAN pool can be attached to
an access domain. During the deployment of an Ethernet service, VLAN IDs can be auto-allocated from
the access domain’s pre-existing VLAN pools. When you deploy a new service, ISC changes the status
of the VLAN pool from Available to Allocated. Auto-allocation gives the service provider tighter control
of VLAN ID allocation.

You can also allocate VLAN IDs manually.

When you are setting a manual VLAN ID on an ISC service, ISC warns you if the VLAN ID is outside
the valid range of the defined VLAN pool. If so, ISC does not include the manually defined VLAN ID
in the VLAN pool. We recommend that you preset the range of the VLAN pool to include the range of
any VLAN IDs that you manually assign.

For L2TPv3, you do not create a VLAN pool.

Create one VLAN pool per access domain. Within that VLAN pool, you can define multiple ranges.
Before you begin, be sure that you:

e Know each VLAN pool start number.

e Know each VLAN pool size.

e Have created an access domain for the VLAN pool (see Creating Access Domains, page 3-5).

e Know the name of the access domain to which each VLAN pool will be allocated.

Perform these steps if you want to have ISC automatically assign a VLAN to the links.

Select Service Inventory.
Select Inventory and Connection Manager.

Select Resource Pools. The Resource Pools window appears.
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Step4  Select VLAN from the drop-down Pool Type list as shown in Figure 3-6.

Figure 3-6 VLAN Resource Pools
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Step5  Click Create. The Create VLAN Pool window appears as shown in Figure 3-7.

Figure 3-7 Create VLAN Pool
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Step6  Enter a VLAN Pool Start number.
Step7  Enter a VLAN Pool Size number.

Step8  If the correct access domain is not showing in the Access Domain field, click Select to the right of
Access Domain field.

The Access Domain for New VLAN Pool dialog box appears as shown in Figure 3-8.

If the correct access domain is showing, continue with Step 9.
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Figure 3-8 Access Domain for New VLAN Pool
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a. Select an Access Domain Name by clicking the button in the Select column to the left of that Access
Domain.

b. Click Select. The updated Create VLAN Pool window appears as shown in Figure 3-9.

Figure 3-9 Updated Create VLAN Pool
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Step9  Click Save.
The updated VLAN Resource Pools window appears as shown in Figure 3-10.

Note  The pool name is created automatically, using a combination of the provider name and the access domain
name.

Note  The Status field reads “Allocated” if you already filled in the Reserved VLANSs information when you
created the access domain. If you did not fill in the Reserved VLANs information when you created the
access domain, the Status field reads “Available.” To allocate a VLAN pool, you must fill in the
corresponding VLAN information by editing the access domain. (See Creating Access Domains, page
3-5.) The VLAN pool status automatically sets to “Allocated” on the Resource Pools window when you
save your work.
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Figure 3-10 Updated VLAN Resource Pools
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Creating a VC ID Pool

Note

Note

Step 1
Step 2

VC ID pools are defined with a starting value and a size of the VC ID pool. A given VC ID pool is not
attached to any inventory object (a provider or customer). During deployment of an L2VPN or VPLS
service, the VC ID can be auto-allocated from the same VC ID pool or you can set it manually.

When you are setting a manual VC ID on an ISC service, ISC warns you if the VC ID is outside the valid
range of the defined VC ID pool. If so, ISC does not include the manually defined VC ID in the VC ID
pool. We recommend that you preset the range of the VC ID pool to include the range of any VC IDs
that you manually assign.

Create one VC ID pool per network.

In a VPLS instance, all N-PE routers use the same VC ID for establishing emulated Virtual Circuits
(VCs). The VC-ID is also called the VPN ID in the context of the VPLS VPN. (Multiple attachment
circuits must be joined by the provider core in a VPLS instance. The provider core must simulate a
virtual bridge that connects the multiple attachment circuits. To simulate this virtual bridge, all N-PE
routers participating in a VPLS instance form emulated VCs among them.)

VC ID is a 32-bit unique identifier that identifies a circuit/port.

Before you begin, be sure that you have the following information for each VC ID pool you must create:
e The VC Pool start number
e The VC Pool size

Perform these steps for all L2ZVPN and VPLS services.

Select Service Inventory.
Select Inventory and Connection Manager.

Select Resource Pools. The Resource Pools window appears.

| oL-7644-01
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Step3  Select VC ID from the drop-down Pool Type list as shown in Figure 3-11. Because this pool is a global
pool, it is not associated with any other object.

Figure 3-11 VC ID Resource Pools
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Step4  Click Create. The Create VC ID Pool window appears as shown in Figure 3-12.

Figure 3-12 Create VC ID Pool
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Step5  Enter a VC pool start number.
Step6  Enter a VC pool size number.

Step7  Click Save. The updated VC ID Resource Pools window appears as shown in Figure 3-13.
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Figure 3-13 Updated VC ID Resource Pools
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Creating Named Physical Circuits

Before creating an L2VPN, L2TPv3, or VPLS service request, you must predefine the physical links
between CEs and PEs. The Named Physical Circuit (NPC) represents a link going through a group of
physical ports. Thus, more than one logical link can be provisioned on the same NPC; therefore, the NPC
is defined once but used during several LZVPN or VPLS service request creations.

There are two ways to create the NPC links:
e Through an NPC GUI editor.
e Through the autodiscovery process.

An NPC definition must observe the following creation rules:
e An NPC must begin with a CE or an up-link of the device where UNI resides or a Ring.
e An NPC must end with an N-PE or a ring that ends in an N-PE.

If you are inserting NPC information for a link between a CE and UNI, you enter the information as:
¢ Source Device is the CE device.
e Source Interface is the CE port connecting to UNI.
e Destination Device is the UNI box.
e Destination interface is the UNI port.

If you are inserting NPC information for a CE not present case, you enter the information as:
¢ Source Device is the UNI box.

e Source Interface is the UP-LINK port, not the UNI port, on the UNI box connecting to the N-PE or
another U-PE or PE-AGG.

e Destination Device is the U-PE, PE-AGG, or N-PE.
e Destination Interface is the DOWN-LINK port connecting to the N-PE or another U-PE or PE-AGG.

| oL-7644-01
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If you have a single N-PE and no CE (no U-PE and no CE), you do not have to create an NPC since there
is no physical link that needs to be presented.

If an NPC involves two or more links (three or more devices), for example, it connects encell, enpel,
and enpel2, you can construct this NPC as follows:

¢ Build the link that connects two ends:mlcel and mlpe4 (as shown in Figure 3-25).
e Insert a device (enpel2) to the link you just made.

e (Click Insert Device to insert the device.

Creating NPCs Through an NPC GUI Editor

Perform the following steps to create NPCs through the NPC GUI editor.

Step 1 Select Service Inventory

Step2  Select Inventory and Connection Manager

Step3  Select Named Physical Circuits. The Named Physical Circuits window appears as shown in
Figure 3-14.
Figure 3-14 Named Physical Circuit
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Circuits ====[ENSWOSt3-
- MPC Rings: FastEthernet3 3)
Rows per page: I]D 'l [ { eoto F3991|1 ot b1

114333

To create a new NPC, you choose a CE as the beginning of the link and a N-PE as the end. If more than
two devices are in a link, you can add or insert more devices (or a ring) to the NPC. Note that the new
device or ring added is always placed after the device selected, while a new device or ring inserted is
placed before the device selected.
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Creating Named Physical Circuits

Each line on the Point-to-Point Editor represents a physical link. Each physical link has five attributes:
¢ Source Device
¢ Source Interface
¢ Destination Device (must be a N-PE)
¢ Destination Interface

¢ Ring

Note  Before adding or inserting a ring in an NPC, you must create a ring and save it in the repository. To obtain
information on creating NPC rings, see Cisco IP Solution Center Infrastructure Reference, 4.1.

Source Device is the beginning of the link and Destination Device is the end of the link.

In the following example, there is a link with one end connecting a device called mlcel on interface
Ethernet0/0 and another link connecting to mlpe4 on interface FastEthernet0/0. Use the following steps
to enter these devices.

Step4  Click Create.

The Create a Named Physical Circuit window appears. See Figure 3-15.

Figure 3-15 Create a Named Physical Circuit
You Are Here: + Service Inventory » Inventory and Connection Manager > Mamed Physical Circuits Custamer: Mone
ate a Named Physical Circuit
[k el 1111111110

- Service Requests # Device Incoming Interface Dutgoing Interface Ring
- Inventary Manager
«= Topology Tool

|Inserll]euil:e|| Insert Ring || Add Device H Add Ring H Delete || Save || Cancel |

114079

» Devices

Step5  Click Add Device. A list like the one in Figure 3-16 appears.

Figure 3-16 Choose a CPE

; Select a device - Microsoft Internet Explorer M=

e ===

ShDWICPE 'I devices WherelDE\f'iCE MName 'I Matching I"k Find

Showeing 1 - 3 of 3 records

# Device Hame Customer Mame Site Name MRS
Type
1. 0 engoscedl coke site MANAGED
2. micet coke sf MANAGED
3. 7 micez2 coke ny MANAGED
ROWS per page: I‘ID '| 1] <] ota page:l'l of 1 B [l
| Select || Cancel |

114334

-]

Step6  Choose a CPE as the beginning of the link.
Step7  Click Select. The device appears as shown in Figure 3-17.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Figure 3-17 Device Selected for NPC

Create a Hamed Physical Circuit

#® Device Incoming Interface

Outgoing Interface

Ring

Insernt I]euice|| Insent Ring || Add Device || Add Ring || Delete || Save || Cancel |

114335

Step8  To insert another device or a ring, click Insert Device or Insert Ring. To add another device or ring to
the NPC, click Add Device or Add Ring.
For this example, click Add Device to add the N-PE.
Step9  Choose a N-PE as the destination device.
Step10  Click Select. The device appears as shown in Figure 3-18.
Figure 3-18 Second Device Selected for NPC
Create a Hamed Physical Circuit
# Device Incoming Interface Outgoing Inter face Ring
1. [0 micet
2. [ miped Select incoming interface
In=ert Deuice| | In=ernt Ring | | Add Device | | Add Ring | | Delete | | Save | | Cancel | g
Step11  In the Outgoing Interface column, click Select outgoing interface.
A list of interfaces, similar to the one in Figure 3-19, that were entered into the system appears.
Figure 3-19 Select Outgoing Interface
a Select Device Interface - Microsoft Internet Explorer
Interfaces for device miced
Show Device Iiterfaces with I Interface Mame 'I Matching I"k I&I
# Interface Hame I Address Logical Mame
1. € FastEthernetn 172.29.145.24/26
FastEthernet0s
Serialdi0
Rowes per page: I 10 'l 1< { cota page:l'l of 1 B 21
| Select || Cancel | .
[ard
o
=
Step12 Choose an interface from the list and click Select.
Step 13 In the Incoming Interface column, click Select incoming interface.
A list of interfaces, similar to the one in Figure 3-20, that were entered into the system appears.
Cisco IP Solution Center L2VPN User Guide, 4.1
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Step 14

Step 15

Step 16

Figure 3-20 Select Incoming Interface

3 Select Device Interface - Microsoft Internet Explorer

Creating Named Physical Circuits

Irterfaces for device miped

Showy Device Interfaces with I Intetface Namea j Matching I*

Find

10, © Serial3i

Riowes et page: I 10 'l

# Interface Hame IP Address Logical Mame
1. O ATM2I0 172163 4/24
2. " EBthernet!m 17229146 41726
3. 7 Ethernet1s
4. " Bthernet1s2
5. T Bthernett 3 109.01724
6. (" FastBthernst0mn
FastEthernst0
LoophackO 10.5.001 04032
9. 7 Serial3n 10.8.0.14/30

1] €] coto page:|1 of 2 (B8] [ [21

‘ Select H Cancel ‘

<]

114338

Choose an interface from the list as the end of the link and click Select.

If you did not create a ring that you want to insert into the NPC, go to Step 25.

If you created a ring to be used with the NPC, click Add Ring or Insert Ring. The Select NPC Ring

window appears as shown in Figure 3-21.

N

Note  For L2TPv3, you cannot create rings.

Figure 3-21 Select NPC Ring

/3 select NPC Ring - Microsoft Internet Explorer

Showe MPC rings | with Ring MName

j Matching |"‘

Ring Hame

Find

Showing 1 - 3 of 3 recard

@ S.miswE-FastEthernetDi3

2. B-enawosrd-GigabitEtherniet! 1
3. 0 F-enswosrd-GigabitEthernet! M

Rows per page: I 10 '|

1] ] Goto page:l'l of 1 [ [l

4

I _'IJ

114339

Select a Ring Name and click Select. The Create a Named Physical Circuit window appears similar to

the one in Figure 3-22.

| oL-7644-01
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Figure 3-22 Create a Named Physical Circuit

Create a Named Physical Circuit

# Device Incoming Inter face Outgoing Irterface Ring
1. ¥ micet FastEtherneton
2. [T select device Select incoming interface S-mlzwE-FastEthernet003
3. [T Select device Select outgoing interface S-tnlzwE-FastEthernetis
4. [ miped FastEthernetdi
Inzert I]euice|| Insert Ring || Add Device || Add Ring || Delete || Save || Cancel |

114340

Step17 Click Select device.

Step18 Select a Device from the ring to connect to mlcel from a window like the one in Figure 3-23 and click
Select.

Figure 3-23 Select a Device from the Ring

a Select a device from ring - Microsoft Internet Explorer

ShDWIPE 'l devices \-\fher'BIDE\-’iCE Mame 'I hatching I* Find

Showing 1 - 3 of 3 records

# Device Hame Pravider Mame Redion Mame PE Rale Type
L% imlsseeS cisco.com PROVIDER-X MORTH-X PE_CLE
2.0 miswh cizco.com PROWIDER-X MORTH-X PE_CLE
3. 00 miswT cizco.com PROVIDER-X MORTH-X PE_CLE
Rowws per pane I 10 YI 14 cota page:l‘l of 1 b= [0
| Select || Cancel |
=
=
==

Step19 Click Select incoming interface.
Step20 Select the Interface and click Select.
Step21 Click Select device.

Step22 Select a Device from the ring to connect to mlpe4 from a window like the one in Figure 3-23 and click
Select.

Step23 Click Select outgoing interface.
Step24 Select the Interface and click Select.

The NPC that includes the ring is now complete as shown in Figure 3-24.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step 25

Figure 3-24

Ring Complete

Create a Named Physical Circuit

Creating Named Physical Circuits

Device Incoming Interface Dutgoing Interface Ring
FastEthernet0i
2. [ mizwes FaztEthernetdis S-mlzwE-FastEthernet0i3
3. [T mizwT FastEtherneti 1 S-tmilswE-FastEthernetis
4. [ miped FastEthernetdi
InsertDeuiceH Ingernt Ring || Add Device || Add Ring || Delete || Save || Cancel |

114342

Click Save. The Named Physical Circuits window now displays the NPC that you created as shown in

Figure 3-25.

Figure 3-25

Created NPC

“ou Are Here: + Service Inventory # Inventory and Connection Manager # Named Physical Circuits

« Service Reguests
«« Inventory Mansger
++ Topology Tool

+» Devices

[T

Named Physical Circuits

[ Source Device

Showe MPCs where | Name

j matches I*

Find

Showing 1-5 of 49 records

Source Interface Deestination Device Destination Interface Hame
+» Device Groups 21-(mlswd-FastEthernet0ia)
* Customers 1. [T misws FastEthernetng BSOSt FastEthernets2 ===F(ENSOs -
- Customer Sites FastEthernetd/2)
= CPE Devices
22-(micet 3-Ethernet j====
& Erailas 2 [ micel3 Ethernet! enswosl FastEthernetdi? (enswosr]-FestEthemeta2)
= Provider Regions
. 23-(miced 2-Ethernet] j====
. PE Devices 3. T mieet2 Ethernet1 enswast] FastEthernetdi2 {errewosr] -FastEtherneta
» Aceess Domaing
24-(miswS-FastEthernet0r2)
.. Resource Pools 4. [T misws FastEthernetd/2 mipe4 FastEthernet0i a===(miped-FastEthernat0n)
-+ CE Routing Communities
. YPNs 5 [ misw? FastEthernetn/2 miped FastEthernet0i 25-(mlzwT-FastEthematd/2)

<==r(miped-FastEthernst0n)

1<] <] Goto page:|1 af 10 (8a) [ [2]

- AAR SErvErs
+ Hamed Physical Circuits
- MPC Rings

Riovws per page: I 5 =

Operation;

Create

g’ Succeeded

Status:

104230

Creating a Ring-Only NPC

Step 1
Step 2
Step 3

You can also create an NPC that contains only a ring without specifying CE.

Select Service Inventory > Inventory and Connection Manager > Named Physical Circuits.
Click Create.

The Create a Named Physical Circuit window appears, appears as shown in Figure 3-26.

[ oL-7644-01
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Figure 3-26 Create an NPC that is a Ring

Create a Named Physical Circuit

114344

Step4  Click Add Ring. The Select NPC Ring window (Figure 3-27) appears.

Figure 3-27 Select a Ring

with Ring Name 7] S
L

1. 7 1-sw2-FastBtherneti 1

10~ 14 &) b

[ st J[ cmeot |

Step5  Select a ring and click Select. The ring appears in a window like the one in Figure 3-28.

138558

Figure 3-28 Select Device

Create a Hamed Physical Circuit

1. Select device 1 -z 2-FaztBthernst0i 1

lwfrmee [ [ ey
[ineortoevee[ iwoerting || adateves [[ asaimo [ vote ]| swe ][ conee |

138559

Step6  Click the Select device link to select the beginning of the ring. A window appears like the one in
Figure 3-29, showing a list of devices.

Figure 3-29 Select the Beginning of the Ring

Dewce MName _
—

1. pet Providert region_1 M_PE

Step7  Choose the device that is the beginning of the ring and click Select.
Step8  Click the Select device link to choose the end of the ring.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step 9

Step 10

Step 11

Creating Named Physical Circuits

Choose the device that is the end of the ring and click Select.

~

Note  The device that is the end of the ring in a ring-only NPC must be an N-PE.

The Create a Named Physical Circuit window appears (Figure 3-30) showing the Ring-Only NPC.

Figure 3-30 Ring-Only NPC

Create a Hamed Physical Circuit

# Drevice Incoming Interface Qutgoing Interface Ring
1. ¥ =w2 1 -zw2-FastEthernet0i 1
2. [ =w3 1 -z 2-FastEthernst0i 1
Insert I]euil:e| | Insert Ring | | Add Device | | Add Ring | | Delete | | Save | | Cancel |

138561

Click Save to save the NPC to the repository.

Creating NPC Links Through the Autodiscovery Process

With autodiscovery, the existing connectivity of network devices can be automatically retrieved and
stored in the ISC database. NPCs are further abstracted from the discovered connectivity.

For detailed steps to create NPCs using autodiscovery, see Cisco IP Solution Center Infrastructure
Reference, 4.1.

| oL-7644-01
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Creating an L2VPN Policy

This chapter covers the basic steps to create an L2VPN policy. It contains the following sections:
e Defining an L2VPN Policy, page 4-1
e Defining an Ethernet ERS Policy with a CE, page 4-4
e Defining an Ethernet ERS Policy without a CE, page 4-8
e Defining an Ethernet EWS Policy with a CE, page 4-12
e Defining an Ethernet EWS Policy without a CE, page 4-17
¢ Defining a Frame Relay Policy with a CE, page 4-22
e Defining a Frame Relay Policy without a CE, page 4-24
e Defining an ATM Policy with a CE, page 4-26
e Defining an ATM Policy without a CE, page 4-28

Defining an L2VPN Policy

You must define an L2VPN policy before you can provision a Cisco IP Solution Center (ISC) service.
An L2VPN policy defines the common characteristics shared by the end-to-end wire attributes and
Attachment Circuit (AC) attributes.

Note If you are defining an L2TPv3 policy, seeChapter 6, “Creating an L2TPv3 Policy.”

A policy can be shared by one or more service requests that have similar service requirements. The
Editable check box gives the network operator the option of making a field editable. If the value is set
to editable, the service request creator can change to other valid values for the particular policy item. If
the value is not set to editable, the service request creator cannot change the policy item.

The four major categories of an L2ZVPN policy correspond to the four major services that L2ZVPN
provides:

e Point-to-point Ethernet Relay Service (ERS)
e Point-to-point Ethernet Wire Service (EWS)
e Frame Relay over MPLS (FRoMPLS)

e ATM over MPLS (ATMoMPLS)

Cisco IP Solution Center L2VPN User Guide, 4.1
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A policy is a template of most of the parameters needed to define an L2VPN service request. After you
define it, an L2VPN policy can be used by all the L2ZVPN service requests that share a common set of
characteristics.

You create a new L2VPN policy whenever you create a new type of service or a service with different
parameters. L2VPN policy creation is normally performed by experienced network engineers.

To define an L2VPN policy in ISC, use the following steps. See Figure 4-1.

Step1  Select Service Design > Policies. The Policies window appears as shown in Figure 4-1.

Step2  Click Create.

Figure 4-1 Creating an L2VPN Policy
r'ou Are Here: + Service Design » Policies Custamer: Hor
Policies
Show Policies with | Policy Name ﬂ matching [ of Type IA” ﬂ Find
Showing 1 - 10 of 16 records
& Policy Hame Type Craener
1. [ 3550-DSCRP Ethernet QoS Customer - Custamert
2. [C 3rs0-BC Ethernet G0 Customer - Custamer1
3. [T 37s0-BE Ethernet Gios Customer - Custamer
4. [T a7s0-cos Ethernet QoS Customet - Custamer
5. [T 3rs0-DscP Ethernet QoS Customer - Customer!
6. [~ 37s0-RT Ethernet QoS Customer - Custamert
7. [ 7e00-BC Ethernet GioS Customer - Custamert
3. [T 7800-BE Ethernet GoS MPLS Policy nerd
9. [ 7600-C0s Ethernet QoS L2WPH (P2P) Policy neri
10. [C 7E00-RT Ethernet QoS VYPLS Policy nert
Rowrs per page: lﬂ wga 1 of 2 [ [0

TE Policy ]

0}

| Create " ‘ Edit ‘ | Copy. | | Delete | %

—

Step3  Select L2ZVPN (P2P) Policy. When you select L2ZVPN (P2P) Policy, the window in Figure 4-3 appears.

Figure 4-2 Choosing a Policy Type
You Are Here: + Service Design » Policies Customer: Mone
L2¥PN (Point To Point) Policy Creation
e TN
- L2VPH on MPLS Core Thiz section cortains tasks specific to cresting L2vPM Policies on MPLS Core O P (L2TPv3) Core

=+ L2WPM on IPL2TPv3) core

138364
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Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Defining an L2VPN Policy W

Select LZVPN on MPLS Core. The window in Figure 4-3 appears.

Figure 4-3 Creating an L2VPN Policy
“You Are Here: + Service Desion s Policies Customer: Mone
L2YPN(Point To Point) Policy Editor
Attribute Value
Policy Hame" I
* Customer
[T TN
0 1. Service Type Policy Owner: " Provider
0 2. Interface Type " Global Palicy
T
Customer” I
* L2VPN ERS
 L2vPN BN
Service Type:
i Frame Relay
= ATM
CE Present: i~
Mote: *- Reguired Field
'}
Steptorz- ]
Hext > Cancel %
e __——— _———— &=~

Enter a Policy Name for the L2ZVPN policy.
Choose the Policy Owner for the L2ZVPN policy.
There are three types of L2ZVPN policy ownership:
e Customer ownership
e Provider ownership
¢ Global ownership—Any service operator can make use of this L2VPN policy.

This ownership has relevance when the ISC Role-Based Access Control (RBAC) comes into play. For
example, an L2VPN policy that is customer-owned can only be seen by operators who are allowed to
work on this customer-owned policy.

Similarly, operators who are allowed to work on a provider’s network can view, use, and deploy a
particular provider-owned policy.

Click Select to choose the owner of the L2ZVPN. (If you choose Global ownership, the Select function is
not available.) The Select Customer window or the Select Provider window appears and you can choose
an owner of the policy and click Select.

Choose the Service Type of the L2VPN policy.
There are four service types for L2ZVPN policies:
e L2VPN ERS
e L2VPN EWS
e Frame Relay
e ATM
Subsequent sections of this chapter cover setting up the policies for each of these services.

Select the CE Present check box if you want ISC to ask the service operator who uses this L2ZVPN policy
to provide a CE router and interface during service activation. The default is CE present in the service.

If you do not select the CE Present check box, ISC asks the service operator, during service activation,
only for the U-PE or the N-PE router and customer-facing interface.

| oL-7644-01
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Step10  Click Next.

The next sections contain examples of setting policies for the service types, with and without a CE
present.

Defining an Ethernet ERS Policy with a CE

This section describes defining an Ethernet ERS policy with CE present. Figure 4-4 is an example of the
first page of this policy.

Figure 4-4 Ethernet ERS Policy with a CE

L2¥PH(Point To Point) Policy Editor

Attribute Value
Policy Hame " |I2vanrBCe
" Customer
Policy Owner: i~ Provider
i+ Global Policy
* L2YPNERS
 L2VPN EWS
Service Type:
i Frame Relay
 ATM
CE Present: v

Mote: *- Required Field

-Steptof2-
Hext > Cancel

138471

Step1  Click Next. The window in Figure 4-5 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check
box, the service operator who is using this L2ZVPN policy can modify the editable parameter during
L2VPN service request creation.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Figure 4-5 Ethernet ERS with CE Policy Attributes

L2YPH({Point To Point) Policy Editor

Attribute Value Editable

PE Information

Standarc UM Port v v
CE Information

Interface Type ANY =

Interface Format I

Ul Shuteawen u v
Interface Type for UHI Display

AN v

LIkl I
VLAH and Other Information

WLAN ID AutoPick ¥ ¥

WC ID AutoPick 7

WLAN Matme I

Link Speed | MNone - I

Link Duplex INDnB ~ I
Use Existing ACL Hame ¥

Port-Based ACL Mame | I

UHI Port Security u v

=

H.PE Pseudo-wire On SvI %) v I
Vlan Translation &Ma O 2 T

Enable Templates I

Mote: *- Reguired Field
-StepZof2-
< Back Finish Cancel

138366

Step2  Select the Standard UNI Port check box to enable port security. This is the default. When you deselect
the check box, the port is treated as an uplink with no security features, and the window dynamically
changes to eliminate items related to port security.

Step3  Choose an Interface Type from the drop-down list.

You can choose to select a particular interface on a U-PE, or N-PE interface based on the service
provider’s POP design. The interfaces are:

e ANY (Any interface can be chosen.)

e Port-Channel (A bundle of ports that share the same characteristics—this gives the service provider
the ability to aggregate bandwidth and protection.)

e Ethernet
e FastEthernet
¢ GE-WAN

e GigabitEthernet
¢ TenGigabitEthernet

The value defined here functions as a filter to restrict the interface types an operator can see during
L2VPN service request creation.

Step4  Enter an Interface Format as the slot number/port number for the CE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step 5

Note

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12
Step 13
Step 14

Step 15

Step 16

Step 17

Step 18

Choose an Encapsulation type. The choices are:
e DOTIQ
e DEFAULT
If DEFAULT is the CE encapsulation type, ISC shows another field for the UNI port type.

If the Interface Type is ANY, ISC will not ask for an Encapsulation type in policy.

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Select the ANY check box to display all interface types as choices for the UNI interface (when creating
service requests based on this policy). This check box is selected by default.

Select the UNI check box to display all interfaces defined as type UNI as choices for the UNI interface
(when creating service requests based on this policy). This check box is selected by default.

Select the VLANID AutoPick check box if you want ISC to choose a VLAN ID. If you do not select
this check box, you will be prompted to provide the VLAN in a Provider VLAN ID field during service
activation.

Select the VC ID AutoPick check box if you want ISC to choose a VC ID. If you do not select this check
box, you will be prompted to provide the VC ID in a VC ID field during service activation.

Enter a VLAN NAME (optional) to specify a name to describe the VLAN. The name must be one token
(no spaces allowed.) The limit for the VLAN name is 32 characters. The name has to be unique. Two
VLANS cannot share the same name.

Enter a Link Speed (optional) of 10, 100, 1000, or auto.
Enter a Line Duplex (optional) of full, half, or auto.

Select the Use Existing ACL Name check box if you want assign your own named access list to the port.
By default, this box is unselected and ISC automatically assigns a MAC-based ACL on the customer
facing UNI port, based on values you enter in UNI MAC addresses (below).

Enter a Port-Based ACL Name (if you selected the Use Existing ACL Name check box, as mentioned
in the previous step).

Enter one or more Ethernet MAC addresses in UNI MAC addresses. This selection is present only if
you deselect the Use Existing ACL Name check box. Click the Edit button to bring up a pop-up window
in which you enter MAC addresses to be allowed or denied on the port. You can also specify a range of
addresses by setting a base MAC address and a filtered MAC address.

Choose a UNI Port Type. The choices are:
e Access Port

e Trunk with Native VLAN

~

Note  Enter a UNI Port Type only if the encapsulation type is DEFAULT.

Enter one or more Ethernet MAC addresses in UNI MAC Addresses.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step19  Select the UNI Port Security check box (see Figure 4-6) if you to want to provision port security-related
CLIs to the UNI port by controlling the MAC addresses that are allowed to go through the interface.
a. For Maximum Number of MAC address, enter the number of MAC addresses allowed for port
security.
b. For Aging, enter the length of time the MAC address can stay on the port security table.
c¢. For Violation Action, choose what action will occur when a port security violation is detected:
e PROTECT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value.
¢ RESTRICT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value and causes the Security Violation
counter to increment.
¢ SHUTDOWN—Puts the interface into the error-disabled state immediately and sends an SNMP
trap notification.
d. In the Secure MAC Addresses field, enter one or more Ethernet MAC addresses.
Figure 4-6 UNI Port Security
UHI Port Security v '
Maimum MAC Address I (1-6272) v
Ading (in minotes) I [0 - 1440) i~
‘iolation Action |PROTECT 'I v
Secure MAC Addresses I~ -
Enable Storm Control ' %
Step20 Select the Enable Storm Control check box (see Figure 4-7) to help prevent the UNI port from being
disrupted by a broadcast, multicast or unicast storm. Enter a threshold value for each type of traffic. The
value, which can be specified to two significant digits, represents the percentage of the total available
bandwidth of the port. If the threshold of a traffic type is reached, further traffic of that type is suppressed
until the incoming traffic falls below the threshold level.
Figure 4-7 Enable Storm Control
Enable Storm Control v
UHI Storm Control
Unicast Traffic(0.0 - 100.0%) @ | 7
Brosdoast Traffic(0.0 - 100.0%) -’_.:' I I o
Multticast Traffic(0.0 - 100.0%) \'_) I v %
Step21 Select the N-PE Psuedo-wire On SVI check box to configure the pseudo-wire connection on the
switched virtual interface of the OSM card. If the check box is not selected, the pseudo-wire will be
provisioned on the sub-interface of the PFC card, if it is available. This option is only available for
C76xx devices.
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Step 22

Step 23

Step 24

Specify the type of VLAN Translation for this policy by selecting the appropriate radio button. The
choices are:

e No—No VLAN translation is performed. (This is the default.)
e 1:1—1:1 VLAN translation.
e 2:1—2:1 VLAN translation.
N

Note  For detailed coverage of setting up VLAN translation, see Appendix A, “Setting Up VLAN
Translation.”

Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the router commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Click Finish.

Defining an Ethernet ERS Policy without a CE

Step 1

This section describes defining an Ethernet ERS policy with out a CE present. Figure 4-6 is an example
of the first page of this policy.

Figure 4-8 Ethernet ERS Policy without a CE

L2¥PH(Point To Point) Policy Editor

Attribute Walue
Policy Hame": |L2vanr5NDCe
¢ Customer
Policy Owner: = Provider

v Global Palicy

& L2¥PMERS

 L2VPMEWS
Service Type:
" Frame Relay
& ATM
CE Present: o

Mote:*- Required Field

= Steplof2-
Hext > Cancel
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Click Next. The window in Figure 4-9 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check
box, the service operator who is using this L2ZVPN policy can modify the editable parameter during
L2VPN service request creation.
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Figure 4-9 Ethernet ERS without CE Policy Attributes
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Step2  Choose a N-PE/U-PE Interface Type from the drop-down list.

You can choose to select a particular interface as a CE, N-PE, or U-PE interface based on the service
provider’s POP design. The interfaces are:

¢ ANY (Any interface can be chosen.)

e Port-Channel (A bundle of ports that share the same characteristics—this gives the service provider
the ability to aggregate bandwidth and protection.)

e Ethernet

e FastEthernet

¢ GE-WAN

e GigabitEthernet

¢ TenGigabitEthernet

The value defined here functions as a filter to restrict the interface types an operator can see during
L2VPN service request creation.

Step3  Select the Standard UNI Port check box to enable port security. This is the default. When you deselect
the check box, the port is treated as an uplink with no security features, and the window dynamically

changes to eliminate items related to port security.

Step4  Enter an Interface Format as the slot number/port number for the PE interface (for example, 1/0

indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.

| oL-7644-01
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Step 5

Note

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12
Step 13
Step 14

Step 15

Step 16

Step 17

Step 18

Choose an Encapsulation type. The choices are:
e DOTI1Q
e DEFAULT
If DEFAULT is the CE encapsulation type, ISC shows another field for the UNI port type.

If the Interface Type is ANY, ISC will not ask for an Encapsulation type in policy.

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Select the ANY check box to display all interface types as choices for the UNI interface (when creating
service requests based on this policy). This check box is selected by default.

Select the UNI check box to display all interfaces defined as type UNI as choices for the UNI interface
(when creating service requests based on this policy). This check box is selected by default.

Select the VLANID AutoPick check box if you want ISC to choose a VLAN ID. If you do not select
this check box, you will be prompted to provide the VLAN in a Provider VLAN ID field during service
activation.

Select the VC ID AutoPick check box if you want ISC to choose a VC ID. If you do not select this check
box, you will be prompted to provide the VC ID in a VC ID field during service activation.

Enter a VLAN NAME (optional) to specify a name to describe the VLAN. The name must be one token
(no spaces allowed.) The limit for the VLAN name is 32 characters. The name has to be unique. Two
VLANS cannot share the same name.

Enter a Link Speed (optional) of 10, 100, 1000, or auto.
Enter a Line Duplex (optional) of full, half, or auto.

Select the Use Existing ACL Name check box if you want assign your own named access list to the port.
By default, this check box is unselected and ISC automatically assigns a MAC-based ACL on the
customer facing UNI port, based on values you enter in UNI MAC addresses (below).

Enter a Port-Based ACL Name (if you selected the Use Existing ACL Name check box, as mentioned
in the previous step).

Enter one or more Ethernet MAC addresses in UNI MAC addresses. This selection is present only if
you deselect the Use Existing ACL Name check box. Click the Edit button to bring up a pop-up window
in which you enter MAC addresses to be allowed or denied on the port. You can also specify a range of
addresses by setting a base MAC address and a filtered MAC address.

Choose a UNI Port Type. The choices are:
e Access Port

e Trunk with Native VLAN

~

Note  Enter a UNI Port Type only if the encapsulation type is DEFAULT.

Enter one or more Ethernet MAC addresses in UNI MAC Addresses.
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Step 19

Step 20

Step 21

Defining an Ethernet ERS Policy withouta CE

Select the UNI Port Security check box (see Figure 4-10) if you to want to provision port
security-related CLIs to the UNI port by controlling the MAC addresses that are allowed to go through
the interface.

a. For Maximum Number of MAC address, enter the number of MAC addresses allowed for port
security.

b. For Aging, enter the length of time the MAC address can stay on the port security table.
c¢. For Violation Action, choose what action will occur when a port security violation is detected:

e PROTECT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value.

¢ RESTRICT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value and causes the Security Violation
counter to increment.

e SHUTDOWN—Puts the interface into the error-disabled state immediately and sends an SNMP
trap notification.

d. In the Secure MAC Addresses field, enter one or more Ethernet MAC addresses.

Figure 4-10 UNI Port Security

UHI Port Security v

7
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<]
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Secure MAC Addresses
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Select the Enable Storm Control check box (see Figure 4-11) to help prevent the UNI port from being
disrupted by a broadcast, multicast, or unicast storm. Enter a threshold value for each type of traffic. The
value, which can be specified to two significant digits, represents the percentage of the total available
bandwidth of the port. If the threshold of a traffic type is reached, further traffic of that type is suppressed
until the incoming traffic falls below the threshold level.

Figure 4-11 Enable Storm Control

Enable Storm Control v
UHI Storm Control

Unicast Traffic(0.0 - 100.0%) \') I ird

Brosdcast Traffic(0.0 - 100.0%) -’.:' I v

=
138440

Mullicast Traffic(0.0 - 100.0%) 97

Select the N-PE Psuedo-wire On SVI check box to configure the pseudo-wire connection on the
switched virtual interface of the OSM card. If you deselect the check box, the pseudo-wire will be
provisioned on the sub-interface of the PFC card, if it is available. This option is only available for
C76xx devices.

| oL-7644-01
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Step 22

Step 23

Step 24

Specify the type of VLAN Translation for this policy by selecting the appropriate radio button. The
choices are:

e No—No VLAN translation is performed. (This is the default.)
e 1:1—1:1 VLAN translation.
e 2:1—2:1 VLAN translation.
N

Note  For detailed coverage of setting up VLAN translation, see Appendix A, “Setting Up VLAN
Translation.”

Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the router commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Click Finish.

Defining an Ethernet EWS Policy with a CE

Step 1

This section describes defining an Ethernet EWS policy with CE present. Figure 4-12 is an example of
the first page of this policy.

Figure 4-12 Ethernet EWS Policy with a CE

L2¥PN(Point To Point) Policy Editor
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Click Next. The window in Figure 4-13 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check
box, the service operator who is using this L2ZVPN policy can modify the editable parameter during
L2VPN service request creation.
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Figure 4-13 Ethernet EWS with CE Policy Attributes
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Step2  Select the Standard UNI Port check box to enable port security. This is the default. When you deselect
the check box, the port is treated as an uplink with no security features, and the window dynamically
changes to eliminate items related to port security.

Step3  Choose an Interface Type from the drop-down list.

You can choose to select a particular interface on a U-PE or N-PE interface based on the service
provider’s POP design. The interfaces are:

e ANY (Any interface can be chosen.)

e Port-Channel (A bundle of ports that share the same characteristics—this gives the service provider
the ability to aggregate bandwidth and protection.)

e Ethernet
e FastEthernet
¢ GE-WAN

e GigabitEthernet
¢ TenGigabitEthernet

The value defined here functions as a filter to restrict the interface types an operator can see during
L2VPN service request creation.

Step4  Enter an Interface Format as the slot number/port number for the CE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.
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Step 5

Note

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13
Step 14
Step 15

Step 16

Step 17

Step 18
Step 19

Choose an Encapsulation type. The choices are:
e DOTIQ
e DEFAULT
If DEFAULT is the CE encapsulation type, ISC shows another field for the UNI port type.

If the Interface Type is ANY, ISC will not ask for an Encapsulation type in policy.

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Select the ANY check box to display all interface types as choices for the UNI interface (when creating
service requests based on this policy). This check box is selected by default.

Select the UNI check box to display all interfaces defined as type UNI as choices for the UNI interface
(when creating service requests based on this policy). This check box is selected by default.

Select the VLANID AutoPick check box if you want ISC to choose a VLAN ID. If you do not select
this check box, you will be prompted to provide the VLAN in a Provider VLAN ID field during service
activation.

Select the VC ID AutoPick check box if you want ISC to choose a VC ID. If you do not select this check
box, you will be prompted to provide the VC ID in a VC ID field during service activation.

Enter a VLAN NAME (optional) to specify a name to describe the VLAN. The name must be one token
(no spaces allowed.) The limit for the VLAN name is 32 characters. The name has to be unique. Two
VLANS cannot share the same name.

Select the VLANID AutoPick check box if you want ISC to choose a VLAN ID. If you do not select
this check box, you will be prompted to provide the VLAN in a Provider VLAN ID field during service
activation.

Enter a Link Speed (optional) of 10, 100, 1000, or auto.
Enter a Line Duplex (optional) of full, half, or auto.

Select the Use Existing ACL Name check box if you want assign your own named access list to the port.
By default, this the check box is not selected and ISC automatically assigns a MAC-based ACL on the
customer facing UNI port, based on values you enter in UNI MAC addresses (below).

Enter a Port-Based ACL Name (if you selected the Use Existing ACL Name check box, as mentioned
in the previous step).

Enter one or more Ethernet MAC addresses in UNI MAC addresses. This selection is present only if
you deselect the Use Existing ACL Name check box. Click the Edit button to bring up a pop-up window
in which you enter MAC addresses to be allowed or denied on the port. You can also specify a range of
addresses by setting a base MAC address and a filtered MAC address.

Enter one or more Ethernet MAC addresses in UNI MAC Addresses.

Select the UNI Port Security check box (see Figure 4-14) if you to want to provision port
security-related CLIs to the UNI port by controlling the MAC addresses that are allowed to go through
the interface.

a. For Maximum Number of MAC address, enter the number of MAC addresses allowed for port
security.

b. For Aging, enter the length of time the MAC address can stay on the port security table.
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c. For Violation Action, choose what action will occur when a port security violation is detected:

e PROTECT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value.

e RESTRICT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value and causes the Security Violation
counter to increment.

e SHUTDOWN—Puts the interface into the error-disabled state immediately and sends an SNMP
trap notification.

d. In the Secure MAC Addresses field, enter one or more Ethernet MAC addresses.

Figure 4-14 UNI Port Security

UHI Port Security v v
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o
Protocol Tunnelling 'l v =

Step20 Select the Enable Storm Control check box (see Figure 4-15) to help prevent the UNI port from being
disrupted by a broadcast, multicast, or unicast storm. Enter a threshold value for each type of traffic. The
value, which can be specified to two significant digits, represents the percentage of the total available
bandwidth of the port. If the threshold of a traffic type is reached, further traffic of that type is suppressed
until the incoming traffic falls below the threshold level.

Figure 4-15 Enable Storm Control
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Unicast Traffic(0.0 - 100.0%) S) I ird
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Step21 Select the Protocol Tunnelling check box (see Figure 4-16) if you want to define the Layer 2 Bridge
Protocol Data Unit (BPDU) frames that can be tunneled over the core to the other end.
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Figure 4-16 Protocol Tunnelling
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For each protocol that you select, enter the shutdown threshold and drop threshold for that protocol:
a. Enable cdp—Enable Layer 2 tunnelling on Cisco Discover Protocol (CDP).

b. cdp shutdown threshold—Enter the number of packets per second to be received before the
interface is shut down.

c. cdp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping CDP packets.

d. Enable vtp—Enable Layer 2 tunnelling on VLAN Trunk Protocol (VTP).

e. vtp shutdown threshold—Enter the number of packets per second to be received before the
interface is shut down.

f. vtp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping VTP packets.

g. Enable stp—Enable Layer 2 tunnelling on Spanning Tree Protocol (STP).

h. stp shutdown threshold—Enter the number of packets per second to be received before the
interface is shut down.

i. stp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping STP packets.

j- Recovery Interval—Enter the amount of time, in seconds, to wait before recovering a UNI port.

Step22 Select the N-PE Psuedo-wire On SVI check box to configure the pseudo-wire connection on the
switched virtual interface of the OSM card. If the check box is not selected, the pseudo-wire will be
provisioned on the sub-interface of the PFC card, if it is available. This option is only available for
C76xx devices.

Step23 Enter the MTU Size in bytes.

The maximum transmission unit (MTU) size is configurable and optional. The default size is 9216, and
the range is 1500 to 9216. ISC does not perform an integrity check for this customized value. If a service
request goes to the Failed Deploy state because this size is not accepted, you must adjust the size until
the Service Request is deployed.
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In ISC 4.1, different platforms support different ranges.
e For the 3750 and 3550 platforms, the MTU range is 1500-1546.

e For the 7600 ethernet port, the MTU size is always 9216. Even with the same platform and same
10S release, different line cards support the MTU differently. For example, older line cards only take
an MTU size of 9216 and newer cards support 1500-9216. However, ISC 4.1 uses 9216 in both cases.

e For the 7600 SVI (interface VLAN), the MTU size is 1500-9216.

Step24 Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the router commands that are

not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Step25 Click Finish.

Defining an Ethernet EWS Policy without a CE

This section describes how to define an Ethernet EWS policy without a CE present. Figure 4-17 is an
example of the first page of this policy.

Figure 4-17 Ethernet EWS Policy without a CE
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Perform the following steps.

Step1  Click Next. The window in Figure 4-18 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check
box, the service operator who is using this LZVPN policy can modify the editable parameter during
L2VPN service request creation.
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Figure 4-18
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You can choose to select a particular interface as a CE, N-PE, or U-PE interface based on the service
provider’s POP design. The interfaces are:

ANY (Any interface can be chosen.)

Port-Channel (A bundle of ports that share the same characteristics—this gives the service provider
the ability to aggregate bandwidth and protection.)

Ethernet
FastEthernet
GE-WAN
GigabitEthernet

TenGigabitEthernet

The value defined here functions as a filter to restrict the interface types an operator can see during

L2VPN service request creation.

Step 3

Select the Standard UNI Port check box to enable port security. This is the default. When you deselect

the check box, the port is treated as an uplink with no security features, and the window dynamically
changes to eliminate items related to port security.

Step 4

Enter an Interface Format as the slot number/port number for the PE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular

interface’s slot/port location on all or most of the network devices in the service.
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Step 5

Note

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12
Step 13
Step 14

Step 15

Step 16

Step 17
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Choose an Encapsulation type. The choices are:
e DOTIQ
e DEFAULT
If DEFAULT is the CE encapsulation type, ISC shows another field for the UNI port type.

If the Interface Type is ANY, ISC will not ask for an Encapsulation type in policy.

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Select the ANY check box to display all interface types as choices for the UNI interface (when creating
service requests based on this policy). This check box is not selected by default.

Select the UNI check box to display all interfaces defined as type UNI as choices for the UNI interface
(when creating service requests based on this policy). This check box is not selected by default.

Select the VLANID AutoPick check box if you want ISC to choose a VLAN ID. If you do not select
this check box, you will be prompted to provide the VLAN in a Provider VLAN ID field during service
activation.

Select the VC ID AutoPick check box if you want ISC to choose a VC ID. If you do not select this check
box, you will be prompted to provide the VC ID in a VC ID field during service activation.

Enter a VLAN NAME (optional) to specify a name to describe the VLAN. The name must be one token
(no spaces allowed.) The limit for the VLAN name is 32 characters. The name has to be unique. Two
VLANS cannot share the same name.

Enter a Link Speed (optional) of 10, 100, 1000, or auto.
Enter a Line Duplex (optional) of full, half, or auto.

Select the Use Existing ACL Name check box if you want assign your own named access list to the port.
By default, this check box is not selected and ISC automatically assigns a MAC-based ACL on the
customer facing UNI port, based on values you enter in UNI MAC addresses (below).

Enter a Port-Based ACL Name (if you selected the Use Existing ACL Name check box, as mentioned
in the previous step).

Enter one or more Ethernet MAC addresses in UNI MAC addresses. This selection is present only if
you deselect the Use Existing ACL Name check box. Click the Edit button to bring up a pop-up window
in which you enter MAC addresses to be allowed or denied on the port. You can also specify a range of
addresses by setting a base MAC address and a filtered MAC address.

Select the UNI Port Security check box (see Figure 4-6) if you to want to provision port security-related
CLIs to the UNI port by controlling the MAC addresses that are allowed to go through the interface.

a. For Maximum Number of MAC address, enter the number of MAC addresses allowed for port
security.

b. For Aging, enter the length of time the MAC address can stay on the port security table.

| oL-7644-01

Cisco IP Solution Center L2VPN User Guide, 4.1 B



Chapter4  Creating an L2VPN Policy |

M Defining an Ethernet EWS Policy without a CE

c. For Violation Action, choose what action will occur when a port security violation is detected:

e PROTECT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value.

e RESTRICT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value and causes the Security Violation
counter to increment.

e SHUTDOWN—Puts the interface into the error-disabled state immediately and sends an SNMP
trap notification.

d. In the Secure MAC Addresses field, enter one or more Ethernet MAC addresses.

Figure 4-19 UNI Port Security

UHI Port Security v v
hdgxcimum humber of MAC Addreszes I (1-6272) v
Sgging (in minutes) | (0 - 1440 Vv
Widlation Action | PROTECT vI Iv
Secure MAC Addresses I v
Enable Storm Control 'l
UHI Storm Control &
o
Protocol Tunnelling 'l v =

Step 18 Select the Enable Storm Control check box (see Figure 4-20) to help prevent the UNI port from being
disrupted by a broadcast, multicast or unicast storm. Enter a threshold value for each type of traffic. The
value, which can be specified to two significant digits, represents the percentage of the total available
bandwidth of the port. If the threshold of a traffic type is reached, further traffic of that type is suppressed
until the incoming traffic falls below the threshold level.

Figure 4-20 Enable Storm Control

Enable Storm Control v

UHI Storm Control
Unicast Traffic(0.0 - 100.0%) S) I ird
Brosdcast Traffic(0.0 - 100.0%) -’_.:' I ird o
Multticast Traffic(0.0 - 100.0%) \'_';' I v %

Step19 Select the Protocol Tunnelling check box (see Figure 4-16) if you want to define the Layer 2 Bridge
Protocol Data Unit (BPDU) frames that can be tunneled over the core to the other end.
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Figure 4-21 Protocol Tunnelling

Protocol Tunnelling v v

Enshle cos v [w

cdp shutdowwn threshold I (0-4096) v

cdp drop threshold ‘-’) I (0-4096 v

Enable vitp v v

wip shutdowen threshold I (0-4036] v

wip drop threshold \'c) I [0-4096) i

Enable stp v v

stp shutdowen threshold I [0-4096) |7

=tp drop threshaold -’.:' I [0-409E) I @
o

Recovery Interval (in seconds) I (30-56400) r %

For each protocol that you check, enter the shutdown threshold and drop threshold for that protocol:

Enable cdp—Enable Layer 2 tunnelling on Cisco Discover Protocol (CDP).

cdp shutdown threshold—Enter the number of packets per second to be received before the
interface is shut down.

cdp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping CDP packets.

Enable vtp—Enable Layer 2 tunnelling on VLAN Trunk Protocol (VTP).

vtp shutdown threshold—Enter the number of packets per second to be received before the
interface is shut down.

vtp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping VTP packets.

Enable stp—Enable Layer 2 tunnelling on Spanning Tree Protocol (STP).

stp shutdown threshold—Enter the number of packets per second to be received before the
interface is shut down.

stp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping STP packets.

Recovery Interval—Enter the amount of time, in seconds, to wait before recovering a UNI port.

Select the N-PE Psuedo-wire On SVI check box to configure the pseudo-wire connection on the
switched virtual interface of the OSM card. If the check box is not selected, the pseudo-wire will be
provisioned on the sub-interface of the PFC card, if it is available. This option is only available for
C76xx devices.

Enter the MTU Size in bytes.

The maximum transmission unit (MTU) size is configurable and optional. The default size is 9216, and
the range is 1500 to 9216. ISC does not perform an integrity check for this customized value. If a service
request goes to the Failed Deploy state because this size is not accepted, you must adjust the size until
the Service Request is deployed.

| oL-7644-01

Cisco IP Solution Center L2VPN User Guide, 4.1 B



Chapter4  Creating an L2VPN Policy |

M Defining a Frame Relay Policy with a CE

In ISC 4.1, different platforms support different ranges.
e For the 3750 and 3550 platforms, the MTU range is 1500-1546.

e For the 7600 ethernet port, the MTU size is always 9216. Even with the same platform and same
10S release, different line cards support the MTU differently. For example, older line cards only take
an MTU size of 9216 and newer cards support 1500-9216. However, ISC 4.1 uses 9216 in both cases.

e For the 7600 SVI (interface VLAN), the MTU size is 1500-9216.

Step22 Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the router commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Step23 Click Finish.

Defining a Frame Relay Policy with a CE

This section describes how to define a Frame Relay policy with CE present. Figure 4-22 is an example
of the first page of this policy.

Figure 4-22 Frame Relay Policy with a CE

L2¥PN(Point To Point) Policy Editor

Attribute Value
Policy Hame " IFrameReIayCe
i~ Customer
Policy Owner: i Provider

i+ Global Policy

i LZVPMERS

T L2YPN BS
Service Type:

i+ Frame Relay

" ATM

CE Present: I~

Plote: *- Regquired Field

-Steptof2-
Henxt = Cancel

Perform the following steps:

138484

Step 1 Click Next. The window in Figure 4-23 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check
box, the service operator who is using this L2ZVPN policy can modify the editable parameter during
L2VPN service request creation.
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Figure 4-23 Frame Relay with CE Policy Attributes

L2V¥PN(Point To Point) Policy Editor

Attribute Value Editable

PE Information

CE Information
Interface Type IANY -
Interface Format I
Ll Shutelonwn m v
Enable Templates i

Mote: *- Required Field
-Step2o0f2-
= Back Finish Cancel
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Choose the Encapsulation type for the PE from the drop-down list. The choices are:
¢ FRAME RELAY
e FRAME RELAY IETF

Choose the Interface Type for the CE from the drop-down list. The choices are:
e ANY

e Serial
¢ POS
e Hssi
e BRI

Enter an Interface Format as the slot number/port number for the CE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.

Choose the CE Encapsulation type. The choices are:
¢ FRAME RELAY
¢ FRAME RELAY IETF

If the Interface Type is ANY, ISC will not ask for an Encapsulation type in the policy.

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.
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Step7  Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the router commands that are

not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Step8  Click Finish.

Defining a Frame Relay Policy without a CE

This section describes how to define a Frame Relay policy without a CE present. Figure 4-24 is an
example of the first page of this policy.

Figure 4-24 Frame Relay Policy without a CE

L2¥PHN(Point To Point) Policy Editor
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Policy Hame"; IFrameReIayNoCe
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Policy Owner: " Provider
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Hext = Cancel

138485

Perform the following steps.

Step1  Click Next. The window in Figure 4-25 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check

box, the service operator who is using this L2ZVPN policy can modify the editable parameter during
L2VPN service request creation.
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Figure 4-25 Frame Relay without CE Policy Attributes
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Choose the N-PE/U-PE Interface Type for the CE from the drop-down list. The choices are:
e ANY

e Serial
¢ POS
e Hssi
e BRI

Enter an Interface Format as the slot number/port number for the PE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.

Choose the N-PE/U-PE Encapsulation type. The choices are:
¢ FRAME RELAY
¢ FRAME RELAY IETF

If the Interface Type is ANY, ISC will not ask for an Encapsulation type in the policy.

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the router commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Click Finish.
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Defining an ATM Policy with a CE

This section describes how to define an AMT policy with CE present. Figure 4-26 is an example of the
first page of this policy.

Figure 4-26 ATM Policy with a CE

L2¥PH(Point To Point) Policy Editor

Attribute Value
Policy Hame " IAlmCe
 Customer
Policy Owner: " Provider
(+' 3lokal Palicy
& L2VPN ERS
7 L2WPN BS
Service Type:
= Frame Relay
o ATM
CE Present: ird

Mote:*- Required Field

“StepTof2- 8
Hext = Cancel =
)

Perform the following steps.

Step1  Click Next. The window in Figure 4-27 appears.
The Editable check box gives you the option of making a field editable. If you select the Editable check
box, the service operator who is using this L2ZVPN policy can modify the editable parameter during
L2VPN service request creation.

Figure 4-27 ATM with CE Policy Attributes

L2Y¥PN(Point To Point) Policy Editor
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Choose the PE Encapsulation type from the drop-down list. The choices are:

e AALS
e AALO
Choose the CE Interface Type from the drop-down list. The choices are:
¢ ANY
e ATM
e Switch

Enter an Interface Format as the slot number/port number for the CE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.

Choose a CE Encapsulation. The choices are:

e AALSSNAP
e AALSMUX

e AALSNLPID
e AAL2

If the Interface Type is ANY, ISC will not ask for an Encapsulation type in the policy.

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the router commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Click Finish.
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Defining an ATM Policy without a CE

This section describes how to define an AMT policy without a CE present. Figure 4-28 is an example of
the first page of this policy.

Figure 4-28 ATM Policy without a CE
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Perform the following steps.

Step1  Click Next. The window in Figure 4-29 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check

box, the service operator who is using this L2ZVPN policy can modify the editable parameter during
L2VPN service request creation.

Figure 4-29 ATM without CE Policy Attributes
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Choose the N-PE/U-PE Interface Type from the drop-down list. The choices are:
e ANY
e ATM
e Switch

Enter an Interface Format as the slot number/port number for the PE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.

Choose a PE Encapsulation. The choices are:
e AALS
e AALO

If the Interface Type is ANY, ISC will not ask for an Encapsulation type in the policy.

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the router commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Click Finish.
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CHAPTER

Managing an L2VPN Service Request

This chapter covers the basic steps to provision an L2VPN service. It contains the following sections:
e Introducing L2VPN Service Requests, page 5-1
e Creating an L2VPN Service Request, page 5-2
e Creating an L2VPN Service Request with a CE, page 5-3
e Creating an EWS L2VPN Service Request with a CE, page 5-10
e Creating an L2VPN Service Request without a CE, page 5-13
e Creating an EWS L2VPN Service Request without a CE, page 5-17
e Modifying the L2ZVPN Service Request, page 5-22
e Saving the L2VPN Service Request, page 5-27

Introducing L2VPN Service Requests

Note

An L2VPN service request consists of one or more end-to-end wires, connecting various sites in a
point-to-point topology. When you create a service request, you enter several parameters, including the
specific interfaces on the CE and PE routers.

If you are creating an L2TPv3 service request, see Chapter 7, “Introducing L2TPv3 Service Requests.”

You can also integrate a Cisco IP Solution Center (ISC) template with a service request. You can
associate one or more templates to the CE and the PE.

To create a service request, a Service Policy must already be defined, as described in Chapter 4,
“Creating an L2VPN Policy”.

Based on the predefined L2VPN policy, an operator creates an L2VPN service request, with or without
modifications to the L2ZVPN policy, and deploys the service. Service creation and deployment are
normally performed by regular network technicians for daily operation of network provisioning.

The following steps are involved in creating a service request for Layer 2 connectivity between customer
sites:

¢ Choose a CE Topology for ERS/Frame Relay/ATM services.

e Select the endpoints (CE and PE) that must be connected. For each end-to-end Layer 2 connection,
ISC creates an end-to-end wire object in the repository for the service request.

e Choose a CE or PE interface.
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e Choose a Named Physical Circuit (NPC) for the CE or PE.
e Edit the end-to end connection.

e Edit the link attributes.

Creating an L2VPN Service Request

Perform the following steps to create an L2VPN service request.

Step 1 Select Service Inventory > Inventory and Connection Manage > Service Requests. The Service
Requests window appears as shown in Figure 5-1.

Figure 5-1 L2VPN Service Activation
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» Devics Groups 2.4 [ |recuesTED Qos ADD admin Customerl  3550-DSCP 9/12/05 2:35 PM
+ Customers
B —— 3.5 l:lREQUESTED L2VPN ADD admin Customer!  L2¥pnPolicy2 9H2/05 2:35 PM
- CPE Devices 4.6 l:lREGLIESTED WPLS ADD acdmin Custamer2 WPLSPolicyl 92105 2:36 PM
+ Providers
o Bt Fgions 5.{ (m] [7 l:lREGUESTED WPLE ADD admin Custamer2 WPLEPolicy2 9112105 2:36 PM
« PE Devices
Y —— Rowes per page: |10+ 1<] ] coto page|1 of 1 [ [0
+ Resource Pools
- CE Routing Communities Auto Refresh: [ Create v| | Details ‘ | Status | | Edit | ‘ Deploy: | | Decommission | | Purge |
= WPNE
- BAS Servers MPLS YPH
* Mamed Physical Circuts L2¥PH
- MPC Rings I
VPLS
QoS Igg
TE o
o
—

Step2  Click Create.
Step3  Choose L2VPN from the drop-down list.

L2VPN service requests must be associated with an L2VPN policy. You choose an L2VPN policy from
the policies previously created (see Chapter 4, “Creating an L2VPN Policy”).

Step4  Select the L2ZVPN policy of choice. See Figure 5-2. If more than one L2VPN policy exists, a list of
L2VPN policies appears.
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Figure 5-2 L2VPN Policy Choice
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Showving 1-10 of 10 records
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7. L2vprBwsCe Glokbal L2%PN_EWS MPLS
8. (" L2vprEwsNoCe Glohal  L2YPN_EWS_NO_CE MPLS
9. L2vprPolicyl Global L2VPN_ERS_MO_CE MPLE
10 L2¥prPolicy? Global  L2YPN_BMS_NO_CE MPLS

Rovvs per pags: Iﬂ <] J coto page:IT ot 1 [ 20
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When you make the choice, click OK.

As soon as you make the choice, the new service request inherits all the properties of that L2ZVPN policy,
such as all the editable and non-editable features and pre-set parameters.

To continue creating an L2VPN service request, go to one of the following sections:

Creating an L2VPN Service Request with a CE, page 5-3.

Creating an EWS L2VPN Service Request with a CE, page 5-10.
Creating an L2VPN Service Request without a CE, page 5-13.
Creating an EWS L2VPN Service Request without a CE, page 5-17.

Creating an L2VPN Service Request with a CE

This section includes detailed steps for creating an L2VPN service request with a CE present for ERS,
ATM, and Frame Relay policies. If you are creating an L2VPN service request for an EWS policy, go to
Creating an EWS L2VPN Service Request with a CE, page 5-10.

After you choose an L2VPN policy, the L2ZVPN Service Request Editor window appears (see
Figure 5-3).
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Figure 5-3 L2VPN Service Request Editor

L2YPHN{Point To Point}) Service Request Editor
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Mote: * - Required Field

Step 1 Choose a Topology from the drop-down list. If you choose Full Mesh, each CE will have direct
connections to every other CE. If you choose Hub and Spoke, then only the Hub CE has connection to
each Spoke CE and the Spoke CEs do not have direct connection to each other.

>
Note  The full mesh and the hub and spoke topologies make a difference only when you choose more

than two end points. For example, with four end points, ISC automatically creates six links with
full mesh topology. With hub and spoke topology, however, ISC creates only three links.

Step2  Click Add Link.

You specify the CE end points using the Attachment Tunnel Editor. You can create one or more CEs from
a window like the one in Figure 5-4.

Figure 5-4 Select CE

L2Y¥PHN(Point To Point) Service Request Editor
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~

Note  All the services that deploy point-to-point connections (ERS, EWS, ATMoMPLS, and
FRoMPLS) must have at least two CEs specified.
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Click Select CE in the CE column. The CPE for Attachment Circuit window appears (see Figure 5-5).
This window displays the list of currently defined CEs.

a. From the Show CPEs with drop-down list, you can display CEs by Customer Name, by Site, or by
Device Name.

b. You can use the Find button to either search for a specific CE, or to refresh the display.

¢. You can set the Rows per page to 5, 10, 20, 30, 40, or All.

Figure 5-5 Select CPE Device
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In the Select column, choose a CE for the L2VPN link.
Click Select.

The Service Request Editor window appears displaying the name of the selected CE in the CE column.

Select the CE interface from the drop-down list (see Figure 5-6).

Figure 5-6 Select the CE Interface
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When you provision an L2VPN ERS service, when you select a UNI for a particular device, ISC
determines if there are other services using the same UNL. If so, a warning message is displayed. If you
ignore the message and save the service request, all of the underlying service requests lying on the same
UNI are synchronized with the modified shared attributes of the latest service request. In addition, the
state of the existing service requests is changed to the Requested state.

| oL-7644-01
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Note  ISC only displays the available interfaces for the service, based on the configuration of the underlying
interfaces, existing service requests that might be using the interface, and the customer associated with
the service request. You can click the Details button to display a pop-up window with information on
the available interfaces, such as interface name, customer name, VPN name and service request ID,
service request type, VLAN translation type, and VLAN ID information.

Step7  If only one NPC exists for the Chosen CE and CE interface, that NPC is auto populated in the Circuit
Selection column and you need not choose it explicitly. If more then one NPC is available, click Select
one circuit in the Circuit Selection column. The NPC window appears, enabling you to select the
appropriate NPC.

Step8 Click OK.

Each time you choose a CE and its interface, the NPC that was precreated from this CE and interface is
automatically displayed under Circuit Selection as in Figure 5-7. This means that you do not have to
further specify the PE to complete the link.

Figure 5-7 NPC Created

L2¥PH(Point To Point) Service Request Editor

Attachment Tunnel Editor

SRID: Mewe Job 1D: Mewe Policy Hame: L2vpnErsCe
Select Topology: Full Mesh 'l
Showing 1-1 of 1 recards
# u CE CE Interface Circult Selection Circuit Details
1. [ ce3 I Ethemeti d el Ethernetd/3 Circuit Details
Rows per page: I 10 - [<] <] Goto page: IT of 1 [0
| Add Link | | Delete Link | | oK | ‘ Cancel |

Mate: * - Required Field

138487

If you want to review the details of this NPC, click Circuit Details in the Circuit Details column. The
NPC Details window appears and lists the circuit details for this NPC. In Figure 5-8, the CE and PE and
their corresponding interfaces appear.

Figure 5-8 NPC Details
Source Incaming Outgaing Rin
Device Interface Interface 4
1. ce3 Ethernet0M
2. pel Ethernetd/3

Step9  Continue to specify additional CEs, as in previous steps. ISC creates the links between CEs based on the
Topology that you chose.

135458
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Step10 Click OK in Figure 5-9.

Figure 5-9 NPCs Created

L2YPN{Point To Point) Service Request Editor
Full Mesh

[t ] Elhemetﬂ,ﬂ ’— Detail pel:Ethernetdid Circuit Details

—

Mote: * - Required Field

138489

For ERS, ATM, and Frame Relay, the End-to-End Wire Editor window appears as shown in Figure 5-10.

Figure 5-10 End-to-End Wire Editor

L2Y¥PH{Point To Point) Service Request Editor

o EndlendWieEder
= e

ce3-pel ced-peld

138490

Mote: * - Required Field

Step11  The VPN for this service request appears in the VPN field. If there is more than one VPN, click Select
VPN to choose a VPN. The VPN for L2ZVPN service request window appears as shown in Figure 5-11.
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Step 12

Step 13
Step 14

Figure 5-11 Select VPN for L2VPN Service Request

B T |

1. 7 12vpn_ers_vpn Customert

1358491

Choose a VPN Name and click Select. The L2VPN Service Request Editor window appears with the

VPN name displayed as shown in Figure 5-12.

Figure 5-12 Attachment Circuit Selection

L2YPN(Point To Point) Service Request Editor

ced-pel Edit

ced-ped

Mote: * - Required Field

Click Add AC in the Attachment Circuit AC2 column.
Repeat Steps 3 to 10 for AC2.

R e~ S L M- Wl

138492

The End-to-End Wire Editor window displays the complete end-to-end wire as shown in Figure 5-13.

] Cisco IP Solution Center L2VPN User Guide, 4.1

0L-7644-01 |



| Chapter5

Managing an L2VPN Service Request

Step 15

Creating an L2VPN Service Request W

Figure 5-13 End-to-End Wire Created

L2Y¥PH{Point To Point) Service Request Editor

EndToEndWire Editor
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138492

Mote: * - Required Field

You can choose any of the blue highlighted values to edit the End-to-End Wire.

You can edit the AC link attributes to change the default policy settings. After you edit these fields, the
blue link changes from Default to Changed.

You can enter a description for the service request in the first Description field. The description will
show up in this window and also in the Description column of the Service Requests window. The
maximum length for this field is 256 characters.

You can enter a description for each end-to-end wire in the Description field provided for each wire.
The description shows up only in this window. The data in this field is not pushed to the device(s). The
maximum length for this field is 256 characters.

The ID number is system-generated identification number for the circuit.

The Circuit ID is created automatically, based on the service. For example, for Ethernet, it is based on
the VLAN number; for Frame Relay, it is based on the DLCI; for ATM, it is based on the VPI/VCI.

If the policy was set up for you to define a VC ID manually, enter it into the empty VC ID field. If policy
was set to “auto pick” the VC ID, ISC will supply a VC ID, and this field will not be editable. In the case
where you supply the VC ID manually, if the entered value is in the provider’s range, ISC validates if
the entered value is available or allocated. If the entered value has been already allocated, ISC generates
an error message saying that the entered value is not available and prompts you to re-enter the value. If
the entered value is in the provider’s range, and if it is available, then it is allocated and is removed from
the VC ID pool. If the entered value is outside the provider’s range, ISC displays a warning saying that
no validation could be performed to verify if it is available or allocated.

You can also click Add Link to add an end-to-end wire.
You can click Delete Link to delete an end-to-end wire.
When you are finished editing the end-to-end wires, click Save.

The service request is created and saved into ISC.

| oL-7644-01
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Creating an EWS L2VPN Service Request with a CE

This section includes detailed steps for creating an L2VPN service request with a CE present for EWS.
If you are creating an L2VPN service request for an ERS, ATM, or Frame Relay policy, go to Creating
an L2VPN Service Request with a CE, page 5-3.

After you choose an L2VPN policy, the L2ZVPN Service Request Editor window appears (see
Figure 5-14).

Figure 5-14 EWS Service Request Editor

L2VPN(Point To Point) Service Request Editor

EndToEndWire Editor

SRID: ey Job ID: Mewy Policy Hame: L2vpnEwsCe (Core Type: MPLS )
vPH:" Select VPH
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-
Showving 0 of O records
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Rawrs per page: I]U 'l 1] ] Gote page.l'l of [ 21
Add Link | | Delete Link | | Save | | Cancel |

Mote: * - Required Field

138371

Step1  Click Select VPN to select a VPN for use with this CE. The Select VPN window appears with the VPNs
defined in the system. See Figure 5-15.

Figure 5-15 Select a VPN

Shaw WPHs with |\’PN Marme j matching | Find

Showing 1 - 2 of 2 records

# VYPH Hame Customer Hame
1. 7 [2vpn_ers_vpn Customert
2.7 [2vpn_ers_vpn2 Customer
RO per padge: I‘]I] vl <] €] coto page:|1 of 1 U [0
)
-
‘ Select H Cancel | 2
L1

Step2 Choose a VPN Name in the Select column.
Step3  Click Select. The L2VPN Service Request Editor window appears with the VPN name displayed.
Step4  Click Add Link. See Figure 5-16.
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Figure 5-16 End-To-End Wire Editor

L2¥PN{Point To Point}) Service Request Editor

EndToEndWire Editor
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Step5  Click Add AC in the Attachment Circuit (A1) column. The Attachment Tunnel Editor appears as shown
in Figure 5-17.

You can enter a description for the service request in the first Description field. The description will
show up in this window and also in the Description column of the Service Requests window. The
maximum length for this field is 256 characters.

You can enter a description for each end-to-end wire in the Description field provided for each wire.
The description shows up only in this window. The data in this field is not pushed to the device(s). The
maximum length for this field is 256 characters.

The ID number is system-generated identification number for the circuit.

The Circuit ID is created automatically, based on the service. For example, for Ethernet, it is based on
the VLAN number; for Frame Relay, it is based on the DLCI; for ATM, it is based on the VPI/VCI.

Figure 5-17 Select CE for Attachment Circuit

L2YPN{(Point To Point) Service Request Editor

Attachment Tunnel Editor

SR ID: (= Job ID: e Policy Hame: L2vpnEws=Ce
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Mote: * - Required Field

Step6  Click Select CE. The CPE for Attachment Circuit window appears as shown in Figure 5-18.
This window displays the list of currently defined CEs.

a. From the Show CPEs with drop-down list, you can display CEs by Customer Name, by Site, or by
Device Name.

b. You can use the Find button to either search for a specific CE, or to refresh the display.

¢. You can set the Rows per page to 5, 10, 20, 30, 40, or All.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step 7
Step 8
Step 9
Step 10

Step 11

Step 12

Step 13
Step 14

Step 15

Figure 5-18 CPE for Attachment Circuit

Show CPEs with | Customer Name | matehing [* | Find |

Showing 1 - 3 of 3 recards

# Device Hame Customer Hame Site Hame Management
Type
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u
(=33
| Select H Cancel ‘ h:n
[z

In the Select column, choose a CE for the L2VPN link.
Click Select.
Choose a CE interface from the drop-down list.

If only one NPC exists for the Chosen CE and CE interface, that NPC is auto populated in the Circuit
Selection column and you need not choose it explicitly. If more then one NPC is available, click Select
one circuit in the Circuit Selection column. The NPC window appears, enabling you to select the
appropriate NPC.

Click OK.

Each time you choose a CE and its interface, the NPC that was precreated from this CE and interface is
automatically displayed under Circuit Selection as in Figure 5-19. This means that you do not have to
further specify the PE to complete the link.

Click OK.

Figure 5-19 NPC Created

L2¥PN(Point To Point) Service Request Editor
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138496

Mote: * - Required Field

The Service Request Editor window appears displaying the name of the selected CE in the AC1 column.

Click AC1 Link Attributes and edit the attributes if desired (see the Modifying the L2ZVPN Service
Request, page 5-22). Click OK.

Repeat Steps 5 through 14 for AC2.
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Step16  Click OK. You see a screen like Figure 5-20.

Figure 5-20 Attachment Circuits Selected

L2YPN{Point To Point) Service Request Editor

EndToEndWire Editor

Select VPH

ShnW|ng1 -1 nf1 records

|

ced-pel Default ced-ped Default

L]
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Mate: * - Required Field

Step 17  Click Save. The EWS service request is created and saved in ISC.

Creating an L2VPN Service Request without a CE

This section includes detailed steps for creating an L2ZVPN service request without a CE present for ERS,
ATM, and Frame Relay policies. If you are creating an L2ZVPN service request for an EWS policy, go to
the Creating an EWS L2VPN Service Request without a CE, page 5-17.

After you choose an L2ZVPN policy, the L2ZVPN Service Request Editor window appears (see
Figure 5-21).

Figure 5-21 L2VPN Service Request Editor

L2Y¥PHN(Point To Point) Service Request Editor

Attachment Tunnel Editor

Full Mesh -

Showing 0 of O records
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138383

Step 1 Choose a Topology from the drop-down list. If you choose Full Mesh, each CE will have direct
connections to every other CE. If you choose Hub and Spoke, then only the Hub CE has connection to
each Spoke CE and the Spoke CEs do not have direct connection to each other.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step 2

Step 3

Step 4

~

Note  The full mesh and the hub and spoke topologies make a difference only when you choose more
than two endpoints. For example, with four endpoints, ISC automatically creates six links with
full mesh topology. With hub and spoke topology, however, ISC creates only three links.

Click Add Link.

You specify the N-PE/PE-AGG/U-PE endpoints using the Attachment Tunnel Editor. You can create one
or more PEs from a window like the one in Figure 5-22.

Figure 5-22 Select U-PE/PE-AGG/N-PE

L2¥PN{Point To Point) Service Request Editor

Attachment Tunnel Editor
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Mote: * - Reguired Field

Click Select U-PE/PE-AGG/N-PE in the U-PE/PE-AGG/N-PE column. The PE for Attachment Circuit
window appears (see Figure 5-23). This window displays the list of currently defined PEs.

a. The Show PEs with drop-down list shows PEs by customer name, by site, or by device name.
b. The Find button allows a search for a specific PE or a refresh of the window.

c¢. The Rows per page drop-down list allows the page to be set to 5, 10, 20, 30, 40, or All.

Figure 5-23 Select PE Device
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In the Select column, choose the PE device name for the L2VPN link.
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Step5  Click Select.
The Service Request Editor window appears displaying the name of the selected PE in the PE column.

Step6  Select the UNI interface from the drop-down list (see Figure 5-24).

Figure 5-24 Select the UNI Interface

L2YPN{Point To Point) Service Request Editor

Attachment Tunnel Editor
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Mote: * - Required Field

Note  When you provision an L2ZVPN ERS service, when you select a UNI for a particular device, ISC
determines if there are other services using the same UNI. If so, a warning message is displayed. If you
ignore the message and save the service request, all of the underlying service requests lying on the same
UNI are synchronized with the modified shared attributes of the latest service request. In addition, the
state of the existing service requests is changed to the Requested state.

Note  ISC only displays the available interfaces for the service, based on the configuration of the underlying
interfaces, existing service requests that might be using the interface, and the customer associated with
the service request. You can click the Details button to display a pop-up window with information on
the available interfaces, such as interface name, customer name, VPN name and service request ID,
service request type, VLAN translation type, and VLAN ID information.

Step7  If the PE role type is U-PE, click Select one circuit in the Circuit Selection column. The NPC window
appears (see Figure 5-25). If only one NPC exists for the Chosen PE and PE interface, that NPC is auto
populated in the Circuit Selection column and you need not choose it explicitly.

Note If the PE role type is N-PE, the columns Circuit Selection and Circuit Details are disabled.
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Figure 5-25 Select NPC
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Step8  Choose the name of the NPC from the Select column.
Step9  Click OK.

Each time you choose a PE and its interface, the NPC that was precreated from this PE and interface is
automatically displayed under Circuit Selection as in Figure 5-26. This means that you do not have to
further specify the PE to complete the link.

Figure 5-26 NPC Created
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Mote: * - Required Field

Step10 If you want to review the details of this NPC, click Circuit Details in the Circuit Details column. The
NPC Details window appears and lists the circuit details for this NPC. In Figure 5-27, the CE and PE
and their corresponding interfaces appear.

Figure 5-27 NPC Details

. Incorming Outgoing .
#  Source Device FrErns ErEEE Ring
1. =2 1-gw2-FastBthernetdi 1
2. pel 1-zwe 2-FastEthernet0s 1

1383589

After you specify all the PEs, ISC creates the links between PEs based on the Topology that you chose.
Step 11 Click OK. The Attachment Tunnel Editor window appears. See Figure 5-26.
Step12 Click OK.
Step13 For ERS, ATM, and Frame Relay, the End-to-End-Wire Editor window appears as shown in Figure 5-28.
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Figure 5-28 End-to-End Wire Editor
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Mote: * - Required Field

The VPN for this service request appears in the Select VPN field. If there is more than one VPN, click
Select VPN to choose a VPN.

You can choose any of the blue highlighted values to edit the End-to-End Wire.

You can edit the AC link attributes to change the default policy settings. After you edit these fields, the
blue link changes from Default to Changed.

You can also click Add Link to add an end-to-end wire.
You can click Delete Link to delete an end-to-end wire.

You can enter a description for the service request in the first Description field. The description will
show up in this window and also in the Description column of the Service Requests window. The
maximum length for this field is 256 characters.

You can enter a description for each end-to-end wire in the Description field provided for each wire.
The description shows up only in this window. The data in this field is not pushed to the device(s). The
maximum length for this field is 256 characters.

The ID number is system-generated identification number for the circuit.

The Circuit ID is created automatically, based on the service. For example, for Ethernet, it is based on
the VLAN number; for Frame Relay, it is based on the DLCI; for ATM, it is based on the VPI/VCI.

When you are finished editing the end-to-end wires, click Save.

The service request is created and saved into ISC.

Creating an EWS L2VPN Service Request without a CE

This section includes detailed steps for creating an L2VPN service request without a CE present for
EWS. If you are creating an L2VPN service request for an ERS, ATM, or Frame Relay policy, see
Creating an L2VPN Service Request without a CE, page 5-13.

After you choose an L2VPN policy, the L2ZVPN Service Request Editor window appears (see
Figure 5-29).
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Figure 5-29 EWS Service Request Editor

L2¥PH{(Point To Point) Service Reguest Editor
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Step1  Click Select VPN to select a VPN for use with this PE. The Select a VPN window appears with the VPNs
defined in the system. See Figure 5-30.

Figure 5-30 Select a VPN

VPNName x| S

1. I2vpn_ers_vpn Customerd

3. I2vpn_ers_vpn3 Customer3

5. I2vpn_sws_vpn2 Customer2
Ga) [

Step2  Choose a VPN Name in the Select column.

135499

Step3  Click Select. The L2VPN Service Request Editor window appears with the VPN name displayed.
Step4  Click Add Link. See Figure 5-31.
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Figure 5-31 End-To-End Wire Editor
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hate: * - Required Field

You can enter a description for the service request in the first Description field. The description will
show up in this window and also in the Description column of the Service Requests window. The
maximum length for this field is 256 characters.

You can enter a description for each end-to-end wire in the Description field provided for each wire.
The description shows up only in this window. The data in this field is not pushed to the device(s). The
maximum length for this field is 256 characters.

The ID number is system-generated identification number for the circuit.

The Circuit ID is created automatically, based on the service. For example, for Ethernet, it is based on
the VLAN number; for Frame Relayi, it is based on the DLCI; for ATM, it is based on the VPI/VCIL.

Click Add AC in the Attachment Circuit (AC1) column. See Figure 5-32.

Figure 5-32 Select the PE for the Attachment Circuit
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Click Select N-PE/PE-AGG/U-PE. The PE for Attachment Circuit window appears as shown in
Figure 5-33.

This window displays the list of currently defined PEs.

a. From the Show PEs with drop-down list, you can display PEs by Customer Name, by Site, or by
Device Name.

b. You can use the Find button to either search for a specific PE, or to refresh the display.

¢. You can set the Rows per page to 5, 10, 20, 30, 40, or All.

| oL-7644-01
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Step 7
Step 8
Step 9

Note

Step 10
Step 11

Note

Creating an L2VPN Service Request

Figure 5-33 PE for Attachment Circuit

Show PEs with | Provider Name | matehing |* |_Find_|

Showving 1 - 5 of 5 records

# Device Hame (XL PE Region Hame Role Type
Hame
1. & pet Pravider region_1 N_PE
2. &% ped Provider1 region_1 M_PE
300 @ aw2 Pravider region_1 U_PE
4. B awd Provider1 region_1 U_PE
5. O @ swd Pravider region_1 U_PE
RO per pae Iﬂ <] €] coto page:|1— of 1 U [0

‘ Select H Cancel |

138393

In the Select column, choose a PE for the L2VPN link.
Click Select.

Choose a PE interface from the drop-down list as shown in Figure 5-34.

Figure 5-34 PE Interface

L2YPN(Point To Point) Service Request Editor

Attachment Tunnel Editor

SRID: Mew Job 1D: Mew Policy Hame: L2vpnEwshloCe
Showing 1-1 of 1 records
# I M_PEPE_AGG_PE UMl Inter face Circult Selection Circuit Details
1. & w3 Select One j Select one circuit Circuit Details
Rowvs per page: |1D 'I 1] J cota page:l‘l of 1 [ 21
‘ Add Link | | Delete Link | | OK | | Cancel |

hote: * - Required Field

138394

ISC only displays the available interfaces for the service, based on the configuration of the underlying
interfaces, existing service requests that might be using the interface, and the customer associated with
the service request. You can click the Details button to display a pop-up window with information on
the available interfaces, such as interface name, customer name, VPN name and service request ID,
service request type, VLAN translation type, and VLAN ID information.

Click OK if the PE role type is N-PE.

If the PE role type is U-PE, click Select one circuit in the Circuit Selection column. The NPC window
appears (see Figure 5-35). If only one NPC exists for the Chosen PE and PE interface, that NPC is auto
populated in the Circuit Selection column and you need not choose it explicitly.

If the PE role type is N-PE, the columns Circuit Selection and Circuit Details are disabled.
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Figure 5-35 Select NPC

Showing 1-3 of 3 recards

1. 8 1-(=w3-GigabitEthernet 012 )====(pe1 -FastEthernst010)
2. '8 T-[zw3-1===={pe] -Ethernet4/1]
3. [ B-(=w3-)====(pe1 -Ethernstd/2)

Step12 Choose the name of the NPC from the Select column.
Step13  Click OK.

Each time you choose a PE and its interface, the NPC that was precreated from this PE and interface is
automatically displayed under Circuit Selection as in Figure 5-36. This means that you do not have to
further specify the PE to complete the link.

Figure 5-36 NPC Created

L2VPN(Point To Point) Service Request Editor

Attachment Tunnel Editor

Showving 1-1 of 1 records

=wd IGlgabltEthemetD,’S j pel:Ethernetdiz Circuit Details
[0 =l 44 M a@bb

AddLink || Delete Link “

hate: * - Required Field

13839

Step14 Click OK. The Service Request Editor window (Figure 5-37) appears displaying the name of the
selected PE in the AC1 column.

Figure 5-37 Attachment Circuit Selected

L2VPN(Point To Point) Service Request Editor

EndToEndWire Editor

Showving 1-1 of 1 records

1.0 - | LI swi-pel Default Add AC Default

Mote: * - Required Field
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Il  Modifying the L2ZVPN Service Request

Step15 Click AC1 Link Attributes and edit the attributes if desired (see the Modifying the L2ZVPN Service
Request, page 5-22). Click OK.

You can enter a description for the service request in the first Description field. The description will
show up in this window and also in the Description column of the Service Requests window. The
maximum length for this field is 256 characters.

You can enter a description for each end-to-end wire in the Description field provided for each wire.
The description shows up only in this window. The data in this field is not pushed to the device(s). The
maximum length for this field is 256 characters.

The ID number is system-generated identification number for the circuit.

The Circuit ID is created automatically, based on the service. For example, for Ethernet, it is based on
the VLAN number; for Frame Relay, it is based on the DLCI; for ATM, it is based on the VPI/VCI.

Step16 Repeat Steps 5 through 15 for AC2.
Step17 Click Save. The EWS service request is created and saved in ISC.

Modifying the L2VPN Service Request

After you choose all the CE end points and the NPC from the CE, go to the End-to-End Wire Editor and
work on the end-to-end wire—the end-to-end connection that links two CEs. An end-to-end wire is a
virtual logical link between a CE-CE pair. Each end-to-end-wire is associated with one end-to-end wire
attribute and two attachment circuits (ACs). An AC is a virtual logical link between a CE-PE pair. Each
AC is associated with one set of AC attributes and one or more L2VPN logical links.

Step 1 Select Service Inventory > Inventory and Connection Manager > Service Requests. See Figure 5-38.

Figure 5-38 L2VPN Service Activation

Service Regquests

Show Services with | Job (D j triatizhing I* of Type | All j Find
Showing 1 - 9 of 9 records
Job Dperation Customer . ~ -

& | D State Type o Creator Hame Policy Name  Last Modified Description
1.0 3 l:lREQLIESTED L2%PN MODIFY  admin Customer1 L2%prPolicy1 94305 2:40 PM
2[4 l:lREQUESTED QoS ADD admin Customer1 3550-DECP SA2/05 2:35 PM
3. 05 l:lHEQUESTED L2%PH ADD admin Customer L2¥pnPalicy2 91205 2:35 PM
4.6 l:lREQUESTED WPLS ADD admin Customer2 “PLEPolicy1 92005 2:36 PM
s 07 l:lHEQUESTED VPLS ADD admin Customer2 WPLSPolicy2 971205 2:36 PM
B [C13 l:lREQLIESTED L2%PH ADD admin Customer1 L2vpnErsCe 81305 5:21 PM
7.7 l:l REQUESTED L2%PM ADD admin Customer1 L2vpnEvesCe 91405 10:41 AW
8 18 l:l REQLESTED L2%PH ADD acdmin Customer3 L2vpnErsMoCe 94405 11:08 AW
9. 13 l:l REQUESTED L2%PM ADD admin Customer1 L2vpnEveshoCe 971405 11:35 AW

Rowes per page: |1D 'I 1] Gota Page-h of1 i3l
Auto Refresh: [v | Create v‘ | Details | ‘ Status | | Edit ‘ | Deploy: | | Decommission | | Purge. ‘

138398

Step2  Select a check box for a service request.

Step3  Click Edit. The End-to-End-Wire Editor window appears as shown in Figure 5-39.
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Step 4

Step 5

Note

Modifying the LZVPN Service Request ||

Figure 5-39 End-to-End Wire Editor

L2¥PHN{Point To Point) Service Request Editor

EndToEndWire Editor
SR ID: 13 Job ID: 13 Policy Hame: L2vpnErsCe (Core Type: MPLS )

vpH:™ 12vpn_ers_vpn | Select YVPH

=
Description: _I
=
Showing 1-1 of 1 records
Aftachment Circuit ACT Circuit] Aftachment Circuit2 AC2 Circuit2
#iD eI (AC1) sftributes 1D el (AC2) Afributes D
E
1.0 8 I j ced-pel Default  VLANA |104 ced-ped Default  WLAN
-
Rows per page: | 10 'I 1<] <] Goto page:|1 of 1 [ [0
Add Link | | Delete Link ‘ | Save | ‘ Cancel |

138399

Pote: * - Required Field

The VPN for this service request appears in the Select VPN field. If this request has more than one VPN,
click Select VPN to choose a VPN.

You can choose any of the blue highlighted values to edit the End-to-End Wire.

You can edit the AC link attributes to change the default policy settings. After you edit these fields, the
blue link changes from Default to Changed.

You can enter a description for the service request in the first Description field. The description will
show up in this window and also in the Description column of the Service Requests window. The
maximum length for this field is 256 characters.

You can enter a description for each end-to-end wire in the Description field provided for each wire.
The description shows up only in this window. The data in this field is not pushed to the device(s). The
maximum length for this field is 256 characters.

The Circuit ID is created automatically, based on the VLAN data for the circuit.

If the policy was set up for you to define a VC ID manually, enter it into the empty VC ID field. If policy
was set to “auto pick” the VC ID, ISC will supply a VC ID, and this field will not be editable. In the case
where you supply the VC ID manually, if the entered value is in the provider’s range, ISC validates if
the entered value is available or allocated. If the entered value has been already allocated, ISC generates
an error message saying that the entered value is not available and prompts you to re-enter the value. If
the entered value is in the provider’s range, and if it is available, then it is allocated and is removed from
the VC ID pool. If the entered value is outside the provider’s range, ISC displays a warning saying that
no validation could be performed to verify if it is available or allocated.

You can also click Add Link to add an end-to-end wire.
You can click Delete Link to delete an end-to-end wire.
The ID number is system-generated identification number for the circuit.

The Circuit ID is created automatically, based on the service. For example, for Ethernet, it is based on
the VLAN number; for Frame Relayi, it is based on the DLCI; for ATM, it is based on the VPI/VCIL.

To add a template data file to an attachment circuit, click Default. The Link Attributes window appears
as shown in Figure 5-40.

To add a template to an attachment circuit, you must have already created the template. For detailed steps
to create templates, see Cisco IP Solution Center Infrastructure Reference, 4.1.

| oL-7644-01
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Figure 5-40

Link Attributes

Link Attributes Window

Attribute

WValue

PE Information
Interface Hame
Standard UM Port

PEMUNI Interface Description:

Encapsulstion:

CE Information
Interface Hame

Encapsulstion:

IP Address with Mask:

pe1
Ethernet4/3

~
I—
IDOT‘I Q 'I

ced
Ethernet0/

I DOTIO 'l
I (x.%.% %l%x)

Uil Shutown ml
VLAH and Gther Information
LAM ID AutoPick =

“LAN Hame I
Link Speed | Mane 'I
Link Duglesx INDne 'l

Use Existing ACL Hame r

Port-Based ACL MName

UNIMAL Addresses

UHI Port Security r
=
N-PE Pseudo-wire On Sv1 v

YLAH Translation w oMo o 2

Device Hame Role Templates
el MANAGED Al
pet 1_PE 2od

Mote: *- Reguired Field

133400

Step6  Choose a Device Name, and click Add under Templates. The Add/Remove Templates window appears
as shown in Figure 5-41.

Figure 5-41 Add/Remove Templates

Shiowing 0 of 0 records
# I- Templste Data File Action Active
Rows per page:I'ID vl 1€ {] coto page:|1 of 1 B0

| 0K | | Cancel |

138401

Step7  Click Add. The Template Data File Chooser window appears as shown in Figure 5-42.
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Figure 5-42 Template Datafile Chooser

Template DataFile Chooser
D Dla-Channelization Template: Accesslist]
[E Sy Examples
L @ AccessList Show Data Files mstching I Show
5 @ AccessList]
Showing 1-2 of 2 recards
-2 cBwancos
= . o
By 0s o Configlet Description
1 ~ Protocol-TCP e
2. r Protocol-IP ey
P we page:lw - N]d]Goto page 1 of 1 Pages (Ga) bbl
Accept Cancel g
F
@
o
—

Step8  Select the template that you want to add and click Accept.The Add/Remove Templates window appears
with the template displayed as shown in Figure 5-43.

Figure 5-43 Add/Remove Templates with Templates Shown

Showing 1 -1 of 1 record

2 Template Data File Action Active

1. [T Examples/&ccessList Protacol-IP AFFEMD ~| ¥

= =
Rovs per page: |10« 1<] <] Goto page:|1 of 1 [ 020

| OK | | Cancel |

135403

Step9  Choose a Template name.

Step10 Under Action, use the drop-down list and select APPEND or PREPEND. Append tells ISC to append
the template generated CLI to the regular ISC (non-template) CLI. Prepend is the reverse and does not
append the template to the ISC CLI.

Step 11 Select Active to use this template for this service request. If you do not select Active, the template is not
used.

Step12 Click OK. The Link Attributes with the template added appears as shown in Figure 5-44
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B Modifying the L2VPN Service Request

Step 13

Figure 5-44 Link Attributes with Template Added

Link Attributes

PE Information

=
m
=Y

Ethernetds

merteetame
| Saauwper
| cwicstmee | |
e

CE Information ced

DOTT0 <

=
o
=
o

None |

i
[m]
=
far)

il

Ewcmen

!‘
i

138404

Mote: *- Reguired Field

Click OK. The Service Request Editor window appears showing the default for AC1 changed as shown
in Figure 5-45.
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Figure 5-45

L2¥PHN{Point To Point) Service Request Editor

Saving the L2VPN Service Request

Service Request Editor with Link Attributes Changed.

SRID: 4 Job 10:

EndToEndWire Editor

4 Policy Hame:

wpH:" 12vpn_ers_vpn | Select VPH

Ll

Attachment
Circuitd (AC1)

L2vpnErsCe (Core Type: MPLS )

Showing 1-1 of 1 records

AC] Circuit] velD Attachment Circuit2 AC2 Circuit2
Attributes [1n] [AC2) Attributes (]

Description:
# v D Description
1. ¥ 4 I

Rowes per page: | 10 'I

ﬂ ced-pel

Changed  YLAM:20 IWDD ced-ped Default WLAN20

1<] ] Goto page:1 of 1 (88 [» [l

Add Link H Delete Link || Save H Cancel |

Mote: * - Reguired Field

Step 14

When you are finished editing the end-to-end wires, click Save.

Saving the L2VPN Service Request

When you are finished with Link Attributes for all the Attachment Circuits, click Save to finish the

L2VPN service request creation as shown in Figure 5-46.

138405

If the L2VPN service request is successfully created, you will see the service request list window where

the newly created L2VPN service request is added with the state of REQUESTED as shown in

Figure 5-46. If, however, the L2ZVPN service request creation failed for some reason (for example, the
value chosen is out of bounds), you are warned with an error message. Go back to correct the error and

Save again.

Figure 5-46

Service Requests

L2VPN Service Request Created

Showe Services with | Job 1D j matching I"‘ of Type | Al j Find
Showving 1 -1 of 1 record
& | J::]h State Type Op.i:szm Creator Cu::z‘r:er Policy Mame  Last Modified Description
1.0 4 l:lREQUESTED L2%PH MODIFY  admin Customer!  L2vpnErsCe  11/23/05 3:21 PM
Rows per page: Iﬂ IN q Goto page: l"— of1 |> DH
Auto Refresh: [v | Create 'H Details H Status || Edit. || Deploy. || Decommission || Purge |

The L2VPN service request is in Requested state. See Deploying Service Requests, page 12-1 for

information on deploying L2VPN service requests.

138406
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M Saving the L2VPN Service Request
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CHAPTER

Creating an L2TPv3 Policy

This chapter contains the basic steps to create an L2TPv3 policy. It contains the following sections:
e Defining an L2TPv3 Policy, page 6-1
e Defining a Frame Relay Policy with a CE, page 6-4
e Defining a Frame Relay Policy without a CE, page 6-7
e Defining an ATM Policy with aCE, page 6-11
e Defining an ATM Policy without a CE, page 6-14

Defining an L2TPv3 Policy

You must define an L2TPv3 policy before you can provision a Cisco IP Solution Center (ISC)
L2TPv3-based L2VPN service. An L2TPv3 policy defines the common characteristics shared by the
end-to-end wire attributes and Attachment Circuit (AC) attributes.

A policy can be shared by one or more service requests that have similar service requirements. The
Editable check box gives the network operator the option of making a field editable. If the value is set
to editable, the service request creator can change to other valid values for the particular policy item. If
the value is not set to editable, the service request creator cannot change the policy item.

The two major categories of an L2TPv3 policy correspond to the two major services that L2TPv3
provides:

e Frame Relay transport over L2TPv3, both port-based and DLCI-based MFR support.
e ATM transport over L2TPv3, VP mode and VC mode, single cell.

A policy is a template of most of the parameters needed to define an L2TPv3 service request. After you
define it, an L2TPv3 policy can be used by all the L2TPv3 service requests that share a common set of
characteristics.

You create a new L2TPv3 policy whenever you create a new type of service or a service with different
parameters. L2TPv3 policy creation is normally performed by experienced network engineers.

To define an L2TPv3 policy in ISC, perform the following steps.

| oL-7644-01

Cisco IP Solution Center L2VPN User Guide, 4.1 B



Chapter 6 Creating an L2TPv3 Policy |

M Defining an L2TPv3 Policy

Step1  Select Service Design > Policies. The Policies window appears as shown in Figure 6-1.

Figure 6-1 Creating an L2TPv3 Policy

Policies

Show Palicies with | Policy Mame j matching | of Type IA” j m

Showing 1 - 10 of 24 records

® Policy Hame Type Chmier
1. [T 3550-D5CP Ethernet Gios Customer - Customer1
2. [T ars0-Bo Ethernet GoS Customer - Customer1
3. [ a750-BE Ethernet GoS Customer - Customer1
4. [ a750-c0s Ethernet Gios Customer - Customer1
5. [T 3750-DSCP Ethernet Gio3 Customer - Customer1
E. [T 3750-RT Ethernet GoS Customer - Customer1
7. [[] 7800-BC Ethernet QoS Customer - Customer1
3. [T 7R00-BE Ethernet Gn3 MPLS Policy nerl
9. [T 7600-COS Ethernet GoS L2V¥PH (P2P} Policy nerl
10. [ 7B00-RT Ethernet Glos VPLS Policy nerl
Rows per page: lﬂ &1911— ot 3 1
TE Policy
Create ‘r| | Edit | | Copy. | | Delete ‘

138407

Step2  Click Create.
Step3  Select L2ZVPN (P2P) Policy. When you select LZVPN (P2P) Policy, the window in Figure 6-2 appears.

Figure 6-2 L2VPN Policy Window
You Are Here: + Service Design > Policies Customet: Mone
L2¥PHN (Point To Point) Policy Creation
ekttt L0
- L2%P on MPLS Care This section contsing tasks specific to creating L2WPN Policies on MPLS Core or [P (L2TPv3) Core

o L2%PR on IPIL2TP3) core

138408

Stepd  Select LZVPN on IP (L2TPv3) core. The window in Figure 6-3 appears.
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Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Defining an L2TPv3 Policy I

Figure 6-3 L2TP L2VPN Policy Editor

You Are Here: + Service Design > Policies

L2TP L2¥PHN Policy Editor

Customer: Mone

Attribute Value
Policy Hame": I
Core Type: IIP
[ R 11
01, Service Type % Customer
I LEP P Policy Owner: i Provider

[ 3. Interface Type
T

" Global Policy

% Frame Relay
Service Type:
 ATM

CE Present: i~

Mote:*- Required Field

138409

- Step-lof3-
Hext = Cancel

Enter a Policy Name for the L2TPv3 policy.

Choose the Policy Owner for the L2TPv3 policy.
There are three types of L2TPv3 policy ownership:
e Customer ownership
¢ Provider ownership
¢ Global ownership—Any service operator can make use of this L2TPv3 policy.

This ownership has relevance when the ISC Role-Based Access Control (RBAC) comes into play. For
example, an L2TPv3 policy that is customer-owned can only be seen by operators who are allowed to
work on this customer-owned policy.

Similarly, operators who are allowed to work on a provider’s network can view, use, and deploy a
particular provider-owned policy.

Click Select to choose the owner of the L2TPv3 policy. (If you choose Global ownership, the Select
function is not available.) The Select Customer window or the Select Provider window appears and you
can choose an owner of the policy and click Select.

Choose the Service Type of the L2TPv3 policy.
There are two service types for L2TPv3 policies:
e Frame Relay

e ATM

Select the CE Present check box if you want ISC to ask the service operator who uses this L2TPv3

policy to provide a CE router and interface during service activation. The default is CE present in the
service.

If you do not select the CE Present check box, ISC asks the service operator, during service activation,
only for the PE router and customer-facing interface.

Click Next.

| oL-7644-01
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I Defining a Frame Relay Policy with a CE

Defining a Frame Relay Policy with a CE

This section describes defining a Frame Relay policy with a CE present. Figure 6-4 is an example of the
first page of this policy.

Figure 6-4 Frame Relay Policy with a CE

L2TP L2VPH Policy Editor

Attribute Value
Policy Hame |L2tvarameReIayCE
Core Type: Imi
€ Customer
Policy Owner: = Provider
£+ Global Policy
{+ Frame Relay
Service Type:
 ATM
CE Present: v

Mote: *- Required Field

~Steptof3-
Hext > Cancel

138500

Step 1 Click Next. The window in Figure 6-5 appears.
The Editable check box gives you the option of making a field editable. If you select the Editable check
box, the service operator who is using this L2TPv3 policy can modify the editable parameter during
L2TPv3 service request creation.

Figure 6-5 Frame Relay Policy with a CE Attributes

L2TP Session & Transport Parameters

Attribute Value Editable
Session Parameters

Session Setup Mode D TARIC vl ird
Usze Device Detaultts for IP Parameters r iIrd
Sequencing ™ QOFF 'I ¥ Use Device Defautis Ird
Set Don't Fragment Bt YES 7| ¥ UseDevice Defaults Ird
M Path MTU for Session™ (65 -65535) W Use Device Defaults Ird
™ Reflect
Type Of Service™ v
(0-255) ¥ UseDevice Defallts
Time Ta Live™ (1 - 255) ¥ Use Device Defautts I~
L2TP Class Mame I~
Transport Parameters
Transpart Moce DLCl 'l i
hote: ** - Required when "Uze Device Defaults" is not zelected
-Step2of3-
< Back Hext = Cancel

138410
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Defining a Frame Relay Policy witha CE

Step2  Choose the Session Setup Mode from the drop-down list. The choices are:
e Dynamic if you want to let the IOS control panel set up the session.
We recommend Dynamic.
e Static if you want to manually setup a session by providing:
— 2 session IDs
— session cookies (for authentication purposes)
— ISC provides auto-pick option for this mode

Static L2TPv3 sessions for a PE router configure fixed values for the fields in the L2TP data header.
A static L2TPv3 session allows the PE to tunnel Layer 2 traffic as soon as the end-to-end wire to
which the session is bound comes up.

If you choose Static, the Auto Pick Session ID/Cookies check box will appear. See Figure 6-6. If
you do not select the Auto Pick Session ID/Cookies check box, ISC will require you to enter the
size of the local cookie in bytes and the Session ID when you create a service request for this policy.

Figure 6-6 Static Session Setup Mode

L2TP Session & Transport Parameters

Attribute Value Editable
Session Parameters
Session Setup Mode Im v
ALto Pick Session IDMCookies = I
Use Device Defaults for IP Parameters m =2
Sequencing”™ I OFF ~| ¥ UseDevice Defaults i
Set Don't Fragment Bit™ YES | ¥ Use Device Defaults v
™ Reflect
Type Of Servige™ il
I (0-255 I Use Device Defaults
Time To Live™ I— (1-255) ¥ UseDevice Defauts I
L2TP Class hame I— I~2
Transport Parameters
Tranzport Mode m v

Note: ** - Required when "Use Device Defaults" is not selected

-Step2of 3-
< Back Hext - Cancel

138411

Step3  Select the Use Device Defaults for IP Parameters check box if you do not want to see any of the fields
for the pseudo-wire class. It is the default. Do not select this check box if you want to choose a device
(that is, not use the default) for any of the following fields.

Step4  Select the direction in which Sequencing is enabled for data packets from the drop-down list. Select the
check box if you want the default (OFF) for this field. The choices are:

¢ OFF (default)

e TRANSMIT
e RECEIVE
e BOTH

Step5 Set Don't Fragment Bit. Choose YES to set the Don’t Fragment Bit. Choose NO allow IP traffic from
the CE router to be fragmented before the data enters the pseudo wire.

Step6  Max Path MTU for Session. Specify the maximum packet size, in bytes, that a particular interface can
handle. The range is 68 to 65535.
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I Defining a Frame Relay Policy with a CE

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Type Of Service (ToS). Select the Reflect check box if you want to copy the ToS bytes of the inner IP
packets to the outer IP packet headers. Enter the ToS byte value used by all packets sent across the
pseudo wire. The range is 0 to 255.

Time To Live Enter the value of the time to live (TTL) byte in the IP headers of tunneled packets. The
range is 1 to 255.The default is 255.

L2TP Class Name Enter a unique L2TP class name if you want to configure multiple L2TP classes. You
must set up a tunnel name on two routers with same name. You can only have one tunnel per PE p air,
but there can be many sessions in tunnel.

Select the Transport Mode from the drop-down list. The choices are:
e DLCI (data-link connection identifier) is the default.
¢ PORT_TRUNKING

Click Next. The window in Figure 6-7 appears.

Figure 6-7 Frame Relay Interface with a CE Attributes

L2¥PHN{Point To Point) Policy Editor

Attribute Value Editable
PE Information
Encapsulation I FRAME_RELAY = ¥
Port Type « DCE DTE i~
Ukl Shutdowen r M~
CE Information
Interface Type IANY -
Interface Format I
Enable Templates 2
Mote: *- Reguired Field
-Step3of3-
< Back Finish Cancel
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Choose the PE Encapsulation type. The choices are:
¢ FRAME RELAY
e FRAME RELAY IETF
Choose the PE Port Type. The choices are:
¢ DCE (data circuit-terminating equipment)
e DTE (data terminal equipment)

For DCLI transport mode, set BOTH PEs to DCE or BOTH to DTE. If the PE setting is DCE, then ISC
provisions the corresponding CE (if there is one) to be DTE. If the PE setting is DTE, then ISC
provisions the CE (if there is one) to be DCE.

For PORT_TRUNKING transport mode, set one PE to DTE and the other PE to DCE. If the PE setting
is DTE, then ISC provisions the CE (if there is one) to be DCE.

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Choose the CE Interface Type. The choices are:
e ANY
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e Serial
e MFR (Multilink Frame Relay)
e POS

Step16 Enter the CE Interface Format as the slot number/port number for the CE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

Step17 Choose the CE Encapsulation type. The choices are:
¢ FRAME RELAY
¢ FRAME RELAY IETF

Note If the CE Interface Type is ANY, ISC will not ask for an Encapsulation type in policy.

Step18  Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the router commands that are

not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Step19 Click Finish.

Defining a Frame Relay Policy without a CE

This section describes defining an L2TPv3 Frame Relay policy without a CE present. Figure 6-8 is an
example of the first page of this policy.

Figure 6-8 Frame Relay Policy without a CE

L2TP L2¥PHN Policy Editor

Attribute Value
Policy Hame " |L2tpv3 FrameRelayMoC
Core Type: I\P—
™ Customer
Policy Owner: i~ Provider

i+ Global Palicy

i+ Frame Relay
Service Type:

i ATM

CE Present: -

ote:*- Recuired Field

-Step ot 3= =1
Hext = Cancel @
o

Step1  Click Next. The window in Figure 6-9 appears.
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The Editable check box gives you the option of making a field editable. If you select the Editable check
box, the service operator who is using this L2TPv3 policy can modify the editable parameter during
L2TPv3 service request creation.

Figure 6-9 Frame Relay without CE Policy Attributes

L2TP Session & Transport Parameters

Attribute Value Editable
Session Parameters
Session Setup Mode O NAMIC = I
Use Device Defaults for IP Parameters - v
Sequencing” OFF | ¥ Use Device Defauts v
Set Don't Fragment Bit™ YES | W Use Device Defaultts ~
Mazx Path MTU for Session™ (68 - 65535) ¥ Use Device Defaults v
[~ Reflect
Type Of Service™ v
(0-255 [V UseDevice Defaults
Time Ta Live"™ (1-255 [ UseDevice Defautis ird
L2TP Class Mame v
Transport Parameters
Transport Mode DLCH vl I
Mote: ** - Required wwhen "Use Device Defaults" iz not selected.
-Step2of3- o
< Back |M Hext > Cancel =
m
—

Step2  Choose the Session Setup Mode from the drop-down list. The choices are:
e Dynamic if you want to let the IOS control panel set up the session.
We recommend Dynamic.
e Static if you want to manually setup a session by providing:
— 2 session IDs
— session cookies (for authentication purposes)
— ISC provides auto-pick option for this mode

Static L2TPv3 sessions for a PE router configure fixed values for the fields in the L2TP data header.
A static L2TPv3 session allows the PE to tunnel Layer 2 traffic as soon as the end-to-end wire to
which the session is bound comes up.

If you choose Static, the Auto Pick Session ID/Cookies check box will appear. See Figure 6-10. If
you do not select the Auto Pick Session ID/Cookies check box, ISC will require you to enter the
size of the local cookie in bytes and the Session ID when you create a service request for this policy.
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Figure 6-10 Static Session Setup Mode

LZTP Session & Transport Parameters

Attribute Value Editable
Session Parameters
Session Setup Mode I STATIC 'l [v
Auto Pick Session IDMCookies v ird
Uze Device Defaults for IP Parameters o ird
Sequencing™ I OFF Vl [V Use Device Defaults v
Set Dan't Fragment Bit™ YES =| W UseDevice Defaults v
I~ Reflect
Type Of Service™ il
I (0-255 I Use Device Defautts
Time Ta Live"™ I (1 -255) ¥ Use Device Defautts v
L2TP Class Mame I ird
Tranzport Parameters
Transport Made I DLCI 'l [v
Mote: ** - Required when "Use Davice Defaults" iz not selected.
-Step2af3-
< Back Hext > Cancel
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Step3  Select the Use Device Defaults for IP Parameters check box if you do not want to see any of the fields
for the pseudo-wire class. It is the default. Do not select this check box if you want to choose a device
(that is, not use the default) for any of the following fields.

Step4  Select the direction in which Sequencing is enabled for data packets from the drop-down list. Select the
check box if you want the default (OFF) for this field. The choices are:

e OFF (default)

e TRANSMIT
e RECEIVE
e BOTH

Step5 Set Don't Fragment Bit. Choose YES to set the Don’t Fragment Bit. Choose NO allow IP traffic from
the CE router to be fragmented before the data enters the pseudo wire.

Step6  Max Path MTU for Session. Specify the maximum packet size, in bytes, that a particular interface can
handle. The range is 68 to 65535

Step7  Type Of Service (ToS). Select the Reflect check box if you want to copy the ToS bytes of the inner IP
packets to the outer IP packet headers. Enter the ToS byte value used by all packets sent across the
pseudo wire. The range is 0 to 255.

Step8 Time To Live Enter the value of the time to live (TTL) byte in the IP headers of tunneled packets. The
range is 1 to 255.The default is 255.

Step9 L2TP Class Name Enter a unique L2TP class name if you want to configure multiple L2TP classes.

You must set up a tunnel name on two routers with same name. You can only have one tunnel per PE p
air, but there can be many sessions in tunnel.

Step10  Select the Transport Mode from the drop-down list. The choices are:
e DLCI (data-link connection identifier) is the default.
¢ Port-trunking

Step11  Click Next. The window in Figure 6-11 appears.
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Figure 6-11 PE Frame Relay without a CE

L2¥PHN(Point To Point) Policy Editor

Attribute Value Editable
PE/PE-U-PE Information
Interface Type m
Interface Format
Part Type i+ DCE (" DTE icd
Ukl Shitdayn r i
Enable Templates I
hlote: *- Required Field
-Step3of3-
= Back Finish Cancel
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Step12 Choose the PE Interface Type. The choices are:

e ANY

e Serial

e MFR (Multilink Frame Relay)
¢ POS

Step 13  Enter the PE Interface Format as the slot number/port number for the PE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

Step14 Choose the PE Port Type. The choices are:
¢ DCE (data circuit-terminating equipment)
e DTE (data terminal equipment)
For DCLI transport mode, set BOTH PEs to DCE or BOTH to DTE. If the PE setting is DCE, then ISC

provisions the corresponding CE (if there is one) to be DTE. If the PE setting is DTE, then ISC
provisions the CE (if there is one) to be DCE.

For PORT_TRUNKING transport mode, set one PE to DTE and the other PE to DCE. If the PE setting
is DTE, then ISC provisions the CE (if there is one) to be DCE.

Step15 Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Step16  Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the router commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Step17 Click Finish.
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Defining an ATM Policy with aCE

This section describes how to define an L2TPv3 ATM policy with CE present. Figure 6-12 is an example
of the first page of this policy.

Figure 6-12 ATM Policy with a CE

L2TP L2¥PN Policy Editor

Attribute Value
Policy Hame": ILthvSA{m Ce
Core Type: IIP—
= Customer
Policy Owner: i Provider
i+ Global Policy
" Frame Relay
Service Type:
(s ATM
CE Present: v

Mote:*- Required Field

- Steplof3-
Hext > Cancel

138502

Perform the following steps.

Step1  Click Next. The window in Figure 6-13 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check
box, the service operator who is using this L2TPv3 policy can modify the editable parameter during
L2TPv3 service request creation.

Figure 6-13 ATM Policy with CE Attributes

L2TP Session & Transport Parameters

Attribute Value Editable

Session Parameters

Seszion Setup Made | DYNAMIC =] ¥
Use Device Defaults for IP Parameters ' v
Sequencing”™ I OFF ~| ¥ UseDevice Defauts Ird
Set Don't Fragment Bit"™ YES »| W Use Device Defauts i~
Max Path MTL for Session™ I (68 - B5535) [V Use Device Defautts v
™ Reflect
Type Of Service ™ I~
I (0-255) W UseDevics Detautts
Time Ta Live™ I (1-255) ¥ UseDevice Detaults v
L2TP Class Name I =
Transport Parameters
Transport Mode IVP vl =
hlote; ** - Required when "Use Device Defaults" is not selected.
-Step20f3-
< Back Hext > Cancel

138416
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Step 2

Step 3

Step 4

Step 5

Step 6

Choose the Session Setup Mode from the drop-down list. The choices are:

e Dynamic if you want to let the IOS control panel set up the session.
We recommend Dynamic.
e Static if you want to manually setup a session by providing:
— 2 session IDs
— session cookies (for authentication purposes)
— ISC provides auto-pick option for this mode

Static L2TPv3 sessions for a PE router configure fixed values for the fields in the L2TP data header.
A static L2TPv3 session allows the PE to tunnel Layer 2 traffic as soon as the end-to-end wire to
which the session is bound comes up.

If you choose Static, the Auto Pick Session ID/Cookies check box will appear. See Figure 6-14. If
you do not select the Auto Pick Session ID/Cookies check box, ISC will require you to enter the
size of the local cookie in bytes and the Session ID when you create a service request for this policy.

Figure 6-14 Static Session Setup Mode

L2TP Session & Transport Parameters

Attribute Value Editable
Session Parameters
Session Setup Mode Im icd
At Pick Session IDiCookies I~ v
Use Device Defaults for IP Parameters m 2
Sequencing™ I QOFF +| ¥ UseDevice Defaults v
Set Dont Fragment Bit™ YES »| [ UseDevice Defautts i
™ Reflect
Type Of Servige™ v
I (0-255) ¥ UseDevice Detaults
Time Ta Live"™ I (1 -255) ¥ Use Device Defaults i
L2TF Class hame I— v
Transport Parameters
Transport Mode IVP - ~

hlate: ** - Required when "Use Device Defaulis” is not selected.

-Step20f3-

= Back Hext = Cancel

138417

Select the Use Device Defaults for IP Parameters check box if you do not want to see any of the fields
for the pseudo-wire class. It is the default. Do not select this check box if you want to choose a device
(that is, not use the default) for any of the following fields.

Select the direction in which Sequencing is enabled for data packets from the drop-down list. Select the
check box if you want the default (OFF) for this field. The choices are:

e  OFF (default)

e TRANSMIT
e RECEIVE
e BOTH

Set Don't Fragment Bit. Choose YES to set the Don’t Fragment Bit. Choose NO allow IP traffic from
the CE router to be fragmented before the data enters the pseudo wire.

Max Path MTU for Session. Specify the maximum packet size, in bytes, that a particular interface can
handle. The range is 68 to 65535
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Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Defining an ATM Policy with aCE

Type Of Service (ToS). Select the Reflect check box if you want to copy the ToS bytes of the inner IP
packets to the outer IP packet headers. Enter the ToS byte value used by all packets sent across the
pseudo wire. The range is 0 to 255.

Time To Live. Enter the value of the time to live (TTL) byte in the IP headers of tunneled packets. The
range is 1 to 255.The default is 255.

L2TP Class Name. Enter a unique L2TP class name if you want to configure multiple L2TP classes.

You must set up a tunnel name on two routers with same name. You can only have one tunnel per PE p
air, but there can be many sessions in tunnel. For ATM, the vpi/vci pair for CE must match the vpi/vci
pair for PE.

Select the Transport Mode from the drop-down list. The choices are:
e VP (Virtual Path)
e VC (Virtual Circuit) This is the default.

Click Next. The window in Figure 6-15 appears.

Figure 6-15 ATM with a CE Policy Attributes

L2V¥PHN{Point To Point) Policy Editor

Attribute Value Editable

PE Information

Encapsulation AbLh - v

Rl Shutdorn r v
CE Information

Intertace Type IAN\(’ vl

Intertace Format I
Enable Templates v

Mote: *- Reguired Field

-Slep3of3-
< Back Finish Cancel
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Choose the PE Encapsulation type from the drop-down list. The choices are:
e AALS
e AALO

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Choose the CE Interface Type from the drop-down list. The choices are:
e ANY
e ATM

Enter the CE Interface Format as the slot number/port number for the CE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.

| oL-7644-01
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Step16 Choose the CE Encapsulation Type from the drop-down list. The choices are:

e AALSSNAP
e AALSMUX

e AALSNLPID
e AAL2

~
Note  The CE Encapsulation Type only appears if you chose the CE Interface Type as ATM instead of
ANY.

Step 17  Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the router commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Step18 Click Finish.

Defining an ATM Policy without a CE

This section describes defining an ATM policy without a CE present. Figure 6-16 is an example of the
first page of this policy.

Figure 6-16 ATM Policy without a CE

L2TP L2YPN Policy Editor

Attribute Value
Policy Hame " Lt 3AtmMNoCe
Core Type: I|P7
" Customer
Policy Owner: " Provider

i+ Global Palicy

" Frame Relay
Service Type:

e ATM
CE Present: '

Mote: *- Required Field

-Steptof 3= o
Hext = Cancel I
il

Step1  Click Next. The window in Figure 6-17 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check
box, the service operator who is using this L2TPv3 policy can modify the editable parameter during
L2TPv3 service request creation.
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Figure 6-17 ATM without a CE Policy Attributes

L2TP Session & Transport Parameters

Attribute Value Editable
Session Parameters
Session Setup Moce O MNARMIC = i~
Use Device Defaults for IP Parameters ' 2
Sequencing”™ QOFF 'I ¥ Use Device Defautts i~
Set Dan't Fragment Bt YEZ x| ¥ UseDevice Defautts ~
Maxx Path MTU for Session™ (68 - 65535) ¥ Use Device Defaults =
[~ Reflect
Type Of Service™ icd
(0-255) I UseDevics Defautts
Time To Live™ (1-255 ¥ UseDevice Defauts i
L2TP Class MName I~
Transport Parameters
Transport Mode WP - w4
MNote: #* - Required wwhen "Use Device Defaults" is not selected
-Step2of3-
= Back Hext = Cancel
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Step2  Choose the Session Setup Mode from the drop-down list. The choices are:
e Dynamic if you want to let the IOS control panel set up the session.
We recommend Dynamic.
e Static if you want to manually setup a session by providing:
— 2 session IDs
— session cookies (for authentication purposes)
— ISC provides auto-pick option for this mode

Static L2TPv3 sessions for a PE router configure fixed values for the fields in the L2TP data header.
A static L2TPv3 session allows the PE to tunnel Layer 2 traffic as soon as the end-to-end wire to
which the session is bound comes up.

If you choose Static, the Auto Pick Session ID/Cookies check box will appear. See Figure 6-18. If
you do not select the Auto Pick Session ID/Cookies check box, ISC will require you to enter the
size of the local cookie in bytes and the Session ID when you create a service request for this policy.

Figure 6-18 Static Session Setup Mode

L2TP Session & Transport Parameters

Attribute Value Editable
Session Parameters
Session Setup Moce I STATIC = il
At Pick Session IDiCookies I~ I~2
Use Device Defaults for IP Parameters m I~2
Sequencing™ I OFF +| ¥ UseDevice Defaults I~
Set Dan't Fragment Bit ™™ |YES ~| [ UseDevice Defaults v
™ Reflect
Type Of Servige™ v
I (0-255 ¥ Use Device Detautts
Time Ta Live™ I (1-255) ¥ UseDevice Detauls v
L2TP Class Mame | v
Transport Parameters
Transport Mode IVP - v
Mote: ** - Required wwhen "Use Device Defaults" i not selected
-Step20f3-
= Back Hext = Cancel
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Select the Use Device Defaults for IP Parameters check box if you do not want to see any of the fields
for the pseudo-wire class. It is the default. Do not select this check box if you want to choose a device
(that is, not use the default) for any of the following fields.

Select the direction in which Sequencing is enabled for data packets from the drop-down list. Select the
check box if you want the default (OFF) for this field. The choices are:

¢ OFF (default)

¢ TRANSMIT
e RECEIVE
e BOTH

Set Don't Fragment Bit Choose YES to set the Don’t Fragment Bit. Choose NO allow IP traffic from
the CE router to be fragmented before the data enters the pseudowire.

Max Path MTU for Session Specify the maximum packet size, in bytes, that a particular interface can
handle. The range is 68 to 65535

Type Of Service (ToS)

e Select the Reflect check box if you want to copy the ToS bytes of the inner IP packets to the outer
IP packet headers.

e Enter the ToS byte value used by all packets sent across the pseudowire. The range is 0 to 255.

Time To Live Enter the value of the time to live (TTL) byte in the IP headers of tunneled packets. The
range is 1 to 255.The default is 255.

L2TP Class Name Enter a unique L2TP class name if you want to configure multiple L2TP classes.

You must set up a tunnel name on two routers with same name. You can only have one tunnel per PE p
air, but there can be many sessions in tunnel. For ATM, the vpi/vci pair for CE must match the vpi/vci
pair for PE.

Select the Transport Mode from the drop-down list. The choices are:
e VP (Virtual Path)
e VC (Virtual Circuit) This is the default.

Click Next. The window in Figure 6-19 appears.

Figure 6-19 ATM PE Policy Information

L2VPHN({Point To Point) Policy Editor

Attribute: Value Editable
PE/PE-U-PE Information
Intertace Type IANY 'l
Intertace Format I
U Shutedonaern I I~2
Enable Templates I~
Mote: *- Reguired Field
-Step3of3-
< Back Finish Cancel
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Step 13

Step 14

Step 15

Step 16

Defining an ATM Policy withouta CE 1l

Choose the PE Interface Type from the drop-down list. The choices are:
e ANY
e ATM

Enter the PE Interface Format as the slot number/port number for the PE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the router commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Click Finish.
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CHAPTER 7

Managing an L2ZTPv3 Service Request

This chapter contains the basic steps to provision an L2TPv3 service. It contains the following sections:
e Introducing L2TPv3 Service Requests, page 7-1
e Creating an L2TPv3 Service Request, page 7-2
e Creating an L2TPv3 Service Request without a CE, page 7-8
e Modifying the L2TPv3 Service Request, page 7-11
e Saving the L2TPv3 Service Request, page 7-13

Introducing L2TPv3 Service Requests

An L2TPv3 service request consists of one or more end-to-end wires, connecting various sites in a
point-to-point topology. When you create a service request, you enter several parameters, including the
specific interfaces on the CE and PE routers.

You can also integrate a Cisco IP Solution Center (ISC) template with a service request. You can
associate one or more templates to the CE and the PE.

To create a service request, a Service Policy must already be defined, as described in Chapter 6,
“Creating an L2TPv3 Policy.”

Based on the predefined L2TPv3 policy, an operator creates an L2TPv3 service request, with or without
modifications to the L2TPv3 policy, and deploys the service. Service creation and deployment are
normally performed by regular network technicians for daily operation of network provisioning.

The following steps are involved in creating a service request for Layer 2 connectivity between customer
sites:

e Select an L2TPv3 policy.
e Select a VPN name.
e Choose a CE Topology for Frame Relay/ATM services.

e Select the endpoints (CE and PE) that must be connected. For each end-to-end Layer 2 connection,
ISC creates an end-to-end wire object in the repository for the service request.

e Choose a CE or PE interface.

e Choose a Named Physical Circuit (NPC) for the CE (if there are multiple NPCs between the CE and
the PE).

e [Edit the end-to-end connection.
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e Edit the L2TP parameters.
e Edit the link attributes.

e Save the service request.

Creating an L2TPv3 Service Request

Step 1 Select Service Inventory > Inventory and Connection Manage > Service Requests. The Service
Requests window appears as shown in Figure 7-1.
Figure 7-1 L2TPv3 Service Activation
You Are Here: # Service Invertary > Invertory and Connection Manager * Service Requests Customer: Mons
rvice Requests
[k eenn MO
n Service Requests : ; - . [ - -
T EEE=n Show Services with | Jok 1D J matching I af Type | All J Find
I"na”fnge’"i‘m Showing 1 - 5 of 5 records
e INvEMTOr lanager "
.- Tnpmng: Taol B # "I‘I’]b State Type O'ﬁ?:” Creator c“:::":e' Policy Mame  Last Modified Description
P 1.3 [ |recuesTED L2ven MODIFY  acimin Customer!  L2VprPolicy! 912105 3:48 PM
-+ Device Groups 24 [ |recuesteD cos ADD admin Customer!  3550-DSCP  Bi24/05 2:06 PM
: Cu;ﬁ?;; s 3.7 s [ |REQUESTEDL2vPN 40D admin Customer!  L2vprPolicy2 Bi24/05 2,07 PM
- CPE Devices 4. & [ |recuesten vALs ADD admin Customer2  ¥PLSPolicyl  B/24/05 2,07 PM
: TS::\’:;; R 5.7 [ |REGUESTED vALs AD0 admin Customer?  WRLSPolicy2  BI24M05 205 P
- PE D
. Acc:::;jmains Rows per page: [10 'I 1] ] Go to page:|1 of1 [ 21
- Rezource Podls
-« CE Routing Comimuniies Auto Refresh: [ | Create 'H Details || Status || Edit H Deploy || Decommission || Purge |
- VPNg
- AAL SErvers MPLS YPH
* Mamed Physical Circuts L2VPH
¥PLS
QoS m
o
TE 0
e
Step2  Click Create.
Step3  Choose L2VPN from the drop-down list.
Step4d  Select the L2TPv3 policy of choice. See Figure 7-2. If more than one L2TPv3 policy exists, a list of

L2TPv3 policies appears.

~

Note

L2TPv3 service requests must be associated with an L2TPv3 policy. You choose an L2TPv3
policy from the policies previously created (see Chapter 5, “Creating an L2TPv3 Policy”).
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Figure 7-2 L2TPv3 Policy Choice

Select L2VPN Policy

Shaw L2VPN poiicies with | Policy Mame = | ateping |L2tov3* Find
Showving 1-4 of 4 records
- Palicy .
# Select Policy Hame Orwnar Service Type Core Type
1. 7 LApv3stmCe Glohal ATh IP
2. L2tpv3stmiNoCe Global ATM_NO_CE IP
3 7 LMpvaFrameRelayCE Global FRAME_RELAY P
4. "  L2Apv3FrameRelayMoCe Global FRAME_RELAY _NO_CE P
Rowws per page: I o - 1] {sota page'IW af 1 [ (21

138423

Step 5 After you make the choice, click OK.

As soon as you make the choice, the new service request inherits all the properties of that L2TPv3 policy,
such as all the editable and non-editable features and pre-set parameters.

To continue creating an L2TPv3 service request, go to one of the following sections:
e Creating an L2TPv3 Service Request with a CE, page 7-3.
e Creating an L2TPv3 Service Request without a CE, page 7-8.

Creating an L2TPv3 Service Request with a CE

This section includes detailed steps for creating an L2TPv3 service request with a CE present. If you are
creating an L2TPv3 service request with no CE present, see Creating an L2TPv3 Service Request
without a CE, page 7-8.

After you choose an L2TPv3 policy, the L2TPv3 Service Request Editor window appears (see
Figure 7-3).

Figure 7-3 L2TPv3 Service Request Editor

L2¥PN{Point To Point) Service Request Editor

Attachment Tunnel Editor

SRID: Mewy Job ID: Mewy Policy Hame: L2tpw3atmce
Select Topology: Full besh 'I
Showving 0 of O records
# [ CE CE Interface Circuit Selection Circuit Details
Rows per page: |10 « 1<) <] Goto page.l] of 0 B B0
Add Link | | Delete Link: | ‘ 0K | ‘ Cancel |

138424

Mote: * - Required Field

Step 1 Choose a Topology from the drop-down list. If you choose Full Mesh, each CE will have direct
connections to every other CE. If you choose Hub and Spoke, then only the Hub CE has connection to
each Spoke CE and the Spoke CEs do not have direct connection to each other.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step 2

Step 3

Step 4

>
Note  The full mesh and the hub and spoke topologies make a difference only when you choose more
than two end points. For example, with four end points, ISC automatically creates six links with

full mesh topology. With hub and spoke topology, however, ISC creates only three links.

Click Add Link.

You specify the CE end points using the Attachment Tunnel Editor. You can create one or more CEs from
a window like the one in Figure 7-4.

Figure 7-4 Select CE

L2V¥PN(Point To Point) Service Request Editor

Attachment Tunnel Editor

SRID: Mewy Job ID: Mews Policy Hame: L2tpv3atmCe
Select Topology: Full Mesh <
Showing 1-1 of 1 records
# [ CE CE Interface Circuit Selection Circuit Details
1. O Select CE j Select one circuit Circuit Details
Rows per page: | 10 'I 1<) €] Goto page:[1 of 1 [ [21
‘ Add Link | | Delete Link ‘ | oK | ‘ Cancel |

138504

~

Note  All the services that deploy point-to-point connections must have at least two CEs specified.

Click Select CE in the CE column. The CPE for Attachment Circuit window appears (see Figure 7-5).
This window displays the list of currently defined CEs.

a. From the Show CPEs with drop-down list, you can display CEs by Customer Name, by Site, or by
Device Name.

b. You can use the Find button to either search for a specific CE, or to refresh the display.

¢. You can set the Rows per page to 5, 10, 20, 30, 40, or All.

Figure 7-5 Select CPE Device

Show CPEs with | Customer Name | matehing [* | Find |

Showing 1 - 3 of 3 recards

# Device Hame Customer Hame Site Hame Management
Type
1. 7 &9 ce3 Customer east Maraged
2| - & ced Customer east Managed
3.0 &9 cel3 Customer east Maraged
Rowvs per page: I‘]I] vl 1<] ] Goto page:|1 of1 [ =1
| Select H Cancel ‘

138505

In the Select column, choose a CE for the L2TPv3 link.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step5  Click Select.

The Service Request Editor window appears displaying the name of the selected CE in the CE column.

Step6  Select the CE interface from the drop-down list (see Figure 7-6).

Figure 7-6 Select the CE Interface
L2YPN{Point To Point) Service Request Editor
Attachment Tunnel Editor
SRID: Menwy Job 1D: ey Policy Hame: L2tpw3atmCe
Select Topology: m
Showing 1-1 of 1 recards
# o CE CE Interface Circuit Selection Circuit Details
1. cel Salect One ﬂ Detail Select ane circuit Circuit Details
Select One
Rows per page: I]U - ATM1/0 1<) <] Goto page:|1 of 1 B [=0
ATH1/2
| Add Link || Delete Link H 0K || Cancel |
Mote: * - Required Field %

Step7  If only one NPC exists for the Chosen CE and CE interface, that NPC is auto populated in the Circuit
Selection column and you need not choose it explicitly. If more then one NPC is available, click Select
one circuit in the Circuit Selection column. The NPC window appears, enabling you to select the
appropriate NPC.

Step8 Click OK.

Each time you choose a CE and its interface, the NPC that was pre-created from this CE and interface is
automatically displayed under Circuit Selection as in Figure 7-7. This means that you do not have to
further specify the PE to complete the link.
Figure 7-7 NPC Created
L2Y¥PN{Point To Point) Service Request Editor
Attachment Tunnel Editor
SRID: Mewy Job 1D: Mewy Policy Hame: L2tpw3AtmCe
Select Topology: IFuII Mesh =
Showing 1-1 of 1 records
# I CE CE Interface Circuit Selection Circuit Details
1. O ce3 IATMU] j e ATRAZM Circuit Details
Rowes per pags: (10 + 1] { Gota page'l'l of1 [ [0
‘ Add Link H Delete Link: || 0K H Cancel |
Mote: * - Required Field %
If you want to review the details of this NPC, click Circuit Details in the Circuit Details column. The
NPC Details window appears and lists the circuit details for this NPC. In Figure 7-8, the CE and PE and
their corresponding interfaces appear.
Cisco IP Solution Center LZVPN User Guide, 4.1
| oL-7644-01 .m



Chapter7 Managing an L2TPv3 Service Request |

W Creating an L2TPv3 Service Request

Figure 7-8 NPC Details
1. ced ATHIH A

138503

After you specify all the CEs, ISC creates the links between CEs based on the Topology that you chose.
Step9  Click OK in Figure 7-9.

Figure 7-9 Attachment Tunnel Editor

L2¥PN(Point To Point) Service Reguest Editor

Full Mesh

Maote: * - Regquired Field

138509

The End-to-End Wire Editor window appears as shown in Figure 7-10.

Figure 7-10 End-to-End Wire Editor

L2¥PN(Point To Point) Service Regquest Editor

Rote: * - Required Field

Step10 The VPN for this service request appears in the Select VPN field. If there is more than one VPN, click
Select VPN to choose a VPN. The VPN for L2TPv3 service request window appears as shown in
Figure 7-11.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step 11

Step 12

Creating an L2TPv3 Service Request

Figure 7-11 Select VPN for L2TPv3 Service Request
Show YPNs with | VPN Name =] natohing |12tpv3* | Find |
Showing 1 - 2 of 2 records
# YPH Hame Customer Hame
1. 7 [2pvE_atm_1 Cuztamer
207 [2HpvE_atm_2 Cuztamer?
Ravws per page: I'IEI Vl 1< <] sota pageil'l of 1 B[l
| Select || Cancel |

138511

Chose a VPN Name and click Select. The L2TPv3 Service Request Editor window appears with the
VPN name displayed as shown in Figure 7-12.

Figure 7-12 Attachment Circuit Selection

L2¥PN(Point To Point) Service Regquest Editor

EndToEndWire Editor

SRID: ey Job ID: ey Policy Hame: L2tpv3atmCe (Core Type: IP )
vpH:™* [2tpw3_atm_1 Select YPH
|
Description: J
v
Showving 1-1 of 1 records
@ D L2TP BesEiFien Attachment Circuit1 A1 Circuitt  Attachment Circuit2 ACZ Circuit2
Parameters (A1) Attributes (%] (AC2) Attributes I
-
1. O - Eclit J ced-pet Edit - ced-ped Eclit
v
Rowe pet page: [ 10 'I 1] ] cota page:IT of 1 [ [0
Add Link || Delete Link: | ‘ Save | | Cancel ‘

138512

Mote: * - Required Field

You can choose any of the blue highlighted values to edit the End-to-End Wire.
You can also click Add Link to add an end-to-end wire.
You can click Delete Link to delete an end-to-end wire.

You can enter a description for the service request in the first Description field. The description will
show up in this window and also in the Description column of the Service Requests window. The
maximum length for this field is 256 characters.

You can enter a description for each end-to-end link in the Description field provided for each link. The
description shows up only in this window. The data in this field is not pushed to the device(s). The
maximum length for this field is 256 characters.

The ID number is system-generated identification number for the circuit.

The Circuit ID is created automatically, based on the service. For example, for Ethernet, it is based on
the VLAN number; for Frame Relay, it is based on the DLCI; for ATM, it is based on the VPI/VCI.

When you are finished editing the end-to-end wires, click Save.

The service request is created and saved into ISC.

| oL-7644-01
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Creating an L2TPv3 Service Request without a CE

This section includes detailed steps for creating an L2TPv3 service request without a CE present for
ATM and Frame Relay policies. If you are creating an L2TPv3 service request for an L2TPv3 policy with
a CE present, see Creating an L2TPv3 Service Request with a CE, page 7-3.

After you choose an L2TPv3 policy, the L2TPv3 Service Request Editor window appears (see
Figure 7-13).

Figure 7-13 L2TPv3 Service Request Editor

L2VvPN(Point To Point) Service Request Editor

Attachment Tunnel Editor

SRID: ey Job 1D: Mey Policy Hame: L2tpw3AtmMoCe
Select Topology: IFull Mesh hd
Showing 0 of O records
# I M-PEFE-AGGIU-PE LMl Interface Circuit Selection Circuit Details
Rowvs per page I 10 'I <] ] coto page:IT of 0 [ 520
Add Link | | Delete Link: | ‘ OK | | Cancel |

138425

Mote: * - Required Field

Step 1 Choose a Topology from the drop-down list. If you choose Full Mesh, each PE will have direct
connections to every other PE. If you choose Hub and Spoke, then only the Hub PE has connection to
each Spoke PE and the Spoke PEs do not have direct connection to each other.

~

Note  The full mesh and the hub and spoke topologies make a difference only when you choose more
than two endpoints. For example, with four endpoints, ISC automatically creates six links with
full mesh topology. With hub and spoke topology, however, ISC creates only three links.

Step2  Click Add Link.

You specify the PE endpoints using the Attachment Tunnel Editor. You can create one or more PEs from
a window like the one in Figure 7-14.

Figure 7-14 Select N-PE/PE-AGG/U-PE

L2Y¥PHN(Point To Point) Service Request Editor

Attachment Tunnel Editor

SRID: [{ = Job 1D: Mew Policy Hame: L2Apw3AtmMoCe
Select Topology: I Full besh =
Showing 1-1 of 1 records
# [ M-PEFE-AGGU-PE LMl Interface Circutt Selection Circuit Details
1. O Select N-PERE-AGGU-PE ﬂ Select one circuit Circuit Detailz
Rowvs per page I]D 'I 1<) <] Goto page: |1 ot 1 (@) [»[31
| Add Link | | Delete Link | | oK ‘ | Cancel |

138426

Mote: * - Required Field
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Step 3

Creating an L2TPv3 Service Request

Click Select N-PE/PE-AGG/U-PE in the N-PE/PE-AGG/U-PE column. The PE for Attachment Circuit

window appears (see Figure 7-15). This window displays the list of currently defined PEs.

a. The Show PEs with drop-down list shows PEs by customer name, by site, or by device name.

b. The Find button allows a search for a specific PE or a refresh of the window.

c¢. The Rows per page drop-down list allows the page to be set to 5, 10, 20, 30, 40, or All.

Figure 7-15 Select PE Device

j matching I*

Shiow PE= with I Device Mame

Provider

# Device Hame
Hame

PE Region Hame

Find

Showing 1 - 2 of 2 records

Role Type

Provider1 region_1

1. O & pet
2. C & pes

Riovys pEr pame: I 10 "l

Provider1 region_1

M_PE
M_PE

1] <] coto page:l1 of 1 B0

| Select || Cancel |

138427

Step 4

Step5  Click Select.

In the Select column, choose the PE device name for the L2TPv3 link.

The Service Request Editor window appears displaying the name of the selected PE in the PE column.

Step 6

Figure 7-16

L2YPN{(Point To Point) Service Request Editor

Select the UNI Interface

Select the UNI interface from the drop-down list (see Figure 7-16).

Attachment Tunnel Editor

Job 1D: hlew

Full Mesh 'I

M-PE/PE-AGGIU-PE

SR ID: Mew Policy Hame:

Select Topology:

N U Intertace

L2tpw3AtmioCe

Showing 1-1 of 1 records

CircLit Selection CircLit Details

1. O el

Rowws per page: ITU =

[AThiz/0

S

Select one circuit CircLit Details

[<] <] Goto page: |1 ot 1 (G [ [»]

| Add Link || Delete Link || OK || Cancel |

Mate: * - Required Field

138423

Note

Because the PE role type is N-PE, the columns Circuit Selection and Circuit Details are disabled.

Step7  Click OK.

Step 8

The End-to-End-Wire Editor window appears as shown in Figure 7-17.

| oL-7644-01
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Step 9

Step 10

Figure 7-17 End-to-End Wire Editor

L2¥PN(Point To Point) Service Reguest Editor

Edit - Edlit -

138429

Mote: * - Required Field

The VPN for this service request appears in the Select VPN field. If there is more than one VPN, click
Select VPN to choose a VPN. The Select VPN for L2TPv3 service request window appears as shown in
Figure 7-18.

Figure 7-18 Select VPN for L2TPv3 Service Request

1. € 2tpv3_atm_1 Cuztamer
0] o ] o

Chose a VPN Name and click Select. The L2TPv3 Service Request Editor window appears with the
VPN name displayed as shown in Figure 7-19.
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Figure 7-19 Attachment Circuit Selection

L2¥PN(Point To Point) Service Reguest Editor

EndToEndWire Editor

SRID: ey Job 10: ey Policy Hame: L2tpw3atmioCe (Core Type: P )
wpH:™* 12tpw3_stm_2 Select WPH
=
Description: _I
-
Showing 1-1 of 1 recards
o L2TP [ Attachment Circuit] AC1 Circuit!  Attachment Circuit2 AC2 Circuit2
Parameters (AC1) Aftributes D (AC2) Aftributes D
=
1.0 - Edit _I pel-pet Eciit - pe3-ped Edit
-
Rowis per page: (10 + 1<] ] Goto page:|1 of 1 [2 [0
Add Link | | Delete Link ‘ | Save || Cancel |

138514

Mote: * - Reguired Field

You can choose any of the blue highlighted values to edit the End-to-End Wire.
You can also click Add Link to add an end-to-end wire.
You can click Delete Link to delete an end-to-end wire.

You can enter a description for the service request in the first Description field. The description will
show up in this window and also in the Description column of the Service Requests window. The
maximum length for this field is 256 characters.

You can enter a description for each end-to-end link in the Description field provided for each link. The
description shows up only in this window. The data in this field is not pushed to the device(s). The
maximum length for this field is 256 characters.

The ID number is system-generated identification number for the circuit.

The Circuit ID is created automatically, based on the service. For example, for Ethernet, it is based on
the VLAN number; for Frame Relay, it is based on the DLCI; for ATM, it is based on the VPI/VCI.

Step 11 When you are finished editing the end-to-end wires, click Save.

The service request is created and saved into ISC.

Modifying the L2TPv3 Service Request

After you choose all the CE end points and the NPC from the CE, go to the End-to-End Wire Editor and
work on the end-to-end wire—the end-to-end connection that links two CEs. An end-to-end wire is a
virtual logical link between a CE-CE pair. Each end-to-end-wire is associated with one end-to-end wire
attribute and two attachment circuits (ACs). An AC is a virtual logical link between a CE-PE pair. Each
AC is associated with one set of AC attributes and one or more L2TPv3 logical links.

Step 1 Select Service Inventory > Inventory and Connection Manager > Service Requests. See Figure 7-20.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step 2
Step 3

Step 4

Figure 7-20 L2TPv3 Service Activation

Service Requests

Showe Services with | Job 1D j matching I* of Type | All j Find
Showing 1 - 10 of 11 records
Job Operstion Customer . - -
# [ D State Type e Creator T — Policy Mame  Last Modified Description
1.0 3 l:l REQUESTED L2VPN MCDIFY  admin Customer1 L2¥pnPolicyl 9114405 12:39 PM
2. 4 l:lREQUESTED QoS ADD admin Customer1 3550-DECP 91205 2:35 PM
3. 05 l:l REQIESTED L2VPN ADD admin Customer1 L2%pnPolicy2 91 2/05 2:35 PM
4. B I:lREQUE‘STED WPLS ADD acdmin Customer2 “PLSPolicyt 8/ 2/05 2:36 PM
507 I:lREQUE‘STED WPLS ADD acdmin Customer2 WPLSPolicy? M 2405 2:36 PM
6. |13 l:lREQUESTED L2%PN ap0 admin Customer1 L2vpnErsCe 94305 5:21 PM
rA ik l:lREQUESTED L2%PN ap0 admin Customer1 L2vpnEwsCe 91405 10:47 AM
5. 18 [ |REQUESTEDL2vPN ADD admin Customerd  L2vpnErshoCe 941405 11:08 &M
8. [ 18 l:l REQUESTED L2VPN ADD admin Customer1 L2vpnEvvahaCe 971403 11:35 AM
10. v 22 l:l REQUESTED L2VPN ADD admin Custamer1 Latpv3AtmCe 971405 3:32 PM
Rows per page: I m - I {eoto PEQE'|1 of2 [ [0
Auto Refresh: [V | Create r| | Details | | Status v| | Edit | ‘ Deploy v‘ | Decommission ‘ | Purge v|

138515

Select a check box for a service request.

Click Edit. The End-to-End-Wire Editor window appears as shown in Figure 7-21.

Figure 7-21 End-to-End Wire Editor

L2¥PN{Point To Point) Service Request Editor

EndToEndWire Editor

SR ID: 22 Job 1D: 22 Policy Hame: L2tpw3atmCe (Core Type: IP )
vpH:* 12tpv3_atm_1 Select YPH
=
Description: _I
-
Showing 1-1 of 1 records
L2TP : Attachment Circuit! AC1 Circuit Attachmert Circuit2 AC2 Circuit2
D ameters LEsaiy (acn) Aftributes 1D el (4C2) Aftributes 1D
-
1. [ a7 Edit | :II ce3-pel Defaut  ATMA 107 ceb-ped Defaut  ATHE1
-
Rowvs per page: | 10 'I 1] ¢ coto paga:l‘] of 1 [ [0
Add Link | ‘ Delete Link | | Save | ‘ Cancel ‘
o
o}
g
Mate: * - Required Field &
—

The VPN for this service request appears in the Select VPN field. If this request has more than one
service request, click Select to choose a VPN.

You can choose any of the blue highlighted values to edit the End-to-End Wire.
You can also click Add Link to add an end-to-end wire.
You can click Delete Link to delete an end-to-end wire.

You can enter a description for the service request in the first Description field. The description will
show up in this window and also in the Description column of the Service Requests window. The
maximum length for this field is 256 characters.

You can enter a description for each end-to-end link in the Description field provided for each link. The
description shows up only in this window. The data in this field is not pushed to the device(s). The
maximum length for this field is 256 characters.

The ID number is system-generated identification number for the circuit.
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The Circuit ID is created automatically, based on the service. For example, for Ethernet, it is based on
the VLAN number; for Frame Relays, it is based on the DLCI; for ATM, it is based on the VPI/VCL.

Step5  When you are finished editing the end-to-end wires, click Save.

Saving the L2ZTPv3 Service Request

When you are finished with Link Attributes for all the Attachment Circuits, click Save to finish the
L2TPv3 service request creation as shown in Figure 7-22.

If the L2TPv3 service request is successfully created, you will see the service request list window where
the newly created L2TPv3 service request is added with the state of REQUESTED as shown in

Figure 7-22. If, however, the L2TPv3 service request creation failed for some reason (for example, the
value chosen is out of bounds), you are warned with an error message. Go back to correct the error and
Save again.

Figure 7-22 L2TPv3 Service Request Created

Service Requests

Shove Services with | Jok 1D j matching I* af Type | All j Find
Showing 1 - 10 of 11 records
# J;:Jh State Type e Creator Cu:;:::ﬂ Policy Mame  Last Modified Description
0| (m] 2 |:| REQUESTED L2VvPM MODIFY  admin Customer? L2vpnPolicy1 971405 12:39 PM
2|4 |:| REGILIESTED QoS ADD addimin Customer 3550-DSCP SM20M05 2:35 PM
3. 05 l:l REQUESTED L2WPM ADD admin Customer! L2¥pnPolicy2  9M 2005 2:35 P
4.6 I:l REGILESTED WPLS ADD addimin Customer2 “PLSPolicy1 SM205 2:36 PM
5. (O|7 |:| REQIJESTED VPLS ADD admin Customer2 WPLSPolicy2 91205 2:36 PM
6 [ 13 I:l REGUESTED L2%PM ADD admin Customer! L2vpnErsCe 91305 521 PM
7.7 |:| REGIJESTED L2%FN ADD admin Customer1 L2vpnEwsCe 91405 10:41 Ad
8. [ 18 l:l REQUESTED L2%PM DD admin Customer3 L2vpnErsMoCe 9M1405 11:08 AM
9 [ 13 l:l REQUESTED L2%PH ADD admin Customer1 L2vpnEwshoCe 91405 11:38 &AM
10, v 22 |:| REQUESTED L2VFMN ADD admin Customer L2tpw3Atmce 971405 3:32 PM
Rows per page: Iﬂ 14 Gota PaBE-h— of 2 1
i}
Auto Refresh: v | Create v| ‘ Details | | Status v‘ | Edit | ‘ Deploy v| | Decommission | | Purge v| %
-

The L2TPv3 service request is in Requested state. See Deploying Service Requests, page 12-1 for
information on deploying L2TPv3 service requests.
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CHAPTER

Creating a VPLS Policy

This chapter contains the basic steps to create a VPLS policy. It contains the following sections:
e Defining a VPLS Policy, page 8-1
e Defining an MPLS/ERS Policy with a CE, page 8-3
e Defining an MPLS/ERS Policy without a CE, page 8-8
e Defining an MPLS/EWS Policy with a CE, page 8-12
e Defining an MPLS/EWS Policy without a CE, page 8-16
¢ Defining an Ethernet/ERS Policy with a CE, page 8-21
e Defining an Ethernet/ERS Policy without a CE, page 8-25
e Defining an Ethernet/EWS Policy with a CE, page 8-29
e Defining an Ethernet/EWS Policy without a CE, page 8-34

Defining a VPLS Policy

You must define a VPLS policy before you can provision a service. A VPLS policy defines the common
characteristics shared by the Attachment Circuit (AC) attributes.

A policy can be shared by one or more service requests that have similar service requirements. The
Editable check box gives the network operator the option of making a field editable. If the value is set
to editable, the service request creator can change to other valid values for the particular policy item. If
the value is not set to editable, the service request creator cannot change the policy item.

VPLS policies correspond to the one of the core types that VPLS provides:
e MPLS core type—provider core network is MPLS enabled
e Ethernet core type—provider core network uses Ethernet switches
and to one of the service types that VPLS provides:
e Multi-point Ethernet Relay Service (ERS)
e Multi-point Ethernet Wire Service (EWS)

A policy is a template of most of the parameters needed to define a VPLS service request. After you
define it, a VPLS policy can be used by all the VPLS service requests that share a common set of
characteristics.

You create a new VPLS policy whenever you create a new type of service or a service with different
parameters. VPLS policy creation is normally performed by experienced network engineers.

| oL-7644-01
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M Defining a VPLS Policy

To define a VPLS policy in the Cisco IP Solution Center (ISC), use the following steps. See Figure 8-1.

Step1  Select Service Design > Policies. The Policies window appears as show in Figure 8-1.

Figure 8-1 Creating a Policy
Policies
Show Palicies with | Policy Name j miatching I* of Type IA” j Find
Showing 21 - 28 of 25 records

# I Policy Hame Type Owyner

21. [ friloCePolicy L2%PN Global

22. [T trPalicy L2WPN Global

23. [T L2vpnPolicyt L2wPH Global

24. [T L2vpnPalicy2 L2%PN Glabal

25. [ MPLSPolicy_PECE MPLS Customer - Customer1

26. [~ MPLSPolicyMO_CE WPLS MPLS Policy nerl

27. [T wPLSPolicy1 WPLS L2VPH (P2P) Policy

23. [~ wPLSPalicy2 WPLS VPLS Policy

QoS Policy
Rows per page: |1|] VI - of3 b$l
TE Palicy
Create v|| Edit H Copy H Delete ‘ —

g
o
]
—

Step2  Click Create.
Step3  Select VPLS Policy. The VPLS Policy Editor window in Figure 8-2 appears:

Figure 8-2 Creating a VPLS Policy

VYPLS Policy Editor

Attribute Value
Policy Hame "
& Customer
Policy Owner: ' Provider
™ Global Policy
Customer'
. ' MPLS
Core Type
" Ethernet

. (= Eihernet Relay Service (ERS)
Service Type':
" Ethemet ¥ire Service (EAS)

CE Present: il

Mote:*- Required Field

-Steplof2-

B =) ) =

133432

Step4  Enter a Policy Name for the VPLS policy.
Step5  Choose the Policy Owner for the VPLS policy.
There are three types of VPLS policy ownership:
e Customer ownership
e Provider ownership

¢ Global ownership—Any service operator can make use of this VPLS policy.
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Step 6

Step 7

Step 8

Step 9

Defining an MPLS/ERS Policy witha CE

This ownership has relevance when the ISC Role-Based Access Control (RBAC) comes into play. For
example, a VPLS policy that is customer owned can only be seen by operators who are allowed to work
on this customer-owned policy.

Similarly, operators who are allowed to work on a provider’s network can view, use, and deploy a
particular provider-owned policy.

Click Select to choose the owner of the VPLS policy. The policy owner was established when you
created customers or providers during ISC setup. If the ownership is global, the Select function does not
appear.

Choose the Core Type of the VPLS policy.
There are two core types for VPLS policies:
¢ MPLS—running on an IP network
e Ethernet—all PEs are on an Ethernet provider network
Choose the Service Type of the VPLS policy.
There are two service types for VPLS policies:
e Multi-point Ethernet Relay Service (ERS)
e Multi-point Ethernet Wire Service (EWS)

Select the CE Present check box if you want ISC to ask the service operator who uses this VPLS policy
to provide a CE router and interface during service activation. The default is CE present in the service.

If you do not select the CE Present check box, ISC asks the service operator, during service activation,
only for the PE router and customer-facing interface.

Defining an MPLS/ERS Policy with a CE

This section describes how to define a VPLS policy with an MPLS core type and an ERS service type
with CE present. Figure 8-3 is an example of the first page of this policy.

| oL-7644-01
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Figure 8-3 MPLS/ERS Policy with a CE

VPLS Policy Editor

Attribute Value

Policy Hame™ IVpIBMpIsErsCE
" Customer

Policy Owner:  Provider
+ Global Policy

. &+ MPLS
SRS S " Ethernet
. {* Ethernet Relay Service (ERS)
PG = Bthernet Wire Service (EWS)
CE Present: v

Mote:*- Required Field

—Step-tof2-

= Back Hext = Finish Cancel

Perform the following steps.

138433

Step1  Click Next. The window in Figure 8-4 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check
box, the service operator who is using this VPLS policy can modify the editable parameter during VPLS

service request creation.
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Figure 8-4 MPLS/ERS with a CE Policy Attributes

YPLS Policy Editor

Attribute Value Editable
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Encapsulation: I DEFAULT 'I v
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v
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WLAN Mame

Mote: *- Reguired Field
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Step2  Choose an Interface Type from the drop-down list.

You can choose to select a particular interface on a CE, N-PE, PE-AGG, or U-PE interface based on the
service provider’s POP design. The interfaces are:

¢ ANY (Any interface can be chosen.)

e Port-Channel (A bundle of ports that share the same characteristics—this gives the service provider
the ability to aggregate bandwidth and protection.)

e Ethernet

e FastEthernet

¢ GE-WAN

¢ GigabitEthernet

¢ TenGigabitEthernet

The value defined here functions as a filter to restrict the interface types an operator can see during VPLS
service request creation. If defined as ANY, the operator can see all interface types.
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Step3  Enter an Interface Format as the slot number/port number for the CE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.

Step4  Choose a CE Encapsulation type. The choices are:
e DOTI1Q
e DEFAULT
If DEFAULT is the CE encapsulation type, ISC shows another field for the UNI port type.

Step5  Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Step6  Select the ANY check box to display all interface types as choices for the UNI interface (when creating
service requests based on this policy). This check box is checked by default.

Step7  Select the UNI check box to display all interfaces defined as type UNI as choices for the UNI interface
(when creating service requests based on this policy). This check box is checked by default.

Step8 Choose a Port Type. The choices are:

¢ Access Port

¢ Trunk with Native VLAN
Step 9 Enter a Link Speed of none, 10, 100, 1000, or auto.
Step10 Enter a Line Duplex of none, full, half, or auto.

Step 11 Select the Use Existing ACL Name check box if you want assign your own named access list to the port.
By default, this check box is not selected and ISC automatically assigns a MAC-based ACL on the
customer facing UNI port, based on values you enter in UNI MAC addresses (below).

Step12 Enter a Port-Based ACL Name (if you selected the Use Existing ACL Name check box, as mentioned
in the previous step).

Step 13  Enter one or more Ethernet MAC addresses in UNI MAC addresses. This selection is present only if
you deselect the Use Existing ACL Name check box. Click the Edit button to bring up a pop-up window
in which you enter MAC addresses to be allowed or denied on the port. You can also specify a range of
addresses by setting a base MAC address and a filtered MAC address.

Step 14  Select the Disable CDP check box if you want to disable the Cisco Discover Protocol (CDP) on the UNI
port.

Step15 Select the Filter BPDU check box to specify that the UNI port should not process Layer 2 Bridge
Protocol Data Units (BPDUs).

Step 16  Select the UNI Port Security check box (see Figure 8-5) if you to want to provision port security-related
CLIs to the UNI port by controlling the MAC addresses that are allowed to go through the interface.

a. For Maximum Number of MAC address, enter the number of MAC addresses allowed for port
security.

b. For Aging, enter the length of time the MAC address can stay on the port security table.

Cisco IP Solution Center L2VPN User Guide, 4.1
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c. For Violation Action, choose what action will occur when a port security violation is detected:

e PROTECT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value.

e RESTRICT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value and causes the Security Violation
counter to increment.

e SHUTDOWN—Puts the interface into the error-disabled state immediately and sends an SNMP
trap notification.

d. In the Secure MAC Addresses field, enter one or more Ethernet MAC addresses. Click the Edit
button to enter the addresses.

Figure 8-5 UNI Port Security
UHI Port Security v r
Maimum MAC Address | (1 - 62721 v
Aging (in minutes) | (0 - 1440) i
Wialation Action IWCTL, I
Secure MAC Addresses i~
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Enable Storm Control 'l

Step17  Select the Enable Storm Control check box (see Figure 8-6) to help prevent the UNI port from being
disrupted by a broadcast, multicast or unicast storm. Enter a threshold value for each type of traffic. The
value, which can be specified to two significant digits, represents the percentage of the total available
bandwidth of the port. If the threshold of a traffic type is reached, further traffic of that type is suppressed
until the incoming traffic falls below the threshold level.

Figure 8-6 Enable Storm Control
Enable Storm Control v
UHI Storm Control
Unicast Traffic(0.0 - 100.0%) G) I v
Broadcast Traffic(0.0 - 100.0%) :-’_) I v o
Mutticast Traffic(0.0 - 100.0%) :-;c:' I v %

Step 18  In the PE/UNI Interface Description field, enter an optional description, for example Customer-B ERS
Service.

Step19 Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the routers commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Step20 Select the VLANID AutoPick check box if you want ISC to choose a VLAN ID. If you do not select
this check box, you will be prompted to provide the VLAN in a Provider VLAN ID field during service
activation.

Step21 Enter a VLAN NAME (optional) to specify a name to describe the VLAN. The name must be one token
(no spaces allowed.) The limit for the VLAN name is 32 characters. The name has to be unique. Two
VLANS cannot share the same name.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step22 Click Finish.

Note  The VC ID is mapped from the VPN ID. By default, ISC will “auto pick” this value. However, you can
set this manually, if desired. This is done by editing the associated VPN configuration. The Edit VPN
window has an Enable VPLS check box. When you check this box, you can manually enter a VPN ID

in a field provided. For more information on creating and modifying VPN, see Cisco IP Solution Center
Infrastructure Reference, 4.1.

Defining an MPLS/ERS Policy without a CE

This section describes defining a VPLS policy with an MPLS core type and an ERS service type without
a CE present. Figure 8-7 is an example of the first page of this policy.

Figure 8-7 MPLS/ERS Policy without a CE

VYPLS Policy Editor

Attribute Value
Policy Hame " WalshdplsErsMoCe
" Customer
Policy Owner: i Provider

i+ Global Palicy

. ' MPLS
Core Type :
yp " Ethernet

" % Ethernet Relay Service (ERS)
Service Type :
" Ethernet Wire Service (BAS)

CE Present: 'l

Plote: *- Reguired Field

-Steptof2-
Hext = Cancel

138435

Step1  Click Next. The window in Figure 8-8 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check

box, the service operator who is using this VPLS policy can modify the editable parameter during VPLS
service request creation.
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Figure 8-8 MPLS/ERS without a CE Policy Attributes

YPLS Policy Editor
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H-PEAJ-PE Information
Interface Type AN 52
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Step2  Choose an Interface Type from the drop-down list.

You can choose to select a particular interface on a N-PE, U-PE, or PE-AGG interface based on the
service provider’s POP design. The interfaces are:

¢ ANY (Any interface can be chosen.)

e Port-Channel (A bundle of ports that share the same characteristics—this gives the service provider
the ability to aggregate bandwidth and protection.)

e Ethernet

e FastEthernet

¢ GE-WAN

¢ GigabitEthernet

¢ TenGigabitEthernet

The value defined here functions as a filter to restrict the interface types an operator can see during VPLS
service request creation. If defined as ANY, the operator can see all interface types.

Step3  Select the Standard UNI Port check box to enable port security. This is the default. When you deselect
the check box, the port is treated as an uplink with no security features, and the window dynamically
changes to eliminate items related to port security.

Step4  Enter an Interface Format as the slot number/port number for the CE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.
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Step5 Choose a CE Encapsulation type. The choices are:
e DOTIQ
e DEFAULT
If DEFAULT is the CE encapsulation type, ISC shows another field for the UNI port type.

Step6  Check UNI Shutdown box if you want to leave the UNI port shut during service activation, for example,
when the service provider wants to deploy a service in the network but wants to activate it at a later time.

Step7  Select the ANY check box to display all interface types as choices for the UNI interface (when creating
service requests based on this policy). This check box is checked by default.

Step8  Select the UNI check box to display all interfaces defined as type UNI as choices for the UNI interface
(when creating service requests based on this policy). This check box is checked by default.

Step9 Choose a Port Type. The choices are:

e Access Port

¢ Trunk with Native VLAN
Step10 Enter a Link Speed of none, 10, 100, 1000, or auto.
Step 11  Enter a Line Duplex of none, full, half, or auto.

Step12 Select the Use Existing ACL Name check box if you want assign your own named access list to the port.
By default, this check box is not selected and ISC automatically assigns a MAC-based ACL on the
customer facing UNI port, based on values you enter in UNI MAC addresses (below).

Step13  Enter a Port-Based ACL Name (if you selected the Use Existing ACL Name check box, as mentioned
in the previous step).

Step 14  Enter one or more Ethernet MAC addresses in UNI MAC addresses. This selection is present only if
you deselect the Use Existing ACL Name check box. Click the Edit button to bring up a pop-up window
in which you enter MAC addresses to be allowed or denied on the port. You can also specify a range of
addresses by setting a base MAC address and a filtered MAC address.

Step15 Select the Disable CDP check box if you want to disable the Cisco Discover Protocol (CDP) on the UNI
port.

Step16  Select the Filter BPDU check box to specify that the UNI port should not process Layer 2 Bridge
Protocol Data Units (BPDUs).

Step 17  Select the UNI Port Security check box (see Figure 8-9) if you to want to provision port security-related
CLIs to the UNI port by controlling the MAC addresses that are allowed to go through the interface.

a. For Maximum Number of MAC address, enter the number of MAC addresses allowed for port
security.

b. For Aging, enter the length of time the MAC address can stay on the port security table.
c. For Violation Action, choose what action will occur when a port security violation is detected:

¢ PROTECT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value.

e RESTRICT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value and causes the Security Violation
counter to increment.

e SHUTDOWN—Puts the interface into the error-disabled state immediately and sends an SNMP
trap notification.

d. In the Secure MAC Addresses field, enter one or more Ethernet MAC addresses.
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Figure 8-9 UNI Port Security
UHI Port Security v r
Maimum MAC Address | (1 - 62721 v
Aging (in minutes) | (0 - 1440) i
Vialation Action IWCTL, W
Secure MAC Addresses i~

Enable Storm Control 'l
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Select the Enable Storm Control check box (see Figure 8-10) to help prevent the UNI port from being
disrupted by a broadcast, multicast or unicast storm. Enter a threshold value for each type of traffic. The
value, which can be specified to two significant digits, represents the percentage of the total available
bandwidth of the port. If the threshold of a traffic type is reached, further traffic of that type is suppressed
until the incoming traffic falls below the threshold level.

Figure 8-10 Enable Storm Control
Enable Storm Control v
UHI Storm Control
Unicast Traffic(0.0 - 100.0%) S) I v
Broadcast Traffic(0.0 - 100.0%) :-’_.:' I v o
Mukticast Traffic(0.0 - 100.0%) ‘-;0) I v %

In the PE/UNI Interface Description field, enter an optional description, for example Customer-B ERS
Service.

Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the routers commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Select the VLANID AutoPick check box if you want ISC to choose a VLAN ID. If you do not select
this check box, you will be prompted to provide the VLAN in a Provider VLAN ID field during service
activation.

Enter a VLAN NAME (optional) to specify a name to describe the VLAN. The name must be one token
(no spaces allowed.) The limit for the VLAN name is 32 characters. The name has to be unique. Two
VLANS cannot share the same name.

Click Finish.

The VC ID is mapped from the VPN ID. By default, ISC will “auto pick” this value. However, you can
set this manually, if desired. This is done by editing the associated VPN configuration. The Edit VPN
window has an Enable VPLS check box. When you check this box, you can manually enter a VPN ID
in a field provided. For more information on creating and modifying VPNs, see Cisco IP Solution Center
Infrastructure Reference, 4.1.
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Defining an MPLS/EWS Policy with a CE

This section describes defining a VPLS policy with an MPLS core type and an EWS service type with
CE present. Figure 8-11 is an example of the first page of this policy.

Figure 8-11 MPLS/EWS Policy with a CE

VPLS Policy Editor

Attribute Value
Policy Hame™ IVpIsMpISEWSCE
" Customer
Policy Owner:  Provider

+ Global Policy

. &+ MPLS
Core Type :
i~ Ethernet

. {~ Ethernet Relay Service (ERS)
Service Type :
¥ Fthernet Wire Service (EAS)

CE Present: ird

Mote:*- Required Field

—Step-tof2-
Hext = Cancel

138437

Perform the following steps.

Step1  Click Next. The window in Figure 8-12 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check

box, the service operator who is using this VPLS policy can modify the editable parameter during VPLS
service request creation.
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Step 2

Step 3

Step 4

Figure 8-12

VPLS Policy Editor

Defining an MPLS/EWS Policy witha CE

MPLS/EWS with a CE Policy Attributes
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Choose an Interface Type from the drop-down list.

You can choose to select a particular interface on a CE, N-PE, U-PE, or PE-AGG interface based on the

service provider’s POP design. The interfaces are:

ANY (Any interface can be chosen.)

Port-Channel (A bundle of ports that share the same characteristics—this gives the service provider
the ability to aggregate bandwidth and protection.)

Ethernet
FastEthernet
GE-WAN

GigabitEthernet
TenGigabitEthernet

The value defined here functions as a filter to restrict the interface types an operator can see during VPLS
service request creation. If defined as ANY, the operator can see all interface types.

Enter an Interface Format as the slot number/port number for the CE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.

Choose a CE Encapsulation type. The choices are:

DOT1Q
DEFAULT
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Step 5

Step 6

Step 7

Step 8
Step 9
Step 10

Step 11

Step 12

Step 13

Step 14

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Select the ANY check box to display all interface types as choices for the UNI interface (when creating
service requests based on this policy). This check box is checked by default.

Select the UNI check box to display all interfaces defined as type UNI as choices for the UNI interface
(when creating service requests based on this policy). This check box is checked by default.

Enter a Link Speed of none, 10, 100, 1000, or auto.
Enter a Line Duplex of none, full, half, or auto.

Select the Use Existing ACL Name check box if you want assign your own named access list to the port.
By default, this check box is not selected and ISC automatically assigns a MAC-based ACL on the
customer facing UNI port, based on values you enter in UNI MAC addresses (below).

Enter a Port-Based ACL Name (if you selected the Use Existing ACL Name check box, as mentioned
in the previous step).

Enter one or more Ethernet MAC addresses in UNI MAC addresses. This selection is present only if
you deselect the Use Existing ACL Name check box. Click the Edit button to bring up a pop-up window
in which you enter MAC addresses to be allowed or denied on the port. You can also specify a range of
addresses by setting a base MAC address and a filtered MAC address.

Select the Disable CDP check box if you want to disable the Cisco Discover Protocol (CDP) on the UNI
port.

Select the UNI Port Security check box (see Figure 8-13) if you to want to provision port
security-related CLIs to the UNI port by controlling the MAC addresses that are allowed to go through
the interface.

a. For Maximum Number of MAC address, enter the number of MAC addresses allowed for port
security.

b. For Aging, enter the length of time the MAC address can stay on the port security table.
c¢. For Violation Action, choose what action will occur when a port security violation is detected:

¢ PROTECT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value.

e RESTRICT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value and causes the Security Violation
counter to increment.

e SHUTDOWN—Puts the interface into the error-disabled state immediately and sends an SNMP
trap notification.

d. In the Secure MAC Addresses field, enter one or more Ethernet MAC addresses.
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Figure 8-13 UNI Port Security

UHI Port Security v v
hdgxcimum humber of MAC Addreszes I (1-6272) v
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Widlation Action | PROTECT vI Iv
Secure MAC Addresses I v
Enable Storm Control 'l
UHI Storm Control &
o
Protocol Tunnelling 'l v =

Step15 Select the Enable Storm Control check box (see Figure 8-14) to help prevent the UNI port from being
disrupted by a broadcast, multicast or unicast storm. Enter a threshold value for each type of traffic. The
value, which can be specified to two significant digits, represents the percentage of the total available
bandwidth of the port. If the threshold of a traffic type is reached, further traffic of that type is suppressed
until the incoming traffic falls below the threshold level.

Figure 8-14 Enable Storm Control
Enable Storm Control v
UHI Storm Control
Unicsst Traffict0.0 - 100.03%) @ | v
Brosdcast Traffic(0.0 - 100.0%) -’_.:' I I =
Multticast Traffic(0.0 - 100.0%) \'_) I v %

Step16  Select the Protocol Tunnelling check box (see Figure 8-15) if you want to define the Layer 2 Bridge
Protocol Data Unit (BPDU) frames that can be tunneled over the core to the other end.

Figure 8-15 Protocol Tunnelling

Protocol Tunnelling v v
Tunnel COP V W
CDP Threshald (in packetsfzecondds) I (D-4096) ¥
cop drop threshold I [0-4096) I
Tunnel VTP ¥ ¥
WTP Threshald (in packetsizeconds) I [(0-4038) Iv
wip drop threshold I (0-4096) I
Tunnel 5TP v W
STP Threshold (in packetsizeconds) I [0-4095) v
stp drop threshald I (0-4096) - —_
Recovery Interval (in seconds) I (30-86400) v %

For each protocol that you check, enter the shutdown threshold and drop threshold for that protocol:
a. Tunnel CDP—Enable Layer 2 tunnelling on Cisco Discover Protocol (CDP).

b. CDP Threshold—Enter the number of packets per second to be received before the interface is shut
down.
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Step 17

Step 18

Step 19

Step 20

Step 21
Step 22

Note

c. cdp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping CDP packets.

d. Tunnel VITP—Enable Layer 2 tunnelling on VLAN Trunk Protocol (VTP).

e. VTP threshold—Enter the number of packets per second to be received before the interface is shut
down.

f. vtp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping VTP packets.

g. Tunnel STP—Enable Layer 2 tunnelling on Spanning Tree Protocol (STP).

h. STP Threshold—Enter the number of packets per second to be received before the interface is shut
down.

i. stp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping STP packets.

j- Recovery Interval—Enter the amount of time, in seconds, to wait before recovering a UNI port.

In the PE/UNI Interface Description field, enter an optional description, for example Customer-B EWS
Service.

Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the routers commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Select the VLANID AutoPick check box if you want ISC to choose a VLAN ID. If you do not select
this check box, you will be prompted to provide the VLAN in a Provider VLAN ID field during service
activation.

Enter a VLAN NAME (optional) to specify a name to describe the VLAN. The name must be one token
(no spaces allowed.) The limit for the VLAN name is 32 characters. The name has to be unique. Two
VLANS cannot share the same name.

Enter the System MTU in bytes.
Click Finish.

The VC ID is mapped from the VPN ID. By default, ISC will “auto pick” this value. However, you can
set this manually, if desired. This is done by editing the associated VPN configuration. The Edit VPN
window has an Enable VPLS check box. When you check this box, you can manually enter a VPN ID
in a field provided. For more information on creating and modifying VPN, see Cisco IP Solution Center
Infrastructure Reference, 4.1.

Defining an MPLS/EWS Policy without a CE

This section describes defining a VPLS policy with an MPLS core type and an EWS service type without
a CE present. Figure 8-16 is an example of the first page of this policy.
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Figure 8-16 MPLS/EWS Policy without a CE
VPLS Policy Editor
Attribute Value
Policy Hame " WolsEwshoCe
" Customer
Policy Owner: " Provider
i+ Global Palicy
. &+ MPLS
Core Type : " Ethernet
. " " Ethernet Relay Service (ERS)
Service Type : % Ethernet Wire Service (EWS)
CE Present: '
Plote: *- Reguired Field
-Steptof2- Q
‘ I Hext > il I Cancel ' &
...... — ———— ———— =—pi
Step1  Click Next. The window in Figure 8-17 appears.
The Editable check box gives you the option of making a field editable. If you select Editable check
box, the service operator who is using this VPLS policy can modify the editable parameter during VPLS
service request creation.
Figure 8-17 MPLS/EWS without a CE Policy Attributes
VYPLS Policy Editor
Attribute Value Editable
H-PEA-PE Information
Interface Type ANY -
Stanciard UM Port ¥ r
Irterface Format
Encapsulation DEFALULT 'l v
UHI Information
U Shutclowwn r ird
Interface Type for UHI Display
ANY I
N v
Uil MAC Adddresses v
Link Speed MNone 'I il
Link Duplex Mane 'l i
Use Existing ACL Hame r
Port-Based ACL Name Tl
Dizable COP I~ v
UHI Port Security r ird
Protocol Tunnelling ml v
Common Attributes
PEMLIMI Interface Description: ird
Enakle Templstes =
WLAN ID AutoPick = v
WLAN MName
System MTL (in bytes) (1500-9216) v
Mote: *- Reguired Field
-Step2of2- el
< Back Finish Cancel :
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Step2  Choose an Interface Type from the drop-down list.

You can choose to select a particular interface on a N-PE, U-PE, or PE-AGG interface based on the
service provider’s POP design. The interfaces are:

e ANY (Any interface can be chosen.)

e Port-Channel (A bundle of ports that share the same characteristics—this gives the service provider
the ability to aggregate bandwidth and protection.)

e Ethernet

¢ FastEthernet

¢ GE-WAN

e GigabitEthernet

¢ TenGigabitEthernet

The value defined here functions as a filter to restrict the interface types an operator can see during VPLS
service request creation. If defined as ANY, the operator can see all interface types.

Step3  Select the Standard UNI Port check box to enable port security. This is the default. When you deselect
the check box, the port is treated as an uplink with no security features, and the window dynamically
changes to eliminate items related to port security.

Step4  Enter an Interface Format as the slot number/port number for the PE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.

Step5 Choose an N-PE/U-PE Encapsulation type. The choices are:
e DOTIQ
e DEFAULT

Step6  Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Step7  Select the ANY check box to display all interface types as choices for the UNI interface (when creating
service requests based on this policy). This check box is checked by default.

Step8  Select the UNI check box to display all interfaces defined as type UNI as choices for the UNI interface
(when creating service requests based on this policy). This check box is checked by default.

Step 9 Enter a Link Speed of none, 10, 100, 1000, or auto.
Step10 Enter a Line Duplex of none, full, half, or auto.

Step 11 Select the Use Existing ACL Name check box if you want assign your own named access list to the port.
By default, this check box is not selected and ISC automatically assigns a MAC-based ACL on the
customer facing UNI port, based on values you enter in UNI MAC addresses (below).

Step12 Enter a Port-Based ACL Name (if you selected the Use Existing ACL Name check box, as mentioned
in the previous step).

Step 13  Enter one or more Ethernet MAC addresses in UNI MAC addresses. This selection is present only if
you deselect the Use Existing ACL Name check box. Click the Edit button to bring up a pop-up window
in which you enter MAC addresses to be allowed or denied on the port. You can also specify a range of
addresses by setting a base MAC address and a filtered MAC address.

Step 14  Select the Disable CDP check box if you want to disable the Cisco Discover Protocol (CDP) on the UNI
port.
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Step15 Select the UNI Port Security check box (see Figure 8-18) if you to want to provision port
security-related CLIs to the UNI port by controlling the MAC addresses that are allowed to go through
the interface.

a. For Maximum Number of MAC address, enter the number of MAC addresses allowed for port
security.

b. For Aging, enter the length of time the MAC address can stay on the port security table.
c¢. For Violation Action, choose what action will occur when a port security violation is detected:

e PROTECT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value.

¢ RESTRICT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value and causes the Security Violation
counter to increment.

e SHUTDOWN—Puts the interface into the error-disabled state immediately and sends an SNMP
trap notification.

d. In the Secure MAC Addresses field, enter one or more Ethernet MAC addresses.

Figure 8-18 UNI Port Security

UHI Port Security v v
hadmum Mumber of MAC Addreszes I (1-B272) v
Aging (in minutes) I (0-1440) v
Yinlstion Action | PROTECT 'I v
Secure MAC &ddresses I v
Enable Storm Control r
UHI Storm Control &
o
Protocol Tunnelling r v =

Step16  Select the Enable Storm Control check box (see Figure 8-19) to help prevent the UNI port from being
disrupted by a broadcast, multicast or unicast storm. Enter a threshold value for each type of traffic. The
value, which can be specified to two significant digits, represents the percentage of the total available
bandwidth of the port. If the threshold of a traffic type is reached, further traffic of that type is suppressed
until the incoming traffic falls below the threshold level.

Figure 8-19 Enable Storm Control
Enable Storm Control v
UHI Storm Control
Unicast Traffic(0.0 - 100.0%) G) I v
Broadcast Traffic(0.0 - 100.0%) :-’_) I v o
Mutticast Traffic(0.0 - 100.0%) :-;c:' I v %

Step17  Select the Protocol Tunnelling check box (see Figure 8-20) if you want to define the Layer 2 Bridge
Protocol Data Unit (BPDU) frames that can be tunneled over the core to the other end.
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Figure 8-20 Protocol Tunnelling

Protocol Tunnelling v v
Tunnel COP V W
CDP Threshald (in packetsfzecondds) I (D-4096) ¥
cop drop threshold I [0-4096) r
Turnel ¥TP ¥ v
WTP Threshald (in packetsizeconds) I [(0-4038) Iv
wip drop threshold I (0-4096) I
Tunnel 5TP v W
STP Threshold (in packetsizeconds) I [0-4095) v
stp drop threshold I [0-4096) r —
Recovery Interval (in seconds) I (30-86400) v %

For each protocol that you check, enter the shutdown threshold and drop threshold for that protocol:
a. Tunnel CDP—Enable Layer 2 tunnelling on Cisco Discover Protocol (CDP).

b. CDP Threshold—Enter the number of packets per second to be received before the interface is shut
down.

c. cdp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping CDP packets.

d. Tunnel VITP—Enable Layer 2 tunnelling on VLAN Trunk Protocol (VTP).

e. VTP threshold—Enter the number of packets per second to be received before the interface is shut
down.

f. vtp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping VTP packets.

g. Tunnel STP—Enable Layer 2 tunnelling on Spanning Tree Protocol (STP).

h. STP Threshold—Enter the number of packets per second to be received before the interface is shut
down.

i. stp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping STP packets.

j- Recovery Interval—Enter the amount of time, in seconds, to wait before recovering a UNI port.

Step 18  In the PE/UNI Interface Description field, enter an optional description, for example Customer-B EWS
Service.

Step19 Check the Enable Templates box if you want to download free-format CLIs to a device. If you enable
templates, you can create templates and data files to push down to the routers commands that are not
normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Step20 Select the VLANID AutoPick check box if you want ISC to choose a VLAN ID. If you do not select
this check box, you will be prompted to provide the VLAN in a Provider VLAN ID field during service
activation.

Step21 Enter a VLAN NAME (optional) to specify a name to describe the VLAN. The name must be one token
(no spaces allowed.) The limit for the VLAN name is 32 characters. The name has to be unique. Two
VLANS cannot share the same name.

Step22 Enter the System MTU in bytes.
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Step23 Click Finish.

Note  The VC ID is mapped from the VPN ID. By default, ISC will “auto pick” this value. However, you can
set this manually, if desired. This is done by editing the associated VPN configuration. The Edit VPN
window has an Enable VPLS check box. When you check this box, you can manually enter a VPN ID

in a field provided. For more information on creating and modifying VPN, see Cisco IP Solution Center
Infrastructure Reference, 4.1.

Defining an Ethernet/ERS Policy with a CE

This section describes defining a VPLS policy with an Ethernet core type and an ERS service type with
CE present. Figure 8-21 is an example of the first page of this policy.

Figure 8-21 Ethernet/ERS Policy with a CE

VYPLS Policy Editor

Attribute Value

Policy Hame " "plsEtherErsCe

" Customer

Policy Owner: i Provider

i+ Global Policy

" & MPLS
Core Type :
P {* Ethernet

. % Ethetnet Relay Service (ERS)
Service Type :
" Ethernet Wire Service (BAS)

CE Present: i~

Mote:*- Reguired Field

-Steptof2 - Q
Hext > Cancel =

]

e

Perform the following steps.

Step1  Click Next. The window in Figure 8-22 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check

box, the service operator who is using this VPLS policy can modify the editable parameter during VPLS
service request creation.
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Figure 8-22 Ethernet ERS with a CE Policy Attributes

VPLS Policy Editor

Attribute Value Editable
CE Information
Interface Type AN hd
Intertace Format
Encapsulation: DEFAULT 'I v
UHI Information
U Shutedonaern m =3
Interface Type for UHI Display
ANY v
U I
URIMAG Addresses v
Fort Type Access Pon > i
Link Speed Mone 'I i
Link Duplex MNone = v
Use Existing ACL Hame u
Port-Based ACL Mame ul
Dizahle COP v v
Fitter BPDU I~ i~
UHI Port Security m =3
Common Attributes
PEMUNI Interface Description: Iz
Erable Templates I~
YLAN ID AutoPick I~ i~
WLAN Mame
Mote: *- Reguired Figld
-Step20f2-
= Back Finish Cancel

138446

Step2  Choose an Interface Type from the drop-down list.

You can choose to select a particular interface on a CE, N-PE, U-PE, or PE-AGG interface based on the
service provider’s POP design. The interfaces are:

e ANY (Any interface can be chosen.)

¢ Port-Channel (A bundle of ports that share the same characteristics—this gives the service provider
the ability to aggregate bandwidth and protection.)

e Ethernet
e FastEthernet
e GE-WAN

¢ GigabitEthernet
¢ TenGigabitEthernet

The value defined here functions as a filter to restrict the interface types an operator can see during VPLS
service request creation. If defined as ANY, the operator can see all interface types.

Step3  Enter an Interface Format as the slot number/port number for the CE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9
Step 10
Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

Defining an Ethernet/ERS Policy witha CE

Choose a CE Encapsulation type. The choices are:
e DOTIQ
e DEFAULT
If DEFAULT is the CE encapsulation type, ISC shows another field for the UNI port type.

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Select the ANY check box to display all interface types as choices for the UNI interface (when creating
service requests based on this policy). This check box is checked by default.

Select the UNI check box to display all interfaces defined as type UNI as choices for the UNI interface
(when creating service requests based on this policy). This check box is checked by default.

Choose a Port Type. The choices are:

e Access Port

¢ Trunk with Native VLAN
Enter a Link Speed of none, 10, 100, 1000, or auto.
Enter a Line Duplex of none, full, half, or auto.

Select the Use Existing ACL Name check box if you want assign your own named access list to the port.
By default, this check box is not selected and ISC automatically assigns a MAC-based ACL on the
customer facing UNI port, based on values you enter in UNI MAC addresses (below).

Enter a Port-Based ACL Name (if you selected the Use Existing ACL Name check box, as mentioned
in the previous step).

Enter one or more Ethernet MAC addresses in UNI MAC addresses. This selection is present only if
you deselect the Use Existing ACL Name check box. Click the Edit button to bring up a pop-up window
in which you enter MAC addresses to be allowed or denied on the port. You can also specify a range of
addresses by setting a base MAC address and a filtered MAC address.

Select the Disable CDP check box if you want to disable the Cisco Discover Protocol (CDP) on the UNI
port.

Select the Filter BPDU check box to specify that the UNI port should not process Layer 2 Bridge
Protocol Data Units (BPDUs).

Select the UNI Port Security check box (see Figure 8-23) if you to want to provision port
security-related CLIs to the UNI port by controlling the MAC addresses that are allowed to go through
the interface.

a. For Maximum Number of MAC address, enter the number of MAC addresses allowed for port
security.

b. For Aging, enter the length of time the MAC address can stay on the port security table.
c. For Violation Action, choose what action will occur when a port security violation is detected:

¢ PROTECT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value.

¢ RESTRICT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value and causes the Security Violation
counter to increment.

e SHUTDOWN—Puts the interface into the error-disabled state immediately and sends an SNMP
trap notification.
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d. In the Secure MAC Addresses field, enter one or more Ethernet MAC addresses.

Figure 8-23 UNI Port Security

UHI Port Security v '
Maimum MAC Address I (1-6272) v
Ading (in minotes) I [0 - 1440) i~
‘iolation Action IWCT;, v
Secure MAC Addresses I~

138557

Enable Storm Control '

Step17  Select the Enable Storm Control check box (see Figure 8-23) to help prevent the UNI port from being
disrupted by a broadcast, multicast or unicast storm. Enter a threshold value for each type of traffic. The
value, which can be specified to two significant digits, represents the percentage of the total available
bandwidth of the port. If the threshold of a traffic type is reached, further traffic of that type is suppressed
until the incoming traffic falls below the threshold level.

Figure 8-24 Enable Storm Control
Enable Storm Control v
UHI Storm Control
Unicast Traffic(0.0 - 100.0%) ‘5) I v
Broadcast Traffic(0.0 - 100.0%) :-’_;' I v o
Mukticast Traffic(0.0 - 100.0%) :-;c:' I v %

Step 18  In the PE/UNI Interface Description field, enter an optional description, for example Customer-B ERS
Service.

Step19 Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the routers commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Step20 Select the VLANID AutoPick check box if you want ISC to choose a VLAN ID. If you do not select
this check box, you will be prompted to provide the VLAN in a Provider VLAN ID field during service
activation.

Step21 Enter a VLAN NAME (optional) to specify a name to describe the VLAN. The name must be one token
(no spaces allowed.) The limit for the VLAN name is 32 characters. The name has to be unique. Two
VLANS cannot share the same name.

Step22 Click Finish.

Note  The VC ID is mapped from the VPN ID. By default, ISC will “auto pick” this value. However, you can
set this manually, if desired. This is done by editing the associated VPN configuration. The Edit VPN
window has an Enable VPLS check box. When you check this box, you can manually enter a VPN ID
in a field provided. For more information on creating and modifying VPNSs, see Cisco IP Solution Center
Infrastructure Reference, 4.1.
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Defining an Ethernet/ERS Policy without a CE

This section describes defining a VPLS policy with an Ethernet core type and an ERS service type
without a CE present. Figure 8-25 is an example of the first page of this policy.

Figure 8-25 Ethernet/ERS Policy without a CE

VYPLS Policy Editor

Attribute Value
Policy Hame " I\/pIsEtherErsNDCe
" Customer
Policy Owner: i Provider
* Glohal Policy
. i MPLS
Core Type :
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Service Type :
i Ethernet Wire Service (EAS)
CE Present: m

hote:*- Required Field

-Stepfof2-

‘ I Hext = l l Cancel '
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Perform the following steps.

Step1  Click Next. The window in Figure 8-26 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check

box, the service operator who is using this VPLS policy can modify the editable parameter during VPLS
service request creation.
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Figure 8-26 Ethernet/ERS without a CE Policy Attributes

VPLS Policy Editor
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Step2  Choose an Interface Type from the drop-down list.

You can choose to select a particular interface on a CE, N-PE, U-PE, or PE-AGG interface based on the
service provider’s POP design. The interfaces are:

e ANY (Any interface can be chosen.)

e Port-Channel (A bundle of ports that share the same characteristics—this gives the service provider
the ability to aggregate bandwidth and protection.)

e Ethernet
e FastEthernet
e GE-WAN

e GigabitEthernet
¢ TenGigabitEthernet

The value defined here functions as a filter to restrict the interface types an operator can see during VPLS
service request creation. If defined as ANY, the operator can see all interface types.

Step3  Select the Standard UNI Port check box to enable port security. This is the default. When you deselect
the check box, the port is treated as an uplink with no security features, and the window dynamically
changes to eliminate items related to port security.

Step4  Enter an Interface Format as the slot number/port number for the CE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.

Step5 Choose a CE Encapsulation type. The choices are:
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e DOTIQ
e DEFAULT
If DEFAULT is the CE encapsulation type, ISC shows another field for the UNI port type.

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Select the ANY check box to display all interface types as choices for the UNI interface (when creating
service requests based on this policy). This check box is checked by default.

Select the UNI check box to display all interfaces defined as type UNI as choices for the UNI interface
(when creating service requests based on this policy). This check box is checked by default.

Choose a Port Type. The choices are:

e Access Port

¢ Trunk with Native VLAN
Enter a Link Speed of none, 10, 100, 1000, or auto.
Enter a Line Duplex of none, full, half, or auto.

Select the Use Existing ACL Name check box if you want assign your own named access list to the port.
By default, this check box is not selected and ISC automatically assigns a MAC-based ACL on the
customer facing UNI port, based on values you enter in UNI MAC addresses (below).

Enter a Port-Based ACL Name (if you selected the Use Existing ACL Name check box, as mentioned
in the previous step).

Enter one or more Ethernet MAC addresses in UNI MAC addresses. This selection is present only if
you deselect the Use Existing ACL Name check box. Click the Edit button to bring up a pop-up window
in which you enter MAC addresses to be allowed or denied on the port. You can also specify a range of
addresses by setting a base MAC address and a filtered MAC address.

Select the Disable CDP check box if you want to disable the Cisco Discover Protocol (CDP) on the UNI
port.

Select the Filter BPDU check box to specify that the UNI port should not process Layer 2 Bridge
Protocol Data Units (BPDUs).

Select the UNI Port Security check box (see Figure 8-27) if you to want to provision port
security-related CLIs to the UNI port by controlling the MAC addresses that are allowed to go through
the interface.

a. For Maximum Number of MAC address, enter the number of MAC addresses allowed for port
security.

b. For Aging, enter the length of time the MAC address can stay on the port security table.
c. For Violation Action, choose what action will occur when a port security violation is detected:

¢ PROTECT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value.

e RESTRICT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value and causes the Security Violation
counter to increment.

e SHUTDOWN—Puts the interface into the error-disabled state immediately and sends an SNMP
trap notification.

d. In the Secure MAC Addresses field, enter one or more Ethernet MAC addresses.
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8-28

Step 18

Step 19

Step 20

Step 21

Step 22

Step 23

Note

Figure 8-27 UNI Port Security
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Enable Storm Control 'l

Select the Enable Storm Control check box (see Figure 8-28) to help prevent the UNI port from being
disrupted by a broadcast, multicast or unicast storm. Enter a threshold value for each type of traffic. The
value, which can be specified to two significant digits, represents the percentage of the total available
bandwidth of the port. If the threshold of a traffic type is reached, further traffic of that type is suppressed
until the incoming traffic falls below the threshold level.

Figure 8-28 Enable Storm Control

Enable Storm Control v

UHI Storm Control
Unicast Traffic(0.0 - 100.0%) S) I ird
Brosdcast Traffic(0.0 - 100.0%) -’_.:' I ird o
Multticast Traffic(0.0 - 100.0%) \'_';' I v %

In the PE/UNI Interface Description field, enter an optional description, for example Customer-B ERS
Service.

Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the routers commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Select the VLANID AutoPick check box if you want ISC to choose a VLAN ID. If you do not select
this check box, you will be prompted to provide the VLAN in a Provider VLAN ID field during service
activation.

Enter a VLAN NAME (optional) to specify a name to describe the VLAN. The name must be one token
(no spaces allowed.) The limit for the VLAN name is 32 characters. The name has to be unique. Two
VLANS cannot share the same name.

Click Finish.

The VC ID is mapped from the VPN ID. By default, ISC will “auto pick” this value. However, you can
set this manually, if desired. This is done by editing the associated VPN configuration. The Edit VPN
window has an Enable VPLS check box. When you check this box, you can manually enter a VPN ID
in a field provided. For more information on creating and modifying VPNs, see Cisco IP Solution Center
Infrastructure Reference, 4.1.
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Defining an Ethernet/EWS Policy with a CE

This section describes defining a VPLS policy with an Ethernet core type and an ERS service type with
a CE present. Figure 8-29 is an example of the first page of this policy.

Figure 8-29 Ethernet/EWS Policy with CE Present

VPLS Policy Editor

Attribute Value
Policy Hame™ IVpIsEihErEWBCE
" Customer
Policy Owner:  Provider

+ Global Policy

.  MPLS
Core Type :
{+" Ethernet

. {~ Ethernet Relay Service (ERS)
Service Type :
¥ Fthernet Wire Service (EAS)

CE Present: ird

Mote:*- Required Field

—Step-tof2-

‘ I Hext = I I Cancel '
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Perform the following steps.

Step1  Click Next. The window in Figure 8-30 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check

box, the service operator who is using this VPLS policy can modify the editable parameter during VPLS
service request creation.
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Figure 8-30 Ethernet/EWS with a CE Policy Attributes
WPLS Policy Editor
Attribute Value Editable

CE Information

Interface Type ANY =

Interface Format

Encapsulation DEFAULT = 174
UHI Information

LNl Shutdowen 'l M~
Interface Type for UHI Dieplay

ANY i

(a1} v

UMl MAC Addresses ¥

Lirk Speed None 'I 174

Link Duplex: Maone x I
Use Existing ACL Hame 'l

Paort-Based ACL Name r

Disable COP =3 I~

UHI Port Security ' I~

Protocol Tunnelling m =
Common Attributes

PEAM Interface Description: v

Enable Templates =3

VLA ID AutoPick i ¥

WLAR hame

System MTU (in bytes) (1500-9216) I

hlote; *- Required Field
-Step20f2-

Step2  Choose an Interface Type from the drop-down list.

= Back

Finish

Cancel
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You can choose to select a particular interface on a CE, N-PE, U-PE, or PE-AGG interface based on the

service provider’s POP design. The interfaces are:

e ANY (Any interface can be chosen.)

¢ Port-Channel (A bundle of ports that share the same characteristics—this gives the service provider
the ability to aggregate bandwidth and protection.)

e Ethernet
e FastEthernet
e GE-WAN

¢ GigabitEthernet
¢ TenGigabitEthernet

The value defined here functions as a filter to restrict the interface types an operator can see during VPLS
service request creation. If defined as ANY, the operator can see all interface types.

Step3  Enter an Interface Format as the slot number/port number for the CE interface (for example, 1/0

indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular

interface’s slot/port location on all or most of the network devices in the service.

Step4  Choose a CE Encapsulation type. The choices are:

« DOTIQ
e DEFAULT
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Step 7
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Step 11

Step 12

Step 13

Step 14

Defining an Ethernet/EWS Policy witha CE

Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Select the ANY check box to display all interface types as choices for the UNI interface (when creating
service requests based on this policy). This check box is checked by default.

Select the UNI check box to display all interfaces defined as type UNI as choices for the UNI interface
(when creating service requests based on this policy). This check box is checked by default.

Enter a Link Speed of none, 10, 100, 1000, or auto.
Enter a Line Duplex of none, full, half, or auto.

Select the Use Existing ACL Name check box if you want assign your own named access list to the port.
By default, this is not selected and ISC automatically assigns a MAC-based ACL on the customer facing
UNI port, based on values you enter in UNI MAC addresses (below).

Enter a Port-Based ACL Name (if you selected the Use Existing ACL Name check box, as mentioned
in the previous step).

Enter one or more Ethernet MAC addresses in UNI MAC addresses. This selection is present only if
you deselect the Use Existing ACL Name check box. Click the Edit button to bring up a pop-up window
in which you enter MAC addresses to be allowed or denied on the port. You can also specify a range of
addresses by setting a base MAC address and a filtered MAC address.

Select the Disable CDP check box if you want to disable the Cisco Discover Protocol (CDP) on the UNI
port.

Select the UNI Port Security check box (see Figure 8-31) if you to want to provision port
security-related CLIs to the UNI port by controlling the MAC addresses that are allowed to go through
the interface.

a. For Maximum Number of MAC address, enter the number of MAC addresses allowed for port
security.

b. For Aging, enter the length of time the MAC address can stay on the port security table.
c¢. For Violation Action, choose what action will occur when a port security violation is detected:

e PROTECT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value.

e RESTRICT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value and causes the Security Violation
counter to increment.

e SHUTDOWN—Puts the interface into the error-disabled state immediately and sends an SNMP
trap notification.

d. In the Secure MAC Addresses field, enter one or more Ethernet MAC addresses.

| oL-7644-01
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Figure 8-31 UNI Port Security

UHI Port Security v v
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o
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Step15 Select the Enable Storm Control check box (see Figure 8-32) to help prevent the UNI port from being
disrupted by a broadcast, multicast or unicast storm. Enter a threshold value for each type of traffic. The
value, which can be specified to two significant digits, represents the percentage of the total available
bandwidth of the port. If the threshold of a traffic type is reached, further traffic of that type is suppressed
until the incoming traffic falls below the threshold level.

Figure 8-32 Enable Storm Control

Enable Storm Control v

UHI Storm Control
Unicast Traffic(0.0 - 100.0%) ‘5) I v
Broadcast Traffic(0.0 - 100.0%) :-’_;' I v o
Mukticast Traffic(0.0 - 100.0%) :-;c:' I v %

Step16  Select the Protocol Tunnelling check box (see Figure 8-33) if you want to define the Layer 2 Bridge
Protocol Data Unit (BPDU) frames that can be tunneled over the core to the other end.

Figure 8-33 Protocol Tunnelling

Protocol Tunnelling v v
Tunnel COP v W
CDP Threshald (in packetsizeconds) I (0-40357 I
cdp drop threshold I (0-4096) -
Turnel VTP v v
TP Threshald (in packetsizeconds) I (0-4096) 4
vip drop threshald I (0-4096) r
Tunnel STP Ir W
STP Threshald (in packets/zeconds) I (D-4096) ¥
stp drop threshold I [0-4096) r —
Recovery Interval (in seconds) I (30-85400) v %

For each protocol that you check, enter the shutdown threshold and drop threshold for that protocol:
a. Tunnel CDP—Enable Layer 2 tunnelling on Cisco Discover Protocol (CDP).

b. CDP Threshold—Enter the number of packets per second to be received before the interface is shut
down.
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c. cdp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping CDP packets.

d. Tunnel VITP—Enable Layer 2 tunnelling on VLAN Trunk Protocol (VTP).

e. VTP threshold—Enter the number of packets per second to be received before the interface is shut
down.

f. vtp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping VTP packets.

g. Tunnel STP—Enable Layer 2 tunnelling on Spanning Tree Protocol (STP).

h. STP Threshold—Enter the number of packets per second to be received before the interface is shut
down.

i. stp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping STP packets.

j- Recovery Interval—Enter the amount of time, in seconds, to wait before recovering a UNI port.

In the PE/UNI Interface Description field, enter an optional description, for example Customer-B EWS
Service.

Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the routers commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Select the VLANID AutoPick check box if you want ISC to choose a VLAN ID. If you do not select
this check box, you will be prompted to provide the VLAN in a Provider VLAN ID field during service
activation.

Enter a VLAN NAME (optional) to specify a name to describe the VLAN. The name must be one token
(no spaces allowed.) The limit for the VLAN name is 32 characters. The name has to be unique. Two
VLANS cannot share the same name.

Enter the System MTU in bytes.

The maximum transmission unit (MTU) size is configurable and optional. The default size is 9216, and
the range is 1500 to 9216. ISC does not perform an integrity check for this customized value. If a service
request goes to the Failed Deploy state because this size is not accepted, you must adjust the size until
the Service Request is deployed.

In ISC 4.1, different platforms support different ranges.
e For the 3750 and 3550 platforms, the MTU range is 1500-1546.

e For the 7600 ethernet port, the MTU size is always 9216. Even with the same platform and same
10S release, different line cards support the MTU differently. For example, older line cards only take
an MTU size of 9216 and newer cards support 1500-9216. However, ISC 4.1 uses 9216 in both cases.

e For the 7600 SVI (interface VLAN), the MTU size is 1500-9216.
Click Finish.
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Note

The VC ID is mapped from the VPN ID. By default, ISC will “auto pick” this value. However, you can
set this manually, if desired. This is done by editing the associated VPN configuration. The Edit VPN
window has an Enable VPLS check box. When you check this box, you can manually enter a VPN ID
in a field provided. For more information on creating and modifying VPNs, see Cisco IP Solution Center
Infrastructure Reference, 4.1.

Defining an Ethernet/EWS Policy without a CE

Step 1

This section describes defining a VPLS policy with an Ethernet core type and an EWS service type
without a CE present. Figure 8-34 is an example of the first page of this policy.

Figure 8-34 Ethernet/EWS Policy without a CE

VPLS Policy Editor

Attribute Value
Policy Hame" IVpIsEthErEWSNDCE
™ Customer
Policy Owner: ~ Provider

&+ Global Policy

" " MPLS
Core Type :
' Ethernet

" " Ethernet Relay Service (ERS)
Service Type :
¥ Fthernet Wire Service (EvS)

CE Present: '

Plote: *- Reguired Field

-Steptof2-
Hext = Cancel
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Perform the following steps.

Click Next. The window in Figure 8-35 appears.

The Editable check box gives you the option of making a field editable. If you select the Editable check
box, the service operator who is using this VPLS policy can modify the editable parameter during VPLS
service request creation.
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Figure 8-35 Ethernet/EWS without CE Policy Attributes

YPLS Policy Editor
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Step2  Choose an Interface Type from the drop-down list.

You can choose to select a particular interface on a CE, N-PE, U-PE, or PE-AGG interface based on the
service provider’s POP design. The interfaces are:

¢ ANY (Any interface can be chosen.)

e Port-Channel (A bundle of ports that share the same characteristics—this gives the service provider
the ability to aggregate bandwidth and protection.)

e Ethernet
e FastEthernet
e GE-WAN

e GigabitEthernet
¢ TenGigabitEthernet

The value defined here functions as a filter to restrict the interface types an operator can see during VPLS
service request creation. If defined as ANY, the operator can see all interface types.

Step3  Select the Standard UNI Port check box to enable port security. This is the default. When you deselect
the check box, the port is treated as an uplink with no security features, and the window dynamically
changes to eliminate items related to port security.

Step4  Enter an Interface Format as the slot number/port number for the CE interface (for example, 1/0
indicates that the interface is located at slot 1, port 0).

This is especially useful to specify here if you know that the link will always go through a particular
interface’s slot/port location on all or most of the network devices in the service.
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Step5 Choose a CE Encapsulation type. The choices are:
e DOTIQ
e DEFAULT

Step6  Select the UNI Shutdown check box if you want to leave the UNI port shut during service activation,
for example, when the service provider wants to deploy a service in the network but wants to activate it
at a later time.

Step7  Select the ANY check box to display all interface types as choices for the UNI interface (when creating
service requests based on this policy). This check box is checked by default.

Step8  Select the UNI check box to display all interfaces defined as type UNI as choices for the UNI interface
(when creating service requests based on this policy). This check box is checked by default.

Step 9 Enter a Link Speed of none, 10, 100, 1000, or auto.
Step10 Enter a Line Duplex of none, full, half, or auto.

Step 11 Select the Use Existing ACL Name check box if you want assign your own named access list to the port.
By default, this check box is not selected and ISC automatically assigns a MAC-based ACL on the
customer facing UNI port, based on values you enter in UNI MAC addresses (below).

Step12 Enter a Port-Based ACL Name (if you selected the Use Existing ACL Name check box, as mentioned
in the previous step).

Step 13  Enter one or more Ethernet MAC addresses in UNI MAC addresses. This selection is present only if
you deselect the Use Existing ACL Name check box. Click the Edit button to bring up a pop-up window
in which you enter MAC addresses to be allowed or denied on the port. You can also specify a range of
addresses by setting a base MAC address and a filtered MAC address.

Step 14  Select the Disable CDP check box if you want to disable the Cisco Discover Protocol (CDP) on the UNI
port.

Step15 Select the UNI Port Security check box (see Figure 8-36) if you to want to provision port
security-related CLIs to the UNI port by controlling the MAC addresses that are allowed to go through
the interface.

a. For Maximum Number of MAC address, enter the number of MAC addresses allowed for port
security.

b. For Aging, enter the length of time the MAC address can stay on the port security table.
c. For Violation Action, choose what action will occur when a port security violation is detected:

e PROTECT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value.

e RESTRICT—Drops packets with unknown source addresses until a sufficient number of secure
MAC addresses are removed to drop below the maximum value and causes the Security Violation
counter to increment.

e SHUTDOWN—Puts the interface into the error-disabled state immediately and sends an SNMP
trap notification.

d. In the Secure MAC Addresses field, enter one or more Ethernet MAC addresses.
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Figure 8-36 UNI Port Security
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Step16  Select the Enable Storm Control check box (see Figure 8-37) to help prevent the UNI port from being
disrupted by a broadcast, multicast or unicast storm. Enter a threshold value for each type of traffic. The
value, which can be specified to two significant digits, represents the percentage of the total available
bandwidth of the port. If the threshold of a traffic type is reached, further traffic of that type is suppressed
until the incoming traffic falls below the threshold level.

Figure 8-37 Enable Storm Control

Enable Storm Control v

UHI Storm Control
Unicast Traffic(0.0 - 100.0%) ‘5) I v
Broadcast Traffic(0.0 - 100.0%) :-’_;' I v o
Mukticast Traffic(0.0 - 100.0%) :-;c:' I v %

Step17  Select the Protocol Tunnelling check box (see Figure 8-38) if you want to define the Layer 2 Bridge
Protocol Data Unit (BPDU) frames that can be tunneled over the core to the other end.

Figure 8-38 Protocol Tunnelling

Protocol Tunnelling v v
Tunnel COP v W
CDP Threshald (in packetsizeconds) I (0-40357 I
cdp drop threshold I (0-4096) -
Turnel VTP T =
TP Threshald (in packetsizeconds) I (0-4096) 4
vip drop threshald I (0-4096) r
Tunnel STP Ir W
STP Threshald (in packets/zeconds) I (D-4096) ¥
stp drop threshold I [0-4096) r —
Recovery Interval (in seconds) I (30-85400) v %

For each protocol that you check, enter the shutdown threshold and drop threshold for that protocol:
a. Tunnel CDP—Enable Layer 2 tunnelling on Cisco Discover Protocol (CDP).

b. CDP Threshold—Enter the number of packets per second to be received before the interface is shut
down.
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Step 18

Step 19

Step 20

Step 21

Step 22
Step 23

Step 24

c. cdp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping CDP packets.

d. Tunnel VITP—Enable Layer 2 tunnelling on VLAN Trunk Protocol (VTP).

e. VTP threshold—Enter the number of packets per second to be received before the interface is shut
down.

f. vtp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping VTP packets.

g. Tunnel STP—Enable Layer 2 tunnelling on Spanning Tree Protocol (STP).

h. STP Threshold—Enter the number of packets per second to be received before the interface is shut
down.

i. stp drop threshold—Enter the number of packets per second to be received at which point the
interface will start dropping STP packets.

j- Recovery Interval—Enter the amount of time, in seconds, to wait before recovering a UNI port.

In the PE/UNI Interface Description field, enter an optional description, for example Customer-B EWS
Service.

Select the Enable Templates check box if you want to download free-format CLIs to a device. If you
enable templates, you can create templates and data files to push down to the routers commands that are
not normally supported by ISC. See Cisco IP Solution Center Infrastructure Reference, 4.1 for more
information about template management.

Select the VLANID AutoPick check box if you want ISC to choose a VLAN ID. If you do not select
this check box, you will be prompted to provide the VLAN in a Provider VLAN ID field during service
activation.

Enter a VLAN NAME (optional) to specify a name to describe the VLAN. The name must be one token
(no spaces allowed.) The limit for the VLAN name is 32 characters. The name has to be unique. Two
VLANS cannot share the same name.

Enter the System MTU in bytes.
Enter the MTU Size in bytes.

The maximum transmission unit (MTU) size is configurable and optional. The default size is 9216, and
the range is 1500 to 9216. ISC does not perform an integrity check for this customized value. If a service
request goes to the Failed Deploy state because this size is not accepted, you must adjust the size until
the Service Request is deployed.

In ISC 4.1, different platforms support different ranges.
e For the 3750 and 3550 platforms, the MTU range is 1500-1546.

e For the 7600 ethernet port, the MTU size is always 9216. Even with the same platform and same
10S release, different line cards support the MTU differently. For example, older line cards only take

an MTU size of 9216 and newer cards support 1500-9216. However, ISC 4.1 uses 9216 in both cases.

e For the 7600 SVI (interface VLAN), the MTU size is 1500-9216.
Click Finish.
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Note  The VC ID is mapped from the VPN ID. By default, ISC will “auto pick” this value. However, you can
set this manually, if desired. This is done by editing the associated VPN configuration. The Edit VPN
window has an Enable VPLS check box. When you check this box, you can manually enter a VPN ID
in a field provided. For more information on creating and modifying VPN, see Cisco IP Solution Center

Infrastructure Reference, 4.1.
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CHAPTER

Managing a VPLS Service Request

This chapter contains the basic steps to provision a VPLS service. It contains the following sections:

Introducing VPLS Service Requests, page 9-1

Choosing a VPLS Policy, page 9-2

Creating a VPLS Service Request with a CE, page 9-3
Creating a VPLS Service Request without a CE, page 9-8
Modifying the VPLS Service Request, page 9-12

Saving the VPLS Service Request, page 9-13

Introducing VPLS Service Requests

A VPLS service request consists of one or more attachment circuits, connecting various sites in a
multi-point topology. When you create a service request, you enter several parameters, including the
specific interfaces on the CE and PE routers and UNI parameters.

You can also integrate a Cisco IP Solution Center (ISC) template with a service request. You can
associate one or more templates to the CE, PE, or any U-PE in the middle.

To create a service request, a service policy must already be defined, as described in Chapter 8, “Creating
a VPLS Policy.”

Based on the predefined VPLS policy, an operator creates a VPLS service request, with or without
modifications to the VPLS policy, and deploys the service. The service request must be the same service
type (ERS or EWS) as the policy selected.

Service creation and deployment are normally performed by regular network technicians for daily
operation of network provisioning.

The following steps are involved in creating a service request for Layer 2 connectivity between customer
sites:

Choose a VPLS policy.
Choose a VPN. See the Defining VPNs, page 3-4, for further information.
Choose a CE or UNI interface.

Choose a Named Physical Circuit (NPC) if more than one NPC exists from the CE or the UNI
interface.

Edit the link attributes.
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Choosing a VPLS Policy

Step 1 Select Service Inventory > Inventory and Connection Manager > Service Requests. The Service
Requests window appears as show in Figure 9-1.

Figure 9-1

Service Regquests

VPLS Service Activation

Show Services with | Job 1D j metching I"‘ of Type | All j Find
Showing 1 - 10 of 11 records
Job Opetation Customer -~ -
# [ D State Type s Creator T — Policy Name  Last Modified Description
1.0 3 l:l REQIUESTED L2PN MODIFY  admin Customer1 L2vpnPolicyl 94405 12:39 PM
2.4 l:l REQUESTED QoS ADD admin Customer1 3550-DSCP QM 2005 2:35 PM
3..0s l:l REQUESTED L2VPN ADD admin Customer1 L2vpnPolicy2  9A205 2:35 PM
4. & l:l REGQIESTED VPLS ADD admin Customer2 WPLEPolicy1 9205 2.36 PM
5.7 [ |recuesteD vhLs ADD  admin Customer2  VPLSPolicy2  9/12/05 236 PM
6,113 l:l REQUESTED L2VPN ADD admin Custamer1 L2vpnErsCe 9305 5:21 PM
A mik l:l REQLESTED L2PN ADD acdmin Customer1 L2vprEwsCe  8M 405 10:41 AM
8. 18 [ |ResuesteDLzven | MPLS VPH agmin Customer3  L2vprErshoce 9414405 11:08 AM
8. [ 18 l:l REQUESTED L2VPN L2WPH  admin Customer1 L2vpnEwsNoCe 841405 11:38 AM
10. [ 22 l:l REQILESTED L2%PH VPLS acdmin Customer1 L2tpv3atmCe 84405 3:532 PM
005
Rowis per page: I]D - <] ] Goto page.lﬂ of 2 [ 20
TE
Auto Refresh: [v ‘ Create :| | Details | ‘ Status ‘ | Edit | | Deploy. ‘ ‘ Decommis=ion ‘ ‘ Purge |

Step2  Click Create.
Step3  Choose VPLS from the drop-down list.

138453

VPLS service requests must be associated with a VPLS policy. You choose a VPLS policy from the
policies previously created (see Chapter 8, “Creating a VPLS Policy”).

Step4  Select the button for the VPLS policy of choice. See Figure 9-2. If more than one VPLS policy exists, a

list of VPLS policies appears.

] Cisco IP Solution Center LZVPN User Guide, 4.1
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Creating a VPLS Service Request witha CE 1l

Figure 9-2 VPLS Policy Choice
Show VPLS policies with | Policy Mame | matehing [Vpls* hind
Showing 1-10 of 10 records
# Select Policy Hame Policy Crwwner Service Type
1. “plsEtherErsCe Global “PLS_ERS
2. {7 vplsEtherErsNoCe Global “PLS_ERS_MWO_CE
3. 7 WplsEtherBwsCe Global YPLS_BWS
4. wplsEtherEwshoCe Global WPLS_BWS_MNO_CE
5. 7 vplsEwshoCe Global YPLS_BWS_MNO_CE
B  “plsMplsErsCe Global “PLS_ERS
7. wplsMplsErshoCe Global “PLS_ERS_MWO_CE
g, vplsMplsEwsCe Global WPLS_BWS
9. 0 WPLSPolicyl Global WPLS_ERS_MNO_CE
10. ¢ WPLSPolicy2 Global WPLS_BWS_NO_CE

Rowvs per page: |1D 'l <] ] Gota page:|1 of 1 [ [0

138454

Step5  After you make the choice, click OK.

As soon as you make the choice, the new service request inherits all the properties of that VPLS policy,
such as all the editable and non-editable features and pre-set parameters.

Creating a VPLS Service Request with a CE

This section includes detailed steps for creating a VPLS service request with a CE present. After you
choose a VPLS policy, the VPLS Service Request Editor window appears (see Figure 9-3).

Figure 9-3 VPLS Service Request Editor

YPLS Service Request Editor

VPLS Link Editor

SRID: (RIS Job 1D: ey Policy Hame: WplsMplsErsCe
=
Description: _I
-
Showing 0 of 0 records
# u CE CE Interface Circuit Selection Circuit Details Circuit IDv Link Attributes
Rows per page: I 10 - 1] q Gota page:l'l af 0 [ [0
| Add Link | | Delete Link | ‘ Save | | Cancel |

Mote: * - Required Field

138455
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M Creating a VPLS Service Request with a CE

Step1  Click Select VPN to select a VPN for use with this CE. The Select VPN window appears with the VPNs
defined in the system. Only VPNs with the same service type (ERS or EWS) as the policy you chose
appear. See Figure 9-4.

Figure 9-4 Select a VPN

Shaw YPNs with |VPN MName | |VD|S* Find

Showing 1 - 2 of 2 recards

# YPH Hame Service Type Customer Hame
1. € wpls_ers_vpn_1 ERS Customerd
2. wplz_ers_wpn_2 ERS Customer2
Rowvs per page: I 10 VI [<] 4] Gota page:l1 of1 [> =1
| Select H Cancel ‘

138456

Note  The VC ID is mapped from the VPN ID. By default, ISC will “auto pick” this value. However, you can
set this manually, if desired. This is done by editing the associated VPN configuration. The Edit VPN
window has an Enable VPLS check box. When you select this check box, you can manually enter a VPN
ID in a field provided. For more information on creating and modifying VPN, see Cisco IP Solution
Center Infrastructure Reference, 4.1.

Step2 Choose a VPN Name in the Select column.
Step3  Click Select. The VPLS Link Editor window appears with the VPN name displayed.

Step4  Click Add Link.

You specify the CE endpoints using the VPLS Link Editor. You can add one or more links from a window
like the one in Figure 9-5.

Figure 9-5 Select CE

VYPLS Service Request Editor

VPLS Link Editor
SR ID: Mewy Job 1Dz Mew Policy Hame: YplshplsErsCe

VPR vpls_ers_vpn_1 | Select YPH

|
Description: _I
-
Showving 1-1 of 1 records
# u CE CE Interface Circuit Selection Circuit Details: Circuit IO Link Aftributes
1. [0  selectCE | ﬂ Select one ciroult  Circuit Details - Edlit
ROWE per page I]D 'I 1<] ¢ coto page:l] of 1 [2 20

| Add Link || Delete Link: || Save H Cancel ‘

Iate: * - Required Field

138457
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Managing a VPLS Service Request

Step 5

Creating a VPLS Service Request witha CE 1l

You can enter a description for the service request in the first Description field. The description will

show up in this window and also in the Description column of the Service Requests window. The
maximum length for this field is 256 characters.

Step 6

Click Select CE in the CE column. The CPE for Attachment Circuit window appears (see Figure 9-6).

This window displays the list of currently defined CEs.

a. From the Show CPEs with drop-down list, you can display CEs by Customer Name, by Site, or by

Device Name.

b. You can use the Find button to either search for a specific CE, or to refresh the display.

¢. You can set the Rows per page to 5, 10, 20, 30, 40, or All.

Figure 9-6

Select CPE Device

Show CPEs with | Custorner Name = matcing [*

# Device Hame

Customer Hame

Find

Showing 1 - 3 of 3 records
Management

Site Hame
Type

s

0§ ce3

b

. B ced

()

0§ eels

Rowws per page: |1E| "I

Customer1
Customer1

Customer1

east Managed
east Maraged
east Managed

1<] {] Gota page:l1 of 1 [+ =1

| Select H Cancel ‘

138455

Step 7

Step8  Click Select.

In the Select column, choose a CE for the VPLS link.

The VPLS Link Editor window appears displaying the name of the selected CE in the CE column.

Step 9

Figure 9-7 Select the CE Interface

VPLS Service Request Editor

Select the CE interface from the drop-down list (see Figure 9-7).

VPLS Link Editor

SRID: Mewy Job ID: e Policy Hame: “alsMplsErsCe
]
Description:
E
Showing 1-1 of 1 recaords
# || cE CE Interface Circuit Selection Circuit Details Circuit ID Link Attributes
1 T ces Select One j Select one circuit Circutt Details = Edit

Ethernetl/0
Ethernet(1
Ethernetl/2
Ethernet(/3

Rows per page: |10

1] ] Gota page:IW of [0

| Add Link || Delete Link: H Save H Cancel |

Mote: * - Required Field

138516
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M Creating a VPLS Service Request with a CE

)

Note  When you provision an ERS service, when you select a UNI for a particular device, ISC determines if
there are other services using the same UNI. If so, a warning message is displayed. If you ignore the
message and save the service request, all of the underlying service requests lying on the same UNI are
synchronized with the modified shared attributes of the latest service request. In addition, the state of
the existing service requests is changed to the Requested state.

Step 10  Click Select one circuit in the Circuit Selection column. The NPC window appears (see Figure 9-8). If
only one NPC exists for the chosen CE and CE interface, that NPC is automatically populated in the
Circuit Selection column and you need not choose it explicitly.

Figure 9-8 Select NPC
Showing 1-2 of 2 recards
# Select Hame
1. (o 11-(ce3-Ethernet0M 1====(pe1 -Ethernetd/3)
2. (o 19-(ce3-Ethernetf 1===={pe3-ATM1/2)
Rowvs pet page: I 10 vl <] <] zoto page:l‘] of1 [+ =1

| OK | ‘ Cancel ‘

138517

Step11  Choose the name of the NPC from the Select column.
Step12 Click OK.

Each time you choose a CE and its interface, the NPC that was precreated from this CE and interface is
automatically displayed under Circuit Selection as in Figure 9-9. This means that you do not have to
further specify the PE to complete the link.

Figure 9-9 NPC Selected

VPLS Service Request Editor

VPLS Link Editor

SRID: ey Job 1D: Mewe Policy Hame: WplsMplsErsCe
wPH:" whpls_ers_vpn_1
=
Description: _I
=
Showving 1-1 of 1 records
# o CE CE Interface Circuit Selection Circut Details Circut 10 Link Attributes
1. [0 ce3 IEthEmElUﬂ j pel Ethernetdss Circuit Details = Exiit
Rnwsparpaga:lm - [I<|<|Gotopage|1 ot 1 [ [0
| Add Link H Delete Link || Save H Cancel |

Mate: * - Required Field

138518

Step13  If you want to review the details of this NPC, click Circuit Details in the Circuit Details column. The
NPC Details window appears and lists the circuit details for this NPC. In Figure 9-10, the CE and PE
and their corresponding interfaces appear.

Cisco IP Solution Center L2VPN User Guide, 4.1
m. oL-7644-01 |



| Chapter9

Managing a VPLS Service Request

Step 14
Step 15

Step 16

Note

Step 17
Step 18
Step 19

Creating a VPLS Service Request witha CE 1l

Figure 9-10 NPC Details

# Source Incotming Ot oing Rin
Device Interface Interface o

1. ced Ethernetis

2. pel Ethernetd/3

138519

The Circuit ID is created automatically, based on the VLAN data for the circuit.

You can modify the values that were set by the VPLS policy, that is, the values that were marked
“editable” during the VPLS policy creation.

To modify the link attributes, click Edit in the Link Attributes column as shown in the VPLS link editor.
The Link Attributes window appears as shown in Figure 9-11

Figure 9-11 Modify CE Link Attributes

Link Attributes

Attribute Value
CE Information cel
Encapsulation: I DEFAULT 'I
UHI Information
NI Shutdown u
Ul MAC Addresses
Port Type |Access Fort j
Link Speed I MNone 'l
Link Duplex INDnB 'I
Disahle CDP v
Fitter BFDL v
UHI Port Security r
Common Attributes
PEMNI Interface Descrigtion: I
WLAR ID AutoPick I
WLAN MNatne I
Device Hame Role T
ced MANAGED Aclel
pel MN_PE Ardel

Mote: *- Reguired Field

138520

Edit the link attributes.

If you did not select VLANID AutoPick in the VPLS policy, you are prompted to provide the VLAN in
a Provider VLAN ID field as shown in Figure 9-11.

Continue to specify additional CEs, as in previous steps, if desired.
Click OK.

Click Save.The service request is created and saved into ISC.

| oL-7644-01
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M Creating a VPLS Service Request without a CE

Creating a VPLS Service Request without a CE

This section includes detailed steps for creating a VPLS service request without a CE present.

After you choose a VPLS policy, the VPLS Service Request Editor window appears (see Figure 9-12).

Figure 9-12 VPLS Service Request Editor

YPLS Service Request Editor

VPLS Link Editor

SR ID: Mew Job 1D: ey Policy Hame: WalsEwshloCe
wpH:® Select WPH
a
Description: —I
El
Showving 0 of O records
# I M-PEPE-AGG-PE UKl Irterface Circuit Selection Circuit Details Circuit 1D Link Attributes
Rows per page: I m - <] <] Goto page:|1 of 0 [0
| Add Link | | Delete Link | | Save | | Cancel |

Mate: * - Required Field

135459

Step1  Click Select VPN to select a VPN for use with this PE. The Select VPN window appears with the VPNs
defined in the system. Only VPNs with the same service type (ERS or EWS) as the policy you chose
appear. See Figure 9-13.

Figure 9-13 Select a VPN

Showe WP with |VPN MName j matehing vals* \M
Showving 1 - 2 of 2 records
# VYPH Hame Service Type Customer Hame
1. 7 wpls_ews_vpn_1 BWs Customer3
2. 7 wpls_ews_vpn_2 BEvs Customerd
Fows per page: |1E| vl <] <] zota page:l'l of 1 B [0
=)
=)
‘ Select H Cancel | *
[z

Note  The VC ID is mapped from the VPN ID. By default, ISC will “auto pick” this value. However, you can
set this manually, if desired. This is done by editing the associated VPN configuration. The Edit VPN
window has an Enable VPLS check box. When you select this check box, you can manually enter a VPN
ID in a field provided. For more information on creating and modifying VPNs, see Cisco IP Solution
Center Infrastructure Reference, 4.1.

Step2  Choose a VPN Name in the Select column.
Step3  Click Select. The VPLS Link Editor window appears with the VPN name displayed.
Step4  Click Add Link.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step 5

Step 6

Step 7
Step 8

Creating a VPLS Service Request withouta CE

You specify the U-PE/PE-AGG/U-PE end points using the VPLS Link Editor. You can add one or more

links from a window like the one in Figure 9-14

Figure 9-14 Select N-PE/PE-AGG/U-PE

YPLS Service Request Editor

VPLS Link Editor

SR ID: Mew Job 1D: Mew Policy Hame: YplsEwshoCe
VPH:* 12vpn_gwes_vpn_1 Select VPH
=l
Description:
&
Showving 1-1 of 1 records
o M-PEFPE-AGG-PE LMl Interface Circuit Selection  Circut Detalls  Circuit I Link Aftributes

1. [0 Select N-PEPE-LGG-PE |

Rows per page: I m -

j Select one circuit - Circuit Details ° Edit

14 4 Goto pagei of 1 (&8 [ 1

| Add Link H Delete Link H Save H Cancel ‘

Mate: * - Required Field

138461

You can enter a description for the service request in the first Description field. The description will
show up in this window and also in the Description column of the Service Requests window. The

maximum length for this field is 256 characters.

Click Select N-PE/PE-AGG/U-PE in the N-PE/

PE-AGG/U-PE column. The PE for Attachment Circuit

window appears (see Figure 9-15). This window displays the list of currently defined PEs.

a. The Show PEs with drop-down list shows PEs by customer name, by site, or by device name.

b. The Find button allows a search for a specific PE or a refresh of the window.

c¢. The Rows per page drop-down list allows the page to be set to 5, 10, 20, 30, 40, or All.

Figure 9-15 Select PE Device

Show PEs with | Provider Mame | matching |*

Provider

Find

Showing 1 - 5 of 5 records

# Device Hame Hame PE Region Hame Role Type
1. &3 pel Provider region_1 M_PE
2. &9 pe3 Provicer region_1 M_PE
3.0 & anz Provider region_1 U_PE
4. P aw3 Provicer region_1 LI_PE
5 0 & awd Provider region_1 U_PE

Rowws per page: |1E| "I

1<] {] Gota page:l1 of 1 [+ =1

| Select H Cancel ‘

138462

In the Select column, choose the PE device name for the VPLS link.

Click Select.

| oL-7644-01
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The VPLS Link Editor window appears displaying the name of the selected N-PE/PE-AGG/U-PE in the
N-PE/PE-AGG/U-PE column

Step9  Select the UNI interface from the drop-down list (see Figure 9-16).

Figure 9-16 Select the UNI Interface

VPLS Service Request Editor

VPLS Link Editor
SRID: Menwy Job ID: Menwy Policy Hame: YplsEvwsMNoCe

YPH:™ 12vpn_ews_vpn_1

Description:

RN

Showing 1-1 of 1 recards

# I MN-PEPE-AGGU-PE UMl Intertace Circuit Selection  Circult Details  Circuit ID Link Aftributes

1. O =3 I Select One - Select one circuit  Circuit Details = Edlt

Rovvs per page: | 10 'I GigabitEthernetl/] 1< {soto page:|1 of 1 [0

GigabitEthernetl/10
GigabitEthermetl;{11
GigahitEthernetli12 | Add Link H Delete Link || Save H Cancel ‘
GigahitEthernetl/2

GigabitEthernetl/3

Mote: * - Required Field GigahitEthernetd/4
GigabitEthernetl/5s —
GigabitEthernetl/s
GigabitEthernetl/7? hd

138463

Note  When you provision an ERS service, when you select a UNI for a particular device, ISC determines if
there are other services using the same UNI. If so, a warning message is displayed. If you ignore the
message and save the service request, all of the underlying service requests lying on the same UNI are
synchronized with the modified shared attributes of the latest service request. In addition, the state of
the existing service requests is changed to the Requested state.

Step 10  If the PE role type is U-PE, click Select one circuit in the Circuit Selection column. The NPC window
appears (see Figure 9-17). If only one NPC exists for the chosen PE and PE interface, that NPC is
automatically populated in the Circuit Selection column and you need not choose it explicitly.

Note If the PE role type is N-PE, the columns Circuit Selection and Circuit Details are disabled.

Figure 9-17 Select NPC

Showving 1-5 of & recards

# Select Hame
1 o 1-(=ww3-GigahitEthernetl/2)====(pe1 -FaztEthernet0il)

7-[zw3-1===={pe] -Ethernet4/1)
8-[zw3-l1====(pe] -Ethernet 402
20-(zw3-)====[pe3-ATh1 2]

9 RN 0 B
ol @ Ral 9

24- (2w 3-GigabitBthernet0f2)====pa3-ATM1 2]

Rows per page: |1E| "I 1<] ] Goto page:|1 of 1 U [0

‘ OK ‘ | Cancel |

135464

Step11  Choose the name of the NPC from the Select column.
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Creating a VPLS Service Request withouta CE
Step12 Click OK.
Each time you choose a PE and its interface, the NPC that was precreated from this PE and interface is
automatically displayed under Circuit Selection as in Figure 9-18. This means that you do not have to
further specify the PE to complete the link.
Figure 9-18 NPC Created
VPLS Service Request Editor
VPLS Link Editor
SRID: Mewy Job ID: Mew Policy Hame: WplsEvwshoCe
yPH:"* 12vpn_ews_vpn_1
Description: ﬂ
Showing 1-1 of 1 records
# ™ M-PEPE-AGEN-PE LMl Interface Circult Selection Circuit Details  Circut 100 Link Attributes
1 I w3 |G\gabitEthemetD:’2 j pel:FastEthernetOmn  Circult Details B Edit
Rows per page: | 10 'I 1] <] Gota page.IT of 1 [ [21
‘ndd Link H Delete Link H Save H Cancel |
Mote: * - Reguired Field %
Step13  If you want to review the details of this NPC, click Circuit Details in the Circuit Details column. The
NPC Details window appears and lists the circuit details for this NPC. In Figure 9-19, the PE-CLE and
PE and their corresponding interfaces appear.
Figure 9-19 NPC Details
Source Incoming Outgoing Rin
Device Interface Interface g
1. 3wl GigahitEthernet)2
2. pel FaztEthernet00
:
&
3
Step14 The Circuit ID is created automatically, based on the VLAN data for the circuit.
Step15  You can modify the values that were set by the VPLS policy, that is, the values that were marked
“editable” during the VPLS policy creation.
To modify the link attributes, click Edit in the Link Attributes column in the VPLS link editor. The Link
Attributes window appears as shown in Figure 9-20
Cisco IP Solution Center LZVPN User Guide, 4.1
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Il Modifying the VPLS Service Request

Figure 9-20 Modify PE Link Attributes

Link Attributes

Attribute Walue
H-PEAU-PE Information w3
Irterface Mame GigabitEthernet0/2
Stancarc UNI Port v
Encapsulation: IDEFAULT -
UHI Information
UNI Shutdown r
UNIMAC Addresses
Link Speed I Mane vl
Link Duplesx INDne =

Use Existing ACL Hame I
Port-Based ACL Mame I—
Disable COP ird
UHI Port Security r
Protocol Tunnelling r

Common Attributes

PEMNI Interface Description: I—

I
l—

WLAM ID SutoPick

WLAN Matme

System MTU (in bytes) I (1500-9216)
Device Hame Role T

w3 U_PE Al

pel h_PE Al

Cancel

138467

Step 16  Edit the link attributes.

Note If you did not select VLANID AutoPick in the VPLS policy, you are prompted to provide the VLAN in
a Provider VLAN ID field.

Step17 Click OK.
Step 18 Continue to specify additional PEs, as in previous steps, if desired.

Step19 Click Save. The VPLS service request is created and saved into ISC.

Modifying the VPLS Service Request

You can modify a VPLS service request if you must change the VPLS links.

Step 1 Select Service Inventory > Inventory and Connection Manager > Service Requests. See Figure 9-21.
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Step 2
Step 3

Step 4

Saving the VPLS Service Request

Figure 9-21 VPLS Service Activation

Service Reguests

Showy Services with | Job D j matzhing I"‘ of Tvpe | VFLS j Find
Showing 1 - 4 of 4 records
Job Operation Customer . _ -

® o State Type Ty Creator Hame Paolicy Matme  Last Modified Description

1.7 6 [ |RrecuEsTED vpLs AD0 admin Custamer2  YPLSPalicy!  SA12/05 238 PM

2. Cr l:l REGQIESTED VPLE ADD admin Customer2 WPLEPolicy2  9M12105 2:38 PM

3. 02 l:l REQLESTED VPLS ADD acdmin Customerd WplsMplsEraCe 915105 10:57 AM

4. 27 l:lREQUESTED WPLS ADD admin Customer3 WplsEwsNoCe 8015105 11:24 AM

Rows per pags: |5+ 14  cota page: |1 of 1 [ [20
Auto Refresh: [ Create v| | Details ‘ | Status | | Edit. | ‘ Deploy: ‘ | Decommission ‘ | Purge |

138468

Select a check box for a service request.

Click Edit. The VPLS Link Editor window appears as shown in Figure 9-22.

Figure 9-22 VPLS Link Editor

YPLS Service Request Editor

VPLS Link Editor

SRID: 26 Job 1D: 26 Policy Hame: WplsMplsErsCe
WPH: wpls_ers_vpn_l
Bl
Description: _I
-
Showing 1-2 of 2 records
# I~ CE CE Interface Circuit Selection Circuit Details Circuit 10 Link Attributes

1. [0 ce3 IEthemetDﬂ j pel:Ethernetdi3 Circuit Detailz— VLAN:26 Edlit

2. [T ces |FastEthernetDﬂ j pedEthermet Circuit Details SLAR2S Edlit
Rovvs per page: IAII 'l 1] J cota page:l‘] of 1 [ [21
| Add Link | | Delete Link | | Save | | Cancel |

138469

hate; * - Required Field

You can choose any of the blue highlighted values to edit the VPLS links.
You can also click Add Link to add a VPLS link.
You can click Delete Link to delete a VPLS link.

You can enter a description for the service request in the first Description field. The description will
show up in this window and also in the Description column of the Service Requests window. The
maximum length for this field is 256 characters.

The Circuit ID is created automatically, based on the VLAN data for the circuit.
When you are finished editing the VPLS links, click Save.

Saving the VPLS Service Request

When you are finished with Link Attributes for all the Attachment Circuits, click Save to finish the
VPLS service request creation as shown in Figure 9-23.

| oL-7644-01
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M Saving the VPLS Service Request

If the VPLS service request is successfully created, you will see the service request list window where
the newly created VPLS service request is added with the state of REQUESTED as shown in
Figure 9-23. If, however, the VPLS service request creation failed for some reason (for example, the

value chosen is out of bounds), you are warned with an error message. Go back to correct the error and
click Save again.

Figure 9-23 VPLS Service Request Created

Service Requests

Showy Services with | Job 1D ﬂ matzhing I"‘ of Type | YFLS ﬂ Find
Showing 1 - 4 of 4 records
Joh Operation Customer . - o

# D State Type T Creator Hame Policy Name  Last Modified Description
1.0 8 l:lREQUESTED WPLS ADD admin Customer2 WPLEPolicy1 971205 2:36 PM
27 l:lREQLIESTED WPLS ADD admin Customer2 %PLSPolicy2 91205 2:56 P
30 26 l:l REQUESTED WPLE ADD admin Customert WplsMpl=ErsCe 971505 10:57 AM
4. 27 I:lREQUESTED WPLS ADD adlimin Customer3 WplsEwshioCe 91505 11:24 AM

Rowes per page: |5 'I I]Q <| Goto page: |1 of 1 |> |>|]
Auto Refresh: [V Create 1| | Details: ‘ | Status | | Edit | | Deploy: | ‘ Decommission | | Purge |

138468

The VPLS service request is in Requested state. See Deploying Service Requests, page 12-1 for
information on deploying VPLS service requests.
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Using Autodiscovery for L2 Services

All discovery steps are integrated in a discovery workflow, controlled from the ISC GUI. This is
accessed in ISC through Service Inventory > Discovery. The following discovery features are
supported:

File-based device discovery is supported.
Rules-based device role assignment is supported.

Discovery progress messages and logs are viewable in the GUI to keep track of various discovery
stages.

Bulk creation of Provider, Customer, Site, and Region objects is available through an XML data file.

For detailed steps on using the autodiscovery feature in ISC, see Cisco IP Solution Center Infrastructure
Reference, 4.1.
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Generating L2 and VPLS Reports

This chapter provides information on generating L2 and VPLS reports. It contains the following
sections:

e Overview, page 11-1

e Accessing L2 and VPLS Reports, page 11-1

e L2 and VPLS Reports, page 11-2

e Creating Custom L2 and VPLS Reports, page 11-11

The ISC reporting GUI is used across multiple ISC modules, including L2 and VPLS. For a general
coverage of using the reports GUI, running reports, using the output from reports, and creating
customized reports, see “Monitoring” chapter in the Cisco IP Solution Center Infrastructure Reference,
4.1. The rest of this chapter provides information about the L2 and VPLS reports available in ISC.

L2 and VPLS Reports

Perform the following steps to access the L2 and VPLS reports.

To access the reports framework in the ISC GUI, select Monitoring > Reports. The Reports window,
appears, as shown in Figure 11-1.
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Figure 11-1 Reports Window

You Are Here: + Montoring = Reports

Reports

@ [ Inventaory
E L2
ECIMPLS

135548

Step2  Click the L2 folder to display the available L2 and VPLS reports.

Step3  Click the icon of a report to bring up the window associated with that report.

Details on each of the reports are provided in L2 and VPLS Reports, page 11-2.

L2 and VPLS Reports

This section provides details on the following L2 and VPLS reports:
e L2 EndtoEndWire Report, page 11-3
e L2 PE Service Report, page 11-6
e L2 VPN Report, page 11-6
e VPLS Attachment Circuit Report, page 11-7
e VPLS PE Service Report, page 11-9
e VPLS VPN Report, page 11-10
The following information is provided for each report:
e Description or purpose of the report.
e An illustration of the report window.
e List of filter values and descriptions.

e List of output values and descriptions.

Note  Several sample reports are provided in the L2 reports folder. These reports begin with the title
SAMPLE-. These reports are provided for informational purposes only. They are untested and
unsupported. You might want to use them as a basis for creating your own custom reports. See “Creating
Custom L2 and VPLS Reports” section on page 11-11 for information on custom reports.
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L2 EndtoEndWire Report

An L2 end-to-end wire is a point-to-point connection containing two attachment circuits. The L2
EndtoEndWire report displays the services that are running on L2 end-to-end connections. You can use
this report to view all the services and respective attachment circuit attributes for each connection.

Click the L2 EndtoEndWire Report icon to bring up the window for this report, as shown in Figure 11-2.

Figure 11-2 L2 EndtoEndWire Report

Layout

Tile: |L2 EndtaEnchwire Repon

Chart Type W

Fitters Qutput Fields

EndToEndiAire ID: 13

Customer Name: 13

VeID: 13

3R Jab ID: 13

Service Type: |*

SR State 13

ACTD 13

AC2D 13

Sorting o
Field: |EndToEndwire ID =] |Ascending =] £

Filter Values:
¢ EndToEndWire ID—End-to-end wire identification number.
¢ Customer Name—Name of the customer.
e VC ID—Virtual circuit identification number.
e SR Job ID—Service request job identification number.
e Service Type—Type of service. Values can be:
- ATM
ATM_NO_CE
FRAME_RELAY
FRAME_RELAY_NO_CE
L2VPN_ERS
L2VPN_ERS_NO_CE
L2VPN_EWS
L2VPN_EWS_NO_CE
SR State—Service request state. Values can be:
BROKEN
CLOSED
DEPLOYED
FAILED_AUDIT
FAILED_DEPLOY
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- FUNCTIONAL

- INVALID

- LOST

- PENDING

- REQUESTED

- WAIT_DEPLOY
AC1-ID—First attachment circuit (AC1) identification number.
AC2-ID—Second attachment circuit (AC2) identification number.

Output Values:

EndToEndWire ID—End-to-end wire identification number.

Customer Name—Name of the customer.

VPN—Name of the VPN.

VC ID—Virtual circuit identification number.

SR ID—Service request identification number.

SR Job ID—Service request job identification number.

Service Type—Type of service.

SR State—Service request state.

AC1-ID—Identification number of the first attachment circuit (AC1).
AC1-UNI Device Interface—UNI device interface of the first attachment circuit (AC1).
AC1-NPC—Named physical circuit for the first attachment circuit (AC1).

AC2-VLAN ID/DLCI/VCD—VLAN identification number, DLCI (data-link connection identifier)
or VCD (virtual circuit descriptor) of the first attachment circuit (AC1).

AC1-VPI—Virtual path identifier for the first attachment circuit (AC1).

AC1-VCI—Virtual channel identifier for the first attachment circuit (AC1).

AC1-Interface Encap Type—Encapsulation type used for the first attachment circuit (AC1).
AC1-AccessDomain—Access domain name for the first attachment circuit (AC1).
AC1-Customer Facing UNI—Customer-facing UNI port of the first attachment circuit (AC1).
AC1-Loopback IP Address—Loop back address for the first attachment circuit (AC1).

AC1-STP Shutdown Threshold—Spanning Tree Protocol shutdown threshold (in packets/second)
for the first attachment circuit (AC1).

AC1-VTP Shutdown Threshold—VLAN Trunk Protocol shutdown threshold (in packets/second)
for the first attachment circuit (AC1).

AC1-CDP Shutdown Threshold—Cisco Discovery Protocol shutdown threshold (in
packets/second) for the first attachment circuit (AC1).

AC1-STP Drop Threshold—Spanning Tree Protocol drop threshold (in packets/second) for the
first attachment circuit (AC1).

AC1-CDP Drop Threshold—Cisco Discovery Protocol drop threshold (in packets/second) for the
first attachment circuit (AC1).

AC1-VTP Drop Threshold—VLAN Trunk Protocol drop threshold (in packets/second) for the first
attachment circuit (AC1).

Cisco IP Solution Center L2VPN User Guide, 4.1
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AC1-UNI Recovery Interval—Recovery interval (in seconds) of the UNI port for the first
attachment circuit (AC1).

AC1-UNI Speed—UNI port speed for the first attachment circuit (AC1).
AC1-UNI Shutdown—Shutdown status of the UNI port for the first attachment circuit (AC1).
AC1-UNI PortSecurity—Status of UNI port security for the first attachment circuit (AC1).

AC1-UNI Duplex—Duplex status (none, full, half, or auto) of the UNI port for the first attachment
circuit (AC1).

AC1-Maximum MAC Address—Maximum MAC addresses allowed on the UNI port for the first
attachment circuit (AC1).

AC1-UNI Aging—Length of time, in seconds, that MAC addresses can stay in the UNI port security
table for the first attachment circuit (AC1).

AC2-ID—Second attachment circuit (AC2) identification number.
AC2-UNI Device Interface—UNI device interface of the second attachment circuit (AC2).
AC2-NPC—Named physical circuit for the second attachment circuit (AC2).

AC2-VLAN ID/DLCI/VCD—The VLAN ID, DLCI or VCD of the second attachment circuit
(AC2).

AC2-VPI—Virtual path identifier for the first attachment circuit (AC2).

AC2-VCI—Virtual channel identifier for the first attachment circuit (AC2).

AC2-Interface Encap Type—Encapsulation type used for the second attachment circuit (AC2).
AC2-AccessDomain—Access domain name for the second attachment circuit (AC2).
AC2-Customer Facing UNI—Customer-facing UNI port of the second attachment circuit (AC2).
AC2-Loopback IP Address—Loop back address for the second attachment circuit (AC2).

AC2-STP Shutdown Threshold—Spanning Tree Protocol shutdown threshold for the second
attachment circuit (AC2).

AC2-VTP Shutdown Threshold—VLAN Trunk Protocol shutdown threshold for the second
attachment circuit (AC2).

AC2-CDP Shutdown Threshold—Cisco Discovery Protocol shutdown threshold for the second
attachment circuit (AC2).

AC2-STP Drop Threshold—Spanning Tree Protocol drop threshold for the second attachment
circuit (AC2).

AC2-CDP Drop Threshold—Cisco Discovery Protocol drop threshold for the second attachment
circuit.

AC2-VTP Drop Threshold—VLAN Trunk Protocol drop threshold for the second attachment
circuit (AC2).

AC2-UNI Recovery Interval—Recovery interval of the UNI port for the second attachment circuit
(AC2).

AC2-UNI Speed—UNI port speed for the second attachment circuit (AC2).
AC2-UNI Shutdown—Shutdown status of the UNI port for the second attachment circuit (AC2).
AC2-UNI PortSecurity—Status of UNI port security for the second attachment circuit (AC2).

AC2-UNI Duplex—Duplex status (none, full, half, or auto) of the UNI port for the second
attachment circuit (AC2).
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e AC2-Maximum MAC Address—Maximum MAC addresses allowed on the UNI port for the
second attachment circuit (AC2).

e AC2-UNI Aging—Length of time, in seconds, that MAC addresses can stay in the UNI port security
table for the second attachment circuit (AC2).

L2 PE Service Report

The L2 PE Service report allows you to select PEs and display their roles (for example, N-PE, U-PE or
PE-AGG) and L2-related services that are running on them.

Click the L2 PE Service Report icon to bring up the window for this report, as shown in Figure 11-3.

Figure 11-3 L2 PE Service Report
Layout
Title: [L2 PE Service Repart
Chart Type: Tahular 'I
Filters Qutput Fields
PE Role: [
PE Mame: I"‘
Sorting
Figlcl: IPE Faole j IAs:endmg j

138550

Filter Values:
¢ PE Role—PE device role (N-PE, U-PE, or PE-AGG).
e PE Name—PE device name.

Output Values:
¢ PE Role—PE device role (N-PE, U-PE, or PE-AGG).
e PE Name—PE device name.
e SR ID—Service request identification number.
¢ SR Job ID—Service request job identification number.
¢ SR State—Service request state.

e Service Type—Type of service.

L2 VPN Report

The L2 VPN Report provides a way to track a VLAN ID and/or VC ID back to the VPN and customer
without having to iterate through every link and every VPN service. Given a VLAN ID or VC ID, the
respective customer and VPN details are displayed in the report.

Click the L2 VPN Report icon to bring up the window for this report, as shown in Figure 11-4.
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Figure 11-4 L2 VPN Report

Lavout

Title:

L2 vPN Report

Chart Type: Takular 'I

Filters

WLAN

W D

Customer Name:

Access Domain:

Sorting

Field:

Output Fields

I

B

s s Himca L3

[vLAN D =] [Ascending ~]

Filter Values:

VLAN ID—VLAN identification number.
VC ID—Virtual circuit identification number.
Customer Name—Name of the customer.

Access Domain—Access domain name.

Output Values:

VLAN ID—VLAN identification number.

VC ID—Virtual circuit identification number.

SR Job ID—Service request job identification number
VPN—Name of the VPN.

Customer Name—Name of the customer.

Service Type—Type of service.

Access Domain—Access domain name.

Provider Name—Name of the provider.

VPLS Attachment Circuit Report

138551

L2 and VPLS Reports

The VPLS Attachment circuit report displays details of attachment circuits for a given customer VPN.

Click the VPLS Attachment Circuit Report icon to bring up the window for this report, as shown in
Figure 11-5.
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Figure 11-5 VPLS Attachment Circuit Report
| Layout

Title: |VPLS Attachment Circuit Report

Chart Type: Tabular 'I

Filters

SRID [

SR Job ID [

SR State [

Customer MName: I"‘

N [

Service Type: I"‘

LA ID: [

AccessDomain I*

Sorting
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Filter Values:

e SR ID—Service request identification number.
e SR Job ID—Service request job identification number.

¢ SR State—Service request state. Values can be:

- BROKEN

- CLOSED

- DEPLOYED

- FAILED_AUDIT
- FAILED_DEPLOY
- FUNCTIONAL
- INVALID

- LOST

- PENDING

- REQUESTED

- WAIT_DEPLOY

e Customer Name—Name of the customer.

e VPN—Name of the VPN.

e Service Type—Type of service. Values can be:

- VPLS_ERS
VPLS_ERS_NO_CE
VPLS_EWS
VPLS_EWS_NO_CE

e VLAN ID—VLAN identification number.

e AccessDomain—Access domain name.

138552
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Output Values:

VPLS Link ID—VPLS link identification number.
SR ID—Service request identification number

SR Job ID—Service request job identification number.
SR State—Service request state.

Customer Name—Name of the customer.
VPN—Name of the VPN.

Service Type—Type of service.

VLAN ID—VLAN identification number.

Policy Name—Name of the VPLS policy.

VFI Interface—Virtual forwarding interface name.
Customer Facing UNI—Customer-facing UNI port.
AccessDomain—Access domain name.
NPC—Named physical circuit.

UNI Port—UNI port.

UNI Shutdown—Shutdown status of the UNI port.

UNI Aging—Length of time, in seconds, that MAC addresses can stay in the UNI port security
table.

UNI Speed—UNI port speed.
UNI Duplex—Duplex status (none, full, half, or auto) of the UNI port.
Maximum MAC Address—Maximum MAC addresses allowed on the UNI port.

CDP Shutdown Threshold—Cisco Discovery Protocol shutdown threshold (in packets/second) on
the UNI port.

STP Shutdown Threshold—Spanning Tree Protocol shutdown threshold (in packets/second) on
the UNI port.

VTP Shutdown Threshold—VLAN Trunk Protocol shutdown threshold (in packets/second) on the
UNI port.

CDP Drop Threshold—Cisco Discovery Protocol drop threshold (in packets/second) on the UNI
port.

VTP Drop Threshold—VLAN Trunk Protocol drop threshold (in packets/second) on the UNI port.
STP Drop Threshold—Spanning Tree Protocol drop threshold (in packets/second) on the UNI port.

Recovery Interval—Recovery interval (in seconds) of the UNI port.

VPLS PE Service Report

The VPLS PE Service report allows you to select PEs and display their roles (for example, N-PE, U-PE
or PE-AGGQG) and the VPLS services that are running on them.

Click the VPLS PE Service Report icon to bring up the window for this report, as shown in Figure 11-6.
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Figure 11-6 VPLS PE Service Report
Layout
Title: IVPLS PE Service Report
Chart Type: Tahular 'l
Filters Output Fields
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Sorting
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Filter Values:
¢ PE Role—PE device role (N-PE, U-PE, or PE-AGG).
e PE Name—PE device name.
Output Values:
¢ PE Role—PE device role (N-PE, U-PE, or PE-AGG).
e PE Name—PE device name.
e SR ID—Service request identification number
SR Job ID—Service request job identification number.
e Service Type—Type of service.

e SR State—Service request state.

VPLS VPN Report

The VPLS VPN report provides a way to track a VLAN ID and/or VFI Name back to the VPN and

customer without having to iterate through every link and every VPN service. Given a VLAN ID or VFI
name, the respective customer and VPN details are displayed in the report.

Click the VPLS VPN Report icon to bring up the window for this report, as shown in Figure 11-7.

Figure 11-7 VPLS VPN Report
Layout
Tille: [vPLS WPN Report
Chart Type: ITabuIar =
Filters Output Fields
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Filter Values:
e VLAN ID—VLAN identification number.

¢ Customer Name—Name of the customer.
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¢ VFI Name—Virtual forwarding interface name.
¢ Access Domain—Access domain name.
Output Values:
e VLAN ID—VLAN identification number.
e SR Job ID—Service request job identification number.
e VPN—Name of the VPN.
e Customer Name—Name of the customer.
e Service Type—Type of service.
¢ VFI Name—Virtual forwarding interface name.
¢ Access Domain—Access domain name.

e Provider Name—Name of the provider.

Creating Custom L2 and VPLS Reports

The reports listed in the ISC GUT in the L2 folder are derived from an underlying configuration file. The
file is in XML format. You can access the file in the following location:

$ISC_HOME/resources/nbi/reports/ISC/12_report.xml

See the “Monitoring” chapter in Cisco IP Solution Center Infrastructure Reference, 4.1 for details on how
to modify report configuration files to create custom reports.
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Deploying, Monitoring and Auditing Service
Requests

This chapter describes how to deploy, monitor and audit L2ZVPN, L2TPv3 or VPLS service requests, and
how to access task logs. It contains the following sections:

e Deploying Service Requests, page 12-1
e Monitoring Service Requests, page 12-11

e Auditing Service Requests, page 12-13

Deploying Service Requests

To apply L2VPN or VPLS policies to network devices, you must deploy the service request. When you
deploy a service request, ISC compares the device information in the Repository (the ISC database) with
the current device configuration and generates a configlet.

Pre-Deployment Changes

Step 1
Step 2
Step 3
Step 4

You can change the Dynamic Component Properties Library (DCPL) parameter
actionTakenOnUNIVlanList before you deploy an L2ZVPN or VPLS service request. This will be
necessary if the trunk allowed vlan list is not present on the User Network Interface (UNI). To make
this change, perform the following steps.

Select Administration > Control Center.
Choose the host that you want to change.
Click Config.

Select Provisioning > Service > shared > actionTakenOnUNIVlanList. The window shown in
Figure 12-1 appears.
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Step 5

Step 6

Figure 12-1

You Are Here: + Administration » Control Center » Hosts

Host Configuration

Wersion: [Aug 29 04:56:06 COT x
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[ Logging

E1=5] Provisioning
[:l Engine
Mokt
CAProvDry
By service

E{_Firewall

E{_JIPSEC

E{_IPSEC_R&

EH{NaT

H{_Jens

BETE

E{_J2vpn

@ lnglesvel

EHmpls

B Y shared

(_JFeatursQuery

@ actionTakenOnUMMlanList

Choose one of the following:

Change DCPL Parameter

Attribute Provisioni) i ionTakenO ist

Version Aug 29 04:56:06 COT

Description:  action taken when "switchport allowed vlan " cmd iz abzent for ERS service
Current ¥alue: prune

Hew Value:

Set Property | ‘ Reset Property

104225

e prune to have ISC create the minimum VLAN list. This is the default.

¢ abort to have ISC stop the LZVPN or VPLS service request provisioning with the error message:
trunk allowed vlan list is absent on ERS UNI.

¢ nochange to have ISC allow all VLANSs.

Click Set Property.

Service Deployment

Step 1

After you create an L2ZVPN, L2TPv3, or VPLS service request and save it in the ISC repository, you can

deploy or force-deploy it.

Select Service Inventory > Inventory and Connection Manager > Service Requests.

The Service Requests window appears as shown in Figure 12-2.
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Step 2
Step 3

Figure 12-2 Deploy a VPLS Service Request

Service Regquests

Deploying Service Requests

Shaw Services with | Jok 10 j matching I* at Type | All j Find
Showing 1 - 10 of 13 records
Job Operstion Customer . ~ -
Al " State Type T Creator Hame Policy Mame  Last Modified Description
1.0 3 l:l REQUESTED L2VPN MODIFY  admin Customer1 L2VpnPolicy! 91405 12:39 PM
2[4 l:l REGLESTED QoS ADD aclmin Customer1 3550-DSCP 8205 2:35 PM
3. s l:l REGIUESTED L2%PMN ADD acimin Customer1 L2VpnPolicy2 91205 2:35 PM
4. & l:l REQUESTED ¥PLS ADD admin Customer2 WPLZPalicy1 912105 2:35 PM
507 l:l REGLESTED %PLS ADD acdmin Customer2 WPLSPolicy2  9M2M05 2:36 PM
B ¥ 13 l:l REGIUESTED L2VPMN ADD acimin Customer1 L2vprErsCe 91305 5:21 PM
7. 07 l:l REGUESTED L2VPN ADD admin Customer1 L2vpnEwsCe 91405 10:41 Ad
8 [ 18 l:l REGLESTED L2VPH ADD aclmin Customer3 L2vprErshnCe 91405 11:08 AM
9. [ 18 l:l REQUESTED L2VPN ADD admin Customer1 L2vpnEveshoCe 901405 11:38 AM
10, [C 22 l:l REGUESTED L2VPN ADD admin Customer1 LApy3AtmCe  9M14/05 3:32 PM
Rows per page: I 10 'I 1 Goto PEBE-|1 of2 [0
Auto Refresh: [V Create ‘-‘ | Details | | Status: 1'| ‘ Edit | | Deploy T| | Decommission | | Purge ‘-‘
Deplay o
e
F
orce Deploy %
E—— —

Choose a service request.

Click Deploy and choose Deploy or Force-Deploy.

Use Deploy when the service request state is Requested or Invalid.

Use Force Deploy when the service request state is Deployed, Failed Deployed, or Failed Audit.

The Deploy Service Requests window appears as shown in Figure 12-3.
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Figure 12-3 Schedule Service Activation

Deploy Service Requests

|Task Created 2005-09-1513:54:52 628

Task Mame

Tazk Type: IDepIDyment

Created on Thu 3ep 15 13:54:52 FDT ;I

2005
|-

Tazk Description :
Single rum. O powe © Once
Perindic Rurt " pinute © Hourdy O Daily O Weekly © Monthly

Periodic Run Attributes
R ImteryEl:
R Litnits:

Start Date and Time
Date: |Septemberj |15j |2IJI35j
Time: {1 =] [54 = |PMm =]
End Date and Time (Default iz unlimitecd)
Date: IMDnth j |Dayj |Yearj
Time: | Hour > | [Min =] {Am =]

Service Requests

Showing 1 -1 of 1 recard
Customer
Mame

# Job D Creator

Description

1. 13 admin Customer1

Rows per page: |1E| vl 1] ¢ Gota page:|1 ot 1 (Ba) [ [21

| Save | | Cancel |
&
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o
Stepd  Choose a schedule for the activation of the service.
Step5  After you schedule the service request, click Save.

After you schedule the VPLS service request, you can monitor the service request that is being deployed.
See Verifying L2ZVPN or VPLS Service Requests, page 12-4 and Monitoring Service Requests, page

12-11 for more information.

Verifying L2VPN or VPLS Service Requests

After you deploy an L2VPN or VPLS service request, you should verify that there were no errors.

You can verify an L2ZVPN or VPLS service request through the following:

Transition state—The transition state of an L2ZVPN or VPLS service request is listed on the Service

Requests window in the State column. See Service Request States, page 12-5 for more information.
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e View service request details—From the Service Requests Details window, you can view the L2VPN
or VPLS link endpoints and the L2ZVPN or VPLS configlets for this service request. See Viewing
L2VPN or VPLS Service Request Details, page 12-7 for more information.

e Task Logs—Access the task logs from the Monitoring tab to help you troubleshoot a failed service
request or to view more details about a service request. See Monitoring Service Requests, page
12-11 for more information.

Service Request States

A service request transition state describes the different stages a service request enters during the
L2VPN or VPLS provisioning process.

For example, when you deploy an L2ZVPN or VPLS service request, ISC compares the device information
in the Repository (the ISC database) with the current device configuration and generates an L2VPN or
VPLS configlet. When the configlet is generated and downloaded to the device, the L2ZVPN or VPLS
service request enters the Pending state. When the device is audited, the L2ZVPN or VPLS service
request enters the Deployed state.

Figure 12-4 illustrates which service request states relate to the L2ZVPN or VPLS configuration auditing
process, and which states relate to the provisioning process.

Figure 12-4 Service Requests States

ISC Service Request States

"""""" > Provisioning States
—— > Auditing States

FAILED
AUDIT

PENDING DEPLOYED

BROKEN

~
Y]
oo}
[so]
o
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Table 12-1 describes the functions of each ISC service request state. They are listed in alphabetic order.

Table 12-1

Cisco IP Solution Center Service Request States

Service Request Type

Description

Broken

(valid only for L2TPv3
and MPLS services)

The router is correctly configured but the service is unavailable (due to a
broken cable or Layer 2 problem, for example).

An MPLS service request moves to Broken if the auditor finds the routing
and forwarding tables for this service, but they do not match the service
intent.

Closed

A service request moves to Closed if the service request should no longer be
used during the provisioning or auditing process. A service request moves to
the Closed state only upon successful audit of a decommission service
request. ISC does not remove a service request from the database to allow
for extended auditing. Only a specific administrator purge action results in
service requests being removed.

Deployed

A service request moves to Deployed if the intention of the service request
is found in the router configuration file. Deployed indicates that the
configuration file has been downloaded to the router, and the intent of the
request has been verified at the configuration level. That is, ISC downloaded
the configlets to the routers and the service request passed the audit process.

Failed Audit

This state indicates that ISC downloaded the configlet to the router
successfully, but the service request did not pass the audit. Therefore, the
service did not move to the Deployed state. The Failed Audit state is
initiated from the Pending state. After a service request is deployed
successfully, it cannot re-enter the Failed Audit state (except if the service
request is redeployed).

Failed Deploy

The cause for a Failed Deploy status is that DCS reports that either the
upload of the initial configuration file from the routers failed or the
download of the configuration update to the routers failed (due to lost
connection, faulty password, and so on).

Functional

(valid only for L2TPv3
and MPLS services)

An MPLS service request moves to Functional when the auditor finds the
VPN routing and forwarding tables (VRF) for this service and they match
with the service intent. This state requires that both the configuration file
audit and the routing audit are successful.

Invalid

Invalid indicates that the service request information is incorrect in some
way. A service request moves to Invalid if the request was either internally
inconsistent or not consistent with the rest of the existing network/router
configurations (for example, no more interfaces were available on the
router). The Provisioning Driver cannot generate configuration updates to
service this request.

Lost

A service request moves to Lost when the Auditor cannot find a
configuration-level verification of intent in the router configuration files.
The service request was in the Deployed state, but now some or all router
configuration information is missing. A service request can move to the Lost
state only when the service request had been Deployed.
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Table 12-1 Cisco IP Solution Center Service Request States (continued)

Service Request Type Description

Pending A service request moves to Pending when the Provisioning Driver
determines that the request looks consistent and was able to generate the
required configuration updates for this request. Pending indicates that the
service request has generated the configuration updates and the
configuration updates are successfully downloaded to the routers.

The Auditor regards pending service requests as new requests and begins the
audit. If the service has been freshly provisioned and not yet audited, it is not
an error (pending audit). However, if an audit is performed and the service is
still pending, it is in an error state.

Requested If the service is newly entered and not yet deployed, it is not an error.
However, if a Deploy is done and it remains Requested, the service is in an
error state.

Wait Deploy This service request state pertains only when downloading configlets to a
Cisco CNS-CE server, such as a Cisco CNS IE2100 appliance. Wait Deploy
indicates that the configlet has been generated, but it has not been
downloaded to the Cisco CNS-CE server because the device is not currently
online. The configlet is staged in the repository until such time as the Cisco
CNS-CE server notifies ISC that it is up. Configlets in the Wait Deploy state
are then downloaded to the Cisco CNS-CE server.

Viewing L2VPN or VPLS Service Request Details

Step 1

The L2VPN or VPLS service request details include the link endpoints for the service request, the
history, and the configlet generated during the service request deployment operation. Use the service
request details to help you troubleshoot a problem or error with the service request or to check the
L2VPN or VPLS commands in the configlet.

From the Service Request Details page, you can view more information about:
e Links—the link endpoint details
e History—Service request history report
¢ Audit—Audit reports for the link IDs
¢ Configlets—View the ISC generated configlet for the LZVPN or VPLS service request

The following sections describe the links, history, and configlet details for an L2ZVPN or VPLS service
request. The audit details are described in Auditing Service Requests, page 12-13.

To view L2VPN or VPLS service request details:

Select Service Inventory > Inventory and Connection Manager > Service Requests.

The Service Requests window appears as shown in Figure 12-5.

| oL-7644-01
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Links

Step 2
Step 3

Step 1

Figure 12-5 Service Requests Window

Service Requests

Showy Services with | Job (D d matching I"‘ of Type | Al j Find
Showing 1 -5 of 11 records
Job Operation Customer _ -

# | D State Type Type Creator Hame Palicy Mame  Last Modified Description
1.3 l:l PENDING L2WPR MODIFY  admin Customert L2%pnPalicyl  9M5i05 2:23 Ph
2.4 []eenbinG QoS ADD  admin Customer!  3550-DSCP  9M5i05 2:23 PM
3. 06 [ eerome  vrLs ADD  admin Customer?  VPLSPolicy!  8/15i052:23 FM
4. 13 [|oerLovED L2vpn ADD  admin Customer!  L2vprErsCe  9/15/052:15 PM
s. 17 l:l REGQUESTED L2VPN ADD admin Customer1 L2vprEwsCe 91405 10:41 &M

Rowes per page: | 5 'I 1] ] Goto page: |1 of 3 (@a) [ [>]
Auto Refresh: [V | Create v| ‘ Details | ‘ Status ‘ | Edit. | | Deploy: | | Decommission | | Purge |

138524

Select the L2ZVPN, L2TPv3, or VPLS service request and click Details.

The Service Request Details window appears (Figure 12-6).

Figure 12-6

Service Request Details

Example Service Request Details Window

Service Request Details for Job 1D 4

Attribute Walue
Type L2%PH
State REQLESTED

Operation Type MODIFY
Service Reguest 10 B
Last Maciification Time yed Nov 23 15:21:28 PST 2005
LIUPH ServiceType L5561 ERs
L2VPH Core Type MPLS
EndToEndwire ID 5
Status Message

State REQLESTED

¥CID 100
Attachment Circuit ID 7

M-PE Mame pel

M-PE Interface Ethernetdi3 20

CE Name celd

CE Interface Ethernet0sf 20

WLAR ID 20
Attachment Cirenit 1IN

| v

=]

‘ Links H History H Audit 'H Configlets H oK |

138525

The service request attribute details include the type, transition state, operation type, ID, modification

history, customer, and policy name.

The service request link details include the link endpoints, PE secured interface, VLAN ID, and whether

a CE is present.

Click Links on the Service Request Details window (see Figure 12-6). The Service Request Links

window appears (Figure 12-7).
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Figure 12-7 Service Request Links

Service Regquest Links

End to End Wires for Service Request Job ID 3
Showing 1 -1 of 1 record

# H-PE Attachment Circuit 1 H-PE Attachment Circuit 2 Status
1. & aw3 sl REGQLESTED
Rows per page: |10 VI 144 GUiUpaQEI" of1 [0

1383563

Step2  Choose a link and click Details. The Link Details window appears as shown in Figure 12-8.

Figure 12-8 Link Details Window

Service Request Link

End to End Wire Detail=

Type: L2%PrH
EndToEndwire 1D 1:

Status Message:

State: REGQUESTED

L2VPH Policy L2%pnPalicy1

L2VPH Service Type: EthernetEVCS_NO_CE
Attachment Circuit 1D 3:

LI-PE Matne: w3
U-PE UMI Interface: GigahitEthernetOf3
M-PE Mame: pel

M-PE Major Interface: FastEthernet0/0.20
Attachment Circuit 1D 4

LI-PE Mame: Fned
L-PE UM Interface: FastEthernetn/s
M-PE Mame: pe3

M-PE Major Irterface: FaztEthernst0/0.20

Step3  Click OK to return to the Service Request Links window.

1358564

Step4  Select another link to view or click OK to return to the Service Request Details window.

History

You can view history information about the service request.

Step 1 Click History on the Service Request Details window (see Figure 12-6). The Service Request State
Change Report window appears (Figure 12-9).
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Figure 12-9 Service Request State Change Report

Service Reguest State Change Report

Element Hame State Create Time Report
L2VPN Service

Reguest

L2WPH Service

Reguest

FEMDING  2005-09-15 14:15:03 SR Job I 13 transtioned from REQUESTED to PENDING state

DEPLOYED 2005-09-15 14:15:23 SR Job I 13 transtioned from PENDING to DEPLOYED state

138528

The history reports lists the following information about the service request:

Element Name—the device, interface, and subinterfaces participating in this service request
State—the transition states the element has gone through
Create Time—the time the element was created for this service request

Report—the action taken by ISC for the element in this service request

Step2  Click OK to return to the Service Request Details window.

Configlets

After you deploy the service request, ISC generates Cisco IOS commands to turn on L2ZVPN or VPLS
Services on all the network devices that participate in the service request.

To view the configlets that are generated, perform the following tasks.

Step1  Click Configlets on the Service Request Details window (see Figure 12-6). You see a list of network
devices for which a configlet was generated (see Figure 12-10).

Figure 12-10 Service Request Configlets

Service Request Configlets

Configlets for Service Request Job 1D 13
Showing 1 - 4 of 4 records
Device

o 1 lie Miie NiC )

[=-x)
ced
pel
ped

Rows per page: I]D 'l 1<] <] sota page1 ot [ (=1

View Configlet

138529

Step2  Select the device for which you want to view the configlet.

Step3  Click View Configlet. The Configlet for Device window appears (Figure 12-11).
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Figure 12-11 L2VPN, L2TPv3, or VPLS Configlet Example

Service Request Configlet

Configlet for Device: pel

=
Configlet #1, Job ID 13 (Created: Z005-09-15 14:15:02)
!
interface Ethernec4/3.1
encapsulation dotlQ 1
xconnect 10.5.0.103 104 encapsulation mpls
no shutdown
]

138530

The device configlet shows all commands downloaded to the device configuration during the service
request deployment operation.

Step4  Click OK to exit.

Monitoring Service Requests

To monitor an L2ZVPN or VPLS service request that is being deployed, you must use the task logs to help
you troubleshoot why a service request has failed or to find more details about a service request.

Perform the following steps to monitor a service request.

Step1  Select Monitoring > Task Manager. The Tasks window appears as shown in Figure 12-12.

Cisco IP Solution Center L2VPN User Guide, 4.1
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Figure 12-12 Tasks Window

Tasks
Show Tasks with | Mame d matching I* of Type * j Find
Showing 1 - 4 of 4 records
& | Task Hame Type Targets Schedule Creator Created on
Task Created 2005-09-15 " Jobld 18 Wpn . . . 2005-09-15
1. 0 15:01:23 977 Service Deployment D g g A Single run &t 2005-09-15 15:00:00 .0 admin 15:01:28.782
Task Created 2005-09-15 - dobld ;17 Wpn . . 2005-09-15
2 145058 078 Service Deployment [ AR —— Single run st 2005-09-15 14:50:00.0 admin 145108 508
dobld : 3 Vpn o Vpnt
Job ld ;4 Vpn
3. [ Jask Creeted 20050945 Service Deployment Job 1o © 5 Vpn: Vpn2 Single run st 2005-09-15 14:21:00.0 scmin 20050845
14:21:02 443 14:21:07.05
Job Id ;6 Vpn o Vpn3
dob Id : 7 Ypn: Vpnd
Task Created 2005-09-15 Jobld ;13 Ypn ’ 2005-09-15
| 413 33 063 Service Deployment [2van_ers_ven Single run st 2005-09-15 1413000 admin 141341 907
Rowes per page: I]D 'l 1<] <] Goto page: |1 ot1 [ 1
o
Auto Refresh: [v | Create v| | Audit v| ‘ Details: ‘ | Schedules | | Logs | ‘ Delete | ]
o
—

Step2  Click Find to refresh the window.
The task that is executing will be the first in the list of tasks that being performed in ISC.

Step3  Select the task you want to monitor and click Logs. The Task Logs window appears as shown in
Figure 12-13.

Figure 12-13 Task Logs

Shavw Runtime Tasks with Task Name matching IN

Showing 1 - 2 of 2 records

# Rurtime Task Mame Action Start Time End Time Status
1. Tazk Created 2005-09-15 Confindudit 2005-09-15 2005-09-15 Completed
L 45.01:23.977_Thu_Sep_15_1501:32_PDT_2005_3 LA Y 5 0911 229 15:0249.739 successtully
Task Created 2005-09-15 2005-09-15 2005-03-15 Completed
I 450123977 ru_Sen_15_15m:32_pO1_2005_3 Perlomet iepaasas  1s0211.2m c succasstuly
Rows perpage.lTD vl 1] ] Go ta page:|1 ot1 (@) [ [»]
&
Auto Refresh: [ | Service Requests | ‘ View Log | | Delete | ‘ Close | w
@

Step4  Select the run-time task that you want to monitor and click View Logs.

A window like the one shown in Figure 12-14 appears.
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Figure 12-14 Task Logs

Lo Lewel: IInfD j Companent; I"‘
Date Level C
2005-08-15 15:0211 INFO  Provisioning ProvDry The argument to the ProvDry are:
IsProvision = false
JTUpload = false
JobldList =15
targets =[]
2005-09-15 150211 IMFO - Provisioning. ProvDry Cpening repostory ..
2005-08-15 15:0211 INFO  Provisioning ProvDry Cpen repostary succeeded
2003-09-15 150211 INFO  Provisioning.ProvDry ======== Cresting ProvDrvSR for Job#18SR#18
2003-09-15 150211 INFO  Provisioning.ProvDry Fitter to getlogicalDevices: 0
2005-08-15 150211 INFO  GEaM getServiceElements() . ACTION -= ALDIT
2005-09-15 150211 IMFO - Provisioning. ProvDry Murmber of logicalDevices got 3
2005-09-15 150212 IMFO Provisioning. ProvDry Processing logical device 3 with physical id 3
2005-08-15 15:0212 INFO  Provisioning ProvDry Service blade for this device:
COMm.CISCOVRNES proy . 2vpn L2VPNServiceBlade
2005-09-15 150212 IMFO Provisioning. ProvDry Creste hiade the first time:

com.cisco.vpnsc. prov [2vpn L 2YVPNServiceBlade
2003-09-15 150212 INFO  Provisioning.Service I2vpn  crested service blade
2003-08-15 150212 INFO  Provisioning.Service I2vpn  returning XmML_JDOM a3 preference
2005-09-15 150212 IMFO Provisioning. ProvDry Filter to generatexil: O LI

Return to Logs

138533

Select the log level from the drop-down list and click Filter. The log levels are All, Severe, Warning,
Info, Config, Fine, Finer, and Finest.

Click Return to Logs.
Click Close in the Task Logs window.

Auditing Service Requests

Note

Each time an L2VPN (including L2TPv3) or VPLS service request is deployed in the Cisco IP Solution
Center (ISC), a configuration audit occurs. You can view the results of these in LZVPN or VPLS
configuration audit reports. Use configuration audits and reports to verify that the network devices have
the correct configuration for the services provided.

A functional audit is part of the post-provisioning check. It is only available for L2TPv3 service requests.
It lets you validate the L2TPv3 circuit and session status. If the L2TPv3 wire state is functional, it
indicates that traffic can be passed through successfully.

A functional audit can be performed only after a configuration audit is performed successfully on the
service request.

Configuration Audit

A configuration audit occurs automatically each time you deploy an L2VPN or VPLS service request.
During this configuration audit, ISC verifies that all Cisco IOS commands are present and that they have
the correct syntax. An audit also verifies that there were no errors during deployment.

The configuration audit verifies the service request deployment by examining the commands configured
by the L2VPN or VPLS service request on the target devices. If the device configuration does not match
what is defined in the service request, the audit flags a warning and sets the service request to a Failed
Audit or Lost state.

| oL-7644-01
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You can create audit reports for new or existing L2ZVPN or VPLS service requests.

e Audit new services—This type of audit is for service requests that have just been deployed. The
audit identifies problems with the configuration files downloaded to the devices.

e Audit existing services—This type of audit checks and evaluates the configuration of deployed
service requests to see if the service request is still in effect.

We recommend that you schedule a service request audit on a regular basis to verify the state of the
network provisioning requests.

This section describes how to manually generate a configuration audit and view the audit report.

To view a configuration audit report perform the following steps.

Step 1 Select Service Inventory > Inventory and Connection Manager > Service Requests.

The Service Requests window appears as shown in Figure 12-15.

Figure 12-15 Service Requests Window

Service Requests

Show Services with | Job 1D j matching I‘ of Type | Al d Find
Showing 1 - 10 01 11 recaords
x I J|‘|):|b State Type Op%rszon Creator LT Policy Matme  Last Modified Description
.05 [renoing  Laven MODIFY  admin Customer!  L2VprPolicy! 94505 2:23 PM
24  [Jeenome  @os ADD  admin Customer!  35S0-DSCP 9/15/05 2:23 PM
.05  [recnG  veLs ADD  admin Customer?  VPLSPolicyl  9/15/05 2:23 PM
4. 1z [ ]oerLoveD Laven 40D admin Customer!  L2vprErsCe 9505 2:15 PM
s [lmveun  Laven 400 admin Customer!  L2vprEwsCe 9/ 505 2:51 PM
6. 15 [[|verLoven Laven 40D admin Customer3  L2vprErshioCe 9/ 5105 3:02 PM
7. 019 [ |RecuEsTED Laven 40D admin Customer!  L2vprEwshoCe 9114105 11:38 &M
8.1 22 [ |RecUEsTED L2ven 400 admin Customer! L 2pvAAtmCe 9415 3:32 PM
9.7 25 [ |REUESTED Laven 40D admin Customer2 L 2pvAAtmioCe 9 4105 3:58 PM
0./} 26 l:lREQUESTED YPLS ADD admin Customer YplsMplsErsCe 91505 10:57 AM
Raws per page: I m = 1] zote page.IW o2 i3]
Auto Refresh: v | Create "| | Details | | Status | ‘ Edit. | ‘ Deploy: ‘ | Decommission | | Purge |
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Step2  Select an L2VPN or VPLS service request for the configuration audit.

Step3  Click Details.

The Service Request Details window appears as shown in Figure 12-16.
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Figure 12-16 Service Request Details

Service Request Details

Auditing Service Requests Il

Service Request Details for Job 1D 4

Attribute Value

Type L2%PH
State REQLESTED
Operation Type MODIFY
Service Reguest 10 B

Last Maciification Time yed Nov 23 15:21:28 PST 2005

LIUPH ServiceType L5561 ERs
L2VPH Core Type MPLS
EndToEndWire ID §

Status Message

State REQLESTED

¥CID 100
Attachment Circuit ID 7

M-PE Mame pel

M-PE Interface Ethernetdi3 20

CE Name celd

CE Interface Ethernet0sf 20

WLAR ID 20
Attachment Cirenit 1IN

‘ Links H History H Audit 'H Configlets H oK |

138525

Click Audit.
Click Config.

Step 4
Step 5

The Service Request Audit window appears. Figure 12-17 shows an example of a successful

configuration audit.

Figure 12-17

Service Request Audit Report

Service Request Audit Report— Successful

Config Audit Report for Job ID 13

Service Request IDv 13

Status: SUCCESSFUL

Link IC Status Device Mame Device Role Device Messages
= =3 I
lpe3 |n_FE I
& SUCCESSFUL
= [ce I
pet |n_rE I

138534

This window lists the device name and role, and a message regarding the status of your configuration

audit.

If the audit is unsuccessful, the message field lists details on the failed audit. Figure 12-18 shows an
example of a failed audit message for an L2ZVPN or VPLS service request.

| oL-7644-01
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Figure 12-18 Service Request Audit Report—Failed

Service Request Audit Report

Config Audit Report for Job ID 13

Service Regquest ID: 13 Status: FAILED
Link 1D Status Device Mame Device Role Device Messages
ced ICE
layer 2 Ether failed (command: interface Ethernst1A.1 )
e N PE EC ether failed (command: interface Ethernet1 /1.1 )
- PE loopback specified in the PE device table doesnt exist on the router (command: KO
CONFIG INYOLYED)
8 FAILED
ced <E
layer 2 Ether failed (command: interface Ethernet4/3.1 )
el N PE EC ether failed (command: interface Ethernet4/3.1 )
- PE loophack specified inthe PE device table doesnt exist on the router (command: MO
CONFIG INYOLYED)

138562

The audit failure message indicates missing commands and configuration issues. Carefully review the
information in the message field. If the audit fails, you must correct all errors and redeploy the service
request.

Step6  Click OK to return to the Service Request Details window.

Functional Audit

A functional audit verifies that the links in a service request or VPN are working correctly. The audit
checks that the circuit and session between two PEs are set up correctly to pass traffic through.

)

Note  Functional audits are performed by ISC for only L2TPv3 service requests.

Performing a Functional Audit

You perform a functional audit after a configuration audit is performed successfully. You can perform a
functional audit on service requests that have states in either deployed, functional, or broken. Wait at
least two minutes after a service is deployed to allow time for the circuit and session to be established.
If you prematurely perform a functional audit action, a broken service request state will be the result
because the session is not established yet.

To perform a functional audit, follow these steps.

Step 1 Select Service Inventory > Inventory and Connection Manager > Service Requests.
Step2  Select a service request.
Step3  Click Details.
On the service request details page, the Audit button has two choices:
¢ Config

¢ Functional

Cisco IP Solution Center L2VPN User Guide, 4.1
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Step4  Click Functional to display the Functional audit report.

Creating a Task to Perform a Functional Audit

You can create a task to do a functional audit for one or more L2TPv3 service requests. To create a task
to do a functional audit, perform the following steps.

Step 1 Select Monitoring > Task Manager > Tasks.
Step2  Click Audit

Step3  Choose L2VPN (L2TPv3) Functional Audit from the drop-down list. The create task window appears
as shown in Figure 12-19.

Figure 12-19 Create Task

Create Task

Hamne |L2VPN (L2TP3) Functional Audit 2005-09-16 15:13:30.87

Type: L2%Pr (L2TP3) Functional Aucit

Description: Created on 2005-09-16 15:13:30.87 =
El

Task Ci ation i Simplifi

i Advanced (via wizard)

ate: * - Required Field

-Steptof2-
Hext = Cancel

138535

Step4  Select a Task Configuration method. The choices are:
e Simplified
e Advanced (via wizard)
Step5  Click Next.
The L2VPN Functional Audit Task window appears as shown in Figure 12-20.
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Step 6

Step 7
Step 8
Step 9
Step 10

Figure 12-20 L2VPN Functional Audit Task

L2VPN Functional Audit Task

L2VPH (L2TPv3) Functional Audit:L2V¥PH (L2TPy3) Functional Audit 2005-09-16 15:13:30.87

SR s SelectDeselect SRs
or
YPHs: SelectDeselect VPHs

Schedule: Moy
Later
Mone

Task Owner: Custamer

i lie Bikie e IO

Provider

<

hane

138536

Mote: * - Required Field

Click the Select/Deselect SRs button to select one or more service requests in Deployed, Functional, or
Broken states as the targets for the task.

You can select a VPN to audit. If you select a VPN to audit, all the links that form the VPN are audited.

~

Note  You can select either service request(s) or VPN(s) in one task, but you cannot select both in the
same task.

You can choose to schedule now or later.
You can choose an owner for the task.
Click Submit.

You receive a Service Request Audit Report. The service request state is set to Functional if all the
end-to-end wires pass the functional audit and Broken if any one of them is broken.

Why a Functional Audit Could Fail

A Functional Audit could fail for the following reasons:
e No session was found for an end-to-end wire.
e A session is not established yet.
e A UNI involved in an end-to-end wire is down.

You can also use the task logs to help you troubleshoot why a service request has failed or to find more
details about a service request. It is possible to set the types of log level you want to view. Specify the
Log Level and click the Filter button to view that information you want to view. See Monitoring Service
Requests, page 12-11, for more information.
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APPENDIX A

Setting Up VLAN Translation

This appendix describes how to set up VLAN translation for LZVPN ERS services. It contains the
following sections:

e VLAN Translation Overview, page A-1
e Setting Up VLAN Translation, page A-2
e Platform-Specific Usage Notes, page A-6

Review Platform-Specific Usage Notes, page A-6 for helpful information to be aware of before you
create policies and services using VLAN translation.

VLAN Translation Overview

VLAN translation provides flexibility in managing VLANs and Metro Ethernet-related services. There
are two types of VLAN translation—one is 1 to 1 translation (1:1), and the other one is 2 to 1 translation
(2:1). This feature is available for L2ZVPN ERS (with and without a CE). Because ISC does not support
the Ethernet interface type on L2TPv3 (the IP-based L2VPN service), VLAN translation is not available
for L2TPv3. The behavior of LZVPN EWS service remains the same even though it is true that it ia
possible now for one Q-in-Q port to be shared by both EWS and ERS service. VLAN translation is only
for an Ethernet interface, not for other types of interfaces, such as ATM and Frame Relay.

With 1:1 VLAN translation, the VLAN of the incoming traffic (CE VLAN) is replaced by another VLAN
(PE VLAN). It means the SP is now able to handle the situation where incoming traffic from two
different customers share the same CE VLAN. The SP can map these two CE VLANSs to two different
PE VLANSs, and customer traffic will not be mixed.

With 2:1 VLAN translation, the double tagged (Q-in-Q) traffic at the U-PE UNI port can be mapped to
different flows to achieve service multiplexing. The translation is based on the combination of the CE
VLAN (inner tag) and the PE VLAN (outer tag). Without this translation, all the traffic from a Q-in-Q
port can only go to one place because it is switched only by the outer tag.
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Setting Up VLAN Translation

The following sections described how to create and manage policies and service requests to support
VLAN translation:

e Creating a Policy, page A-2

e Creating a Service Request, page A-3

e Modifying a Service Request, page A-5
e Deleting a Service Request, page A-6

Creating a Policy

VLAN translation is specified during policy creation for L2ZVPN for ERS (with and without a CE). The
L2VPN (Point to Point) Editor window contains a new option called “VLAN Translation,” as shown in

Figure A-1.
Figure A-1 VLAN Translation Option in the L2VPN (Point to Point) Editor Window
WLAH Translation & No 1 2 I~

There are three options for VLAN translation:

e No—This is the default choice. No VLAN translation is performed.

N

Note If you select No and you do not want to deal with any behavior related to VLAN trans during
service request creation, then deselect the Editable check box. This is the recommendation
when you select no VLAN translation.

e 1:1—1:1 VLAN translation. The VLAN of the incoming traffic (CE VLAN) is replaced by another
VLAN (PE VLAN). The specification of the VLAN translation is done during the creation of the
service request for the policy, as covered in Creating a Service Request, page A-3.

e 2:1—2:1 VLAN translation. The double tagged (Q-in-Q) traffic at the U-PE UNI port can be
mapped to different flows to achieve service multiplexing. When you select 2:1 VLAN translation,
the L2VPN (Point to Point) Editor window dynamically changes to enable you to select where the
2:1 VLAN translation takes place, as shown inFigure A-2.

Figure A-2 Select Where 2:1 VLAN Translation Takes Place
VLAH Translation oMo 1 21 I~ ~
o
Select where 21 translation takes place {* Auto  U-PE  PE-AGG { MN-PE I~ §

The choices for where 2:1 VLAN translation takes place are:
e Auto (This is the default choice.)
e U-PE
¢ PE-AGG
e N-PE
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If you select Auto, the 2:1 VLAN translation takes place at the device closest to the UNI port. The other
choices come into play only when there is more than one place that 2:1 VLAN translation can be done.
If there is only one place where the translation can be done, the choice is ignored.

The actual VLAN values are specified when you create a service request based on this policy. See the
Creating a Service Request, page A-3.

Creating a Service Request

When you create a service request based on an L2ZVPN ERS policy, the VLAN options can be changed
if they were set to be editable in the policy. You can overwrite the policy information for the VLAN
translation type and the place where translation occurs. This flexibility allows the following
provisioning:
e One AC can have 2:1 VLAN translation, while the other AC can have no VLAN translation or 1:1
VLAN translation.

e The VLAN translation for one AC can be on the UNI box, while the translation for the other AC can
be on the PE-AGG.

~

Note  Note these modifications can happen only when a new service request is created. They are not
allowed during the modification of an existing service request.

The specification of the VLAN translation happens during the creation of the service request within the
Link Attributes window. At that point, you can specify which VLAN is translated to which VLAN. The
Link Attributes window is accessed after the UNI port is selected on the Attachment Tunnel Editor
window. Because you can set the VLAN translation type after the UNI selection, the UNI port display
list does not exclude any type for the UNI port. This is because:

e The UNI port list has to include the regular trunk port, in case you later (on the Link Attributes
window) decide to perform no VLAN translation or 1:1 VLAN translation.

e The UNI port list has to include an EWS (Q-in-Q) port, in case you decide to do 2:1 VLAN
translation.

Even though you have all the ports to start with for VLAN translation, you must select specific types of
ports, based on the type of VLAN translation. More specifically:

e Forno VLAN translation and 1:1 VLAN translation, you must select an empty port or a trunk port
as the UNL.

e For 2:1VLAN translation, you must select an empty port or a Q-in-Q port as the UNI port.

To help determine the proper port to use, you can click the Details button on the Attachment Tunnel
Editor window to display the port type and associated service with that port.

The following sections show how the VLAN translation is defined on the Link Attribute window for the
different types of VLAN translation.

No VLAN Translation

When you choose no VLAN translation, no additional information needs to be provided.
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1:1 VLAN Translation

When you choose 1:1 VLAN translation, the window dynamically changes, as shown in Figure A-3.

Figure A-3 CE VLAN to be Translated From
VLAH Translation © Mo 1 2 o
=+
1 To 1 Translation CE WLARN "‘I (1 - 4036) ﬁ

In the empty field, you must enter which CE VLAN is to be translated from. The VLAN number must
be a number from 1 to 4096.

The PE VLAN that the CE VLAN is to be translated can be “auto picked” or manually entered. Select
the VLAN ID AutoPick check box above (on the Link Attributes window), as shown in Figure A-4, to
have PE VLAN automatically assigned.

Figure A-4 Automatic Selection of the PE VLAN
VLAH and Other Information
WLAN ID AutoPick I o
YLAN Name [ 8

If you deselect the VLAN ID AutoPick check box, as shown in Figure A-5, the window displays a
Provider VLAN ID, where you can manually enter the PE VLAN.

Figure A-5 Manual Selection of the PE VLAN
YLAH and Other Information
WLAN ID AutoRick u
WLAN Mame I -
Provider WLAM (0™ I (1-4098) %

Upon completion of the service request creation, ISC does an integrity check before saving the service
request. For 1:1 VLAN translation, ISC rejects the service request if the CE VLAN has been used for
another 1:1 VLAN translation on the same port.

2:1 VLAN Translation

When choosing 2:1 VLAN translation, the window dynamically changes, as shown in Figure A-6.

Figure A-6 2:1 VLAN Translation Window
YLAH Translation CONa O 2
27To 1 Trarslation CE WLAN “‘I (1 - 4096) and Outer VLANI (1 - 4096) or Auto Pick |

Select where 2.1 translation takes place % &Auto  U-PE  PE-AGG ( M-PE

138544

Note If the UNI port has been provisioned with EWS service, the outer VLAN value is grayed out, as shown
in Figure A-7.
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Figure A-7 2:1 VLAN Translation with Outer VLAN Grayed Out
¥LAN Translation O e O 11 (& 21
= IRl Fram CEwLan * (1 - 4096) and Cuter VLAN B22 0 PE YLAN Above -
2
Select where 21 translstion takes place Auto U-PE PE-Aogy N-PE §

In 2:1 VLAN translation, there are three VLANSs involved:

e “A”—The CE VLAN to be translated from. You specify this in the “From CE VLAN field.” For
out-of-range translation, a value of “*” (asterisk character) should be provided

e “B”—The PE VLAN that is the outer VLAN of the Q-in-Q port. You specify this in the “Outer
VLAN?” field. You can select this VLAN manually by entering a value, or you can select the
AutoPick check box to have one automatically assigned.

e “C”—The PE VLAN that the “A” and “B” VLANS are translated to. You specify this in the “VLAN
and Other Information” section above (on the Link Attributes window). See Figure A-4 and
Figure A-5in 1:1 VLAN Translation, page A-4.

You must specify VLAN “A” (the CE VLAN) and VLAN “C” (the PE VLAN translated to). For VLAN
“B” (the Q-in-Q outer VLAN), what to specify depends on the UNI port type:

e Ifitis an empty port, you must specify VLAN “B.”

e Ifitis an existing Q-in-Q port, then VLAN “B” has been defined, and it cannot be changed at this
point.
Some additional comments on 2:1 VLAN translation:
e For2:1 VLAN translation, if you build an ERS service on an empty port, then this UNI port will be
provisioned as an ERS service. If you later add an EWS service to the same port, the EWS service

will overwrite the previous ERS provisioning. The major difference between ERS and EWS is the
L2PT BPDU treatment. For ERS, BPDU is blocked. For EWS, BPDU is tunneled.

e As an ERS service, the 2:1 VLAN translation can share the same port, just like a regular ERS port.
e An ERS 2:1 service can be added on top of an existing EWS service.

Upon completion of the service request creation, ISC does an integrity check before saving the service
request. For 2:1 VLAN translation, ISC rejects the service request if the CE VLAN and outer tag PE
VLAN combination has been used for another 2:1 VLAN translation on the same port.

Modifying a Service Request

For both 1:1 and 2:1 VLAN translation, you can perform the following modifications on an existing
service request:

e Change to anew CE VLAN to be translated from.
e All other normal changes for a service request are permitted.
However, the following modifications are not allowed:

¢ You cannot change the VLAN translation type for a given AC. For instance, you cannot change from
2:1to 1:1 VLAN translation.

e You cannot change the place where 2:1 VLAN translation occurs.
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Deleting a Service Request

During service request deletion, the following resources are released:
For 1:1VLAN translation:

e The CE VLAN becomes available to be translated again.

e The PE VLAN is released.

e If the link being deleted is the last link on the UNI port, then this port is set to new.
For 2:1 VLAN translation:

e The CE VLAN becomes available to be translated again.

e The “translated to” PE VLAN is released.

e If the link being deleted is the last “CE-PE” pair on this UNI port, and there is no EWS service on
this port, then this port is set to new. In addition, the outer VLAN is released.

Platform-Specific Usage Notes

VLAN translation is available on 7600 and 3750 ME platforms. The 7600 and 3750 ME have different
ways to support VLAN translation. Not only is the command syntax different, but so is the place where
the VLAN translation is carried out. On the 7600, for 1:1 VLAN translation, the operation is done on the
PFC card. For 2:1 VLAN translation, the operation is done on the uplink GE-WAN (OSM module). On
the 3750 ME, however, both translations occur on the uplinks (ES ports).

VLAN Translation on the 3750

Be aware of the following points when performing VLAN translation on the 3750.

e The 3750 where VLAN translation occurs should be designated as a U-PE or PE-AGG role, not
N-PE.

e VLAN translation on the up link (ES) port should be performed on the Gigabit 1/1/1 or Gigabit 1/1/2
port.

e Ifal:1 VLAN translation occurs on a ring that is made of 3750 PEs, all the 3750s use the ES port
as uplink ports (the “east and west” ports) to connect other ring nodes.

VLAN Translation on the 7600

Be aware of the following points when performing VLAN translation on the 7600.

e 1:1 VLAN translation always occurs on the UNI port. However, not every Ethernet interface will
support 1:1 VLAN translation. Such support is dependent on the line card.

e 2:1 VLAN translation always occurs on the GE-WAN port. The port must be an NNI uplink port.

e 2:1 VLAN translation only occurs on a 7600 that is a U-PE or a PE-AGG, not an N-PE. The reason
is when the 2:1 VLAN translation is performed on the GE-WAN interface, this interface can no
longer perform L3VPN and L2VPN service using the translated new VLAN. The L3/L2VPN service
has to be provisioned on another (N-PE) box.
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Failed Service Requests When Hardware Does Not Support VLAN Translation

For the 1:1 VLAN translation feature, a service request goes to the Fail Deployed state if the target
hardware (line card) does not support the VLAN translation. The reason the service request goes to the
Fail Deployed state instead of Invalid is that ISC does not know beforehand whether a particular line
card will accept or reject the VLAN translation CLI commands. In this case, ISC attempts to push down
the commands and the deployment fails. An Invalid status means ISC detects something wrong (in
advance) and aborts the provisioning task. No CLI is pushed down in that case. This is a general behavior
of ISC when a given hardware does not support a feature. In these cases, it is the user’s responsibility to
select proper hardware to support the intended service.
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