CHAPTER I

Service Inventory > Inventory and Connection
Manager > Inventory Manager

This chapter describes how to use Inventory Manager to prepare service inventory for the IP Solution
Center (ISC) provisioning process. It contains the following subsections:

- Overview of Inventory Manager, page 4-1

» Prerequisites and Limitations, page 4-2

» Inventory Manager from End to End, page 4-2

« Introducing the Inventory Manager GUI, page 4-12

« Inventory Manager GUI Reference, page 4-34

« Auto Discovery, page 4-105

» Service Discovery, page 4-108

- Ring Topology Discovery (Connection Discovery), page 4-113

Overview of Inventory Manager

Inventory Manager provides amethod of managing mass changes to inventory and service model datain
the ISC provisioning process. In this process, Inventory Manager enables an operator to import network
specific data into the ISC Repository (Repository) in bulk mode.

Inventory Manager performs three primary functions:
- Imports devices and configures CPE and PE by associating devices with a Customer or Provider.

- Collectslive configuration files from a variety of devices (for example, routers, firewalls, and
switches) in a network.

~

Note  IPsec, firewall, NAT: These features are not supported in thisrelease.

- Discoverslogical, physical, and service level connectivity in a network.

Auto Discovery is an important tool in this process and is invoked from Inventory Manager. It can also
be invoked from a Unix command line interface although this method is not recommended (see UNIX
Command Line Interface (UNIX CLI), page 4-107). For a detailed description of Auto Discovery, see
Auto Discovery, page 4-105.
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M Prerequisites and Limitations

Prerequisites and Limitations

This document is intended for network engineers who have sufficient experience with MPLS VPN,
L2VPN, and IPsec to provision these technologies using 1SC.

~

Note  IPsec: Thisfeatureisnot supported in thisrelease.

All of the network elementsthat you plan to provision should support the required hardware features and
Cisco |0S versions.

Client Requirements

Java Runtime Environment (JRE) and Java Web Start must be installed to run Inventory Manager. If you
are having troubl e getting them to function properly, or need to update your local JRE, you can download
and install the version appropriate for your operating system:

« Windows (all languages, including English): 1.4.2_04
» Solaris SPARC 32-bit self-extracting file: 1.4.2_04
» Linux self-extracting file: 1.4.2_04 (Not Supported)

Name Resolution

Inventory Manager requires name resolution. The ISC HTTP server host must be in the Domain Name
System (DNS) that the web client is using or the name and address of the | SC server must bein the client
host file.

SNMP

Prior to device discovery, SNMP must be enabled. All devicesin the | SC provisioning environment must
support SNMP. ISC supports SNMP versions 1, 2c, and 3.

CDP

CDP must be enabled to discover devices. Inventory Manager uses CDP to perform the service discovery
task. CDP should be enabled globally and at the interface level for each device in the ISC provisioning
environment.

NAT
Thisfeatureisnot supported in thisrelease.

Prior to device discovery, no Network Address Translation (NAT) mapping for router |P addressesis
allowed.

Role Requirements

To run the Inventory Manager you need to use the predefined roles, CollectionRole and
DevicelmportRole. Thisis the minimum requirement to successfully create physical or logical devices
and to upload configuration files from the client to the ISC server.

Inventory Manager from End to End

This section describes how you use Inventory Manager to import and configure devices, collect
configuration files, and perform service discovery.
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These tasks should be carried out in the following order:

1. Launching Inventory Manager, page 4-3

2. Importing Devices, page 4-5

— Importing Devices from Configuration Files, page 4-5

— Importing Devices with Auto Discovery, page 4-6
Configuring Device Credentials and SNMP Parameters, page 4-7
Collecting Configuration Files, page 4-9
Marking Interfaces for IPsec, Firewall, NAT, or QoS, page 4-9
Creating a New Customer with Devices, page 4-10
Creating a New Provider with Devices, page 4-10
Importing Connections with NPC Auto Discovery, page 4-11

© © N o g > w

Importing Services with Service Discovery, page 4-11

Launching Inventory Manager

Step 1
Step 2

Step 3

Step 4

To launch Inventory Manager, follow these steps:

Loginto ISC.

Navigate Service Inventory > Inventory and Connection Manager > Inventory Manager and you
receive a window, as shown in Figure 4-1, “Inventory Manager.” If you choose or need to click on an
installation of Java Runtime Environment (JRE) for an operating system, follow that path, then quit the
browser, log in again, and navigate the path in this step again.

Figure 4-1 Inventory Manager

Inventory Manager

Bulk-manage inventory elements.

ey Inventory Manager
— - Launches a Java™ Web Start spplication that allowes bulk-management of inventory elements.

e

Jawa Runtime Environment (JRE) and Jawa Webstart must be installed to run Inventory Manager. If you are having trouble getting them to function
properly or need to update vour local JRE please dovwnload and install one appropriste for your operating system.

JRE Description Platform Version Supported

‘Windows (all languages, including English) Windowves 142 04 Yes
Solaris SPARC 32-bit zelf-axtracting file Solaris SPARC 1.4.2_04 Yes
Linwzx self-extracting file Liriux 1.4.2 04 s}
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Click Inventory Manager in Figure 4-1, “Inventory Manager” to launch Inventory Manager on the web
client. The Java Web Start window appears.

From the Security Warning window, click Start to automatically complete the configuration, as shown
in Figure 4-2.

[ oL-5533-01
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Figure 4-2  Start Java Web Start

Security ¥Warning il

(( This application is requesting unrestricted access to your local
=r machine and netwark,

Do ywou weant to install and run: ISC 4.0 - Inventory Manager
Signed and distributed by WVPNSC Engineering

Warning: Failed to verify the authenticity of this cerificate. Mo asserdions
can be made of the origin or walidity of the code.

Itis highly recommended not ta install and run this code.

| start || petats | [ bt |
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Step5  You receive alogin window, as shown in Figure 4-3, “Log On to ISC.”

Figure 4-3 Log Onto ISC

[~ logontisC |

Fleasze login...

User Name: | |

Password: | |

=]
x
1
=]
=
[x]
=,
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Step6  Enter your User Name and Password and click OK.Inventory Manager launches and connects to the
Master | SC server.

The Inventory Manager Opening Screen in Figure 4-4 appears.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-4 Inventory Manager Opening Screen

IE 1P Solution Center - Inventory Manager [connected to moneybag afj - IEIlzI

File Edit View Tasks Tools Logging Help

A (a[w| [¢]8][+]a] o] [@]2

Dec 14, 2004 10:48:15 PM com.ciscovpnsc.apps.csmoonsale.ManagementConsole getTibnTranspart
FIME: Aboutto open Tibco in Java Made and create a Tibco Rva Transport
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L Log Viewer L Event Viewer L Task Watcher
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Importing Devices

As described in the introduction to this chapter, devices can either be imported or created. The fastest
way to bring device information into the Repository is to import devices using Inventory Manager.

Importing Devices from Configuration Files

Step 1

Step 2

Step 3

If the configuration files are for a particular customer or provider, you can create a new customer or
provider and associate the configuration files with CPEs or PEs. If the customer or provider currently
exists in the Repository, you can open them and insert more CPEs or PES to be associated with new or
existing sites or regions.

To import devices with configuration files, follow these steps:

From Inventory Manager, choose File > New > New Device Group.

This step creates a container for target devices that can be moved to a provider or customer during the
initialization process.

Enter a device group name and click OK.

You receive aprompt to import configuration files. You probably have arepository of configuration files
on an existing network management device or TFTP server. Copy these files to the web client machine
for import or make them available with a shared directory.

At the No Config Files Specified for Import prompt, click Yes.

[ oL-5533-01
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The configuration files on the web client can be located by normal file browsing with both Shift and
Ctrl+Click selected for multiple selections. When creating a new device group, only onefiltering option
isavailable: All Files.

Note  When creating new Providers, there are filters for files containing a specific BGP autonomous system
number, or files that do not contain BGP configuration. The BGP filters can also be used to select PE
devices that must have BGP configured or CE devices that do not require BGP.

Step4 At the Open dialog box, browse to the location of the configuration files you want to import.

You may select multiple configuration files to import using SHIFT or CTRL + click. Please make sure
that no more than X (250 or anumber to be determined) configuration files are selected for import. There
may be performance issues with Inventory Manager if more than X config files are selected for import
at once.

Inventory Manager now imports arow in a spreadsheet workbook for each selected configuration file.
By default, Inventory Manager inspects the configuration files and determines the device type, which
includes Cisco 10S, CatOS, PIX, and VPN 3000 (IPsec, firewall, NAT, VPN 3000: These features are
not supported in thisrelease). It also parses passwords, SNMP information, interfaces, and virtual
circuits.

If cellsin the resulting spreadsheet are empty, Inventory Manager was not able to determine the value
and, if it isrequired, the operator must provide the data or choose the information from a defined set of
choices before saving.

These operations are described in more detail in the following sections as they are common to all
methods of importing device information and administration.

Step5  Once the appropriate files are selected, click Open, then click OK.

Importing Devices with Auto Discovery

~

Note  TheAuto Discovery process can either be activated from Inventory Manager or from the command line
on the I SC server using the Cisco Cornerstone Bridge Auto Discovery scripts.

To import devices with Auto Discovery, follow these steps:

Stepl  From Inventory Manager, select File > New > New Dynamic Device List.

This creates a spreadsheet where each row represents a potential seed device for discovery. For each seed
device, the management interface must be provided. The management interface is the address on the
device that the ISC host uses to reach the device.

After creating a new device list, a discovery starting point needs to be configured. This starting point is
a device that can be reached from the ISC host. For each seed device, an accessible interface on the
starting point is configured, because the management interface must be provided. The management
interface is the address on the device that the | SC host uses to reach the device.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Step 2
Step 3

Step 4

Note

Step 5
Step 6

Inventory Manager from Endto End 1l

New dynamic device discovery requires the following manual tasks:
- Entering a seed |P address
» Entering a maximum hop count on the initialization of the task
A policy.xml fileis created and a hop count is set automatically.

To choose the seed devices and hub, pick a seed device that can reach alarge section of the network. Pick
one or more of them until you think these devices will enable you to reach your entire managed network.

Point-of -presence (POP) routers are usually good choices. If you choose all the POPs in your network
as the collection of seed devices and put in the appropriate number of hubs, you discover the entire
managed network.

To pick the hub number, go to the CE that is the furthest from its associated POP, and count the number
of devices between them. If this number is N, the hub number is N+1, assuming you are picking the POP
as the seed.

Click on the Management Address cell and enter the seed | P address for the new dynamic device list
Choose Tasks > Start Auto Discovery.

A maximum hop count is specified for the Auto Discovery process. The Auto Discovery process queries
the starting point device for its CDP table. From thistable, all of those devices are queried for their CDP
information. This CDP query process continues until the maximum hop count from the starting point is
reached. Please note that only devices running the CDP process are discovered.

Specify the maximum hop count when you receive the prompt.

Only devices running the CDP process are discovered.

You are prompted to save two files. One file contains the list of the discovered devices and the other
containsinformation related to connectivity between the devices. The discovered deviceinformation can
be saved in XML to use as a starting point for future discovery efforts.

Save the devices discovery.

To view the Auto Discovery logs, go to Administration > Control Center > Hosts > machine-name >
cornerstone bridge.

Configuring Device Credentials and SNMP Parameters

Note

After the discovered devices are rendered in the spreadsheet, they must have several parameters set
before the devices can be saved to the Repository and perform a successful live configuration collection.
These parameters include:

e SNMP read and write community strings
» Telnet login password
» Device enable password

The reachable management address is usually L oopback 0.

First remove any devices that are not required in the provisioning process. These items include core
network devices or non-PE, CPE, and CLE devices that are used within the operator’s network.

[ oL-5533-01
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Step 1

Step 2

Step 1

Step 2

Step 3

Note

Step 4

Step 5

To remove unwanted devices, follow these steps:

Select the rows for the devices to be deleted.
Shift-select and Control-select are useful for multiple devices.

Choose Edit > Remove Selected Devices.

It is common in networks for devices to share many parameters. The Defaults option allows these
common parameters to be entered for many devices at the same time; for example, login password,
enable password, and SNMP strings.

To edit multiple devices, follow these steps:

Choose Edit > Edit Default Attributes.

A row for default values can be edited for each tab of the device list. The next step of the configuration
process collects live configurations that require login and enable passwords.

Enter login and enable passwords into the defaults row.

After entering the default values, select all of the devices that share those common parameters. For
devices that have values other than the default values, you can perform multiple editing techniques.

Select multiple rows or columns using standard selection techniques and choose Edit > Edit Selected
Devices.

A dialog box, similar to the defaults window appears, allowing you to enter values to be applied to the
selection.

You can right click on the column name and a menu appears showing you choices for sorting and
selecting or de-selecting of columns.

To configure these devices, choose L oad Default Attributesto Selected Cells.

The management |P address is the address that | SC uses to communicate with the element. This address
must be reachable from the ISC host. When the devices were imported or discovered, |SC attempts to
select the proper address as a management address starting with aloopback address. Verify the selected
address for accessibility from the ISC host. ISC must be able to reach the network element for the
configuration process to progress.

Click on the Management Address cell and enter the IP address in the dialog box.

[l Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Collecting Configuration Files

Step 1
Step 2

Collecting configuration files serves two purposes. It loads the current configuration information for the
device, which populates many of the cells. It also verifies reachability and passwords for the reachable
devices.

Thistask is created in the Repository and starts immediately. L ogs can be viewed as normal for a
collection spawned using only the Web GUI.

The task name is Inventory_Manager_Collection_xxxxxx_username, where xxxxxx is a unique number
and the username is admin, or whatever the logged in usernameisin ISC.

To collect configurations, follow these steps:

Select all the devices that have valid passwords and could be reached.
Choose Tasks > Collect Latest Configuration Files.

Marking Interfaces for IPsec, Firewall, NAT, or QoS

Step 1

Step 2
Step 3

Note

IPsec, firewall, NAT: These features are not supported in thisrelease

The interface marking process is only required for provisioning IPsec, Firewall, NAT, or QoS services.
Marking interfaces on a one-by-one basis can be a very time consuming and tedious task. I nventory
Manager provides a helpful tool to create rules for marking interfaces based on predefined criteria. You
can apply one or more rules to selected devices to mark the interfaces in a bulk fashion.

For 1Psec, the public interfaces are the interfaces where the IPsec or GRE tunnels terminate and the
private interfaces are the interfaces behind which the subnets to be protected reside.

For firewalls, the outside interfaces connect to the outside, typically unsecured, networks and the inside
interfaces are for the subnets residing behind the firewall.

To mark interfaces with Inventory Manager, follow these steps:

Choose Tools > Interface Rule Marking Editor.

A window appears allowing you to create, modify, or delete existing rules or folders. One simple rule
can mark all LoopbackO interfaces as public for IPsec.

To apply arule to one or more devices, select the device(s) in the spreadsheet.

Choose Edit > Apply I nterface Marking Rule(s) to the selection. A rule chooser appears allowing you
to select one or more rules to be applied.

After completing the device configuration process, all the red X marks on the Device List tabs should be
converted to either yellow or green Check Marks. These marks indicate that you have completed the
required configuration and can save the device list, provider, and/or customer. Save all the completed
lists by selecting Save under the file menu. Now all the device preparation should be complete and
provisioning setup can begin.

[ oL-5533-01
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Creating a New Customer with Devices

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Step 7
Step 8
Step 9

The devices should now be assigned roles, either PE or CE. For customers, you can assign roles by
highlighting each device group and adding it to a new or existing Customer. Routers can be moved in
bulk to customers with Inventory Manager.

To move CE routers to a new customer, follow these steps:

Select the desired routers and choose Edit > Move to New Customer.

You are prompted to enter a customer name.

Enter a customer name and click OK.

A new tab is created at the bottom of the device list and the routers are associated with the customer.

Each customer router must be put into asite. A site can have more than one router init. All routersin a
site should share routing information with the external provider network.

Shift-select the Site Name cells for each customer router in the CPE Attributes tab.
Choose Edit Selected Devices.

Choose CUSTOMER _ID+"SITE”+HOST_NAME.

Repeat this process for all the CPEs.

All customer routers must have a M anagement Type selected. As with customer site, arange of router
Management Type cells can be selected for bulk editing.

Click the Management Type cell for all CEs.
Choose Edit Selected Devices.
Select the Management Type.

Creating a New Provider with Devices

Step 1
Step 2

Step 3

Step 4

A provider or provider administrative domain (PAD) isagroup of Provider Edge (PE) devices that share
acommon BGP AS.

To move PE routers to a new provider and create a region, follow these steps:

Highlight the devices with a common BGP AS to be added to a new provider.
Choose Edit > Move to New Provider.

When the devices are assigned a PAD, they become Provider Edge (PE) routers. PEs must be placed into
regions. Each PAD must have one or more regions. A region is a collection of PEs that may share an
address pool.

To place a PE into aregion, click on the Region cell for the PE.
If the desired region has already been created, it can be selected.
Choose Create Region to add a region.

You can also add multiple PEsto asingle region in one step using standard multiple sel ection techniques
and choosing the Edit > Edit Selected Devices menu. As with single PE editing, you are prompted to
choose an existing region or create a new region.

[l Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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This compl etes the assignment of roles to devices.

The tabs at the top of the device list pane of the Inventory Manager window corresponds to a grouping
of information about the devices. The symboal to the left of the tab name indicates whether all the
information required on that tab has been configured. A red X means that additional information is
required. A yellow check mark indicates that all required information has been entered but not all
possible information. A green check mark shows that all information for that tab has been entered. To
save the devices to the Repository, each tab must show a check mark of green or yellow.

Importing Connections with NPC Auto Discovery

Step 1

Step 2

Step 3

To discover connections, referred to as Named Physical Circuits (NPC), run NPC Auto Discovery. This
task defines the PE and CE link information, which is used by Common Discovery in the final stage of
the Auto Discovery process. NPC Auto Discovery has one prerequisite, the connection.xml file. Ensure
that this file has been uploaded from the I SC server to the client workstation before running this task.

To import connections with NPC Auto Discovery, follow these steps:

Choose Tasks > Start NPC Auto Discovery.

You are prompted to provide the path to the correct connection.xml file.
Select the correct connection.xml file and click OK.

A dialog box appears, indicating that the NPC discovery process has started.

You are prompted if the task completes successfully. Select OK to finish this portion of the NPC Auto
Discovery process.

To find the discovered NPCs, go to Service Inventory > Inventory and Connection Manager >
Named Physical Circuits.

Importing Services with Service Discovery

At this point, you can choose to run the Common Discovery process. | SC manages Ethernet over MPLS
(L2VPN) and MPLS networks with IPsec (IPsec: This featureisnot supported in thisrelease). To
detect free interfaces on each device for provisioning purposes, existing services either need to be
discovered automatically or entered into the system manually.

For very large networks with many provisioned services, manual entry istime consuming and prone to
human error. These issues are alleviated by the Common Discovery process. The Common Discovery
process discovers:

« Layer 3MPLS VPN services
- Layer 2VPN (Metro) services
- Layer 2VPN (L2TPv3) services.

[ oL-5533-01

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 32



Chapter4  Service Inventory > Inventory and Connection Manager > Inventory Manager |

M Introducing the Inventory Manager GUI

Step 1

Step 2

Step 3

Step 4

To specifically import services with Auto Discovery, follow these steps:

Choose Tasks > Start Service Discovery.

The Service Discovery window in Figure 4-112 appears (see Start Service Discovery, page 4-96, for the
GUI description). You are prompted to select which type of Common Discovery to perform.

Select one or more types of service discovery by checking the corresponding Service Discovery box.
If you select L2VPN (L 2TPv3), the bottom L 2T Pv3 Options section become available:
Make the desired selections

You are notified when Service Discovery is finished.

To find the discovered service requests, go to Service Inventory > Inventory and Connection
Manager > Service Requests.

Introducing the Inventory Manager GUI

Although Inventory Manager has the physical ook and feel of many windows applications, with File,
Edit, View, Tasks, Tools, Logging, and Help menus, the application is designed to have the logical view

of a spreadsheet. When you learn how to use one spreadsheet in Inventory Manager, you learn how to
use them all.

After starting up Inventory Manager by following the steps outlined in Launching Inventory Manager,
page 4-3, the main Inventory Manager window in Figure 4-4 appears.

Figure 4-5 Inventory Manager GUI

I 1P Solution Center - Inventory Manager [connected to moneybag a -0l .|
File Edit View Tasks Tools Logging Help
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Dec 14, 2004 10:48:15 PM com.ciscovpnsc.apps.csmoonsale.ManagementConsole getTibnTranspart
FIME: Aboutto open Tibco in Java Made and create a Tibco Rva Transport
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Introducing the Inventory Manager GUI

The various GUI elements are explained in the following sections and in Inventory Manager GUI
Reference, page 4-34.

This section contains the following sections:
- Spreadsheet Features, page 4-13
» Provider Spreadsheet, page 4-15
» Customer Spreadsheet, page 4-22
» Device Group Spreadsheet, page 4-29

Spreadsheet Features

This section contains the following sections:
« Understanding the Spreadsheet, page 4-13
» Editing the Spreadsheet, page 4-14

Understanding the Spreadsheet

Before using Inventory Manager, you need to know about these spreadsheet features:
» Spreadsheets
— Contain Device Group and physical device information.
— Contain PE and CPE logical device information.
— Group information or attributes by tabs.
- Tabs
— Contain a unique table of rows and columns within a spreadsheet.
— Show the status of the entire spreadsheet with icons.
— Signify with a Red X that the tab is missing required information.

— Signify with a Yellow Arrow that the tab contains all required information, but not all optional
information.

— Signify with a Green Arrow that all required and optional information in the tab is provided.
* Rows
— Contain information or attributes about a single device, module, or interface.
- Columns
— Contain one type of information or attribute.
— Have a unique description.
— Have a Column Heading
— Havereferenced tabs. (For example, Domain Nameisin every general tab for each spreadsheet.)

— Sort up or down by clicking on the column header or clicking the column header and choosing
a sort menu.

— Sort acolumn in one tab of a spreadsheet to affect all other tables in the spreadsheet.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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« Column Heading
— Has apopup menu to click for selection, de-selection, and sorting.

— Can have a color, depending on the column status (all cells combined for one column ordered
together).

— Indicates the status of the individual column with color. (As opposed to the Tab icon referenced
above, which displays the status of the entire spreadsheet.)

« Host Name Column
— Does not scroll and is always the first column on the | eft.
— Selects or de-selects an entire row.
— Auvailablein every tab for agiven logical or physical device.

— Actsas areference point when switching among tabs and scrolling to the right when columns
exceed the window width (see menu View > Fit Columnsin Window).

~

Note  When debugging why atab has aRed X, this can help to identify the column in error, or missing
data, very quickly.

Editing the Spreadsheet

When you learn how to set defaults or edit columns in one spreadsheet, you can set defaults or edit
columns for each type of spreadsheet in Inventory Manager.

Cell Editing

Cell editing has the following features:
« Provides dialog box when you click acell.

« Provides choices for each attribute. (Device Role is either Cisco 10S, CATOS, PIX, or VPN 3000.
(IPsec, firewall, NAT, VPN 3000: These features are not supported in thisrelease))

» Provides asimpleinput text dialog for some columns.
- Provides a password editor for some columns.

- Provides a choice dialog with alist of available options for some columns.

Cells

Cells have the following editing features:
» Can be edited by clicking. (Most individual cells can be edited, but not all columns.)

» Select or de-select multiple cells spanning multiple columns using standard selection techniques
(Click, shift-Click, or Ctrl-Click).

» Edit multiple cellsin asingle column at once using Edit > Edit Selected Devices.
» Edit multiple cells spanning multiple columns all at once using Edit > Edit Selected Devices.

Note  Close a spreadsheet by choosing File > Close filename. Do not forget to save your edits.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Provider Spreadsheet

General

Figure 4-6

The Provider spreadsheets contain the following tabs:

General, page 4-15

Passwords, page 4-16
SNMPv3 Attributes, page 4-17

PE Attributes, page 4-18
PE Interfaces, page 4-19

CNS Attributes, page 4-21
Platform Information, page 4-21

Figure 4-6 shows an example of the General tab:

File Edit View Tasks Tools Logging Help

ENE

=

Provider Spreadsheet - General Tab

Introducing the Inventory Manager GUI

101012

©p General | B Passwords | =5 SNMPv3 Attributes | 2 PE Attributes | =0 PE Interfaces || B CNS Attributes || 5 Platform Information
Host Device Device Management Damain Access Config ShMP Device
Name Type Desctiption Address Narne Pratocol Upload/Download Wersion Groups
BNSWOSHS Cisco Router cisco.com Default Default Default
enswasr Cisco Router cisco.com Default Default Default
enswosrd | Cisco Router Cigco.com Default Default Default
enswosr?  |Cisco Router CiSCO.COomMm Cefault Default Default
| % PROVIDER-Y
The General tab contains the following columns:

- Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with a letter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

« Device Type—The device type includes the following devices:

— Cisco Router
— Catalyst OS device
— Terminal server
Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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— VPN 3000 (Thisfeatureisnot supported in thisrelease)
— PIX firewall (Thisfeatureisnot supported in thisrelease)
— |E2100 (Cisco CNS appliance)

» Device Description—Can contain any pertinent information about the device, such as the type of
device, itslocation, or other information that might be hel pful to service provider operators. Limited
to 80 characters.

« Management Address—Valid IP address of the device that | SC uses to configure the target router
device. This IP address must be reachable from the I SC host.

- Domain Name—Must begin with aletter, digit, or underscore followed by letters, digits,
underscores, spaces, hyphens, or dots ending with aletter, digit, or underscore. The name must
match the domain name on the target router device.

» Access Protocol—Administers the access protocol for config upload and download. Choices
include: Telnet, Secure Shell (SSH), and CNS. Default: Telnet

- Config Upload/Download—Protocol for downloading configurations. Choices include: Terminal,
TFTPR, and FTP. Default: Terminal.

» SNMP Version—Configures the version of SNMP to use when communicating with the device.
Choices include: SNMP v1/v2c and SNMP v3. Default: SNMP v1/v2c.

» Device Groups—Liststhe names of the Device Groups. You can add and modify Device Groupsin
this column.

Passwords

Figure 4-7 shows an example of the Passwords tab:

Figure 4-7  Provider Spreadsheet - Password Tab

(= General | = Passwords | (2> SNMPv3 attributes | Eb PE Attributes | =5 PE Interfaces | B CNS Attributes | =5 Platform Information
Host Login Login Enahle Enahle ShMP ShIMP
Marme User Passwiord User Password Read-0nly Read-Write
enswasr I il public private
BNSwasr2 A At public private
ENSWOSHS FwaE il public private g
enswosrd I il nublic private §

The Passwords tab contains the following columns:

- Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with aletter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

« Login User—Not required by ISC. However, collection and upload/download will not function
without the Login User and Login Password, as | SC will not be able to access the device. Should
match what is configured on the target router device. Limited to 80 characters.

« Login Password—Displayed as stars (*). Not required by ISC. However, collection and
upload/download will not function without the Login User and Login Password, as ISC will not be
able to access the device. Should match what is configured on the target router device. Limited to
80 characters.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
m. oL-5533-01 |
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Figure 4-8 shows an example of the SNMPv3 Attributes tab:

Introducing the Inventory Manager GUI

Enable User—Not required by 1SC. However, collection and upload/download only function if the
Login User has sufficient privileges to configure the router in EXEC mode. Should match what is
configured on the target router device. Limited to 80 characters.

Enable Password—Displayed as stars (*). Not required by | SC. However, collection and
upload/download only function if the Login User has sufficient privileges to configure the router in
EXEC mode. Should match what is configured on the target router device. Limited to 80 characters.

SNM P Read-Only—SNMP Read-Only (Community String RO). Many tasks use SNMP to access
the device. This field must match what is configured on the target router device. Limited to 80
characters.

SNM P Read-Write—SNMP Read-Write (Community String RW). Many tasks use SNM P to access
the device. This field must match what is configured on the target router device. Limited to 80
characters.

Figure 4-8 Provider Spreadsheet - SNMPv3 Attributes Tab

(2 General | = Passwords | (£ SNMPv3 attributes | B PE Attributes | =5 PE Interfaces | B CNS Attributes | =5 Platform Information

Host
Mame

Security
Level

Authentication
User

Authentication
Pagsword

Authentication
Algorithm

Encryption
Password

Encryption
Algorithm

enswaosrl Default

enswosr? | Default

enswostd | Default

enswosrd  Default

A MNone
A Mone
A Mone

101024

A Mone

The SNMPv3 Attributes contains the following columns:

Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with a letter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

Security L evel—Choices include: No Authentication/No Encryption, Authentication/No
Encryption, and Authentication/Encryption. Default: No Authentication/No Encryption.

Authentication User—User name configured on the specified device router. User must have
permission to the object identification numbers (OIDs) specified in the security request (that is,
write permission for a set request, and read permission for a get request). Should match what is
configured on the target router device. Should be provisioned if the SNMP Security Level is
Authentication/No Encryption or Authentication/Encryption. Limited to 80 characters.

Authentication Password—Displayed as stars (*). Should be provisioned if the SNMP Security
Level is Authentication/No Encryption or Authentication/Encryption. Should match what is
configured on the target router device. Limited to 80 characters.

Authentication Algorithm—Should be provisioned if the SNMP Security Level is
Authentication/No Encryption or Authentication/Encryption. Choices include: None,
Authentication. Message Digest 5 (MD5), and the Secure Hash Algorithm (SHA). Default: None.

[ oL-5533-01

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 32



Chapter4  Service Inventory > Inventory and Connection Manager > Inventory Manager |

M Introducing the Inventory Manager GUI

Encryption Passwor d—Displayed as stars (*). In previous versions, this field was called Privacy
Password. Should match what is configured on the target router device. Should be provisioned if the
SNMP Security Level is Authentication/Encryption. Limited to 80 characters.

Encryption Algorithm—In previous versions, this field was called Privacy Protocol. Should be
provisioned if the SNMP Security Level is Authentication/Encryption. Choices include: None and
I Psec Data Encryption Standard (DES 56). Default: None.

~

Note IPsec: Thisfeatureisnot supported in thisrelease.

PE Attributes
Figure 4-9 shows an example of the PE Attributes tab:
Figure 4-9  Provider Spreadsheet - PE Attributes Tab
2 General | 2 Passwords | 25 SNMPv3 Attributes | B PE Attributes | 2 PE Interfaces || B CNS attributes || 5 Platform Information
Host Provider Region Role Loopback Is
Marme Mame Marme Interface Managed
enswosrl  |PROVIDER-Y WEST-Y FE FOP Loophackd : 192.168.115.100/32 [vi
enswostz  PROVIDER-Y SOUTH-Y FE POP Loophackd : 182.168.115.101/32 [vI
[Ty
enswostd  PROVIDER-Y EAST-Y FE POP Loophackd: 182.168.115.12i32 [v] o
—
enswostd  PROVIDER-Y NORTH-Y PE POP Loophackd: 182.168.114.53i32 [vi =}

[l Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2

The PE Attributes tab contains the following columns:

Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with aletter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

Provider Name—L.ists the names of providers. Must begin with aletter. Can contain letters,
numbers, and these punctuation characters: period, underscore, and dash. Limited to 80 characters.
You can sort the list by provider name.

Region Name—L.ists the names of regions. Must begin with aletter. Can contain letters, numbers,
and these punctuation characters: period, underscore, and dash. Limited to 80 characters. You can
sort the list by region name.

Role—Choices include: PE POP, PE CLE, PE CORE, and PE MVRF.

L oopback Interface—L oopback addressis the | P address of any loopback interface on the device.
You can select one of the loopback interfaces for thisfield and use the | P address on that |oopback
interface.

IS Managed—Provisioned by ISC. Click the check box for yes. Default is no.

0L-5533-01 |
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Figure 4-10 shows an example of the PE Interfaces tab:

Figure 4-10 Provider Spreadsheet - PE Interfaces Tab

) General | = Passwords | = SNMPy3 Attributes | =5 PE Attributes | = PEInterfaces | B CNS Attributes | =5 Platform Information |

Host
MName

IP
Address

Type Encapsulatian IPsec Firewall MAT QoS Pl Pl Description
Candidate |Logical-Mame| Security-Level

@ [ enswost
[ FastEthernetasz
[ GE-wiangi2
[ GE-waNgiz.100

=

fastethernet  |dotlqg none none none none COMMECTIO..

Y]
gigabitethern... ethernet naone nane nane naone By WPHSC: J.. g
gigahitethern... none naone nane nane By YPMHSC:J.. §

The PE Interfaces tab contains the following columns:

Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with aletter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

IP

Address—I P address associated with this interface.

Type—Specifies the type of interface. It is a display-only field. Types include:

VLAN
UNKNOWN
STATIC
UNNUMBERED
DHCP

PPP

DOCSIS

Encapsulation—The Layer 2 Encapsulation for this device. It is a display-only field. Choices
include:

UNKNOWN
DEFAULT

DOT1Q

ETHERNET

ISL

FRAME_RELAY
FRAME_RELAY_|ETF
HDLS

PPP

ATM

AAL5SNAP

AALO

AALS5

[ oL-5533-01
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— AALS5MUX
— AALSNLPID
~ AAL2
— ENCAP_QinQ
- GRE

IPsec—This featureis not supported in thisrelease.
View or edit (mark) interface settings for |Psec. Choices include:

— None
— Public
Interface to the public network (internet). All traffic is encrypted.
- Private
Interface to the private network (internal LAN). All traffic is not encrypted.

Firewall—This featureis not supported in thisrelease
View or edit (mark) interface settings for Firewall. If Device Typeis VPN 3000, Firewall is not
available. Choicesinclude:

- Inside
Highest security interface.
— Outside
Lowest security interface.
- DMz1,..,DMZN
The Demilitarized Zone services to both inside and outside interfaces.

NAT—Thisfeatureisnot supported in thisrelease
View or edit (mark) interface settings for NAT. If Device Typeis PIX firewall or VPN 3000, NAT is
not available. Choices include:

— None
- Inside

Highest security interface.
— Outside

Lowest security interface.

QoS Candidate—View or edit (mark) interface settingsfor QoS. If Device Typeis VPN 3000 (This
featureisnot supported in thisrelease), QoSis not available. Choices include:

— None
— Marking Rate Limit

This setting marks the Customer LAN facing interface with the set and police commands.
— Endpoint

This setting marks the PE facing interface on the CE device and the CE facing interface on the
PE device.

On the PE side, all QoS commands go on this interface.

0L-5533-01 |
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On the CE side, all QoS commands, including the set and police commands, go on thisinterface
if no interface on the CE device isidentified as the Marking Rate Limit interface.

If one or more interfaces have been identified as Marking Rate Limit interfaces, then all QoS
commands except the set and police commands go on this interface.

« PIX Logical-Name—L ogical name of thisinterface. Thisfield is displayed only. Field is popul ated
by a collection/import of config file.

« PIX Security-L evel—Security level of thisinterface. Thisfield is display-only. Field is populated
by importing a configuration file.

» Description—Description of the interface. Thisfield is display-only. Field is populated by
importing a configuration file.

CNS Attributes
Figure 4-11 shows an example of the CNS Attributes tab:

Figure 4-11 Provider Spreadsheet - CNS Attributes Tab

(=5 General | = Passwords | (=5 SNMPv3 Attributes | B PE Attributes | B0 PEInterfaces | Ep CNS Attributes | 5 Platform Information
Host | [E2100-Name | Device-State | Event-Identification | CNS-Identification
enswosr] Maone Active CHEID
enswost?  Mone Artive CHNEID
enswostd  Mone Artive CHEID §
enswosrd  Mone Active CMNSID §

The CNS Attributes tab contains the following columns:

- Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with a letter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

» |E2100-Name—Disabled unless the Device-State field is I nactive or the Terminal Session Protocol
fieldisCNS. A valid Cisco CNS appliance (CNS) must be selected if the Terminal Session Protocol
is CNS. Choices include: None and the list of existing CNS names. Default: None.

- Device-State—Choices include: Active and Inactive. Active indicates that the router has been
plugged on the network and can be part of 1SC tasks such as collect config and provisioning. Inactive
indicates the router has not been plugged-in. Default: Active.

- Event-ldentification—Indicates whether the CNS Identification field contains a HOST NAME or
CNSID. Default: HOST NAME.

« CNS-ldentification—Required if the Event Identification field is set to CNS ID. Can contain
letters, numbers, and these punctuation characters: period, underscore, and dash.

Platform Information

Figure 4-12 shows an example of the Platform Information tab. These fields are typically filled in from
the physical device during the collection process.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-12 Provider Spreadsheet - Platform Information Tab

[ General | 2 Passwords | > SNMPy3 Attributes | =5 PE Attributes | = PE Interfaces | E5 CNS Attributes | = Platform Information
Host | Platfarm | Software | Image | Serial
enswosH QOSR-TE09 12 20pls_eft_1.0.030630) chsup2_rp-JSW-McBK222-jsv-rmz. 999-98
enswosr?  |QOSR-TEDY 12.20pls_eft_1.0.030630) chsup2_rp-JSv-hlcBR222-jgv-mz. 999-98
enswaosrd  |CISCOTVEOE 12.2{pls_eft_1.0.030630) cHsup2_rp-JSv-hcBR222-jgv-mz. 999-99, g
enswaosrd CISCOTEDE 12.20wpls_eft_1.0.030630.) cBsup2_rp-JSW-hicBk222-jav-mz. 9958-99, §
The Platform Information tab contains the following columns:

- Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with aletter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

» Platfor m—Should match what is configured on the target router device. Limited to 80 characters.

» Software—Should match what is configured on the target router device. Limited to 80 characters.

- Image—Should match what is configured on the target router device. Limited to 80 characters.

» Serial—Should match what is configured on the target router device. Limited to 80 characters

Customer Spreadsheet

[l Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2

The Customer spreadsheets contain the following tabs:

General, page 4-23

Passwords, page 4-24

SNMPv3 Attributes, page 4-25
CPE Attributes, page 4-26

CPE Interfaces, page 4-26

CNS Attributes, page 4-28
Platform Information, page 4-29
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Figure 4-13 shows an example of the General tab:

Figure 4-13 Customer Spreadsheet - General Tab

File Edit View Tasks Tools Logging Help

| | =
= General | = Passwords

Host Device

Mame Tvpe
mlce1d Cisco Router
mice11 Cisco Router
mice3 Cisco Router
tilced Ciscao Router
mlces Cisco Router
miced Cisco Router
mlce? Cisco Router

! CUSTOMER-A

5
= SNMPv3 Attributes | = CPE Attributes |~ =0 CPE Interfaces | =5 CNS Attributes | = Platform Information

Device anagement Diomain Access Config ShMP Device
Description Address Mame Frotacal Upload/Download ersion Groups

cisco.com Default Default Default

cisco.com Default Default Default

cisco.com Default Default Default

cisco.com Default Default Default

cisco.com Default Default Default

cisco.com Default Default Default

cisco.com Default Default Default

101029

The General tab contains the following columns;

Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with aletter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

Device Type—The device type includes the following devices:
— Cisco Router
— Catalyst OS device
— Terminal server
— VPN 3000 (Thisfeatureis not supported in thisrelease)
— PIX firewall (Thisfeatureisnot supported in thisrelease)
— |E2100 (Cisco CNS appliance)

Device Description—Can contain any pertinent information about the device, such as the type of
device, itslocation, or other information that might be hel pful to service provider operators. Limited
to 80 characters.

Management Address—Valid IP address of the device that 1SC uses to configure the target router
device. This | P address must be reachable from the | SC host.

Domain Name—Must begin with aletter, digit, or underscore followed by letters, digits,
underscores, spaces, hyphens, or dots ending with aletter, digit, or underscore. The hame must
match the domain name on the target router device.

[ oL-5533-01
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Passwords

Access Protocol—Administers the access protocol for config upload and download. Choices
include: Telnet, Secure Shell (SSH), and CNS. Default: Telnet

Config Upload/Download—Choices include: Terminal, TFTP, and FTP. Default: Terminal.

SNM P Ver sion—Configures the version of SNMP to use when communicating with the device.
Choices include: SNMP v1/v2c and SNMP v3. Default: SNMP v1/v2c.

Device Groups—L.ists the names of the Device Groups. You can add and modify Device Groupsin
this column.

Figure 4-14 shows an example of the Passwords tab:

Figure 4-14 Customer Spreadsheet - Passwords Tab

=5 General 5 passwords

Host Login
Mame User
mice10

mlcet
mice3

miced

(=5, SNMPv3 Attributes | = CPE Attributes | =5 CPE Interfaces | ) CNS Attributes |~ =5 Platform Information

Login Enahle Enahle ShMP ShIMP
Fassword User Fassword Read-0Only Read-iirite

i [t public private

[, [ public private

I il nublic private

101030

I il public private

The Passwords tab contains the following columns:

Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with a letter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

L ogin User—Not required by ISC. However, collection and upload/download will not function
without the Login User and Login Password, as ISC will not be able to access the device. Should
match what is configured on the target router device. Limited to 80 characters.

L ogin Passwor d—Displayed as stars (*). Not required by 1SC. However, collection and
upload/download will not function without the Login User and Login Password, as ISC will not be
able to access the device. Should match what is configured on the target router device. Limited to
80 characters.

Enable User—Not required by 1SC. However, collection and upload/download only function if the
Login User has sufficient privileges to configure the router in EXEC mode. Should match what is
configured on the target router device. Limited to 80 characters.

Enable Password—Displayed as stars (*). Not required by | SC. However, collection and
upload/download only function if the Login User has sufficient privileges to configure the router in
EXEC mode. Should match what is configured on the target router device. Limited to 80 characters.

SNMP Read-Only—SNMP Read-Only (Community String RO). Many tasks use SNMP to access
the device. This field must match what is configured on the target router device. Limited to 80
characters.

SNM P Read-Write—SNMP Read-Write (Community String RW). Many tasks use SNM P to access
the device. This field must match what is configured on the target router device. Limited to 80
characters.

[l Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-15 shows an example of the SNMPv3 Attributes tab:

Introducing the Inventory Manager GUI

Figure 4-15 Customer Spreadsheet - SNMPv3 Attributes Tab

) General | = Passwords | = SNMPv3 Attributes | Ep CPE Attributes | = CPE Interfaces | =D CNS Attributes | =5 Platform Information

Host
MName

Security
Level

Authentication
FPassword

Authentication
User

Authentication
Algarithm

Encryption
Password

Encryption
Algorithm

mice1d Default

micel1 Default
mice3 Default

miced Default

A
A

Mone
MNone
A
MNA

MNone

Mone

101013

The SNMPv3 Attributes contains the following columns:

Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with a letter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

Security L evel—Choices include: No Authentication/No Encryption, Authentication/No
Encryption, and Authentication/Encryption. Default: No Authentication/No Encryption.

Authentication User—User name configured on the specified device router. User must have
permission to the object identification numbers (OIDs) specified in the security request (that is,
write permission for a set request, and read permission for a get request). Should match what is
configured on the target router device. Should be provisioned if the SNMP Security Level is
Authentication/No Encryption or Authentication/Encryption. Limited to 80 characters.

Authentication Password—Displayed as stars (*). Should be provisioned if the SNMP Security
Level is Authentication/No Encryption or Authentication/Encryption. Should match what is
configured on the target router device. Limited to 80 characters.

Authentication Algorithm—Should be provisioned if the SNMP Security Level is
Authentication/No Encryption or Authentication/Encryption. Choices include: None, MD5, and
SHA. Default: None.

Encryption Passwor d—Displayed as stars (*). In previous versions, this field was called Privacy
Password. Should match what is configured on the target router device. Should be provisioned if the
SNMP Security Level is Authentication/Encryption. Limited to 80 characters.

Encryption Algorithm—In previous versions, this field was called Privacy Protocol. Should be
provisioned if the SNMP Security Level is Authentication/Encryption. Choices include: None and
DES 56. Default: None.

[ oL-5533-01
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CPE Attributes

Figure 4-16 shows an example of the CPE Attributes tab:

Figure 4-16 Customer Spreadsheet - CPE Attributes Tab

(=5 General | =) Passwords | = SNMPv3 Attributes | = CPE Attributes | =5 CPE Interfaces | =5 CNS Attributes | =5 Platform Information
Host Custamer Site Management
Mame Mame Mame Type
mice10 CUSTOMER-A CLUSTOMER-A-Site-mlce1l Managed
milcel1 CUSTOMER-A CUSTOMER-A-Site-mlcell Managed
mice3 CLUSTOMER-A CLISTOMER-A-Site-mlce3 Multi-wRF g
miced CUSTOMER-A CLUSTOMER-A-Site-mlced Managed §

The CPE Attributes tab contains the following columns:

- Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with a letter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

» Customer Name —Liststhe names of the customer. Thefirst character must be aletter. Can contain
letters, numbers, and these punctuation characters: period, underscore, and dash. Limit: 80
characters. You can sort the list by customer name.

« Site Name —L.ists the names of sites. The first character must be a letter. Can contain letters,
numbers, and these punctuation characters: period, underscore, and dash. Limit: 80 characters. You
can sort the list by site name.

« Management Type—Choices include: Managed, Unmanaged, Managed - Management LAN,
Unmanaged - Management LAN, Directly Connected, Directly Connected Management Host, and
Multi-VRF.

CPE Interfaces

Figure 4-17 shows an example of the CPE Interfaces tab:

Figure 4-17 Customer Spreadsheet - CPE Interfaces Tab

3 General | B> Passwords || (> SNMPvS Attributes | ED CPE Attributes | > CPE Interfaces | b CNS Attributes | 0 Platform Information |
Host IF Type Encapsulation IPsec Firewall MAT QoS Pl Pl Description
Mame Address Candidate | Logical-rame| Security-Level
@ dmicetn
D ATM1M0 atm nane hane hane hane
D FastEthernetd/0 172.29.146.3... fastethernet | ethemet none none none none CONNECTIO.. | |5
]
@ T micelt b
—

The CPE Interfaces tab contains the following columns:

- Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with a letter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

« | P Address—IP address associated with this interface.

« Type—Specifiesthe type of interface. It is a display-only field.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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- Encapsulation—The Layer 2 Encapsulation for this device. It is a display-only field. Choices
include:

— UNKNOWN
— DEFAULT

- DOT1Q

— ETHERNET

— IsL

— FRAME_RELAY

- FRAME_RELAY_IETF
- HDLS

- PPP

- ATM

— AAL5SNAP

— AALO

~ AAL5

— AAL5MUX

— AAL5NLPID

- AAL2

- ENCAP QinQ

- GRE

e |Psec—Thisfeatureisnot supported in thisrelease
View or edit (mark) interface settings for 1Psec. Choices include:

— None
— Public
Interface to the public network (internet). All traffic is encrypted.
— Private
Interface to the private network (internal LAN). All traffic is not encrypted.

» Firewall—Thisfeatureisnot supported in thisrelease
View or edit (mark) interface settings for Firewall. If Device Typeis VPN 3000, Firewall is not
available. Choicesinclude:

— Inside
Highest security interface.
— Outside
Lowest security interface.
- DMZ1,..,DMZN
The Demilitarized Zone services to both inside and outside interfaces.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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« NAT—Thisfeatureisnot supported in thisrelease

View or edit (mark) interface settings for NAT. If Device Typeis PIX firewall or VPN 3000, NAT is
not available. Choices include:

— None
- Inside

Highest security interface.
— Outside

Lowest security interface.

» QoS Candidate—View or edit (mark) interface settings for QoS. If Device TypeisVPN 3000 (This
featureisnot supported in thisrelease), QoSis not available. Choices include:

— None
— Marking Rate Limit

This setting marks the Customer LAN facing interface with the set and police commands.
— Endpoint

This setting marks the PE facing interface on the CE device and the CE facing interface on the
PE device.

On the PE side, all QoS commands go on this interface.

On the CE side, all QoS commands, including the set and police commands, go on thisinterface
if no interface on the CE device isidentified as the Marking Rate Limit interface.

If one or more interfaces have been identified as Marking Rate Limit interfaces, then all QoS
commands except the set and police commands go on this interface.

« PIX Logical-Name—L ogical name of thisinterface. Thisfield isdisplayed only. Field is populated
by a collection/import of config file.

« PIX Security-L evel—Security level of thisinterface. Thisfield is display-only. Field is populated
by importing a configuration file.

» Description—Description of the interface. Thisfield is display-only. Field is populated by
importing a configuration file.

CNS Attributes
Figure 4-18 shows an example of the CNS Attributes tab:

Figure 4-18 Customer Spreadsheet - CNS Attributes Tab

(=) General | = Passwords || (=5 SNMPu3 Attributes | Ep CPE Attributes | > CPE Interfaces | &b CNS Attributes | = Platform Information
Host | IE2100-Mame | Device-State | Event-Identification | CINg-Identification

mice10d Maone Active Host Mame

micet Mone Active Host Mame

mice3 Mane Active Host Mame g
miced Mane Active Host Mame §
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The CNS Attributes tab contains the following columns:

- Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with a letter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

« |E2100-Name—Disabled unless the Device-State field is Inactive or the Terminal Session Protocol
fieldisCNS. A valid Cisco CNS 1E2100 appliance must be selected if the Terminal Session Protocol

isCNS. Choicesinclude: None and thelist of existing Cisco CNS IE2100 appliance names. Default:
None.

- Device-State—Choices include: Active and Inactive. Active indicates that the router has been
plugged on the network and can be part of 1SC tasks such as collect config and provisioning. Inactive
indicates the router has not been plugged-in. Default: Active.

« Event-ldentification—Indicates whether the CNS Identification field contains aHOST NAME or
CNS ID. Default: HOST NAME.

« CNS-ldentification—Required if the Event Identification field is set to CNS ID. Can contain
letters, numbers, and these punctuation characters: period, underscore, and dash.

Platform Information

Figure 4-19 shows an example of the Platform Information tab. These fields are typically filled in from
the physical device during the collection process.

Figure 4-19 Customer Spreadsheet - Platform Information Tab

(25 General | =) Passwords || (=5 SNMPv3 Attributes | B3 CPE Attributes | > CPE Interfaces || Eb CNS Attributes | = Platform Information
Host | Platform | Software | Image | Serial
mice1d  [3620 12.2(16.6) C3620-J5-M:c3620-Js-mz.122-16.6
micet 3620 12.3(2.3) C3620-1153-M:c3620-153-mz.123-2.3
mice3 3620 12.3(2.3) ©3620-1153-M:c3620-j153-mz.123-2.3 r‘g‘
miced 2621 12.2(16.6) C2600-J5-M:c2600-J-mz.122-16.6 =

The Platform Information tab contains the following columns:

- Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with a letter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

« Platform—Should match what is configured on the target router device. Limited to 80 characters.
» Software—Should match what is configured on the target router device. Limited to 80 characters.
« Image—Should match what is configured on the target router device. Limited to 80 characters.

» Serial—Should match what is configured on the target router device. Limited to 80 characters.

Device Group Spreadsheet

The Device Group spreadsheets contain the following tabs:
» General, page 4-30
» Passwords, page 4-31
« SNMPv3 Attributes, page 4-32

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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» CNS Attributes, page 4-33
» Platform Information, page 4-33

General

Figure 4-20 shows an example of the General tab:

Figure 4-20 Device Group Spreadsheet - General Tab

File Edit View Tasks Tools Logging Help

ElE [

=, General | =) Passwords | = SNMPy3 Attributes | = CNS Attributes || =D Platform Information
Host Device Device Management Damain Access Config SHMP Device
Mame Tvpe Description Address Mame Frotocal UploadiDownload Varsion Groups
enpel Cisco Router Default Default Default DeviceGroup |‘
enpe? Cisco Router Default Default Default DeviceGroup
enped Cisco Router Default Default Default DeviceGroup
enped Cisco Router Default Default Default DeviceGroup
enpes Cisco Router Default Default Default DeviceGroup
enpixi Pl Firewall Secure Shell (sshy Default Default DeviceGroup
enpixZ P Firewall Secure Shell {sshy |Default Default DeviceGroup
envpn3kl WRRI000 Secure Shell (sshy | Default Default DeviceGroup
intce11 Cisco Router Default Default Default DeviceGroup
intce12 Cisco Router Default Default Default DeviceGroup
intce13 Cisco Router Default Default Default DeviceGroup
intce14 Cisco Router Default Default Default DeviceGroup
intce1s Cisco Router Default Default Default DeviceGroup = o
]
l Group: DeviceGroup 2

The General tab contains the following columns:

- Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with a letter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

- Device Type—The device type includes the following devices:
— Cisco 10S router
— Catalyst OS device
— Terminal server
— VPN 3000 (Thisfeatureisnot supported in thisrelease)
— PIX firewall (Thisfeatureisnot supported in thisrelease)
— IE2100 (Cisco CNS appliance)

» Device Description—Can contain any pertinent information about the device, such as the type of
device, itslocation, or other information that might be hel pful to service provider operators. Limited
to 80 characters.

« Management Address—Valid IP address of the device that | SC uses to configure the target router
device. This IP address must be reachable from the I SC host.
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Domain Name—Must begin with aletter, digit, or underscore followed by letters, digits,
underscores, spaces, hyphens, or dots ending with aletter, digit, or underscore. The name must
match the domain name on the target router device.

Access Protocol—Administers the access protocol for config upload and download. Choices
include: Telnet, Secure Shell (SSH), and CNS. Default: Telnet

Config Upload/Download—Choices include: Terminal, TFTP, and FTP. Default: Terminal.

SNM P Ver sion—Configures the version of SNMP to use when communicating with the device.
Choices include: SNMP v1/v2c and SNMP v3. Default: SNMP v1/v2c.

Device Groups—Lists the names of the Device Groups. You can add and modify Device Groupsin

this column.

Figure 4-21 shows an example of the Passwords tab:

Figure 4-21 Device Group Spreadsheet - Passwords Tab

(5 General | & Passwords | 25> SNMPy3 Attributes | E5 CNS Attributes || =5 Platform Information

Host
Mame

Login
User

enpel
enpe?

enped

enped

Login Enahle Enable ShMP SHMP
FPassword Lser Password Read-0Only Read-iirite

e public private |«

il public private

FUS— . . =]
public private 8

e hlic rivate 5
pu p S

The Passwords tab contains the following columns:

Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with a letter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

L ogin User—Not required by ISC. However, collection and upload/download will not function
without the Login User and Login Password, as ISC will not be able to access the device. Should
match what is configured on the target router device. Limited to 80 characters.

L ogin Passwor d—Displayed as stars (*). Not required by 1SC. However, collection and
upload/download will not function without the Login User and L ogin Password, as ISC will not be
able to access the device. Should match what is configured on the target router device. Limited to
80 characters.

Enable User—Not required by 1SC. However, collection and upload/download only function if the
Login User has sufficient privileges to configure the router in EXEC mode. Should match what is
configured on the target router device. Limited to 80 characters.

Enable Passwor d—Displayed as stars (*). Not required by 1SC. However, collection and
upload/download only function if the Login User has sufficient privileges to configure the router in
EXEC mode. Should match what is configured on the target router device. Limited to 80 characters.

[ oL-5533-01
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» SNMP Read-Only—SNMP Read-Only (Community String RO). Many tasks use SNM P to access
the device. This field must match what is configured on the target router device. Limited to 80
characters.

» SNMP Read-Write—SNMP Read-Write (Community String RW). Many tasks use SNM P to access
the device. This field must match what is configured on the target router device. Limited to 80
characters.

SNMPv3 Attributes
Figure 4-22 shows an example of the SNMPv3 Attributes tab:

Figure 4-22 Device Group Spreadsheet - SNMPv3 Attributes Tab

E5 General | 25 Passwords | (= SNMPv3 Attributes | B CNS Attributes | (=5 Platform Information

Host Security Authentication Authentication Authentication Encryption Encryption

Mame Level User FPassword Algorithm Password Algorithm
enpel Default 1A Mone -
enpe Default A Mone
enpesd Default A Mone g
anped Diefault M&, Maone §

The SNMPv3 Attributes contains the following columns:

» Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with a letter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

« Security Level—Choices include: No Authentication/No Encryption, Authentication/No
Encryption, and Authentication/Encryption. Default: No Authentication/No Encryption.

» Authentication User—User name configured on the specified device router. User must have
permission to the object identification numbers (OIDs) specified in the security request (that is,
write permission for a set request, and read permission for a get request). Should match what is
configured on the target router device. Should be provisioned if the SNMP Security Level is
Authentication/No Encryption or Authentication/Encryption. Limited to 80 characters.

» Authentication Password—Displayed as stars (*). Should be provisioned if the SNMP Security
Level is Authentication/No Encryption or Authentication/Encryption. Should match what is
configured on the target router device. Limited to 80 characters.

« Authentication Algorithm—Should be provisioned if the SNMP Security Level is
Authentication/No Encryption or Authentication/Encryption. Choices include: None, MD5, and
SHA. Default: None.

« Encryption Password—Displayed as stars (*). In previous versions, this field was called Privacy
Password. Should match what is configured on the target router device. Should be provisioned if the
SNMP Security Level is Authentication/Encryption. Limited to 80 characters.

« Encryption Algorithm—In previous versions, this field was called Privacy Protocol. Should be
provisioned if the SNMP Security Level is Authentication/Encryption. Choices include: None and
DES 56. Default: None.
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CNS Attributes

Figure 4-23 shows an example of the CNS Attributes tab:

Figure 4-23 Device Group Spreadsheet - CNS Attributes Tab

=) General | =) Passwords | =5 SNMPy3 Attributes | = CNS Attributes | =5 Platform Information

Host | IE2100-Name | Device-State | EventIdentiication CNS-Identification
enpel Mone Active Host Mame |‘
enpe? Mone Active Host Mame
enped Mone Active Hast Mame g
enped Mone Active Host Mame §

The CNS Attributes tab contains the following columns:

- Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with a letter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.

- |E2100-Name—Disabled unless the Device-State field is I nactive or the Terminal Session Protocol
fieldisCNS. A valid Cisco CNS IE2100 appliance must be selected if the Terminal Session
Protocol isCNS. Choicesinclude: None and the list of existing Cisco CNS IE2100 appliance names.
Default: None.

- Device-State—Choices include: Active and Inactive. Active indicates that the router has been
plugged on the network and can be part of 1SC tasks such as collect config and provisioning. Inactive
indicates the router has not been plugged-in. Default: Active.

« Event-ldentification—Indicates whether the CNS Identification field contains a HOST NAME or
CNSID. Default: HOST NAME.

« CNS-ldentification—Required if the Event Identification field is set to CNS ID. Can contain
letters, numbers, and these punctuation characters: period, underscore, and dash.

Platform Information

Figure 4-24 shows an example of the Platform Information tab. These fields are typically filled in from
the physical device during the collection process.

Figure 4-24 Device Group Spreadsheet - Platform Information Tab

(25 General | =) Passwords || (=5 SNMPy3 Attributes | B CNS Attributes | 5 Platform Information
Host | Platform | Software | Image Serial | |
enpel |=
enpe?
[}
enped g
—
enped 9

The Platform Information tab contains the following columns:;

- Host Name—Must begin with aletter, digit, or underscore followed by letters, digits, underscores,
spaces, hyphens, or dots ending with aletter, digit, or underscore. This field is required and must
match the name configured on the target router device. Limited to 256 characters.
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» Platfor m—Should match what is configured on the target router device. Limited to 80 characters.
- Software—Should match what is configured on the target router device. Limited to 80 characters.
- Image—Should match what is configured on the target router device. Limited to 80 characters.

» Serial—Should match what is configured on the target router device. Limited to 80 characters.

Inventory Manager GUI Reference

This section describes the Inventory Manager GUI. It is organized by the external design of the GUI:
what you see when you look at the windows, menus, and options. It is intended for new users who want
to get started with Inventory Manager, and for experienced users who need a reference for the GUI
workflow.

To access the Inventory Manager GUI, follow these steps:

Stepl Loginto ISC.
Step2  Choose Service Inventory > I nventory and Connection Manager > Inventory Manager.
Step3  Click the Inventory Manager icon.

After initializing Java Web Start, Inventory Manager appears, as shown in Figure 4-25.

Figure 4-25 Inventory Manager

Il 1P Solution Center - Inventory Manager [connected to moneybag a — IEIIiI

File Edit View Tasks Tools Logoing Help

(o [a]w] [+]8][+]8] [w] [x]2

Dec 15, 2004 10:48:15 PM com.ciscovpnse.apps.csmeonsole ManagementConsale getTibrTranspart sl
FIME: Aboutto open Tibco in Java Mode and create a Tibco Rva Transport =]

A& A004 A0-A0-45 Cikd Lo ki 4 L + ik s T sk

| Log viewer [ Eventviewer | Task Watcher

129128

You now have access to the Inventory Manager Task Bar.

This section contains a section for each Inventory Manager menu:
« Viewer and Task Watcher Tabs, page 4-35
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» File Menu, page 4-35

- Edit Menu, page 4-84

« View Menu, page 4-90

e Tasks Menu, page 4-90

« Tools Menu, page 4-97

« Logging Menu, page 4-104
» Help, page 4-105

Viewer and Task Watcher Tabs

The tabs at the bottom of the main Inventory Manager GUI in Figure 4-4 are used to monitor events and
perform troubleshooting.

They serve the following purpose:
» Log Viewer—Displays Log messages.
- Event Viewer—Displays Inventory Manager and TIBCO events.
» Task Watcher—Can be used to monitor tasks used by Inventory Manager.

File Menu

The File menu has the following options:
< New, page 4-35
» Open, page 4-52
» Required Attributes, page 4-62
» Save, page 4-83
« Close, page 4-83
« Exit, page 4-84

New
From the Inventory Manager main menu, New is the first option under the File menu on the Task Bar.
The New option has the following options:
« New Device Group, page 4-36
» New Provider, page 4-43
- New Region, page 4-46
e New Customer, page 4-48
- New Site, page 4-49
« New Dynamic Device List (without existing configs), page 4-50
« New IE2100 Device List, page 4-51
« New IPsec VPN Service Module (VPNSM), page 4-51
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Additionally, Open, page 4-52, is an option from alternate tabs.

New Device Group

To create a new Device Group, follow these steps:

Stepl  From the Inventory Manager menu, choose File > New > New Device Group, as shown in Figure 4-26.

Figure 4-26 Choose New Device Group

File | Edit View Tasks Tools Logging Help
New ¥ Hew Device Group...
Open ¥ &% Mew Provider...

i New Customer...

Exit New Dynamic Device List {without existing configsh
Hew IE2100 Device(s)...

Hew IPSec VPN Service Module (VPHSM]...

116045

The New Device Group window appears, as shown in Figure 4-27.

Note  You have the option to add configuration files to a Device Group using the New Device Group window,
by choosing the Config Files tab.

Figure 4-27 Create New Device Group

I X]
General Config Files

Device Group Name:
DeviceGraup

Description:

Device Group for importing config files.

oK Cancel

101053

Step2  Device Group Name: Enter the name of the device group.

Step3  Description: Enter a description.
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Step4  Click the Config Files tab.
The Config Files tab appears, as shown in Figure 4-28.

Figure 4-28 Config Files Tab

IR x|
fGeneraI r Config Files |

Config File List:

Add...

101059

Step5  Click Add to search for your configuration files.
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Step6  Navigate to your configuration file folder, select it, and click OK.
The Open Config Files window appears, as shown in Figure 4-29.

Figure 4-29 Open Config Files
T x|

Look In: |ﬁPEs v| @@@@E

D enpe
D enpez2
D enpe3
D enped
D enpes

File Name: | |

Files of Type: | All Files v

Open || Cancel |

101063

Step7  Use Ctrl+click to select the files.
The files appear highlighted, as shown in Figure 4-30.

Figure 4-30 Highlighted Config Files

[ ]

Look In: |ﬂPEs v| @@@@E

[y enpe1
D enpe2
D enped
D enped
D enpes

File Name: |"enpe1" "enpe?" "enpel” "enped" "enpes” |

Files of Type: | All Files v

| Open || Cancel |

101060

Step8  Click Open.
The Config File List appears, as shown in Figure 4-31.
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Figure 4-31 Config Files List

[l ]
Config File List:

D:'Docurmnents and Settings'imohara'My Documents'_INSMBUISC 3.11R
D:Documents and Settings'imoharaMy Documentsi_INSMBUISC 3.1k
D:Documents and Settings'moharaMy Documents!,_INSMBUISC 3.11R
D:Documents and Settings'imoharaMy Documentsi_INSMBUISC 3.1
D:'Documents and Settings'mohara'My Documents'_INSMBUISC 3.1)h

Add...

OK Cancel

101061

Step9  Click OK.
The Device Group spreadsheet appears, as shown in Figure 4-32.

Figure 4-32 Device Group Spreadsheet

File Edit View Tasks Tools Logging Help
| | B
E> General | =D Passwords | =D SMMPv3 Attributes | B CNS Attributes | =D Platform Information
Host Device Device Managem...| Damain Access Config SHMP Device
Mame Type Description|  Address MName Protocol |Upload/Do.|  Yersion Groups
enpes Cisco Rout.. Default Default Default DeviceGro...
enpel Cizco Rout.. Default Default Default DeviceGro...
enpe? Cisco Rout. Default Default Default DeviceGro...
enpel Cisco Rout.. Default Default Default DeviceGro...
enped Cizco Rout.. Default Default Default DeviceGro...
o
=2
=

When you create devices this way, no CPEs or PEs are created. To create CPESs or PEs, devices must be
associated with a Customer, Site, Provider, or Region.

You have created anew Device Group and added the configuration files. The Spreadsheet Editor enables
you to specify attributes for the devices. The following examples show how to edit or specify fieldsin
the device workbook.
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Cell Editing Examples

To enter the Domain Name, click the cell. The Domain Name dialog box appears, as shown in
Figure 4-33.

Figure 4-33 Domain Name

x

Enter the Domain Name:

| |

093597

Enter the Domain Name and click OK.

To enter the Management Address, click the cell. The Management Address dialog box appears, as
shown in Figure 4-34.

Figure 4-34 Management Address

x

Type helow to search the choices:

Loophack0 : 192.168.115.64/32
ATMS/0.1: 192.168.129.22/30
FastEthernet4/0 : 192.168.130.26/30

Cancel

93502

Enter the Management Address, or select one from the list, and click OK.
To enter the Device Type, click the cell. The Device Type dialog box appears, as shown in Figure 4-35.

Figure 4-35 Device Type

x|
Type helow to search the choices:

CATOS

Cisco Router
Terminal Server
VYPN3000

PI¥ Firewall
IE2100

93595

Enter the Device Type, or select one from the list, and click OK.
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To enter the Device Description, click the cell. The Device Description dialog box appears, as shown in
Figure 4-36.

Figure 4-36 Device Description

Enter the Description:

|

035594

Enter the Device Description and click OK.

To enter the Access Protocol, click the cell. The Access Protocol dialog box appears, as shown in
Figure 4-37.

Figure 4-37 Access Protocol

x

Type helow to search the choices:

Default

Telnet

Secure Shell (ssh)
CNS

93591

Enter the Access Protocol, or select one from the list, and click OK.

To enter the Config Upload/Download, click the cell. The Config Upload/Download dial og box appears,
as shown in Figure 4-38.

Figure 4-38 Config Upload/Download

x|
Type helow to search the choices:

Default
Terminal
TFTP
FTP

093593

Enter the Config Upload/Download, or select one from the list, and click OK.
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To enter the Login User, click the cell. The Login User dialog box appears, as shown in Figure 4-39.

Figure 4-39 Login User

x

Please input a value:

[ |

93501

Enter the Login User and click OK.

To enter the Login Password, click the cell. The Login Password dialog box appears, as shown in
Figure 4-40.

Figure 4-40 Login Password

x

Password:

Verify Password:

93500

Enter the Login Password in both dialog boxes and click OK.

To enter the Enable Password, click the cell. The Enable Password dialog box appears, as shown in
Figure 4-41.

Figure 4-41 Enable Password

i Enable Password x|

Password:

| |

Verify Password:

| |

03595

Enter the Enable Password in both dialog boxes and click OK.

To enter the SNMP Read-Only, click the cell. The SNMP Read-Only dialog box appears, as shown in
Figure 4-42.
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Figure 4-42 SNMP Read-Only

x

Please input a value:

|pub|ic| |

936524

Enter the SNMP Read-Only value, or select one from the list, and click OK.

To enter the SNMP Read-Write value, click the cell. The SNMP Read-Write dialog box appears, as
shown in Figure 4-43.

Figure 4-43 SNMP Read-Write

5P Read-wi x

Please input a value:

|p tivate |

93625

Enter the SNMP Read-Write value, or select one from the list, and click OK.

To finish, choose File > Save.

To create a new Provider, follow these steps:

You have the option to add regions or configuration filesto a Provider using the New Provider window,
by choosing the appropriate tab. For an example of how to add regions, see the “New Region” section
on page 4-46.

From the Inventory Manager menu, choose File > New > New Provider.

The New Provider window appears, as shown in Figure 4-44.

[ oL-5533-01
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Figure 4-44 New Provider

il Create New Provider E
rGeneraI r Regions |/ Config Files

Provider Name:

|Pr0\rider0ne |

BGP AS Number:

[100 |

Contact Information:

Provider One
888 555-1212
hitp:fwawi providerane. cam

93607

Step2  Provider Name: Enter the name of the Provider.
Step3  BGP AS Number: Enter the BGP Autonomous System Number.
Step4  Contact Information: Enter the contact information.
Step5  Click the Config Files tab.
The Config Files tab appears, as shown in Figure 4-45.

Figure 4-45 Config Files Tab

il Create New Provider |

rGeneraI r Regions |/ Config Files

Confiy File List:

Add...

93604

Step6  Click Add to search for configuration files.

Step7  Navigate to your configuration file folder, select it, and click OK.
The Open Config Files window appears.

Step8  Use Ctrl+click to select the files.
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The files appear highlighted, as shown in Figure 4-46.

Figure 4-46 Highlighted Config Files

|
Look In: ||jPES v| @@@@E

D enpei
D enpez2
D enpe3
D enped
[y enpes

File Name: |"enpe1" "enpe?" "enped" "enped" "enpes” |

Files of Type: | Files containing “router hgp 100" command hd |

Open || Cancel |

Q3606

Step9  Click Open.
The Config File List appears, as shown in Figure 4-47.

Figure 4-47 Config Files List

il Create New Provider x|
| General | Regions | Config Files

Confiy File List:

D:iconfigurations'PEs'enpe1
Drconfigurations\PEsienpe2
D:iconfigurations'PEs'enpe3
D:configurations'\PEs'enped
D:iconfigurations'PEs'enpes

Add...

93603

Step10 Click OK.
The New Provider spreadsheet appears, as shown in Figure 4-48.
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Figure 4-48 New Provider Spreadsheet

IP Solution Center - Inventory Manager [connected to pmadden-u. 5 -0 ﬂ
qle Edit Miew Tasks Tools Logging Help
[EIRET [l
5 General | B> Passwords | B> SNMPv3 Attributes | 3 PE Attributes | =5 PE Interfaces | Eb CNS Attributes | =5 Platform Information |
Host Device Device Management Damain Access Config ShMP Device
Mame Type Description Address Mame Frotocol UploadiDawnl... ersion Groups
anpel Cisco Router Default Default Default
npe? Cisco Router Default Default Default
npel Cisco Router Default Default Default
2nped Cisco Router Default Default Default
2npes Cisco Router Default Default Default
o
(]
g ProviderOne =
i)

You have created a new Provider and added the configuration files. The Spreadsheet Editor enables you
to specify attributes for the devices. When you create devices this way, PEs are created.

To finish, choose File > Save.

New Region

To create a new Region, follow these steps:

Note  You have the option to add configuration files to a New Region using the New Region for Provider
window, by choosing the Config Files tab.

Stepl  From the Inventory Manager menu, choose File > New > New Region.
The New Region for Provider window appears, as shown in Figure 4-49.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-49 New Region for Provider

I' Create Mew Region for Providera

General | Config Files |

Region Name:

|Regi0n1|

03588

Step2  Region Name: Enter the name of the Region and click OK.
The Inventory Manager menu appears with a spreadsheet for the Provider, as shown in Figure 4-50.

Figure 4-50 New Provider Spreadsheet

IEfl IP Solution Center - Inventory Manager [connected to moneybag as admin] =] |
File Edit View Tasks Tools Looging Help

[m [#w [v]8 [+]e] w] [F]8]

X General | X Passwords | 3 SNMPy3 Attributes | X PE Attributes | 3¢ PE Interfaces | 3 CNS Attributes | 3¢ Platform Information |
Host Device Device hanagement Domain Arcess Config ShiMP Device
Mame Type Description Address Mame Protocol UploadiDownlo “Wersion Groups

L[ 5 Provider3

Dec 16,2004 5:39:58 PM com.ciscovpnsc.apps.csmeonsole ManagementConsale getTibnTransport

FIME: About to open Tibco in Java Mode and create a Tihco Rva Transport

Y A N0 S-S Mkl i Lo hd 4 L AT ilea T g -

LogViewer [/ EventViewer | TaskWatcher |

120132

| Creating User Interface...

For a description of the tabs and definition of the fields in the Provider, Region, and PE spreadsheets,
see the “ Spreadsheet Features” section on page 4-13.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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New Customer

To create a new Customer, follow these steps:

S

Note  You have the option to add sites or configuration files to a Customer using the New Customer window,
by choosing the appropriate tab. For an example of how to add sites, see the “New Site” section on
page 4-49.

Stepl  From the Inventory Manager menu, choose File > New > Customer.
The New Customer window appears, as shown in Figure 4-51.

Figure 4-51 New Customer

I' Create New Customer
(General r Sites r Config Files |

Customer Name:

Customerdi

Contact Information:

93590

Step2  Customer Name: Enter the name of the Customer.
Step3  Contact Information: Enter contact information and click OK.
The Inventory Manager menu appears with a spreadsheet for the Customer, as shown in Figure 4-52.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-52 New Customer Spreadsheet

[f 1P Solution Center - Inventory Manager [connected to moneybag as admin] — | Ellll

File Edit View Tasks Tools Logging Help

(o) [slw][v]a] [¢]a] w] [=]n

% General |  Passwords | 3¢ SNMPy3 Attributes | 3¢ CPE Attributes | 3 CPE Interfaces | 3 CNS Attributes | 3¢ Platform Information
Host Device Device hanagement Damain Access Canfig ShP Device
Mame Type Description Address Mame Frotocal UploadiDownlo. .. ersion Groups

LL i Customer3

Dec 16, 2004 5:39:48 PM com.ciscovpnsc.apps.cameonsale ManagementConsole gefTibnTransport
FIME: About to open Tibcao in Java Mode and create a Tibco Rva Transport

Cioe 4G SOOA S-00- 20 Cikd i Lo b " L 4T ik T "

Log Viewer || Event Viewer | TaskWatcher |

| Creating User Interface...
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You now have access to the Customer spreadsheet.

New Site

To create a new Site, follow these steps:

Note  You havethe option to add configuration filesto aNew Site using the New Site window, by choosing the
Config Files tab.

Stepl  From the Inventory Manager menu, choose File > New > Site, as shown in Figure 4-53.

Figure 4-53 New Site

General | Config Files |

Site Name:

|5ites]

Site Information:

03543

Step2  Site Name: Enter the name of the Site.

Step3  Site Information: Enter contact information and click OK.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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The Inventory Manager menu appears with a spreadsheet for the Customer, as shown in Figure 4-54.

Figure 4-54 New Customer Spreadsheet

IEfl IP Solution Center - Inventory Manager [connected to moneybag as admin] =] |
File Edit View Tasks Tools Looging Help

[a] [2]m] [+]8] [+]®

7 @73

¥ General | ¥ Passwords | 3 SNMPv3 Attributes | 3¢ CPE Attributes | 3¢ CPE Interfaces | 3¢ CNS Attributes | 3¢ Platform Information

Host
Mame

Device

Type

Device
Description

hanagement
Address

Domain Arcess Config ShiMP
Mame Protocol UploadiDownlo “Wersion

Device
Groups

|_#p_Customer3

Cioe 4G S00d

AN Cikd

Dec 16, 2004 5:39:58 PM com.ciscovpnsc.apps.csmeonsole ManagementConsale getTibnTransport
FIME: About to open Tibco in Java Mode and create a Tihco Rva Transport

AT ik T "

Log Viewer L Event Viewer

L Task Watcher

| Creating User Interface...
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You now have access to the Customer spreadsheet.

New Dynamic Device List (without existing configs)

If you do not have existing configuration files, you can discover devices on your network, using the
Dynamic Device List. The devices can be associated with logical CPE and PE devices at alater time.

To create anew Device List, follow these steps:

Stepl  From the Inventory Manager menu, choose File > New > New Dynamic Device List (without existing

configs).

A new Device Spreadsheet appears, as shown in Figure 4-55.

Figure 4-55 New Device Spreadsheet

File Edit View Tasks Tools Logging Help

EIE]

=

#¢ Device Information
] Host Domain |Management| Device Device | Access Config Login Login Enable SHMP ShHMP
| Mame Mame Address Type |Descript.. Protocol | Upload.. User |Password Passwo..| Read-C.. | Readhy.
CiscoR.. Default  Default
2
New Devices g
Step2  To discover devices on your network, click the Management Address cell.
Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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A Management Address window appears, as shown in Figure 4-56.

Figure 4-56 Enter IP Address

i X]
Enter IP Address:

192.188.115.100

0K Cancel

101066

Step3  Enter the IP address and click OK.
A new Device Spreadsheet appears.
Step4  Start the Device Discovery process.

For an example of how to start the device discovery process, see the “ Start Auto Discovery” section on
page 4-91.

New IE2100 Device List

I SC supports the Cisco CNS IE2100 appliance Device Access Protocol for communication with any
Cisco |0S device. Inventory Manager supports the same functionality for the Cisco CNS IE2100
appliance as the other devices described in the chapter.

New IPsec VPN Service Module (VPNSM)

Thisfeatureisnot supported in thisrelease

To create anew VPNSM Device, follow these steps:

Stepl  From the Inventory Manager menu, choose File > New > New | Psec VPN Service Module (VPNSM),
as shown in Figure 4-57.

Figure 4-57 Choose New IPsec VPN Service Module

File | Edit View Tasks Tools Logging Help
New ¥ Hew Device Group...
Open * & Mew Provider...

IIP Hew Customer...
Exit New Dynamic Device List (without existing configs!)

Hew IE2100 Device(s)...
Hew IPSec VPN Service Module (VPHSM]...

116045

The New IPsec VPN Service Module spreadsheet appears, as shown in Figure 4-58.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-58 Create New IPsec VPN Service Module

File Edit View Tasks Tools Logging Help

_EllE

5l

¥ Blade Attributes |
Catalyst Slot
6000 Mumber
l YPNSM
Step2  Click the Catalyst 6500 cell.
The Catalyst 6500 window appears (not shown).
Step3  Choose a Catalyst 6500 Device.
Step4  Click the Slot Number cell and then enter a slot number.
Step5  Choose File > Saveto create a VPNSM in the Repository.
Open

101917

From the Inventory Manager main menu, shown in Figure 4-26 on page 4-36, Open is the second option

under the File menu on the Task Bar. The Open option has the following options:
» Open Devices, page 4-53
» Open Discovery Seed File, page 4-54
« Open Device Group, page 4-56
« Open Provider, page 4-57
» Open Region, page 4-58
« Open Customer, page 4-59
» Open Site, page 4-60
» Open IPsec VPN Service Modules, page 4-61

[l Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Open Devices

This section describes how to open a Device with Inventory Manager. To open a Device, follow these
steps:

Stepl  From the Inventory Manager task bar (not shown), choose File > Open > Open Devices.
The Open Devices window appears, as shown in Figure 4-59.

Figure 4-59 Open Devices

[ x|

Show Devices with Host Name matching * ” Find |

Cancel

111596

Step2  Click Find.

The Open Devices window now displays available devices, as shown in Figure 4-60.

Figure 4-60 Open Devices Found

1] x|

Show Devices with Host Name matching [* || Find |

Type helow to search the choices:

miced
mipe1
mipe2
mipe3
miped
miced

| OK || Cancel

111597

Step3  Choose a Device and click OK. (mlpe3)
The Devices spreadsheet appears, as shown in Figure 4-61.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-61 Devices Spreadsheet

File Edit View Tasks Tools Logging Help

[EIRE =

B General | = Passwords | = SNMPv3 Attributes | =D CNS Attributes | =5 Platform Information | =5 Interfaces
Host Diewice Cevice Management Diamain ACcess Config ShIMP Cevice
Mame Type Diescription Address kame Frotocal Upload/Download Wersion Groups
& miped  Cisco Router Default Default Default PE Davice Group
[an}
[aj}
[Ty}
Devices =
—
Open Discovery Seed File
.
Note A discovery seed fileisan XML representation of the devices found during Auto Discovery.
To open a discovery seed file, follow these steps:
Stepl  From the Inventory Manager menu, choose File > Open > Open Discovery Seed File.
The Open window appears, as shown in Figure 4-62.
Figure 4-62 Open Discovery Seed File
[ %]
Lonki | Clascovey | @ ] o [
[} 3hop-connections.xml
D Jhop-devices.xml
File Name: |3h0p-devices.xml |
Files of Type: | All Fles \:
Open | | Cancel | §
=
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Select the devices file, which you saved after discovering your devices, and choose Open.

The Device Information spreadsheet appears, as shown in Figure 4-63.

Figure 4-63 Device Information

File Edit View Tasks Tools Logging Help

| | - T
[Er Device Information
Host Domain | Management| Device Device ACCESS Config Login Login Enable ShhiP ShIMP
Mame Mame Address Type Description Frotocol |LUploadiD... User Fassword | Password | Read-0Only | Readtrite
BnSwasr2 192 168.11... |Cisco Ro... |Cizco Catalyst 6509 SP Switch Default Default public
enswh 18216811, |CATOS Cisco Catatyst 6508 Switch Default Default public
o
milswd 17229146, |Cisco Ro.. |Cisco Catalyst 2950 Intelligent Ethernet... Default Default public 8
—
milsw3 17229146, |Cisco Ro.. |Cisco Catalyst 35580 Intelligent Ethernet... Default Default public S
If adevice has already been created in the Repository, a message window appears, as shown in
Figure 4-64.
Figure 4-64 Device in the Repository
X
]Ql You are trying to create devices using known host names or fulty qualified names.
= One or more devices in the repository already match with requested host names.
You may choose to create new devices or select existing devices for this task.
A chooser will now be shown to you. You must select an option for each requested host
name.
Use the supplied "Select All From™ menu to gquickly select all devices for a specific
domain or feature. You may also double click on leaf nodes to toggle the current
selection.
-
OK e
2
Step3  Click OK and the Device Chooser window appears, as shown in Figure 4-65.
Figure 4-65 Device Chooser
[ X]
Select All From
@ ] enswost -
¥ Create new device far new domain.
¥ enswosrl cisco.com
@ Cdmice3
¥ Create new device for new domain.
¥ mice3.cisco.com
@ Cmices
¥ Create new device far new domain.
# mices cisco.com
(T T prem Lmanad -
&
OK Cancel =
=]
Step4  Click the device name and domain to save the device asis. To create a new domain for the device and
save it, click Create new device for new domain.
Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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The Device Information spreadsheet appears, as shown in Figure 4-66.

Figure 4-66 Device Information

File Edit View Tasks Tools Logging Help

| | -

25 Device Information

Host Domain | Management

Marme Mame Address
ENSwWosr? 192.168.11...
enswh 192.168.11...
rlswd 17228146,
migw3 172.29.146....

w

Device
Type

Cisco Ro..

CATOS

Cisco Ra..

Cisco Ro..

Device
Description

Cisco Catalyst 6503 5P Switch

Cizeo Catatyst B509 Switch

Cigco Catalyst 2950 Intelligent Ethernet..
Cisco Catalyst 3550 Intelligent Ethernet...

ACCESS
Pratocal

Default
Default
Default
Default

Config
UploadiD...

Default
Default
Default
Default

Login
User

Login Enable ShihiP

SMMP

Password | Password | Read-0Only | Readtrite

public
public
public
public

Now you can edit your devices and collect the latest configuration files.

Open Device Group

To open an existing Device Group, follow these steps:

Stepl  From the Inventory Manager menu, choose File > Open > Open Device Group.

A search dialog appears, as shown in Figure 4-67.

Figure 4-67 Open Device Group

O

Show Device Groups with Name matching *

|

Find

Cancel

03549

101033

Step2  Click the Find button to download all Device Groups, enter the hame to search for the one you want, or
enter a partial name with an asterisk to get alist of available device names.

Step3  Select the Device Group and click OK.

A Device Spreadsheet Editor appears, where you can edit device parameters such as passwords and
SNMP information, as shown in Figure 4-68.

[l Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-68 Device Spreadsheet Editor

m I8 [=] B3

File Edit View Tasks Tools Logging Help

ElE [

=) SNMPv3 Attributes | B CNS Attributes | =5 Platform Information |
E: General ( [ passwords
Host Device Cevice | Manage.. | Domain Access Config ShMP Device
Mame Type Descripti...| Address Mame Protocol | Uploads... | “ersion Groups
ipsec-cpe-... |Cisco Ro.. 172291, cisco.com |Default Default Default Device Gr...
—
)
Group: Device Group 1 | [
[a)

You now have access to the Device spreadsheet.

Open Provider

To open an existing Provider, follow these steps:

Stepl  From the Inventory Manager menu, choose File > Open > Open Provider.
A search dialog appears, as shown in Figure 4-69.

Figure 4-69 Open Provider

L] |

- | Fina |

Cancel

Show Providers with Provider Mame matching

03552

Step2  Click the Find button to download all Providers, enter the name to search for the one you want, or enter
apartial name with an asterisk to get alist of available Providers.

Step3  Select the Provider and choose OK.

A PE Spreadsheet Editor appears with all Regions and PEs for that Provider listed in the Spreadsheet
Editor, as shown in Figure 4-70.

Note  In the followi ng example, the Spreadsheet Editor is empty.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-70 Provider Spreadsheet Editor

MA 1P Solution Center - Inventory Manager [connected ko mnop-ull.cisco.com as admin]

File Edit View Tasks Tools Logging Help

| | (8 |8 ||| B
[ ¥ General | 3 Passwords | 3 SNMPy3 Attributes | 3¢ PE Attributes | ¥ PE Interfaces | 3¢ CNS Attributes | 3¢ Platform | »

Host Device Device Management Domain ACCRSS config SHmMP Device

Mame Type Description Address Mame Frotocal UploadiDown... arsion Groups

in

l[ 5 Provider i
........................................................................................................................................................................................................... =)

You now have access to the Provider spreadsheet.

Open Region

To open an existing Region, follow these steps:

Stepl  From the Inventory Manager menu, choose File > Open > Open Region.
A search dialog appears, as shown in Figure 4-71.

Figure 4-71 Open Provider

M 0pen Provider x|

- | Fina |

Show Providers with Provider Mame matching

03554

Step2  Click the Find button to download all Providers, enter the name of the provider to search for the one you
want, or enter a partial name with an asterisk to get alist of available Providers.

Step3  Select the Provider and choose OK .
Step4  Choose from the list of existing Regions, as shown in Figure 4-72.
You can also create a Region for the Provider by choosing Create Region.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-72 Open Region

|T|'|'| Open Region E
Type below to search the choices:

Region1

03555

A PE Spreadsheet Editor appears with all PEs for the Region listed in the Spreadsheet Editor, as shown

in Figure 4-73.

Figure 4-73 PE Spreadsheet Editor

[f 1P Solution Center - Inventory Manager [connected to moneybag as admin]

File Edit View Tasks Tools Logging Help

=1o]

9] | E]e|[+]e [+]8] [w][s]n

2 General |
Host Device Device hanagement Damain Access Canfig ShP Device
Mame Type Description Address Mame Frotocal UploadiDownlo. .. ersion Groups
9 maxpe3 |Ciscn Router | |LanhackD 14 |cisco com Default Diefault Default

L[ § ProviderOne

Dec 16, 2004 5:39:48 PM com.ciscovpnsc.apps.cameonsale ManagementConsole gefTibnTransport
FIME: About to open Tibcao in Java Mode and create a Tibco Rva Transport

Cioe 4G SOOA S-00- 20 Cikd AT ik T ot

Log Viewer || Event Viewer | TaskWatcher |

| Creating the User Interface...

You now have access to the Provider spreadsheet.

120135

To open an existing Customer, follow these steps:

From the Inventory Manager menu, choose File > Open > Open Customer.
A search dialog appears, as shown in Figure 4-74.

[ oL-5533-01
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Open Site

[l Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2

Step 2

Step 3

Step 1

Step 2

Step 3

Figure 4-74 Open Customer
i x|
Show Customers with Customer Name matching * Find

Cancel

03557

Click the Find button to download all Customers, enter the name of the Customer to search for the one
you want, or enter a partial name with an asterisk to get alist of available Customers.

Select the Customer and choose OK .

A CPE Spreadsheet Editor appears with all Sites and CPE for the Customer listed in the Spreadsheet
Editor, as shown in Figure 4-75.

Figure 4-75 CPE Spreadsheet Editor

m _ O] =]
File Edit View Tasks Tools Logging Help
|| - &
5 General | 2> Passwords | =) SNMPv3 Attributes | =5 CPE Attributes | => CPE Interfaces | > CNS Attributes | = Platfc
Host Device Device Management Domain Arcess Config SHMP Device
Mame Type Cescription Address Mame Protocol UploadiDown... Yersion Groups
ipsec-cpe-... |Cisco Router 1722915110 |cisco.com Default Default Default Device Group 1
5 B
i CustomerD1 o
m

You now have access to the Customer spreadsheet.

To open an existing Site, follow these steps:

From the Inventory Manager menu, choose File > Open > Open Site.
A search dialog appears, as shown in Figure 4-76.

Figure 4-76 Open Customer
i x|
Show Customers with Customer Name matching * Find

Cancel

03559

Click the Find button to download all Customers, enter the name to search for the one you want, or enter
apartial name with an asterisk to get alist of available Customers. You must specify a Customer first.

Select the Customer and choose OK .

0L-5533-01 |
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Choose from the list of existing Sites, as shown in Figure 4-77. You can also create a Site for the
Customer by choosing Create Site.

Figure 4-77 Open Site

i x|
Type below to search the choices:

Site

Create Site...
OK Cancel

93560

A CPE Spreadsheet Editor appears with all the CPEs for that Site listed in the Spreadsheet Editor, as
shown in Figure 4-78.

Figure 4-78 CPE Spreadsheet Editor

i) =10] x|

File Edit View Tasks Tools Logoing Help

ElE &

E5 General | B> Passwords | E5SNMPy3 Attributes | B CPE Attributes | 2> CPE Interfaces | ED CNS Attributes | =5 Platform Infc | » |

Host Device Device Management Damain Access Config ShMP Device
Mame Type Description Address Mame Frotocol UploadiDawnl... ersion Groups
ipsec-cpe-.. |Cisco Router 1722915110 |cisco.com Default Default Default Device Group 1

ll I°E Customer01

03362

You now have access to the Customer spreadsheet.

Open IPsec VPN Service Modules

Thisfeatureisnot supported in thisrelease
To open an existing VPNSM, follow these steps:

Stepl  From the Inventory Manager menu, choose File > Open > Open | Psec VPN Service Modules.

Open Device Blades window appears (not shown).

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Step 2
Step 3

Choose a De'vice Blade.
Choose File > Save to save your changes to the VPNSM in the Repository.

Required Attributes

Device Groups

Step 1

Step 2

From the Inventory Manager main menu, shown in Figure 4-26 on page 4-36, Required Attributesisthe
third option under the File menu on the Task Bar. To specify required attributes, you must open a
Spreadsheet Editor for one of the following options;

» Discovery Seed File (No example is provided)
» Device Groups

e Providers

» Regions

e PEs

- Customers

- Sites

« CEs

The Spreadsheet Editors work the same for each inventory group. They default to the General tab and
display alist of attributes. Some attributes in each Spreadsheet Editor are required and others are not.
You can make some of the non-system required attributes required by clicking a checkbox for that
attribute.

If an attribute is required, the spreadsheet tab will have ared X indicating that more information is
required by the system for all later processing to proceed without errors. For example, errors can occur
when processing service requests or creating aVPN. When all required information isfilled out, the red
X changesto either ayellow or green Continue Image. When you seeared X on atab, it meansyou need
to fill out more information for the tab.

From the Required Attributes option, you can specify required attributes for the following inventory
groups:

» Device Groups, page 4-62
» Providers, Regions, and PE, page 4-68
» Customers, Sites, and CE, page 4-76

To specify required attributes for a Device Group, follow these steps:

From the Inventory Manager menu, choose File > Open > Open Device Group.
A search dialog appears.
Select the Device Group and a Spreadsheet Editor appears, as shown in Figure 4-79.

[l Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-79 Open Device Group

M 1P Solution Center - Inventory Manager [connected to moneybag as admin] — IEllil
File Edit View Tasks Tools Logging Help

| [Bm|[+][a][¢]a] o] |cF]m
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LL Group: New Device Group
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129134

Step3  Choose File > Required Attributes.

The General tab on the Required Attributes window for a Device Group appears, as shown in
Figure 4-80.

Step4  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-80 Generic Device - General Attributes

MGeneric Device : Required Attributes x|

CNS attributes rPIatfurm Informati |
General rPasswurds rSNMP\rSm‘trihmes |

|| Device Description
[~ Management Address
[_] Domain Name

[_] SNMP Version
["] Device Groups

03564
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The General tab contains the following attributes:

Step5  To modify attributes for passwords, choose the Passwor ds tab.
The Passwords tab on the Required Attributes window appears, as shown in Figure 4-81.

Device Name

Device Description
Management Address
Domain Name

Access Protocol

Config Upload/Download
SNMP Version

Device Groups

Step6  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-81 Generic Device - Password Attributes

Il Generic Device : Required Attributes

CNS attributes rPIatfurm Informati |

General rPasswurds rSNMP\rSm‘trihmes |

|1 Login User

["] Login Password
[_] Enable User

[_] Enable Password
[_] SNMP Read-Only
[_] SNMP Read-Write

035685

The Passwords tab contains the following attributes:

Step7  To modify attributes for SNMPv3, choose the SNM Pv3 Attributes tab.
The SNMPv3 tab on the Required Attributes window appears, as shown in Figure 4-82.

Login User

Login Password
Enable User
Enable Password
SNMP Read-Only
SNMP Read-Write

[l Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Step8  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-82 Generic Device - SNMPv3 Attributes

i x|

CNS attributes rPIatfurm Informati
General rPasswurds rSNMP\rSm‘trihmes |

["] Security Level

[_] Authentication User

[C] Authentication Password
[_] Authentication Algorithm
[~ Encryption Password

[~ Encryption Algorithm
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The SNMPv3 Attributes tab contains the following attributes:
e Security Level
» Authentication User
< Authentication Password
« Authentication Algorithm
« Encryption Password
- Encryption Algorithm

Step9  To modify attributes for CNS, choose the CNS Attributes tab.
The CNS tab on the Required Attributes window appears, as shown in Figure 4-83.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Step 10  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-83 Generic Device - CNS Attributes

! B3
CNS Attributes r Platform Informati
General r Passwords r SHMPv3 Attributes |

[_] IE2100-Name

[_] Device-State

[_] Event-Identification
[_] CNS-Identification

03557

The CNS Attributes tab contains the following attributes:
- |E2100-Name
» Device-State
- Event-lIdentification
« CNS-ldentification
Step 11 To modify attributes for Platform Information, choose the Platform Information tab.
The Platform Information tab on the Required Attributes window appears, as shown in Figure 4-84.
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Step 12 To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-84 Generic Device - Platform Information Attributes
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The Platform Information tab contains the following attributes:
» Platform
- Software Version
« Image Name
- Serial Number
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Providers, Regions, and PE

Step 1

Step 2

Step 3

To specify required attributes for a Provider, follow these steps:

From the Inventory Manager menu, choose File > Open > Open Provider.

A search dialog appears.
Select the Provider and a Spreadsheet Editor appears, as shown in Figure 4-85.

Figure 4-85 Open Provider
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Choose File > Required Attributes.

The General tab on the Required Attributes window for the provider appears, as shown in Figure 4-86.
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Step4  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-86 PE Device - General Attributes
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The General tab contains the following attributes:
- Device Name
« Device Description
« Management Address
- Domain Name
» Access Protocol
- Config Upload/Download
e SNMP Version
« Device Groups
Step5  To modify attributes for passwords, choose the Passwor ds tab.
The Passwords tab on the Required Attributes window appears, as shown in Figure 4-87.
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Step6  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-87 PE Device - Password Attributes
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The Passwords tab contains the following attributes:

Step7  To modify attributes for SNMP attributes, choose the SNM Pv3 Attributes tab.

Login User

Login Password
Enable User
Enable Password
SNMP Read-Only
SNMP Read-Write

The SNMPv3 Attributes tab on the Required Attributes window appears, as shown in Figure 4-88.
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Step8  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-88 PE Device - SNMPv3 Attributes
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The SNMPv3 Attributes contains the following attributes:
e Security Level
- Authentication User
- Authentication Password
« Authentication Algorithm
- Encryption Password
- Encryption Algorithm

Step9  To modify attributes for PE attributes, choose the PE Attributes tab.
The PE Attributes tab on the Required Attributes window appears, as shown in Figure 4-89.
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Step 10  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-89 PE Device - PE Attributes
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The PE Attributes tab contains the following attributes:
e Provider Name
- Region Name
- Role
» Loopback Interface
 ISManaged

Step 11 To modify attributes for PE interfaces, choose the PE I nterfaces tab.
The PE Interfaces tab on the Required Attributes window appears, as shown in Figure 4-90.
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Step 12 To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-90 PE Device - PE Interfaces
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The PE Interfaces tab contains the following attributes:
- |P Address
- Type
- Encapsulation
» |Psec (Thisfeatureisnot supported in thisrelease)
- Firewall (Thisfeatureisnot supported in thisrelease)
» NAT (Thisfeatureisnot supported in thisrelease)
» QoS Candidate
e PIX Logical Name
» PIX Security-L evel
- Description
Step 13 To modify attributes for CNS attributes, choose the CNS Attributes tab.
The CNS Attributes tab on the Required Attributes window appears, as shown in Figure 4-91.
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Step 14  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-91 PE Device - CNS Attributes
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The CNS Attributes tab contains the following attributes:
« |E2100-Name
- Device-State
- Event-lIdentification
« CNS-ldentification
Step 15 To modify attributes for Platform Information, choose the Platform Information tab.

The Platform Information tab on the Required Attributes window appears, as shown in Figure 4-92.
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Step 16  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-92 PE Device - Platform Information
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The Platform Information tab contains the following attributes:
- Platform
- Software Version
« Image Name
» Serial Number
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Customers, Sites, and CE

To specify required attributes for a Customer, follow these steps:

Stepl  From the Inventory Manager menu, choose File > Open > Open Customer.
A search dialog appears.
Step2  Select the Customer and a Spreadsheet Editor appears, as shown in Figure 4-93.

Figure 4-93 Open Customer

[ 1P Solution Center - Inventory Manager [connected to moneybag as admin] — | Ellil
File Edit View Tasks Tools Logging Help

|3 [Bm|[+][a][¢]a] |w] |7 ]

Host Device Device hanagement Damain Access Config ShMP Device
Mame Type Description Address Mame Frotacal UploadiDownlo... ersion Groups

LL i cust for greymgmt Provider2 0

Dec 16, 2004 5:39:48 PM com.ciscovpnsc.apps.cameonsale ManagementConsole getTibnTransport
FIME: About to open Tibcao in Java Mode and create a Tibco Rva Transport

Dec 16, 2004 5:39:58 PM com.ciscovpnsc.apps.csmeonsole.ManagementConsole getTibrnTransport -

Log Viewer || Event Viewer | TaskWatcher |

| Creating the User Interface...

120133

Step3  Choose File > Required Attributes.
The General tab on the Required Attributes window appears, as shown in Figure 4-94.
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Step4  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-94 CPE Device - General Attributes

! B3
CNS attributes rPIatfurm Informati |

CPE Attributes r CPE Interfaces
General r Passwords r SHMPv3 Attributes

|| Device Description
[~ Management Address
[_] Domain Name

[_] SNMP Version
["] Device Groups

03579

The General tab contains the following attributes:
- Device Name
« Device Description
« Management Address
- Domain Name
» Access Protocol
- Config Upload/Download
e SNMP Version
« Device Groups
Step5  To modify attributes for passwords, choose the Passwor ds tab.
The Passwords tab on the Required Attributes window appears, as shown in Figure 4-95.
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Step6  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-95 CPE Device - Password Attributes
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The Passwords tab contains the following attributes:
« Login User
« Login Password
» Enable User
- Enable Password
« SNMP Read-Only
- SNMP Read-Write
Step7  To modify attributes for SNMPv3, choose the SNM Pv3 Attributes tab.

The SNMPv3 Attributes tab on the Required Attributes window appears, as shown in Figure 4-96.
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Step8  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-96 CPE Device - SNMPv3 Attributes
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The SNMPv3 Attributes contains the following attributes:
e Security Level
- Authentication User
- Authentication Password
« Authentication Algorithm
- Encryption Password
- Encryption Algorithm

Step9  To modify attributes for CPE, choose the CPE Attributes tab.
The CPE Attributes tab on the Required Attributes window appears, as shown in Figure 4-97.
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Step 10  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-97 CPE Device - CPE Attributes
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The CPE Attributes tab contains the following attributes:;
e Customer Name
- SiteName
< Management Type
Step 11 To modify attributes for CPE interfaces, choose the CPE Interfaces tab.
The CPE Interfaces tab on the Required Attributes window appears, as shown in Figure 4-98.
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Step 12 To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-98 CPE Device - CPE Interfaces
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The CPE Interfaces tab contains the following attributes:
- |P Address
- Type
- Encapsulation
» |Psec (Thisfeatureisnot supported in thisrelease)
- Firewall (Thisfeatureisnot supported in thisrelease)
» NAT (Thisfeatureisnot supported in thisrelease)
» QoS Candidate
e PIX Logical-Name
» PIX Security-L evel
- Description
Step 13 To modify attributes for CNS, choose the CNS Attributes tab.
The CNS Attributes tab on the Required Attributes window appears, as shown in Figure 4-99.

[ oL-5533-01
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Step 14  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-99 CPE Device - CNS Attributes
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The CNS Attributes tab contains the following attributes:
« |E2100-Name
- Device-State
- Event-lIdentification
« CNS-ldentification
Step 15 To modify attributes for Platform Information, choose the Platform Information tab.

The Platform Information tab on the Required Attributes window appears, as shown in Figure 4-100.
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Step 16  To set an attribute to Required, click the appropriate checkbox. A blank box signifies Optional.

Figure 4-100 CPE Device - Platform Information Attributes
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The Platform Information tab contains the following attributes:
- Platform
- Software Version
« Image Name
» Serial Number

Save
From the Inventory Manager main menu, shown in Figure 4-26 on page 4-36, Save is the fourth option
under the File menu on the Task Bar.
This option saves your work.

Close
From the Inventory Manager main menu, shown in Figure 4-26 on page 4-36, Close is the fifth option
under the File menu on the Task Bar.
This option name changes depending on which Spreadsheet Editor you choose. For example, if you are
editing a Customer named CustomerA, the menu would show File Close CustomerA.
If there are changes to be saved, the system prompts you to save, and then the Spreadsheet Editor closes.
You have an opportunity to cancel the operation if saving is required.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Exit
From the Inventory Manager main menu, shown in Figure 4-26 on page 4-36, Exit is the sixth option
under the File menu on the Task Bar.
This option shuts down the Inventory Manager. If there are changes to be made, the system prompts you
to save changes before exiting.

Edit Menu

From the Inventory Manager main menu, shown in Figure 4-25 on page 4-34, Edit is the second menu
on the Task Bar. The Edit menu has the following options:

« Insert More Devices, page 4-84

» Remove Selected Devices, page 4-85

« Moveto New Customer, page 4-85

- Move to New Provider, page 4-85

« Move to Customer, page 4-86

- Moveto Provider, page 4-86

» Edit Selected Devices, page 4-87

- Edit Default Attributes, page 4-88

» Load Default Values to Selected Cells, page 4-89
- Apply Interface Marking Rules to Selection, page 4-89
» Select All, page 4-89

Insert More Devices

When editing a Device Group, Provider, or Customer, choosing this option causes a File Open Dialog to
appear, where you can select more configuration files to be inserted. A new row is created for each new
configuration file that is added:

- If you are editing a Provider or a Region, a physical device and alogical PE are created in the
Repository.

- If you are editing a Customer or a Site, a physical device and alogical CPE are created in the
Repository.

« If you are editing a Device Group, only a physical deviceis created and you must associate it with
a PE or CPE using the Edit > Move To menu options.

» |If you are editing in a Dynamic Device List spreadsheet, choosing this option adds one more empty
row into the spreadsheet for editing.

To insert more devices in a Spreadsheet Editor, choose Edit > Insert M ore Devices from the Inventory
Manager Task Bar.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Remove Selected Devices

~

Note

When editing a Device Group, Provider, or Customer, choosing this option allows selected rows to be
removed from the spreadsheet.

To delete rows in a Spreadsheet Editor, choose Remove Selected Devices from the Inventory Manager
Task Bar.

Use the Host Name Column to select rows of device information. A confirmation dialog appears. If you
choose Yes, the selected rows are removed from the Spreadsheet Editor.

These objects are not removed from the Repository.

Move to New Customer

Step 1
Step 2

Step 3

Step 4

Step 5

This option is enabled only when you create devices using the Open Discovery Seed File or New
Dynamic Device List options. You must select rows using the Host Name Column or the Select All
option. The selected rowsin the spreadsheet are moved to anew tab for a Customer in a CPE Spreadsheet
Editor.

To create a new Customer and move the selected rows to a new CPE Spreadsheet Editor, follow these
steps:

Select the desired rows using the host name column of a device spreadsheet.

From the Inventory Manager Task Bar, choose Edit > M oveto New Customer to create anew Customer
and move the selected rows to a new CPE Spreadsheet Editor.

A dialog box prompts you to enter the new Customer information such as Name and Contact
information.

Click OK and the selected rows are removed from the current spreadsheet and moved into a new
Customer CPE spreadsheet. In the process, each moved physical device is associated with a new CPE
logical device in the Repository.

Proceed to edit the CPE as you would for any Customer, by associating it with new Site objects. If the
originating spreadsheet is empty after the operation, it automatically closes.

Move to New Provider

This option is enabled only when you create devices using the Open Discovery Seed File or New
Dynamic Device List options. You must select rows using the Host Name Column or the Select All
option. The selected rows in the spreadsheet are moved to a new tab for a Provider in a PE Spreadsheet
Editor.

[ oL-5533-01
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To create anew Provider and move the selected rowsto anew PE Spreadsheet Editor, follow these steps:

Stepl  Select the desired rows using the host name column of a device spreadsheet.

Step2  From the Inventory Manager Task Bar, choose Edit > M oveto New Provider to create a new Provider
and move the selected rows to a new PE Spreadsheet Editor.

Step3 A dialog box prompts you to enter the new Provider information such as Name, BGP AS number, and
Contact information.

Step4  Click OK and the selected rows are removed from the current spreadsheet and moved into a new
Customer PE spreadsheet. I n the process, each moved physical deviceisassociated with anew PE logical
device in the Repository.

Step5  Proceed to edit the PE as you would for any Provider, by associating it with new Region objects. If the
originating spreadsheet is empty after the operation, it automatically closes.

Move to Customer
This option is enabled only when you create devices using the Open Discovery Seed File or New
Dynamic Device List. You must use the Host Name Column or the Select All optionsto select rows. The
selected rows in the spreadsheet are moved to a new tab for the customer in a CPE Spreadsheet Editor.
To select rowsin atable, open an existing customer, and move the rowsto anew CPE Spreadsheet Editor,
and follow these steps:

Stepl  Select the desired rows using the host name column.

Step2  From the Inventory Manager Task Bar, choose Edit > M ove to Customer.

A dialog box appears asking you to enter the existing Customer name.

Step3  Click the Find button and alist of customers appears.

Step4  Choose a customer.

If you click OK, the selected rows are removed from the current spreadsheet into an existing customer
CPE spreadsheet.

>

Note  Inthe process, each moved physical device is associated with a new CPE logical device in the

Move to Provider

Repository.

Edit the CPEs as you would for any customer by associating them with new or existing Region objects.
If the originating spreadsheet is empty after the operation, it automatically closes.

This option is enabled only when you create devices using the Open Discovery Seed File or New
Dynamic Device List. You must use the Host Name Column or the Select All optionsto select rows. The
selected rows in the spreadsheet are moved to a new tab for the Provider in a PE Spreadsheet Editor.
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To select rowsin atable, open an existing provider, and move the rows to a new PE Spreadsheet Editor,
and follow these steps:

Select the desired rows using the host name column.

From the Inventory Manager Task Bar, choose Edit > Move to Provider.
A dialog box appears asking you to enter the existing Provider name.
Click the Find button and a list of providers appears.

Choose a provider.

If you click OK, the selected rows are removed from the current spreadsheet into an existing Provider
PE spreadsheet.

In the process, each moved physical deviceis associated with anew PE logical device in the Repository.

Edit the PEs as you would for any provider by associating them with new or existing Region objects. If
the originating spreadsheet is empty after the operation, it automatically closes.

Edit Selected Devices

Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

To edit selected devices from rows in a spreadsheet, follow these steps:

Choose Edit > Edit Selected Devices from the Inventory Manager Task Bar.

A Multi-Attribute Cell Editor appears where you can set avalue that is applied to all selected cells for
each respective column in the selection.

Click the Multi-Attribute Editor cell to set the value.

To edit an individual cell in a column, click the cell.

A column-specific editor appears.

Use the column-specific editor to specify avalue for the cell.

A new dialog appears showing a table with one row. Each column containing selected cellsin the
originating spreadsheet is represented in the dial og.

Click each cell in the new dialog and a column specific editor appears allowing you to enter a value or
select from alist of existing values.

When you are finished filling in the one row spreadsheet, click OK and the values are applied to each
selected cell in the original spreadsheet respectively.

To edit asingle valuein acell, click the cell.

You are prompted with a search dialog to specify the value. The type of search dialog depends on the
column you are editing. For example, if you edit ausername you are prompted with asingle input editor.
If you are editing a password column, you get a password editor.

[ oL-5533-01
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To edit multiple attributes at one time, select the cells using the following standard techniques for
multiple selections:

- Select asingle cell that represents the upper boundary. Press the Shift Key and select the lower
boundary of the selection.

» Click and drag to and from a boundary.
» Totoggle your selection, press the Ctrl Key and click on acell.

» To select entire rows, use the Host Name Column as your main point of selection.

Edit Default Attributes

4-88

Step 1

Step 2

Step 3

Each spreadsheet editor (Device Group, CPE, PE, and Dynamic Device List) has the ability to store
separate default attributes. Defaults for passwords and other parameters for PEs can be different from
those of CPEs.

For example, all PEsin a provider network can share the same passwords, SNMP attributes, and so on.
Using Inventory Manager, you can store default attributes for most of the attributes in each spreadsheet.
These default attributes can then be applied to selected cells using the Edit > L oad Default Attributes
to Selected Cells menu.

To edit default attributes, follow these steps:

Choose Edit > Edit Default Attributes from the Inventory Manager Task Bar.
A new dialog appears containing a table with one row.

To specify the default attribute for a particular column, click it and specify the value in the
column-specific editor.

When you are finished editing the desired defaults, click the OK button and the default attributes are
stored.

Each specific Spreadsheet Editor hasits own unique set of columns. Each editor allows the specification
for default values to be stored and retrieved at alater time. It is the standard spreadsheet format, and to
specify the values you must click on each cell. These values are automatically saved between sessions
and are stored per user on the client machine running the Inventory Manager.

When specifying default values for the Management Address or PE Loopback Interface columns, you
may enter more than one interface name.

For example, L oopbackQ; FastEther netO; Ether net0, where the separator between names must be a
semicolon. When attempting to set the Management Interface using the default supplied for any given
device, the interfaces stored on the device must be checked against the value provided. If the value
provided is Loopback0 and the interface does not exist on the device, it can not be set. Theinterface must
actually exist on the device before Inventory Manager allows it as avalid value.

In the example of LoopbackO;FastEthernetO; EthernetO, Inventory Manager uses a left to right
precedence rule. For each selected device it first checks to see whether LoopbackO exists. If it is found
on thedevice, it isused asthe correct value, otherwiseit looks for FastEthernetO and continues down the
list until it finds an acceptable result. If no interfaces on the device match the request string, the value
remains unchanged.
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Load Default Values to Selected Cells

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

To load default values to selected cells, follow these steps:

From the Inventory Manager Task Bar, choose Edit > Edit Default Attributes.

Select the desired cells in the spreadsheet.

Choose Edit > Load Default Attributesto Selected Cells option.

Specify the default attributes for desired columns.

Modify the selected cell values with the default attribute, if possible.

Select the cells you want to edit.

Choose Edit > Load Default Values to Selected Cells.

The valuesthat you stored using the Edit > Edit Default Attributes menu are applied to each selected cell.

For example, if all the devicesyou are editing belong to the same provider and share the same passwords,
you can specify the default password and apply it to the entire spreadsheet without having to remember
it.

Apply Interface Marking Rules to Selection

Select All

This option is only enabled when you are editing CPE and PE devices in a spreadsheet. To apply the
rules, select the desired cells in the spreadsheet and, from the Inventory Manager Task Bar, choose
Tools > Apply Interface Marking Rulesto Selection.

A Rule chooser dialog appears. Select one or more rules to apply on interfaces.
If you select one or more devices, the rules are applied to each interface on the selected devices.

If you select one or more interfaces in the Interface tab, the rules are only applied to the selected
interfaces.

For each interface encountered, marking will only occur if the interface and/or parent device properties
meet those specified in the rule.

Before you apply interface marking rules to selected devices, you must first create a set of rules for your
organization. For an example of how to create interface marking rules, see the “New Rule” section on
page 4-98.

From the Inventory Manager Task Bar, choose Edit > Select All to use this option.

This option selects all the cellsin a spreadsheet, except the host name column. Typically, the host name
column is not editable and does not participate in typical edit operations.

If you want to select all rows in the spreadsheet, first click on the Host Name column and press the
Ctrl+A accelerator key. This operation selects all the cellsin a Spreadsheet Editor that are currently
open.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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View Menu

From the Inventory Manager Task Bar, shown in Figure 4-25 on page 4-34, View is the third menu on
the Task Bar. The View menu has the following options:

» Fit Columnsin Window, page 4-90
« Show Color Coded Column Headers, page 4-90

Fit Columns in Window

From the Inventory Manager Task Bar, choose View > Fit Columnsin Window to expand or contract
the cells in the Spreadsheet Editor to fit the window.

Show Color Coded Column Headers
From the Inventory Manager Task Bar, choose View > Show Color Coded Column Header s to show
the colors of the column headers.
If you choose View > Show Color Coded Column Headers, you could see three colors:
» Red—some required data is missing in this column.
» Yellow—all required dataisin this column, but not all optional data.
- Green—all datais provided.

Tasks Menu

From the Inventory Manager Task Bar, shown in Figure 4-25 on page 4-34, Tasks is the fourth menu on
the Task Bar. The Task menu has the following options:;

« Collect Latest Configuration Files, page 4-90
- Start Auto Discovery, page 4-91

- Start NPC Auto Discovery, page 4-95

» Start Service Discovery, page 4-96

Collect Latest Configuration Files

This option is applied to selected rowsin a spreadsheet, if rows are selected. If no rows are selected, all
devices contained in the spreadsheet are visited and their configurations are downloaded to the ISC
server. It isimportant for the login and enable passwords to be specified correctly, together with the
management address, for each device to be reached and files to be successfully collected.

A persistent task is created on the Master server and Inventory Manager waits for the collection process
to complete. When the task completes, you are notified of success or failure. You can use the Web GUI
to view the task logs on the Master server to see why atask has failed. If successful, you are prompted
to refresh from the Repository. This is recommended, because it is possible that the configuration has
changed since the last time the configuration was retrieved.

From the Inventory Manager Task Bar, choose Tasks > Collect Latest Configuration Filesto collect
the latest configuration files.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Start Auto Discovery

S

Note

Step 1

Step 2

Step 3

This option is designed to work in conjunction with the New Dynamic Device List option.

If you do not have existing configuration files, you can discover devices on your network, using the
Dynamic Device List.

To create a new Device List and start Auto Discovery, follow these steps:

From the Inventory Manager menu, choose File > New > New Dynamic Device List (without existing
configs).

A new Device Spreadsheet appears, as shown in Figure 4-101.

Figure 4-101 New Device Spreadsheet

File Edit View Tasks Tools Logging Help

ElE [

r ¥ Device Information
] Host Domain |Management| Device Device ACCESS Config Login Login Enahble ShMP SHmMP
| Mame Marme Address Type |Descript.... Protocol | Uploads.. User |Password Passwo..| Read-O.. | Readhiy.
Cisco R.. Default  |Default
2
New Devices E

Click the Management Address cell.
A Management Address window appears, as shown in Figure 4-56.

Figure 4-102 Enter IP Address

! X
Enter IP Address:

[192.182.115.100 |

101066

Enter the | P address of the device from which you want to start the device discovery process and click
OK.

A Device Information spreadsheet appears, as shown in Figure 4-103.

[ oL-5533-01
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Step4  From the Inventory Manager Task Bar, choose Tasks > Start Auto Discovery to start the device

discovery process.

Figure 4-103 Start Device Discovery

File Edit View Tasl_(s|1cmls Logging Help

M| | = Collect Latest Configuration Files... Q

Start Auto Discovery...

K Device InMOrY g NpC Auta Discavery..
Host DU Start Service Discovery... Device Access Config Login Login Enable SHMP SMNMP
Marne Marme [P i Description Protocol |UploadiD...| User | Password | Password | Read-Only | Readivirite
192.168.115... CiscoRo... Default Default
Hew Devices

101067

The Discovery Policy window appears, as shown in Figure 4-104.

Figure 4-104 Discovery Policy

[l X

Discavery Pratocol | e |

Number of Hops [ |

101068

Step5  Enter the Number of Hops.

This number represents the number of hops from the device with the | P address. For example, the
number 1.

[l Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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The Please Wait window appears, as shown in Figure 4-105.

Figure 4-105 Please Wait

[} X

Auto Discovery may take a few minutes...

101069

Note  Thiswaiting period depends on the number of hops and number of devices in the network.

When the waiting period ends, the Device Information spreadsheet appears with the discovered devices,
as shown in Figure 4-106.

Figure 4-106 Discovered Devices

=5 Device Information

Haost Damain Management Device Device ACCEsS Canfig Login Login Enable

Mame Mame Address Type Description Frotocol UploadiDo... User Passwaord Passwaord R
enswost Cigco.com 192168115100 Cisco Router |Cisco Catalyst 6509 SP Switch Default Default pul
miswd 172.29146.40  |Cigco Router |Cisco Catalyst 2950 Intelligent Ethernet Switch Default Default ful
enswd000-1 192.168.115.181 CATOS Cisco Catalyst 4003 Switch Default Default pul %
enswissl-1 1892168115178 |Cisco Router |Cisco Catalyst 3550 Intelligent Ethernet Switch | Default Default pul g

The Save Connection Information window also appears, as shown in Figure 4-107.

Figure 4-107 Save Connection Information

x|

Do you want to save the device connection information for use
= at a later time to peform an NPC Discovery task?

Yes Ho

101054

Step6  To save the connection information, click Yes. Thisinformation will be used in the Start NPC Auto
Discovery process.

A Save Connection Information Confirmation window appears, as shown in Figure 4-108.

[ oL-5533-01
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Figure 4-108 Save Connection Information Confirmation

[ %]

Save In: ‘deiscwery "| @ @ @ @E

D 1hop-connections.zml

D 1hop-devices.xml
[} 3hop-connections.xml
D Jhop-devices.zml

File Name: |1 hop-connections xml |

Files of Type: | Al Files

d

| Save || Cancel |

101056

Step7  To save the connection information, give the file a name and click Save.

Another Save Device Information window appears, as shown in Figure 4-109.

Figure 4-109 Save Device Information

]

Do you want to save the device seed information for use

= at a later time?
™

101057

Step8  To save the device information, click Save.

The Save Device Information Confirmation window appears, as shown in Figure 4-110.
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Figure 4-110 Save Device Information Confirmation
[ X
Save In: |deiscwery '| @ @ @ @E

[} 1hop-connections.xml
[y 1hop-devices.xml

D Jhop-connections.xml

D Jhop-devices.zml

File Name: |1 hop-devices.xml |

Files of Type: | All Files v

Save || Cancel |
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Step9  To save the device information, give the file a name and click Save.
The Device Information spreadsheet appears, as shown in Figure 4-111.

Figure 4-111 Device Information

=5 Device Information |

Host ‘ Domain Management Device Device Access ‘ Config Login ‘ Login ‘ Enahle ‘

Narme Narme Address Type Description Protocal | UploadiDo... User Pagsword | Password | R
enswosr! cisco.com 192168115100 |Cisco Router |Cisco Catalyst 6509 SP Switch Default Default ol
miswd 1722914640  |Cisco Router |Cisco Catalyst 2950 Intelligent Ethernet Switch | Default Default pul
ensw4000-1 192.168.115.181 |CATOS Cisco Catalyst 4003 Switch Default Default pul %
enswisai-1 192.168.115.178 Cisco Router |Cisco Catalyst 3550 Intelligent Ethernet Switch | Default Default pul g

Now you can edit your devices and collect the latest configuration files.

Start NPC Auto Discovery

From the Inventory Manager Task Bar, choose Tasks > Start NPC Auto Discovery to start the
connection discovery process.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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To import connections with NPC Auto Discovery, follow these steps:

Stepl  Choose Tasks > Start NPC Auto Discovery.

You are prompted to provide the path to the correct connection.xml file.
Step2  Select the correct connection.xml file and click OK.

A dialog box appears, indicating that the NPC discovery process has started.

Step3  You are prompted if the task completes successfully. Select OK to finish this portion of the NPC Auto
Discovery process.

To find the discovered NPCs, go to Service Inventory > Inventory and Connection Manager >
Named Physical Circuits.

Start Service Discovery

To import services with Auto Discovery from Inventory Manager, in the Task Bar choose Tasks > Start
Service Discovery to start the service discovery process.

The Service Discovery window in Figure 4-112 appears.

Figure 4-112 Service Discovery

Il Service Discovery |

Senvice Discovery Options
[C] MPLS YPN

[C1 L2¥PH (Metro)

[¥] L2VPH (L2TPv3)

L2TPv3 Options

[¥] Just in time configuration collection

Select PE POPs

Grouping Options
(@ Mo Grouping

i Group by Description

() Group by Connect Name

Special Instructions: |

129136

You can choose between the following Service Discovery options:
e MPLSVPN—Create aMPLS VPN Service Request for each VRF-enabled interface.
 L2VPN (Metro)—Create a L2VPN (Metro) Service Request.
« L2VPN (L2TPv3)—Create aL2VPN (L2TPv3) Service Request

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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~

Note  L2TPv3auto discovery islimited to L2TPv3 L2V PN service requests.

Checking the L 2VPN (L 2T Pv3) box enables the bottom L2TPv3 Options (see Figure 4-112):

Just in time configuration collection—Upload the PE configurations from the routers
before auto discovery.

Select PEs—Opens the Select PE POPs window, where you can select one or more PE POPs
» Grouping Options:
— No Grouping—One auto-discovered L 2TPv3 session (link) will become one SR.
— Group by Description—(Currently not implemented)

— Group by Connect Name—M ore than one auto-discovered L2TPv3 session will be grouped
into one SR if they share the same connect name.

» Special Instructions—(Currently not implemented)
You are notified when service discovery is finished.

IPsec, firewall, NAT: These features are not supported in thisrelease.

To open arule editor where you can create and modify rules for marking interfaces, import and export
rule files, and specify values for 1Psec, NAT, QoS, and Firewall, choose Tools > I nterface Marking
Rule Editor from the Inventory Manager Task Bar, as shown in Figure 4-113.

Figure 4-113 Interface Marking Rule Editor

File Edit View Tasks qulsl Logging Help
g Interface Marking Rule Editor

101036

The Interface Rule Editor Task Bar appears with an interface-rules dialog box, as shown in
Figure 4-114.

[ oL-5533-01
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Figure 4-114 Interface Rule Editor Task Bar

£y _[O]x]
File Edit Help

‘ New Rule H New Folder... Import... | Export...

[ interface-rules b

Select a folder or rule to enahle actions.

101043

The Task Bar has the following options:
» File, page 4-98
- Edit, page 4-104
» Help, page 4-104

File
The File option has the following options:
» New Rule, page 4-98
» New Folder, page 4-103
» Open, page 4-103
» Close, page 4-103
< Import, page 4-103
- Export, page 4-103
« Save Rule, page 4-104

New Rule

To create a new rule, follow these steps:

Step1  Click theinterface-rulesfolder and choose New Rule from the File option or New Ruleicon. A dialog
box appears, as shown in Figure 4-115.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-115 Interface Rule Editor Dialog Box

3 [0l
File Edit Help
‘ MNew Rule H New Folder... ‘ Save Rule Import... | Export...
interface-rules : R | |
Description: ‘
=
; |Please Choose Property ~ | |is hd | | -
éé-Then
; IPsec NAT Qos Candidate Firewall
|asis V| |asis V| |asis V| |asis hd
| and || o || met |

L o

101044

Step2  Enter the following information:
» Name—Name of the rule (required).
» Description—Description of the rule (optional).

Step3  From the If clause drop-down buttons, click Please Choose Property and a Property drop-down list
appears, as shown in Figure 4-116.

Figure 4-116 Property Drop-Down List

Please Choose Property ™

Please Choose Property | =
Interface Type
Interface Hame
1Enn[:'.?npsulatiun
IP Address Type
IP Address
IPsec

MNAT -

101045

Step4  Select a Property.

Note  The Property that you select determines the content of subsequent drop-down lists.

Step5  Click isand a Relationship drop-down list appears, as shown in Figure 4-117.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-117 Relationship Drop-Down List

is -

is

is not
contains
starts with
ends with

101044

Step6  Select a Relationship.
Step7  If you had chosen Interface Type for the Property and is for the Relationship, the drop-down button
would show pos, as shown in Figure 4-118.

Figure 4-118 Pos Drop-Down Button

Interface Type i is i pos i

101047

Step8  Click pos and a Type drop-down list appears, as shown in Figure 4-119.

Figure 4-119 Type Drop-Down List

pos hd

pos -
Ffastethernet

ethernet

serial

atm

fddi

gigabitethernet

switch -
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Step9  Select a Type.

If you chose ethernet, for example, you would have defined the following interface type If clause in the
new rule:

« If theinterface type is Ethernet

You can define how to mark the interface with the Then clause drop-down buttons, as shown in
Figure 4-120.

Figure 4-120 Then Clause Drop-Down List

Then
IPsec NAT Qos Candidate Firewall

asis ¥ asis =7 asis o aslis 4

101049
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You can create a new rule to mark interfaces for the following security and quality features:
e IPsec
« NAT
< QoS
- Firewall

Step 10  To change the interface marking for 1Psec, click the IPsec drop-down list, and make the appropriate
selection. An IPsec drop-down list appears, as shown in Figure 4-121.

Figure 4-121 IPsec Drop-Down List

IPsec

asis v

asis
none
_|private
public

101050

Step 11  Select a setting.

Step12 To change the interface marking for NAT, click the NAT drop-down list, and make the appropriate
selection. A NAT drop-down list appears, as shown in Figure 4-122,

Figure 4-122 NAT Drop-Down List

NAT

outside ™

inins?

Step 13 Select a setting.
Step 14  To change the interface marking for QoS, click the QoS drop-down list, and make the appropriate

selection. A QoS drop-down list appears, as shown in Figure 4-123.
Figure 4-123 QoS Drop-Down List

Qos Candidate
link endpoint

asis

none

link endpaint
markrate limit

101033

Step 15  Select a setting.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Step 16  To changetheinterface marking for Firewall, click the Firewall drop-down list, and make the appropriate
selection. A Firewall drop-down list appears, as shown in Figure 4-124.

Figure 4-124 Firewall Drop-Down List

Firewall

DMZ1

—jasis 5=
Elnune
_[inside
outside

DMZ 1

DMZ 2

DMZ 3

DMZ 4 ‘E

101039

Step 17 Select a setting.

If you selected the security and quality features above, you would have formulated the following Then
clause in the new rule:

o Set:

IPsec to private

NAT to outside
QoSto Link Endpoint
Firewall to DMZ1

The asisfor each service shows the changed value in the Then clause drop-down buttons, as shown in
Figure 4-125.

Figure 4-125 Then Clause Drop-Down List

Then

IPsec HAT Qos Candidate Firewall

private ¥ |outside ¥ | link endpoint | |DMZ1 |

101040

You can create additional If clause statements with more complicated logic, by using the And, Or, and
Not drop-down buttons, as shown in Figure 4-126.

Figure 4-126 Additional If Clause Drop-Down List

| And || or || Not || Remove Last |

101041

You can remove the additional statements by using the Remove Last button.
Figure 4-127 show an example of arule with an additional If clause.
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Figure 4-127 Example of a Rule

& I1=] S
File Edit Help
New Rule | Open || Sawve Rule | | Move To... || Delete | Export...
[T interface-rules d
|| Hame:
D S LaTEET 4 |Secure Loophbackd |
|| Description:

Marks Interface LoopbackD as Public {(encrypted) for IPSec |

i
|Interface Tvnpe i | |is - | |quphack hd |
~And
|Interface Name '| |ends with v| |U
~Then
IPsec NAT Qos Candidate Firewall
\public ¥ | |outside ¥ | |inkendpoint ¥ | DMZ1 ¥ |

| and | or | Mot || Removelast

101042

Note  Onerule can mark all LoopbackO interfaces as public for | Psec, outside for NAT, link endpoint for QoS,
and DMZ1 for Firewall.

New Folder
Creates a new folder under the selected folder.
Open
Opens the selected rule.
Close
Closes the selected rule.
Import
Imports external rules to an existing folder. Each rule and folder contained in the file is created under
the selected folder in the tree.
Export
If you select one or more rules without a folder, the rules are exported to afile of your choice. You can
then share this file with other users of Inventory Manager.
If you select afolder, all child folders and contained rules can be exported to afile of your choice. You
can then share this file with other users of Inventory Manager.
Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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If used with asingle rule, it exports that rule, to asingle file.

If used on afolder, it will export all the rules from that folder, to a single file.

Save Rule

Saves the modified rule.
Edit

Delete

Deletes the selected rule or folder.

Moves To

Moves a rule or folder to an existing folder.
Help

About
Contains information on Cisco Systems and the | SC software version.

License
Contains the ISC software license agreement.

Logging Menu

From the Inventory Manager Task Bar, shown in Figure 4-25 on page 4-34, Logging is the sixth menu
on the Task Bar. The Logging menu allows you to specify the following log output levelsto the Logging

ul:

- All
All log messages are sent to the Log Viewer located near the bottom of Inventory Manager

- Severe
Only severe log messages are sent to the Log Viewer located near the bottom of the Inventory
Manager

- Warning
Only warning and severe log messages are sent to the Log Viewer located near the bottom of the
Inventory Manager

« Info
Only informational, warning, and severe log messages are sent to the Log Viewer located near the
bottom of the Inventory Manager

- Fine

Only fine, informational, warning, and severe log messages are sent to the Log Viewer located near
the bottom of the Inventory Manager

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Help

About

Auto Discovery Il

Finer

Only finer, fine, informational, warning, and severe log messages are sent to the Log Viewer located
near the bottom of the Inventory Manager

Finest

Only finest, finer, fine, informational, warning, and severe log messages are sent to the Log Viewer
located near the bottom of the Inventory Manager

Off
No log messages are sent to the Log Viewer located near the bottom of the Inventory Manager.

From the Inventory Manager Task Bar, shown in Figure 4-25 on page 4-34, Help is the seventh menu on
the Task Bar. The Help menu has the following option:

About, page 4-105

Loads the About dialog showing version information and some web URLs for Cisco Systems Inc.

Auto Discovery

This section describes the Auto Discovery features. It contains the following sections:

Auto Discovery Overview, page 4-105
Auto Discovery Prerequisites, page 4-106
Process Flow, page 4-106

User Interface, page 4-106

Auto Discovery Overview

With Auto Discovery, ISC can automatically perform the following operations:

Discover all the devices and the physical links between the devices.

Discover Ether channels, loopback addresses, interfaces, and encapsulation types for interfaces on
each device.

Discover al L2VPN/VPLS and L3V PN services.

To understand the benefits of Auto Discovery, consider the following business scenario. | SC isconnected
to a network that contains more than 50 devices with some L2VPN and L3V PN services already
provisioned.

Without Auto Discovery, the operator would need to manually enter the following information in I SC:

Information about all the devices and the physical links between these devices.

Information about all the existing L2V PN services and L3VPN services.

[ oL-5533-01
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Auto Discovery Prerequisites

Before running Auto Discovery, you should do the following:
» Enable SNMP on all devices.
« Enable CDP on all devices you want to discover.
» Have alab diagram that shows how the network is set up.
« Disableall NAT IP address mapping in the network. (Thisfeatureisnot supported in thisrelease.)
- Not have multiple installations of 1SC in one subnet.

Process Flow

Figure 4-128 shows the Auto Discovery Process.

Figure 4-128 Auto Discovery Process Flow

» Policy.xml » Seed.xml
Y Y
Define | | Start device discovery and| | Assignroles | | Collect NPC Service

policy connectivity discovery and passwords | | configurations | | discovery discovery
A A

Y

Symbolic representation

Connection.xml

—> output
<—— input — Y

<—> in put and output - > Repository

Cornerstone Bridge Log is available for viewing from an internet browser.

101884

User Interface

There are two user interfaces available for running Auto Discovery:
« Inventory Manager GUI
e UNIX Command Line Interface (UNIX CLI)

Inventory Manager GUI

To use Auto Discovery within Inventory Manager, follow these steps:

Stepl1  Choose File > New > New Dynamic Device List to create a policy.xml file.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Auto Discovery Il

Choose Tasks > Start Auto Discovery.

Choose your own location and names to save the seed file and connection output file.
Assign roles and passwords.

Choose Tasks > Collect Latest Config Files.

Choose Tasks > Start NPC Discovery using the connection output file.

Choose Tasks > Start Service Discovery to do Common and Service Discovery.

To see the results of the Auto Discovery and Service Discovery processes, the following screens are
available:

« Choose Service Inventory > Inventory and Connection Manager > Service Requests to see
Service Requests.

» Choose Service Inventory > Inventory and Connection Manager > Named Physical Circuitsto
see NPC.

» Choose Service Inventory > Inventory and Connection Manager > NPC Rings to see Ring
Topologies.

UNIX Command Line Interface (UNIX CLI)

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6
Step 7

To use the UNIX CLI, follow these steps:

Edit policy.xml in $ISC_HOME/bin.
Run $I SC_HOM E/bin/invokeDiscovery.sh for device and connection discovery.

Output files are saved in $I SC_HOM E/tmp/seed.xml and $I SC_HOM E/tmp/connection.xml
automatically.

Use Inventory Manager to assign roles and passwords for devices and collect configuration files. See
Creating a New Customer with Devices, page 4-10.

Run $1 SC_HOM E/bin/runDiscover NPC.sh to populate connections.
Run $I SC_HOM E/bin-/runCommonDiscovery.sh for al service discovery.
Log available via standard output.

[ oL-5533-01
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Service Discovery

This section describes the types of Service Discovery that I1SC currently supports. It contains the
following sections:

- MPLS Service Discovery, page 4-108

« Grey Management Discovery, page 4-110
- Layer 2 VPN Discovery, page 4-111

« VPLS Service Discovery, page 4-112

MPLS Service Discovery

This section describes the process for MPLS Service Discovery. This section contains the following
sections:

« MPLS Service Discovery Overview, page 4-108
- Limitations, page 4-108
« MPLS Service Discovery Process, page 4-109

MPLS Service Discovery Overview
ThelP Solution Center (1SC) provides amechanism to discover the state of the network. Using Inventory
Manager, you can discover information about the following network features:
» Devices (Network hardware)
» Connections (Named Physical Circuits)
» Services (L2 VPN and L3 MPLS VPN service requests)
MPLS VPN Service Discovery provides the following benefits:
» When you create an MPLS VPN service request, less information needs to be added.
» Services provisioned by non-1SC applications can be discovered and managed by 1SC.

An MPLS VPN service request consists of one or more MPLS VPN links. | SC supports Service
Discovery for two types of MPLS VPN links:

- PE-CE
» PE-NoCE
The Unmanaged CE option is also supported for the PE-CE type.

Limitations

In cases where Auto Discovery is used, |SC has the following Auto Discovery limitations:
» Auto Discovery does not support creating Service Requests with an MV RF CE PE-CE links.
- Auto Discovery does not support creating Service Requests for commands not supported by 1SC.

Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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MPLS Service Discovery Process

Note

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6
Step 7
Step 8

Step 9

Step 10

Step 11

Step 12
Step 13

The MPLS Service Discovery process creates one MPLS VPN Service Request for each VRF-enabled
interface. A VRF-enabled interface is an interface on which the ip vrf forwarding command is
configured on the PE.

MPLS Service Discovery can be invoked only after Device Discovery and NPC Discovery have been
completed successfully.

The following steps describe the logic MPLS Service Discovery uses to create Service Requests and
populate the Repository:

Find all the PE devices in the Repository with the role of PE-POP.

Analyze the configuration file for each PE found in the previous step.

Identify all the VRF-enabled interfaces (these interfaces can also be sub-interfaces).
Check each VRF-enabled interface for valid Service Requests (SR).

If avalid SR exists, ignore the VRF-enabled interface.

Otherwise, for each VRF-enabled interface, find the CE connected to the interface in the Named Physical
Circuit (NPC) table, which was populated by the NPC Discovery process.

S

Note  An NPC isacollection of physical links. By traversing the physical links, you can find the
terminating logical device for the VPN link.

Find the sub-interface on the CE that connects the MPLS link with the PE.
If no terminating CE is found in the NPC table, create an SR without the CE.

Create ageneric MPLS Service Policy for each PE-CE link, and attach it to the Customer associated with
the CE.

~

Note ~ An MPLS Service Policy provides defaults to simplify the provisioning of service requests.

Create ageneric MPLS Service Policy for each PE-Only link, and attach it to the Provider associated
with the PE.

Analyze the PE and CE configuration files, and determine the routing protocols, based on the IP
addresses of the participating interfaces.

~

Note  Some of the routing protocols, for example BGP and EIGRP, cannot be deduced in the PE-Only
SR, because the CE configuration file is not available.

Analyze the configuration files, capture all the available redistribution related information, and then
populate the Repository.

Analyze alist of export and import route targets for each VRF.
Create CERCs and CERC Membership.
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Step 14

Step 15

Synchronization

CERC Creation

Turn on the override VRF Name and RD Flag for the MPLS VPN Link. (Thisinformation is captured
from the configuration file.)

Save the MPLS SR with the MPLS VPN Link in the Repository with a flag indicating that this service
request was discovered.

The MPLS Service Discovery process does not synchronize existing services. If it is determined that an
SR existsin the Repository for a particular interface, the Discovery process ignores the interface. But,
if you have manually added a service on anew interface and | SC is not aware of it, the Service Discovery
process creates the newly added service in the Repository.

Given alist of Route Targets in the configuration files for each of the VRFs, the MPLS VPN Service
Discovery module needsto re-create the CERC according to the I SC service model. MPLS VPN Service
Discovery assumes that the services provisioned on the network are provisioned manually and do not
follow the conventions adopted by |SC for topologies (CERC Route Target Allocation). As aresult, a
CERC created to fit into the service model supported by ISC is not associated with any VPN. You must
create the VPN and associate it to the CERC created by discovery.

User Input After Discovery

Note

After Service Discovery, a Policy and an SR are created. When a CE is discovered, a Customer-owned
Policy is created. When no CE is discovered, a Provider-owned Policy and Global SR are created. After
the Service Discovery process is complete, you cannot modify the relationship between the Customer
and the SR. Thisrestriction applies to both the Customer-owned and Global SRs.

The Service Discovery process ends with the newly created Service Requestsin a PENDING state and
the related objects in the Repository. After the completion of the Discovery process, you must go to the
GUI, create the VPN, and connect the VPN with the CERC.

You cannot modify the Policy or the SR or associate an SR with a Customer or Provider at this point.

Because the CERC is alogical concept used within ISC to represent topologies, Service Discovery is
unable to connect the way you have manually configured the services with CERC.

The configuration files that Discovery processes upload from device are logged under
$ISC_HOM E/tmp/autodiscovery.

Grey Management Discovery

Step 1

This section describes the process of Grey Management Discovery.

The following steps describe the logic MPLS Service Discovery uses to create Grey Management
Service Requests and populate the Repository:

The discovery process scans the PE configuration filesto determineif thereisaV RF provisioned by |SC
(VRF name starts with grey_mgmt_vpn).

[l Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Step 2

Step 3

Step 4

Step 5

Service Discovery M

After finding a VRF, the discovery process scans the NPC connection table to determine if thereisan
NPC on that interface, and if a Managed CE (MCE) is connected to the PE on this interface.

If an MCE isfound, the discovery process scans the Route Target entries in the Management VRF for
the Management CERC, and attaches it to the Management VVPN.

The discovery process also caches the route target of the Management VRF.

A Management SR with a corresponding Management Link for the MCE and PE connection is created
in the Repository.

If, when the new Links are created, Management Route Targets are found, they are ignored and the join
Grey Management flag is turned on.

Layer 2 VPN Discovery

Topology

This section contains the following sections:
- Topology, page 4-111
e Logic (MPLS Core), page 4-111
e Logic (L2TPv3), page 4-112

L2 VPN Discovery:
« Discoversinter-POP EWS and ERS (with No-CE) services.

» Creates all Service Requestsin PENDING state. One generic VPN is generated for all discovered
services.

Figure 4-129 shows the L2V PN Discovery Topology.

Figure 4-129 L2VPN Discovery Topology
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The following steps describe the logic that L2V PN Service Discovery uses to create Service Requests
and populate the Repository for an MPLS core:

Gets all POPs and parses their configuration files.
Discovers the V Cs between the POPs (a pseudo wire is discovered).
Discoversthe VLAN ID that maps to the VC for each POP.
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Step 4

Step 5

Logic (L2TPv3)

Step 1
Step 2

Step 3

Gets all UNIs on each POP, which is associated with aVVC tunnel endpoint, and the UNIs on the
associated CLE (linked via trunk mode) that allows the VLAN ID to pass.

If thereis a pair of UNIs on each side of the CORE, which shares the same VC, an SR is discovered.

L2TPv3 service discovery can be performed from Inventory Manager as described in Start Service
Discovery, page 4-96.

Inthe caseof L2TPv3, the L2V PN Service Discovery usesthe following stepsto create Service Requests
and populate the Repository:

Gets all POPs and parses their configuration files.

Looksfor al ATM, Serial and MFR interfacesand getsall the V Cswith L2TPv3 encapsulation (for ATM
the VC is under the PVC).

Sets the interface containing the V C statement as the UNI interface.

VPLS Service Discovery

Topology

This section contains the following sections:
» Topology, page 4-112
» Restrictions, page 4-113

VPLS Discovery:

» Discovers only full-mesh VPLS topologies.
» Creates al Service Requestsin the PENDING state.
» Creates a VPN with the name of the VPN Id for the discovered VPLS SR.

Figure 4-130 shows an MPLS core topology to help demonstrate how VPLS Service Discovery creates
an SR and associates it with a VPN link.

[l Cisco IP Solution Center Security Management Suite Infrastructure Reference, 3.2
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Figure 4-130 MPLS Network
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The following steps describe the logic L2VPN Service Discovery uses to create Service Requests and

populate the Repository:

Stepl  Discoversvirtual links that are associated with the same VPN ID among PEs across the MPLS core.

Step2  Discoverstrunk links between the PE and its associated CLES the same way asin L2VPN.

Restrictions

Due to the existing VPLS Policy Types, VPLS Discovery has the following limitations:
» Only EWSwith CE and ERS with CE, or EWS without CE and ERS without CE types of topologies

can be discovered.

« EWS or ERS with a combination of CE and no CE cannot be discovered.

» Service Requests cannot be created for the above topologies.

Ring Topology Discovery (Connection Discovery)

Connection Discovery can discover ring topology NPCs. A ring of NPCsisagroup of physical linksthat

form aloop between the logical CLE devices.

Figure 4-131 shows an sample ring topology.
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Figure 4-131 Sample Ring Topology
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