APPENDIX B

Sample Reports

This appendix provides some sample reports that are referenced in one or more of the preceding
chapters:

e Site and domain compliance reports

Site and domain compliance reports

You can generate individual site compliance reports or similar reports, called domain reports, or
combined sites reports, depending on which item you highlight in the network sites view.

Sample single site report

The following listing shows a single site report. The combined sites (or domain) report contains all of
the site reports within the domain you have chosen.

Site Compliance Report for: MSR Delaware
Connections and Policies by Peer Site:
MSR Delaware
MSR Delaware - MSR OSN Danvers
H3C205MSR3060--0SN65130
192.168.10.0/24<-->1.1.1.0/24
Delaware - Danvers
192.168.10.0/24<-->192.168.128.0/23
Delaware - Danvers
192.168.10.0/24<-->10.0.0.0/8
Delaware - Danvers
Connections for Device: H3C205MSR3060
IPSec Connections:
Connection 1 - 1.1.1.0/24<=>192.168.10.0/24
Source Pep address: 1.2.3.9
Source Pep identifier: StubPepConnHandlerUniqueAddr_1.2.3.9
Source Resource Address: 192.168.10.0/24
Dest. Pep address: 1.2.3.10
Dest. Pep identifier: DummyPepConnHandlerUniqueAddr_1.2.3.10
Dest. Resource Address: 1.1.1.0/24
options
auto-start: true
ike-key-lifetime: 3600
ipsec-key-lifetime: 28800
keying-retries: 0
rekey-fuzz: 100
rekey-margin: 540
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compression:
encryption:
no-rekey:

false
true
false

no-route false

pfs:
Connection 2 -

true
192.168.10.0/24<=>192.168.128.0/23

// Similar information to Connection 1

Connection 3 - 10.0.0.0/8<=>192.168.10.0/24
// Similar information to Connection 1

Firewall Policy:
Source:

rule Action:
192.168.10.0/24 Dest:

Source:

rule Action:
192.168.128.0/23 Dest:

Source:

rule Action:
192.168.10.0/24 Dest:

Source:

rule Action:
10.0.0.0/8 Dest:

Source:

rule Action:
192.168.10.0/24 Dest:

Source:

rule Action:

1.1.1.0/24 Dest:

192.168.10.0/24
ALLOW

1.1.1.0/24
ALLOW

192.168.10.0/24
ALLOW

192.168.128.0/23
ALLOW

192.168.10.0/24
ALLOW

10.0.0.0/8
ALLOW

Sample domain (multi-site) compliance reports

The domain (multi-site) compliance reports simply report the domain involved (in the text below,
Customers, and then provide a compliance report for each site within the domain.

Combined Compliance Report for Domain: Customers

Site Compliance Report for:

Boston

Connections and Policies by Peer Site:

Boston

Connections for Device:

IPSec Connections:
(none)

Firewall Policy:
(none)

Site Compliance Report for:

BostonAgent

Boston - Primary Data Center

Connections and Policies by Peer Site:
Boston - Primary Data Center

Connections for Device:

IPSec Connections:
(none)

Firewall Policy:
(none)

Site Compliance

Report for:

3COM6080-65135

Chicago

Connections and Policies by Peer Site:

Chicago
Connections for

IPSec Connections:
(none)

Firewall Policy:
(none)

Site Compliance Report for:

Device:

CISC01800-65134

Dallas

Connections and Policies by Peer Site:

Dallas

Connections for Device:

CISC02800-65138
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IPSec Connections:
(none)

Firewall Policy:
(none)

Site Compliance Report for:

Site Compliance Report for:

Site and domain compliance reports

MSR Delaware (see Sample single site report)

MSR OSN Danvers

(similar to above)
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