
Cisco CNS Configu
OL-1791-02
I N D E X
Symbols

#define 3-49

#else 3-49

#elseif 3-49

#endif 3-49

#if 3-49

#include 3-49

A

adding a device 3-12

administrator, levels of access 3-1

administrator-level operations 3-6

Apache

license C-2

audience for this document xi

B

backup

scheduling 4-7

backup and restore 3-54

not working properly A-5

backups

scheduling 3-34

banner 3-15, 3-22

bootstrap password

how to change 3-53, 4-10

bulk upload 1-9, 5-1
C

cautions

significance of xi

changing or resetting operator password 3-4

chkconfig 2-27

cisco.cns.config.id-changed 1-13

cisco.cns.event.id-changed 1-13

CNS 2100 Series

overview 1-1

CNS Configuration Service 1-3

CNS Event Service 1-3

commands

chkconfig 2-27

cisco.cns.config.id-changed 1-13

cisco.cns.event.id-changed 1-13

cns config init 1-10

cns config partial 1-10

cns-listen A-8

cns-send A-8

date A-5

exit 2-18

ifconfig 2-17

nslookup 2-17

ping 2-17

reinitialize 2-23

relocate 2-23

setup 2-2

show interfaces A-2

showversion A-6

shutdown 2-25

ConfigID 1-12, 1-13

change synchronization 1-13
IN-1
ration Engine Administrator’s Guide



Index
configurable parameter attributes, editing 3-51

configuration agent 1-3

Configuration Engine

External Directory mode

administration 4-1

devices 4-3

logging in 4-1

logging out 4-2

re-synchronize 4-4

scheduling backup 4-7

tools 4-4

view device configuration 4-3

view logs 4-8

view templates 4-9

Internal Directory mode

add a device 3-12

adding a template 3-50

administration 3-1

administrator-level operations 3-6

changing password 3-9

deleting a device 3-16

deleting a template 3-52

directory manager 3-38

edit a device 3-13

edit device contact information 3-16, 3-23, 3-32

edit device information 3-14

edit device parameters 3-15

edit device templates 3-14

edit order entry 3-26

edit schema 3-40

edit template 3-50

edit template content 3-51

how to change privilege level 3-10

how to delete user accounts 3-9

how to edit user accounts 3-7

how to log in and out of 3-1

how to manage devices 3-10

importing schema 3-40

import template 3-52
IN-2
Cisco CNS Configuration Engine Administrator’s Guide
levels of access 3-1

logging out 3-3

management tools 3-32

manage templates 3-50

managing data 3-34

operator-level operations 3-3

operator password, changing 3-4

order entry 3-24

order entry, operator-level 3-4

parameters 3-51

reloading the schema 3-42

reload schema 3-42

scheduling backups 3-34

undo schema edit 3-40

update device configuration 3-16

user accounts 3-6

view device configuration 3-11

viewing DIT 3-39

viewing log files 3-36

modes of operation 1-2

overview

CNS Configuration Service 1-3

CNS Event Service 1-3

Configuration Registrar

External Directory mode

update a device 4-4

Internal Directory mode

template manager 3-50

configuration server 1-3

configuration templates 1-3

configuring the CNS 2100 Series system 2-1

contact information, how to update 3-28

conventions, typographical xi

Coordinated Universal Time 2-26

Country Codes B-1

creating a template 3-42

cron daemon

how to restart A-5

cron daemon, how to restart 2-26
OL-1791-02



Index
D

DAT 3-33, 4-5, 5-1

creating sample data for bulk upload 5-38

IMGW 5-40

NSM 5-38

directory setup 5-29

how to

add a device 5-5

add a device container 5-4

add applications 5-21

add applications to a group 5-17

add device group references 5-8

add device references 5-15

add events to an application 5-24

add groups 5-13

add groups to an application 5-27

delete applications from a group 5-18

delete device group references 5-9

delete devices 5-10

delete devices from a group 5-16

delete events in a application 5-27

delete groups 5-19

delete groups from an application 5-28

manage applications 5-20

manage bulk data 5-35

manage devices 5-3

manage groups 5-11

modify application details 5-22

update devices details 5-7

update events in an application 5-25

update groups 5-14

upload bulk data 5-37

upload bulk data, by command line 5-37

view and update application setup 5-32

view and update device setup 5-30

view and update event setup 5-33

view and update group setup 5-31

view and update user preferences 5-34
OL-1791-02
view applications 5-20

view devices 5-3

view groups 5-12

logging in 5-1

logging out 5-2

modifying applications 5-22

date A-5

default mode 1-4

deleting

devices 3-16

user account 3-9

device authentication 1-9

device configuration

how to update 3-16

viewing 3-11

device configuration order entry 3-24

how to edit an order 3-26

how to enter a new order 3-24

device management 3-10

devices

adding 3-12

editing 3-13, 3-14

editing a device configuration order 3-26

how to delete 3-16

how to edit contact information 3-16, 3-23, 3-32

how to edit parameters 3-15

how to edit templates 3-14

managing 3-10

order entry 3-24

directories,managing data in 1-9, 5-1

Directory Administration Tool 3-33, 4-5, 5-1

directory manager 3-38

reloading the schema 3-42

directory setup 5-29

disk space

how to manage 3-38, 4-11

DIT 3-39

documentation

audience for this xi
IN-3
Cisco CNS Configuration Engine Administrator’s Guide



Index
conventions used in xi

related xii

dynamic templates 3-48

E

editing

contact information 3-28

device contact information 3-16, 3-23, 3-32

devices 3-13

existing orders 3-26

schema 3-40

templates 3-50

user accounts 3-7

edit parameters 3-51

encryption 1-9

event bus 1-12

Event Gateway 1-5

EventID 1-12, 1-13

Event Log, how to view 3-5

event mapping 1-4

exit 2-18

eXtensible Markup Language 1-3

External Directory mode 1-3, 4-1

Configuration Engine administration 4-1

devices 4-3

how to update a device configuration 4-4

how to view logs 4-8

how to view templates 4-9

management tools 4-4

re-synchronize device 4-4

setup prompts 2-10

viewing device configuration 4-3

H

help

technical support
IN-4
Cisco CNS Configuration Engine Administrator’s Guide
(see also troubleshooting)

hop tables 5-43

hostname 1-10

how the Configuration Engine works 1-10

how to add 3-6

how to change operator password 3-4

how to log in 3-2, 4-1, 5-1

how to log out 3-3

how to manage data 3-34

how to reimage your system 2-26

how to restart the cron daemon 2-26, A-5

how to restore the CNS directory 3-55

how to schedule backups 3-34, 4-7

I

IBM Director

how to re-activate agent after Setup A-10

ifconfig 2-17

IMGW

adding devices 5-43

currently supported device types 5-44

hopInfo examples 5-46

hop tables 5-43

how to delete devices 5-49

how to view devices 5-43

re-configuring settings 2-9

restrictions 1-6

updating configurations for 5-42

import a template 3-52

importing groups and devices

from Release 1.2 to 1.3 2-22

initial configuration 1-11

initializing Tivoli Management Agent 2-27

installing and configuring the CNS 2100 Series system

installing a replacement device 2-25

installing a new system 2-25

removing the old system 2-25

verifying installation of Configuration Engine 2-18
OL-1791-02



Index
verifying the configuration of CNS 2100 Series 
system 2-17

Intelligent Modular Gateway 1-5

See also IMGW

Internal Directory mode 1-2, 3-1

Configuration Engine administration 3-1

logging in 3-2

Setup prompts 2-2

L

LDAP 1-3

levels of access

administrator 3-1

operator 3-1

lightweight directory access protocol 1-3

log files

viewing 3-36

logging out 3-3

M

management tools 3-32

managing data 3-34

managing devices 3-10

managing directory content 3-38

migrating DCL data

from release 1.2 to release 1.3 2-19

modes of operation 1-2

modifing groups 5-14

modular router 1-7

events 3-47

sample templates 3-46

templates 3-44

multi-line tag delimiters 3-15, 3-22

N

namespace 1-4
OL-1791-02
NameSpace Mapper 1-4

none mode 1-5

non-interactive Setup 2-15

encryption settings 2-16

event services settings 2-16

External Directory Settings 2-16

general guidelines 2-15

sample scripts 2-15

notes, significance of xi

nslookup 2-17

NSM 1-4

NSM modes 1-4, 2-22

default 1-4

http 1-4

none 1-5

provider 1-4

O

OpenSSL

license C-1

operator, levels of access 3-1

operator-level operations 3-3

order entry

new order 3-24

P

parameters

descriptions 2-4

partial configuration 1-12

password

changing 3-9

ping 2-17

populating a group attribute 5-14

populating an application attribute 5-23

privilege level

changing 3-10
IN-5
Cisco CNS Configuration Engine Administrator’s Guide



Index
product overview 1-1

provider mode 1-4

R

recover and redine your root password, how to 2-24

reinitialize 2-23

reloading the schema 3-42

relocate 2-23

S

sample schema 2-13

schema

editing 3-40

importing 3-40

reloading 3-42

undo edit 3-40

secure socket layer 1-9

security manager 3-53, 4-10

setup 2-2

Setup prompts

External Directory mode 2-10

Internal Directory mode 2-2

show interfaces A-2

shutdown 2-25

software licenses and acknowledgements C-1

SSL

configure 2-17

ssldump

license C-3

subject-based addressing 1-4

T

template

variable substitutions 3-42

template content
IN-6
Cisco CNS Configuration Engine Administrator’s Guide
editing 3-51

template file, basic format of 3-42

template filename 3-12, 3-19, 3-25, 3-30

template manager 3-50

editing 3-50

editing content 3-51

how to add a template 3-50

how to delete 3-52

how to edit attributes 3-51

how to import 3-52

templates 1-3, 3-50

control structures 3-49

Tivoli Management Agent 2-27

register with start - stop service 2-27

Tomcat

license C-2

troubleshooting

cannot connect to system with Telnet or Telnet 
interaction is slow A-4

cannot connect to the system using a web browser A-3

cannot log in to the system A-1

system cannot boot from disk A-4

system cannot connect to the network A-2

U

undo schema edit 3-40

user accounts 3-6

changing password 3-9

deleting 3-9

editing 3-7

setting privilege level 3-10

UTC 2-26

V

viewing device configuration 3-11
OL-1791-02



Index
X

XML 1-3

XML bulk upload 5-35

XML transformation script 2-21
OL-1791-02
 IN-7
Cisco CNS Configuration Engine Administrator’s Guide



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


