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Virtual Routing and Forwarding

This chapter describes the level of support that Cisco ANA provides for Virtual Routing and Forwarding 
(VRF), as follows:

• Technology Description, page 11-1

• Information Model Objects (IMOs), page 11-2

• Vendor-Specific Inventory and IMOs, page 11-4

• Network Topology, page 11-4

• Service Alarms, page 11-5

Technology Description

VRF
Virtual Routing and Forwarding (VRF) is an IP technology that allows multiple instances of a routing 
table to coexist on the same router at the same time. Because the routing instances are independent, the 
same or overlapping IP addresses can be used without conflict. “VRF” is also used to refer to a routing 
table instance that can exist in one or multiple instances per each VPN on a Provider Edge (PE) router.

VRF-Lite (Multi-VRF)
VRF-Lite is an application based on VRF that extends the concept of VRF to the Customer Edge (CE) 
router on the customer’s premises. It supports multiple, overlapping, independent routing and 
forwarding tables per customer. 

Any routing protocol supported by normal VRF can be used in a VRF-Lite CE implementation. The CE 
supports traffic separation between customer networks. As there is no MPLS functionality on the CE, no 
label exchange happens between the CE and PE.
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Information Model Objects (IMOs)
This section describes the following IMOs:

• Virtual Routing Forwarding (VRF) Entity (IVrf)

• Equivalent Routing Entry (IRoutingEntries)

• Virtual Routing Entry (IVrfEntry)

• Multi Protocol BGP Entity (IMpBgp)

• Equivalent Cross Virtual Routing Entry (ICrossVrf)

• Cross Virtual Routing Entry (ICrossVrfRoutingEntry)

Virtual Routing Forwarding (VRF) Entity
The Virtual Routing Forwarding (VRF) Entity object describes the routing and address resolution 
protocols’ independent forwarding component of a MPLS-BGP based VPN router. It is bound by its 
Logical Sons attribute to all the Network layer IP Interface objects among which it is routing IP packets.

Table 11-1 Virtual Routing Forwarding (VRF) Entity (IVrf) 

Attribute Name Attribute Description Scheme Polling Interval

Virtual Routing Table Array of Equivalent Routing Entries IPCore Configuration

Exported Route Targets Array of route target identifiers IPCore Configuration

Imported Route Targets Array of route target identifiers IPCore Configuration

Address Families List of the address families (IPv4, IPv6, or both) IPCore Configuration

Route Distinguisher Route distinguisher IPCore Configuration

ARP Entity Address Resolution Entity (ARP Entity) (see Internet Protocol) IPCore Configuration

Name VRF name IPCore Configuration

Logical Sons Array of all IP Interfaces among which this Virtual Routing 
Forwarding (VRF) Entity is routing IP packets

IPCore N/A

Description Description of the VRF IPCore Configuration

Import Route-map Name of the VRF import route map used to import IP prefixes into the 
VRF.

IPCore Configuration

Export Route-map Name of the VRF export route map used to export IP prefixes from the 
VRF.

IPCore Configuration
11-2
Cisco Active Network Abstraction 3.7 Reference Guide

OL-20014-02



 

Chapter 11      Virtual Routing and Forwarding
  Information Model Objects (IMOs)
Equivalent Routing Entry
The Equivalent Routing Entry and Virtual Routing Entry objects describe a routing table’s entries. Each 
is an array of Virtual Routing Entries sharing a single IP Subnetwork destination.

Virtual Routing Entry

Multi Protocol BGP Entity
The Multi Protocol BGP Entity object describes the BGP component of a MPLS-BGP based VPN router. 
It is bound by its Logical Sons attribute to all Virtual Routing Forwarding (VRF) Entity objects among 
which it is routing IP packets.

Table 11-2 Equivalent Routing Entry (IRoutingEntries) 

Attribute Name Attribute Description Scheme Polling Interval

Routing Entries Array of Virtual Routing Entries sharing a single destination IPCore Configuration

Table 11-3 Virtual Routing Entry (IVrfEntry)

Attribute Name Attribute Description Scheme Polling Interval

Next Hop BGP Address Next hop BGP IP address IPCore Configuration

Incoming and Outgoing Inner Label Incoming and outgoing inner MPLS label IPCore Configuration

Outer Label Outer MPLS label IPCore Configuration

Destination IP Subnet Final destination IP subnet IPCore Configuration

Next Hop IP Address Next hop IP address IPCore Configuration

Type Route entry type (Null, Other, Invalid, Direct, Indirect, 
Static)

IPCore Configuration

Routing Protocol Type Routing protocol type (Null, Other, Local, Network 
Managed, ICMP, EGP, GGP, Hello, RIP, IS-IS, ES-IS, Cisco 
IGRP, BBN SPF IGP, OSPF, BGP, EIGRP)

IPCore Configuration

Outgoing Interface Name Outgoing IP interface name IPCore Configuration

Table 11-4 Multi Protocol BGP Entity (IMpBgp) 

Attribute Name Attribute Description Scheme Polling Interval

BGP Identifier Border Gateway Protocol (BGP) identifier IPCore Configuration

Local Autonomous System Local peer autonomous system IPCore Configuration

Cross Virtual Routing Table Array of Equivalent Cross Virtual Routing Entry IPCore Configuration

BGP Neighbors Array of BGP neighbor entries (see Routing Protocols) IPCore Configuration

Logical Sons Array of all Virtual Routing Forwarding (VRF) Entity objects 
among which this Multi Protocol BGP Entity is routing IP 
packets

IPCore N/A
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Equivalent Cross Virtual Routing Entry
The Equivalent Cross Virtual Routing Entry and Cross Virtual Routing Entry objects describe the first 
dimension of a cross virtual routing table, as an array of Cross Virtual Routing Entry objects sharing a 
single Virtual Routing Forwarding (VRF) Entity destination.

Cross Virtual Routing Entry

Vendor-Specific Inventory and IMOs
There are no vendor-specific inventory or IMOs for this technology.

Network Topology
Cisco ANA discovers MPLS-BGP-based VPN network topology by searching for the existence of the 
local Virtual Routing Forwarding (VRF) Entity’s imported route targets in any remote side's VRF entity 
exported route targets.

Table 11-5 Equivalent Cross Virtual Routing Entry (ICrossVrf) 

Attribute Name Attribute Description Scheme Polling Interval

Virtual Routing Entries Array of Cross Virtual Routing Entry objects sharing a single 
destination

IPCore Configuration

Virtual Routing Entity Name Virtual Routing Entity (VRF) name IPCore Configuration

Table 11-6 Cross Virtual Routing Entry (ICrossVrfRoutingEntry) 

Attribute Name Attribute Description Scheme Polling Interval

Outgoing Virtual Routing 
Entity Identifier

Outgoing virtual routing entity Object Identifier (OID) IPCore Configuration

Incoming and Outgoing 
Virtual Routing Tags

Incoming and outgoing virtual routing tags IPCore Configuration

Destination IP Subnet Final destination IP subnet IPCore Configuration

Next Hop IP Address Next hop IP address IPCore Configuration

Type Route entry type (Null, Other, Invalid, Direct, Indirect, Static) IPCore Configuration

Routing Protocol Type Routing protocol type (Null, Other, Local, Network Managed, 
ICMP, EGP, GGP, Hello, RIP, IS-IS, ES-IS, Cisco IGRP, BBN 
SPF IGP, OSPF, BGP, EIGRP)

IPCore Configuration

Outgoing Interface Name Outgoing IP interface name IPCore Configuration
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Service Alarms
The following alarm is supported for this technology:

• Duplicate IP on VPN Found/Duplicate IP on VPN Fixed. This alarm is disabled by default.

For detailed information about alarms and correlation, see the Cisco Active Network Abstraction 3.7 
User Guide.
11-5
Cisco Active Network Abstraction 3.7 Reference Guide

OL-20014-02

http://www.cisco.com/en/US/products/ps6776/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6776/products_user_guide_list.html


 

Chapter 11      Virtual Routing and Forwarding
  Service Alarms
11-6
Cisco Active Network Abstraction 3.7 Reference Guide

OL-20014-02


	Virtual Routing and Forwarding
	Technology Description
	VRF
	VRF-Lite (Multi-VRF)

	Information Model Objects (IMOs)
	Virtual Routing Forwarding (VRF) Entity
	Equivalent Routing Entry
	Virtual Routing Entry
	Multi Protocol BGP Entity
	Equivalent Cross Virtual Routing Entry
	Cross Virtual Routing Entry

	Vendor-Specific Inventory and IMOs
	Network Topology
	Service Alarms



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


