CHAPTER

This chapter provides detailed information about the syslogs supported in Cisco ANA. Syslogs appear
in the Cisco ANA EventVision Syslog tab. (For information about Cisco ANA EventVision, see the
Cisco Active Network Abstraction 3.7.1 User Guide.) Syslog information is presented in two forms:

Syslog Tables: A section devoted to the supported syslogs for each NOS platform (e.g., Cisco ASR
9000 Syslogs). Each of these sections contains a table listing the name of each supported syslog,
along with a description, the raw format of the syslog string, and a short description. In the syslog
tables in this Reference, each syslog’s short description is also a link to its corresponding registry
parameters.

Registry Parameter Tables: A section devoted to the event types, event subtypes and Cisco ANA
registry parameters for the supported syslogs. There is one parameter table for every syslog table
(e.g., Cisco ASR 9000 Syslog Registry Parameters). Each syslog can have multiple event subtypes,
or states. The parameter tables indicate when each state is generated, and how Cisco ANA processes
them (such as their severity, whether they are ticketable, can be correlated, are autocleared, and so
on).

Cisco ANA 3.7.1 users can enable an additional IP in the device for traps and syslogs. This new feature
is called Multisource Events. When Cisco ANA 3.7.1 receives a trap or syslog from that device (from
the new IP) it will still recognize the device. For more details on multisource events see Cisco ANA 3.7.1
Release notes.

This chapter includes the following sections:

Cisco ASR 9000 Syslogs, page 43-2

Cisco IOS Syslogs, page 43-3

Cisco IOX Syslogs, page 43-20

Cisco ACE Syslogs, page 43-32

Cisco Nexus Syslogs, page 43-36

Cisco ASR 9000 Syslog Registry Parameters, page 43-37
Cisco IOS Syslog Registry Parameters, page 43-39
Cisco IOX Syslog Registry Parameters, page 43-61
Cisco ACE Syslog Registry Parameters, page 43-71
Cisco Nexus Syslog Registry Parameters, page 43-76

| oL-21808-01

Cisco Active Network Abstraction 3.7.1 Reference Guide ]


http://www.cisco.com/en/US/products/ps6776/prod_release_notes_list.html
http://www.cisco.com/en/US/products/ps6776/prod_release_notes_list.html
http://www.cisco.com/en/US/products/ps6776/products_user_guide_list.html

Chapter43  Syslogs

I Cisco ASR 9000 Syslogs

Cisco ASR 9000 Syslogs

Table 43-1 lists the Cisco ASR 9000 Syslogs supported in Cisco ANA.

Table 43-1

Cisco ASR 9000 Syslogs

Syslog Name

Description

Raw Format

Short Description

PLATFORM-PWRMON-4-OIR

handle power supply
syslog

%PLATFORM-PWRMON-4-OIR :
Power-module O/PMO/SP inserted

Power supply
inserted syslog

PLATFORM-PWRMON-4-OIR

handle power supply
syslog

%PLATFORM-PWRMON-4-OIR :
Power-module 0/PMO0/SP removed

Power supply
removed syslog

IP-VRRP-6-INFO_STATECHANGE

handle VRRP state
change syslog

%IP-VRRP-6-INFO_STATECHANGE:
GigabitEthernet0_5_0_1 vrid 10: state

Backup -> Master

Backup to Master
change syslog

[P-VRRP-6-INFO_STATECHANGE

handle VRRP state
change syslog

%IP-VRRP-6-INFO_STATECHANGE:
GigabitEthernet0_5_0_1 vrid 10: state
Master -> Backup

Master to Backup
change syslog

L2-BFD-4-RATE_LIMIT_WARNIN
G_HIGH_WATERMARK

BFD rate limit high
warning syslog

%L2-BFD-4-RATE_LIMIT_WARNIN
G_HIGH_WATERMARK BFD PPS

BFD rate limit
high warning

allocation exceeds 90 percent of syslog
maximum.
ROUTING-RIP-3-ERR_PAK_AUTH |RIP Authentication %ROUTING-RIP-3-ERR_PAK_AUTH |RIP
Failure syslog Authentication failure for RIP [chars] authentication

packet in context [chars]: instance
[chars]: error equals [chars]

failed syslog

ROUTING-RIP-3-ERR_CFG

RIP configuration
error syslog

%ROUTING-RIP-3-ERR_CFG Error
during configuration in context [chars]:
error equals [chars]

RIP configuration
error syslog

ROUTING-RIP-6-INFO_OOM

RIP out of memory
event syslog

%ROUTING-RIP-6-INFO_OOM RIP
out-of-memory event [chars]:
new/current state equals [chars]: old
state equals [chars]

RIP out of
memory event
syslog

ROUTING-ISIS-5-ADJCHANGE

handle
ROUTING-ISIS-5-AD
JCHANGE syslog

RP/0/RSP1/CPUO:Oct 19 19:48:32.212
: isis[240]:
%ROUTING-ISIS-5-ADJCHANGE :
Adjacency to AGS2a (Bundle-Etherl)
(L1) Down, Interface state down

routing ISIS
neighbor down

syslog

ROUTING-ISIS-5-ADJCHANGE

handle
ROUTING-ISIS-5-AD
JCHANGE syslog

RP/0/RSP1/CPUOQ:Oct 19 19:48:32.212
: 181s[240]:
%ROUTING-ISIS-5-ADJCHANGE :
Adjacency to AGS2a (Bundle-Etherl)
(L1) Up, Interface state up

routing ISIS
neighbor up
syslog

L2-ELO-6-INTF_REMOTE_LOOPB
ACK

Ethernet OAM Remote
loopback session
started/stopped syslog

%L2-ELO-6-INTF_REMOTE_LOOPB
ACK : TenGigE0/2/0/3: OAM remote
loopback has been stopped on the
interface

Ethernet OAM
Remote loopback
session stopped
Syslog

] Cisco Active Network Abstraction 3.7.1 Reference Guide

0L-21808-01



| Chapter43 Syslogs

Cisco I10S Syslogs W

Table 43-1 Cisco ASR 9000 Syslogs (continued)
Syslog Name Description Raw Format Short Description
L2-ELO-6-INTF_REMOTE_LOOPB |Ethernet OAM Remote |%L2-ELO-6-INTF_REMOTE_LOOPB |Ethernet OAM

ACK

loopback session

started/stopped syslog

ACK : TenGigE0/2/0/3: OAM remote
loopback has been started on the
interface.

Remote loopback
session started
Syslog

L2-ELO-6-INTF_REMOTE_LOOPB

ACK

Ethernet OAM Remote

loopback session

started/stopped syslog

%L2-ELO-6-INTF_REMOTE_LOOPB
ACK : TenGigE0/2/0/3: OAM local
loopback has been stopped on the
interface.

Ethernet OAM
Local loopback
session stopped
Syslog

L2-ELO-6-INTF_REMOTE_LOOPB

ACK

Ethernet OAM Remote

loopback session

started/stopped syslog

%L.2-ELO-6-INTF_REMOTE_LOOPB
ACK : TenGigE0/2/0/3: OAM local
loopback has been started on the
interface

Ethernet OAM
Local loopback
session started
Syslog

L2-ELO-6-INTF_SESSION_DOWN |Ethernet OAM session |%L2-ELO-6-INTF_SESSION_DOWN: |Ethernet OAM
up/down syslog TenGigE0/2/0/3: OAM session has gone |Session down
down Syslog
L2-ELO-6-INTF_SESSION_DOWN |Ethernet OAM session |%L2-ELO-6-INTF_SESSION_UP : Ethernet OAM
up/down syslog TenGigE0/2/0/3: OAM session has Sessionup Syslog

come up

L2-CFM-6-CC_ERROR

handle

L2-CFM-6-CC_ERRO

R syslog

%L.2-CFM-6-CC_ERROR : Peer MEP
error change: error flags or remote
interface state changed - domain ELAN,
service elan10, local MEP ID 3991,
local interface
GigabitEthernet0/0/0/2.3010, peer MEP
ID 3010, peer MAC address
001b.53ff.80d9, errors set: received
CCM with RDI bit set; current: received
CCM with RDI bit set;

CFM cc error
syslog

L2-CFM-6-CC_ERROR

handle

L2-CFM-6-CC_ERRO

R syslog

%1.2-CFM-6-CC_ERROR : Peer MEP
error change: error flags or remote
interface state changed - domain ELAN,
service elan10, local MEP ID 3991,
local interface
GigabitEthernet0/0/0/2.3010, peer MEP
ID 3010, peer MAC address
001b.53ff.80d9, errors cleared: received
CCM with RDI bit set; current: none

CFM cc error
cleared syslog

Cisco 10S Syslogs

Table 43-2 lists the Cisco IOS syslogs supported in Cisco ANA.

If SNMP syslogs are disabled in a device, wrapped syslogs are enabled by Cisco ANA 3.7.1.Wrapped
syslogs are SNMP traps that enclose the syslog information. For more details on wrapped syslogs, see
Cisco ANA 3.7.1 Release notes.
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Table 43-2

Cisco I0S Syslogs

Syslog Name

Description

Raw Format

Short Description

LINK-5-CHANGED

handle link down
syslog

%LINK-5-CHANGED: Interface
Ethernet5/1, changed state to
administratively up

Link down syslog

LINK-5-CHANGED

handle link down
syslog

%1LINK-5-CHANGED: Interface
Ethernet5/1, changed state to
administratively down

Link up syslog

FR-5-DLCICHANGE

handle dlci change
syslog

%FR-5-DLCICHANGE: Interface
Serial3/0/0:1 - DLCI 105 state changed to
INACTIVE

FR DLCI down syslog

FR-5-DLCICHANGE

handle dlci change
syslog

%FR-5-DLCICHANGE: Interface
Serial3/0/0:1 - DLCI 105 state changed to
ACTIVE

FR DLCI up syslog

STANDBY-6-STATECHAN
GE

handle hsrp syslog

%STANDBY-6-STATECHANGE:
Standby: 1: Ethernetl state Active ->
Standby

HSRP group change
syslog

STANDBY-6-STATECHAN
GE

handle hsrp syslog

%STANDBY-6-STATECHANGE:
Standby: 1: Ethernetl state Active ->
Speak

HSRP group restored
syslog

SNMP-5-SNMPAUTHFAIL

This message indicates
that the switch has
received an SNMP
message that was not
properly authenticated

%SNMP-5-SNMPAUTHFAIL:
Authentication failed for message from
192.168.1.2

SNMP message has not
properly authenticated

SYS-2-MALLOCFAIL

The requested memory
allocation is not
available from the
specified memory pool

%SYS-2-MALLOCFAIL: Memory
allocation of 1028 bytes failed from
0x6015EC84, Pool Processor, alignment 0

Memory allocation is
not available

SYS-3-CPUHOG

The indicated process
ran too long without
relinquishing the
processor

%SYS-3-CPUHOG: Task ran for 2148
msec (20/13), Process = IP Input, PC =
3199482 -Traceback= 314B5E6 319948 A

process ran too long

SCHED-3-STUCKMTMR

A process can register
to be notified when
various events occur in
the router. This
message indicates that
a registered timer is
expired and its value is
unchanged after the
process has executed
two successive times

%SCHED-3-STUCKMTMR: Sleep with
expired managed timer 1C7410, time
0x1063F9C52 (00:00:00 ago).

registered timer is
expired
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Table 43-2 Cisco 10S Syslogs (continued)
Syslog Name Description Raw Format Short Description
DUAL-3-SIA The EIGRP router %DUAL-3-SIA: Route 10.1.2.0/24 EIGRP router query to

hasn't received a reply
to a query from one or
more neighbors within
the time allotted, so it
clears the neighbors

that didn't send a reply

stuck-in-active state in IP-EIGRP 1.
Cleaning up

neighbors timeouted
syslog

LANCE-3-BADCABLE

The Ethernet cable is
not connected

%LANCE-3-BADCABLE:
msgtxt_badcable

Ethernet cable is not
connected

LAPB-4-CTRLBAD

A received FRMR has
reported a frame with
an invalid control code

%L APB-4-CTRLBAD: Interface
EthernetO, Invalid control field

frame with an invalid
control code

DTP-5-NONTRUNKPORTO

N

The interface changed
to non trunk

%DTP-5- ONTRUNKPORTON:Port 8/1
has become trunk

Interface changed to
non trunk

LINEPROTO-5-UPDOWN

handle line syslog

%LINEPROTO-5-UPDOWN: Line
protocol on Interface
GigabitEthernet1/0/1, changed state to
down

Line down syslog

LINEPROTO-5-UPDOWN

handle line syslog

%LINEPROTO-5-UPDOWN: Line
protocol on Interface
GigabitEthernet1/0/1, changed state to up

Line up syslog

IPX-3-BADIGRPSAP

A hardware or software
error occurred

%1PX-3-BADIGRPSAP: Cannot send
incremental SAP update to peer on
interface Ethernet0O. Increasing
output-sap-delay may help

Cannot send
incremental SAP
update to peer

LANCE-5-COLL

An Ethernet cable is
broken or
unterminated, or the
transceiver is
unplugged

%L ANCE-5-COLL: Unit 1, excessive
collisions. TDR=10

An Ethernet cable is
broken or unterminated

LANCE-5-LATECOLL

An Ethernet
transceiver is
unplugged or defective

%L ANCE-5-LATECOLL: Unit 1, late
collision error

An Ethernet transceiver
is unplugged or
defective

SYS-5-CONFIG_I

The router's
configuration was
changed

%SYS-5-CONFIG_I: Configured from
console by console

Device configuration
changed

AT-6-NODEWRONG

An AppleTalk node
sent a GetNet Info
request to this router
specifying an invalid
network number for
the source of the
GetNet Info request

% AT-6-NODEWRONG: XX: AppleTalk
node 192.168.2.0 misconfigured; reply has
been broadcast

AppleTalk invalid
network number
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Table 43-2

Cisco 10S Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

SECURITY-1-PORTSHUTD
OWN

This message indicates
that a port has been
shut down due to an
insecure host sourcing
a packet into that port

% Security-1-PORTSHUTDOWN: Port
0/1 shutdown due to security violation

security port shut down

SPANTREE-2-RX_PORTFA
ST

A BPDU that has
spanning-tree portfast
enabled was received
on the specified
interface

%SPANTREE-2-RX_PORTFAST:Receive
d BPDU on PortFast enabled port.
Disabling 2/1

BPDU spanning-tree
portfast enabled

UDLD-3-DISABLE

This message indicates
that a fault has been
detected in a fiber
Ethernet port
connection and that the
port has been disabled
to prevent other
protocols from
malfunctioning

%UDLD-3-DISABLE: Unidirectional link
detected on port 1/2. Port disabled

Fault has been detected
in a fiber Ethernet port
connection

UDLD-3-DISABLEFAIL

This message indicates
that a fault was
detected in the wiring
on a fiber Ethernet
port, but UDLD could
not disable the port

%UDLD-3-DISABLEFAIL.:
Unidirectional link detected on port 1/2,
failed to disable port

Unidirectional link
detected

UDLD-4-ONEWAYPATH

This message indicates
that a fault has been
detected in a fiber
Ethernet connection in
a shared media
environment and that
the connection may
cause a possible
malfunction

%UDLD-4-ONEWAYPATH: A
unidirectional link from port 1/2 to port 1/2
of device abc was detected

Fault has been detected
in a fiber Ethernet
connection

OSPF-5-ADJCHG

handle ospf syslog

%OSPF-5-ADJCHG: Process 1, Nbr
10.100.12.6 on FastEthernet1/0 from Up to
DOWN, Loading Done

OSPF neighbor down
syslog

OSPF-5-ADJCHG

handle ospf syslog

%OSPF-5-ADJCHG: Process 1, Nbr
10.100.12.6 on FastEthernet1/0 from
LOADING to FULL, Loading Done

OSPF neighbor up
syslog

SPANTREE-2-LOOPGUAR
DBLOCK

When the loop guard
blocks an inconsistent
port, the following
message is logged

%SPANTREE-2-LOOPGUARDBLOCK:
No BPDUs were received on port 3/2 in
vlan 3. Moved to loop-inconsistent state

No BPDUs were
received on port
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Cisco 10S Syslogs (continued)

Cisco I10S Syslogs W

Syslog Name

Description

Raw Format

Short Description

SPANTREE-2-LOOPGUAR
DUNBLOCK

After the recovery, the
following message is
logged

%SPANTREE-2-LOOPGUARDUNBLOC
K: port 3/2 restored in vlan 3

BPDUs were received
on port

AMDP2_FE-5-COLL

Ethernet or Fast
Ethernet is seeing
multiple collisions.
This problem may
occur under heavy
loads

% AMDP2_FE-5-COLL: AMDP2/FE
Ethernetl/1, Excessive collisions, TDR=1,
TRC=1

Ethernet is seeing
multiple collisions

DEC21140-5-COLL

A Fast Ethernet packet
has been dropped
because too many
attempts to transmit it
were stopped by
collisions

%DEC21140-5-COLL: unit 0, excessive
collisions

Fast Ethernet packet
has been dropped

ILACC-5-COLL

An Ethernet cable is
broken or is not
terminated, or the
transceiver is
unplugged

%ILACC-5-COLL: Unit 0, excessive
collisions. TDR=0.12

An Ethernet cable is
broken

PQUICC-5-COLL

PQUICC-5-COLL: An
Ethernet cable is
broken or is not
terminated

%PQUICC-5-COLL: Unit 1, excessive
collisions. Retry limit 12 exceeded

pquicc 5 coll syslog: An
Ethernet cable is
broken

PQUICC_ETHER-5-COLL

PQUICC_ETHER-5-C
OLL : An Ethernet
cable is broken or is
not terminated

%PQUICC_ETHER-5-COLL: Unit 1,
excessive collisions. Retry limit 2
exceeded

pquicc ether 5 coll
syslog: An Ethernet
cable is broken

PQUICC_FE-5-COLL

Ethernet or Fast
Ethernet is detecting
multiple collisions

%PQUICC_FE-5-COLL:
PQUICC/FE(0/1), Excessive collisions,
TDR=10, TRC=10.

Ethernet is detecting
multiple collisions

QUICC_ETHER-5-COLL

An Ethernet cable is
broken or unterminated

%PQUICC_ETHER-5-COLL: Unit 1,
excessive collisions. Retry limit 2
exceeded

quicc ether 5 coll
syslog: An Ethernet
cable is broken

AMDP2_FE-5-LATECOLL

Late collisions have
occurred on the
Ethernet or Fast
Ethernet

% AMDP2_FE-5-LATECOLL: Ethernet1/1
transmit error

Late collisions have
occurred

CLNS-5-ADJCHANGE

handle isis syslog

%CLNS-5-ADJCHANGE: ISIS:
Adjacency to edge-02(POS0/0) Down,
hold time expired

IS-IS neighbor down
syslog

CLNS-5-ADJCHANGE

handle isis syslog

%CLNS-5-ADJCHANGE: ISIS:
Adjacency to edge-02(POS0/0) Up, hold
time expired

IS-IS neighbor up
syslog
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Table 43-2

Cisco 10S Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

DEC21140-5-LATECOLL

Late collisions are
collisions that occur
after transmitting the
preamble

%DEC21140-5-LATECOLL.:
FastEthernet0/0 transmit error

Late collisions have
occurred

ILACC-5-LATECOLL

An Ethernet
transceiver is
malfunctioning, the
Ethernet is overloaded,
or the Ethernet cable is
too long

PILACC-5-LATECOLL: Unit 0, late
collision error

ilacc 5 late coll syslog:
Late collisions have
occurred

PQUICC-5-LATECOLL

pquicc 5 late coll
syslog

%PQUICC-5-LATECOLL: Unit 1, late
collision error

pquicc 5 late coll
syslog: Late collisions
have occurred

PQUICC_ETHER-5-LATEC
OLL

PQUICC_ETHER-5-L
ATECOLL : A new
network may not have
been engineered
properly or adding a
regenerator to an
existing network may
have changed the
network specifications

%PQUICC_ETHER-5-LATECOLL: Unit
0, late collision error

A new network may not
have been engineered

properly

PQUICC_FE-5-LATECOLL

Late collisions have
occurred on the
Ethernet or Fast
Ethernet interface

%PQUICC_FE-5-LATECOLL.:
PQUICC/FE(0/1), Late collision

pquicc fe 5 late coll
syslog: Late collisions
have occurred

QUICC_ETHER-5-LATEC
OLL

QUICC_ETHER-5-LA
TECOLL : A software
or hardware error
occurred

%QUICC_ETHER-5-LATECOLL: Unit 0,
late collision error

quicc ether 5 late coll
syslog: Late collisions
have occurred

SNMP-5-LINKTRAP

This message indicates
the type of Link Trap

%SNMP-5-LINKTRAP: Link down Trap
-- ifName=sc0

Link trap down has
occurred

SNMP-5-LINKTRAP

This message indicates
the type of Link Trap

%SNMP-5-LINKTRAP: Link up Trap --
ifName=sc0

Link trap up has
occurred

SNMP-5-TOPOTRAP

his message indicates
that a configured port
changed from the
learning state to the
forwarding state, or
from the forwarding
state to the blocking
state

%SNMP-5-TOPOTRAP: Topology
Change Trap for VLAN 1

configured port
changed state from
learning to forwarding

DUAL-5-NBRCHANGE handle eigrp syslog %DUAL-5-NBRCHANGE: IP-EIGRP 1: |DUAL 5 neighbor down
Neighbor 10.1.4.3 (Serial0) is down: stuck |syslog
in active
Cisco Active Network Abstraction 3.7.1 Reference Guide
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Cisco 10S Syslogs (continued)

Cisco 10S Syslogs

Syslog Name

Description

Raw Format

Short Description

DUAL-5-NBRCHANGE

handle eigrp syslog

%DUAL-5-NBRCHANGE: IP-EIGRP 1:
Neighbor 10.1.4.3 (Serial0) is up: stuck in
active

DUAL 5 neighbor up
syslog

LINK-3-UPDOWN

handle link down
syslog

%LINK-3-UPDOWN: Interface ATM2/0,
changed state to down

Link down syslog

LINK-3-UPDOWN

handle link down
syslog

%LINK-3-UPDOWN: Interface ATM2/0,
changed state to up

Link up syslog

BGP-5-ADJCHANGE-vrf

handle BGP 5 syslog
from vrf. make sure it
is before the
"BGP-5-ADJCHANG
E" pattern

%BGP-5-ADJCHANGE: neighbor
10.1.2.3 vpn vrf inet Down

BGP neighbor down
syslog

BGP-5-ADJCHANGE-vrf

handle BGP 5 syslog
from vrf. make sure it
is before the
"BGP-5-ADJCHANG
E" pattern

%BGP-5-ADJCHANGE: neighbor
10.1.2.3 vpn vrf inet Up

BGP neighbor up
syslog

BGP-5-ADJCHANGE

handle BGP 5 syslog

%BGP-5-ADJCHANGE: neighbor
161.10.11.1 Down

BGP neighbor down
syslog

BGP-5-ADJCHANGE

handle BGP 5 syslog

%BGP-5-ADJCHANGE: neighbor
161.10.11.1 Up

BGP neighbor up
syslog

OIR-6-(REMIINS)CARD

handle module out
syslog

%O0IR-6-INSCARD: Card inserted from
slot 4, interfaces disabled

card in syslog

OIR-6-(REMIINS)CARD

handle module out
syslog

%0OIR-6-REMCARD: Card removed from
slot 4, interfaces disabled

card out syslog

OIR-SP-3-PWRCYCLE

card being power
cycled

%O0IR-SP-3-PWRCYCLE: Card in module
X, is being power-cycled off (Module not
responding to Keep Alive polling)

oir sp 3 power cycle
syslog

SYS-5-RELOAD

syslog for reloading
the device

%SYS-5-RELOAD: Reload requested

Reloading device
syslog

SYS-5-RESTART

syslog for restarting
the device

%SYS-5-RESTART: System restarted --

System restart

DTP-5-TRUNKPORTON

The interface returned
to be a trunk

%DTP-5-TRUNKPORTON:Port 7/2 has
become interface trunk

Interface changed to
non trunk

DTP-5-TRUNKPORTON

The interface returned
to be a trunk

%DTP-5-TRUNKPORTON:Port 7/2 has
become dotlq trunk

Interface changed to
trunk

ISDN-6-CONNECT

handle ISDN connect
syslog

%ISDN-6-CONNECT: Interface BRI0/0:1
is now connected to 5772223

ISDN connect syslog

ISDN-6-CONNECT

handle ISDN connect
syslog

%ISDN-6-CONNECT: Interface BRI10/0:1
is now connected to 5772223

ISDN disconnect
syslog

ISDN-6-DISCONNECT

handle ISDN connect
syslog

%ISDN-6-DISCONNECT: Interface
BRI0:1? disconnected from 8130 traxbol,
call lasted 60 seconds

ISDN connect syslog
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Table 43-2

Cisco 10S Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

ISDN-6-DISCONNECT

handle ISDN connect
syslog

%ISDN-6-DISCONNECT: Interface
BRI0:1? disconnected from 8130 traxbol,
call lasted 60 seconds

ISDN disconnect
syslog

CDP-4-DUPLEX_MISMAT
CH

This messages
indicates a duplex
mismatch problem
(I0S)

%CDP-4-DUPLEX_MISMATCH: duplex
mismatch discovered on FastEthernet6/2
(not half duplex), with TBA04251336 3/2
(half duplex)

Duplex mismatch
discovered

ISDN-6-CONNECT-2

handle ISDN connect
syslog2

%ISDN-6-LAYER2UP: Layer 2 for
Interface FastEthernet2/1, TEI O changed
to up

ISDN connect syslog

ISDN-6-CONNECT-2

handle ISDN connect
syslog2

%ISDN-6-DISCONNECT: Interface
FastEthernet(O/1 disconnected from 71017,
call lasted 22 seconds

ISDN disconnect
syslog

ISDN-6-DISCONNECT-2

handle ISDN
disconnect syslog2

%ISDN-6-LAYER2UP: Layer 2 for
Interface FastEthernet2/1, TEI O changed
toup

ISDN connect syslog

ISDN-6-DISCONNECT-2

handle ISDN
disconnect syslog2

%ISDN-6-LAYER2DOWN: Layer 2 for
Interface FastEthernet0/1, TEI O changed
to down

ISDN disconnect
syslog

LDP-5-NBRCHG-TDP

handle LDP Neighbor
change syslog

%LDP-5-NBRCHG: TDP Neighbor
10.12.12.12:0 is DOWN (TCP connection
closed by peer)

TDP neighbor down
syslog

LDP-5-NBRCHG-TDP

handle LDP Neighbor
change syslog

%LDP-5-NBRCHG: TDP Neighbor
10.12.12.12:0 is UP (TCP connection
closed by peer)

TDP neighbor up
syslog

LDP-5-NBRCHG-LDP

handle LDP Neighbor
change syslog

%LDP-5-NBRCHG: LDP Neighbor
10.12.12.12:0 is DOWN

LDP neighbor down
syslog

LDP-5-NBRCHG-LDP

handle LDP Neighbor

%LDP-5-NBRCHG: LDP Neighbor

LDP neighbor up

change syslog 10.12.12.12:0 is UP syslog
MPLS_TE-5-TUN_reoptimi |handle tunnel %MPLS_TE-5-TUN: Tun1002: installed |MPSL-TE tunnel
ze reoptimization syslog |LSP 1002_33 (popt 10) for 1002_32 (popt |reoptimized/rerouted
20), reopt. LSP is up syslog

MPLS_TE-5-TUN_up

handle tunnel up
syslog

9%MPLS_TE-5-TUN: TunO: installed LSP
0_26 (popt 5) for nil, got 1st feasible path
opt

MPLS TE tunnel down
syslog

MPLS_TE-5-TUN_up

handle tunnel up
syslog

9%MPLS_TE-5-TUN: TunO: installed LSP
0_26 (popt 5) for nil, got Ist feasible path
opt

MPLS TE tunnel up
syslog

MPLS_TE-5-TUN_down

handle tunnel down
syslog

%MPLS_TE-5-TUN: Tun1001: installed
LSP nil for 1001_92 (popt 1), path
verification failed

MPLS TE tunnel down
syslog

MPLS_TE-5-TUN_down

handle tunnel down
syslog

%MPLS_TE-5-TUN: Tun1001: installed
LSP nil for 1001_92 (popt 1), path
verification failed

MPLS TE tunnel up
syslog
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Syslog Name

Description

Raw Format

Short Description

ENV_MON-2-SUPPLY

Power supply is not
working or has not
been turned on

%ENV_MON-2-SUPPLY : [chars] Power
Supply is Operation or Non-Operational

A power supply is not
working or has not been
turned on

SYS-SP-STDBY-5-RESTAR
T

restarting the device

%SYS-SP-STDBY-5-RESTART: System
restarted -- Cisco IOS Software
(c7600s72033-ADVENTERPRISEK9_W
AN_MZ), Version 12.2 Copyright (c)
1986-2006 by Cisco Systems,
Inc.Compiled Thu 26-Oct-06 03:49 by

System restart

UDLD-SP-4-UDLD_PORT_
DISABLED

aggressive mode
failure detected

%UDLD-SP-4-UDLD_PORT_DISABLE
D: UDLD disabled interface
FastEthernet2/1, FastEthernet2/1

Aggressive Mode
Failure Detected

FABRIC-SP-5-FABRIC_M
ODULE_BACKUP

clear block option

%FABRIC-SP-5-FABRIC_MODULE_BA
CKUP: The Switch Fabric Module in slot 6
became standby

fabric sp 5 clear block
down syslog

FABRIC-SP-5-FABRIC_M
ODULE_BACKUP

clear block option

%FABRIC-SP-5-FABRIC_MODULE_BA
CKUP: The Switch Fabric Module in slot 6
became standby

fabric sp 5 clear block
up syslog

CO6KENV-SP-4-FANTRAYF
AILED

fan tray failed

%CO6KENV-SP-4-FANTRAYFAILED: fan
tray 2 failed

cbkenv sp 4 fan tray fail
syslog

PFREDUN-SP-4-BOOTSTR
ING_INVALID

bootstring invalid

PFREDUN-SP-4-BOOTSTRING_INVALI
D: The bootfile
slavebootflash:image_name is not present
in standby

pfredun sp 4 bootstring
invalid syslog

SYS-5-POWER-SUPPLY

Power supply failure
notification

Power supply [dec] failed

Power supply failed
syslog

SYS-5-POWER-SUPPLY

Power supply failure
notification

Power supply [dec] okay

Power supply okay
syslog

PM-SP-STDBY-4-ERR_DIS
ABLE

err disable state

%PM-SP-STDBY-4-ERR_DISABLE:
bpduguard error detected on Gi2/5, putting
Gi2/5 in err-disable state

pm sp stdby 4 err
disable syslog

HSRP-6-STATECHANGE

handle hsrp syslog

%HSRP-6-STATECHANGE:FastEthernet
0/0 Grp 1 state Init

HSRP group change
syslog

HSRP-6-STATECHANGE

handle hsrp syslog

9%HSRP-6-STATECHANGE:FastEthernet
0/0 Grp 1 state Standby

HSRP group restored
syslog

BGP-3-NOTIFICATION

handle BGP 3 syslog

%BGP-3-NOTIFICATION: sent to
neighbor 10.10.10.254 4/0 (hold time
expired) O bytes

BGP notification syslog

NEW-INTERFACE-FOR-V
SL-CONNECTION

new interface for the
VSL connection syslog
(one of the ether
channel interfaces)

%VSL-5-VSL_CNTRL_LINK: New VSL
Control Link 8/4

new ethernet channel
interface for VSL
connection
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Table 43-2 Cisco 10S Syslogs (continued)
Syslog Name Description Raw Format Short Description
VSL-LINK-UP VSL link up syslog 9%V SLP-5-VSL_UP: Ready for Role VSL link up syslog

Resolution with Switch=1,
MAC=0014.1bc6.1c00 over 8/4

VSL-LINK-DOWN

VSL link down syslog

%VSLP-SW1_SP-2-VSL_DOWN: Last
VSL interface Tel/6/4 went down

VSL link down syslog

VSL-LINK-UP VSL link up syslogand |%VSLP-SW1_SP-5-VSL_UP: Ready for |VSL link up syslog:
active switch is #1 Role Resolution with Switch=2, active switch is #1
MAC=0013a.30e1.6800 over Tel/5/5
VSL-LINK-UP VSLlink up syslogand |%VSLP-SW2_SP-5-VSL_UP: Ready for |VSL link up syslog:

active switch is #2

Role Resolution with Switch=2,
MAC=0013a.30e1.6800 over Tel/5/5

active switch is #2

VSL-ROLE-MISMATCH-R
ESOLVED

role mismatch resolved
syslog, sent from
active switch #1

%VSLP-SW1_SP-5-RRP_ROLE_RESOL
VED: Role resolved as ACTIVE by VSLP

role mismatch resolved
syslog, sent from active
switch #1

VSL-ROLE-MISMATCH-R
ESOLVED

role mismatch resolved
syslog, sent from
active switch #2

%VSLP-SW2_SP-5-RRP_ROLE_RESOL
VED: Role resolved as ACTIVE by VSLP

role mismatch resolved
syslog, sent from active
switch #2

ENV-SP-4-FANTRAYFAIL
ED

fan tray failed

%C7600_ENV-SP-4-FANTRAYFAILED:
fan tray 2 failed

env sp 4 fan tray fail
syslog

PWR-SP-2-PSFAIL

power supply failed

%CT7600_PWR-SP-2-PSFAIL: power
supply 1 output failed.

pwr sp 2 power supply
fail syslog

BGP-5-ADJCHANGE-bfd

handle BGP 5 syslogs
for BFD

%BGP-5-ADJCHANGE: neighbor
192.168.20.1 Down BFD adjacency down

BGP neighbor down
syslog

BGP-5-ADJCHANGE-bfd

handle BGP 5 syslogs
for BFD

%BGP-5-ADJCHANGE: neighbor
192.168.20.1 UP BFD adjacency up

BGP neighbor up
syslog

VRRP-6-STATECHANGE

Virtual Router
Redundancy Protocol
(VRRP) message: The
VRRP router has
changed state.

% VRRP-6-STATECHANGE: Fa0/1 Grp 1
state Backup -&gt; Master

VRRP State Changed
syslog

ATM_AIM-5-ACTIVE_LIN
K_(DOWNIUP)

The specified link in
the specified IMA
group has become
inactive/active

% ATM_AIM-5-ACTIVE_LINK_DOWN:
Interface ATM1/0 of IMA Group
ATMO/IMA?2 is now inactive

Ima Link Status Change
Down Syslog

ATM_AIM-5-ACTIVE_LIN
K_(DOWNIUP)

The specified link in
the specified IMA
group has become
inactive/active

% ATM_AIM-5-ACTIVE_LINK_UP:
Interface ATM1/0 of IMA Group
ATMO/IMA? is now active

Ima Link Status Change
Up Syslog

ATM_AIM-5-ACTIVE_LIN
K_CHANGE

Active links were
added to or removed
from the group,
changing the
bandwidth of the group

%ATM_AIM-5-ACTIVE_LINK_CHANG
E : IMA Group ATM3/1/ima0 now has 2
active links

IMA Active Link
Change Syslog
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Table 43-2 Cisco 10S Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

CDP-4-NATIVE_VLAN_MI
SMATCH

Native VLAN
mismatch discovered

%CDP-4-NATIVE_VLAN_MISMATCH:
Native VLAN mismatch discovered on
GigabitEthernetl/1 (12), with
3750E-24TD-AGG3 FastEthernet0/2 (1)

Native VLAN
mismatch discovered

TOP_MODULE-6-CLK_ST
ATUS_CHANGE

Clock status change

Mar 19 15:26:54.371:
%TOP_MODULE-6-CLK_STATUS_CHA
NGE: PLL clock changed to LOCKED

Clock status change
syslog

TOP_MODULE-6-CLK_SO
URCE_CHANGE

Clock source change

Mar 19 15:15:40.523:
%TOP_MODULE-6-CLK_SOURCE_CH
ANGE: Changing clock reference source to
Seconary TDM 8KHZ

Clock source change
syslog

L2-L2VPN_PW-3-UPDOW
N

The L2VPN
Pseudowire went down

%1.2-L2VPN_PW-3-UPDOWN :
Pseudowire with address 2.2.2.2, id 140,
state is Down

pseudo wire tunnel
down syslog

L2-L2VPN_PW-3-UPDOW
N

The L2VPN
Pseudowire went up

%1.2-L2VPN_PW-3-UPDOWN :
Pseudowire with address 2.2.2.2, id 140,
state is Up

pseudo wire tunnel up
syslog

ETHER_SERVICE-6-ERR _
DISABLED

Service instance
shutdown due to
errdisable.

%ETHER_SERVICE-6-ERR_DISABLED
: Mac security violation - shutdown service
instance 900 on interface
GigabitEthernet10/0/12

EFP service error
disabled syslog

ETHER_SERVICE-6-UPDO
WN

Service instance
shutdown Syslog

%ETHER_SERVICE-6-UPDOWN:
Service instance 111 on interface
GigabitEthernet10/0/3 changed to down

EFP down syslog

ETHER_SERVICE-6-UPDO
WN

Service instance up
Syslog

%ETHER_SERVICE-6-UPDOWN:
Service instance 111 on interface
GigabitEthernet10/0/3 changed to up

EFP up syslog

REP-SP-4-LINKSTATUS

The Resilient Ethernet
Protocol (REP) link
status has changed.

<188>950: *Aug 28 05:07:26.987:
%REP-SP-4-LINKSTATUS:
GigabitEthernet5/11 (segment 1) is
non-operational due to neighbor not
responding

REP link not
operational syslog

REP-SP-4-LINKSTATUS The Resilient Ethernet |<188>949:*Aug 28 05:04:40.690: REP link operational
Protocol (REP) link %REP-SP-4-LINKSTATUS: syslog
status has changed. GigabitEthernet5/11 (segment 1) is
operational
OSPFv3-5-ADJCHG An OSPFv3 neighbor |%OSPFv3-5-ADJCHG : Process 1, Nbr OSPFv3 neighbor down
has changed state. The |192.168.1.1 on Mg0/5/CPUO0/1 from FULL |syslog

message describes the
change and the reason
for it. This message
appears only if the
log-adjacency-changes
command is
configured for the
OSPF process.

to DOWN, Neighbor Down: Interface
down or detached
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Table 43-2

Cisco 10S Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

OSPFv3-5-ADICHG

An OSPFv3 neighbor
has changed state. The
message describes the
change and the reason
for it. This message
appears only if the
log-adjacency-changes
command is
configured for the
OSPF process.

%OSPFv3-5-ADJCHG : Process 1, Nbr
192.168.1.1 on Mg0/5/CPUO/1 from
LOADING to FULL, Neighbor Down:
Interface down or detached

OSPFv3 neighbor up
syslog

ETHER_CFM-6-ENTER_AI
S

handle CFM AIS
defect syslog

%ETHER_CFM-6-ENTER_AIS: local
mep with mpid 101 level 4 id 7 dir [
Interface Ethernet0/0 enters AIS defect
condition

CFM enter AIS defect
syslog

ETHER_CFM-6-EXIT_AIS

handle CFM AIS
defect syslog

%ETHER_CFM-6-EXIT_AIS: local mep
with mpid 101 level 4 id 7 dir I Interface
Ethernet0/0 enters AIS defect condition

CFM exit AIS defect
syslog

E_CFM-6-ENTER_AIS

handle CFM AIS
defect syslog

9%E_CFM-6-ENTER_AIS: local mep with
mpid 7606 level 4 BD/VLAN 22 dir D
Interface Gi5/1 enters AIS defect condition

CFM enter AIS defect
syslog

E_CFM-6-EXIT_AIS

handle CFM AIS
defect syslog

%E_CFM-6-EXIT_AIS: local mep with
mpid 7606 level 4 BD/VLAN 22 dir D
Interface Gi5/1 enters AIS defect condition

CFM exit AIS defect
syslog

ETHER_CFM-6-ENTER_AI
S_INT

handle CFM interface
AIS defect syslog

%ETHER_CFM-6-ENTER_AIS_INT:
Interface Ethernet0/0 enters AIS defect
condition for outward direction

CFM interface enter
AIS defect syslog

ETHER_CFM-6-EXIT_AIS
_INT

handle CFM interface
AIS defect syslog

%ETHER_CFM-6-EXIT_AIS_INT:
Interface Ethernet0/0 enters AIS defect
condition for outward direction

CFM interface exit AIS
defect syslog

E_CFM-6-ENTER_AIS_IN
T

handle CFM interface
AIS defect syslog

%E_CFM-6-ENTER_AIS_INT: Interface
GigabitEthernet5/1 enters AIS defect
condition for Down direction

CFM interface enter
AIS defect syslog

E_CFM-6-EXIT_AIS_INT

handle CFM interface
AIS defect syslog

9%E_CFM-6-EXIT_AIS_INT: Interface
GigabitEthernet5/1 enters AIS defect
condition for Down direction

CFM interface exit AIS
defect syslog

E_CFM-6-ENTER_LCK

handle CFM AIS
defect syslog

%E_CFM-6-ENTER_LCK: local mep with
mpid 7606 level 4 BD/VLAN 22 dir D
Interface Gi5/1 enters LCK defect
condition

CFM enter LCK defect
syslog

E_CFM-6-EXIT_LCK

handle CFM AIS
defect syslog

%E_CFM-6-EXIT_LCK: local mep with
mpid 7606 level 4 BD/VLAN 22 dir D
Interface Gi5/1 exited LCK defect
condition

CFM exit LCK defect
syslog
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Table 43-2 Cisco 10S Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

E_CFM-6-ENTER_LCK_IN
T

CFM interface enter
LCK defect syslog

%E_CFM-6-ENTER_LCK_INT: Interface
GigabitEthernet5/1 enters LCK defect
condition for Down direction

CFM interface enter
LCK syslog

E_CFM-6-EXIT_LCK_INT

CFM interface exit
LCK defect syslog

%E_CFM-6-EXIT_LCK_INT: Interface
GigabitEthernet5/1 exited LCK defect
condition for Down direction

CFM interface exit
LCK syslog

E_CFM-3-REMOTE_MEP_
DOWN

handle Remote MEP
syslog

%E_CFM-3-REMOTE_MEP_DOWN:
Remote MEP mpid 1911 evce
DemoAugEVC vlan 911 MA name
DemoAugMA in domain DemoAugDA
changed state to down with event code
TimeOut.

CFM Mep Down syslog

E_CFM-3-REMOTE_MEP_
UP

handle Remote MEP
syslog

%E_CFM-6-REMOTE_MEP_UP:
Continuity Check message is received from
a remote MEP with mpid 755 evc
EVC_S4_22 vlan 22 MA name S4_22
domain L4 interface status Up event code
Returning.

CFM Mep Up syslog

ETHER_CFM-3-REMOTE_
MEP_DOWN

handle Remote MEP
syslog

%ETHER_CFM-3-REMOTE_MEP_DOW
N: Remote MEP mpid 537 vlan 555 CSIID
S4_sw in domain D4_sw changed state to

down with event code lastGasp.

CFM Mep Down syslog

ETHER_CFM-3-REMOTE_
MEP_UP

handle Remote MEP
syslog

%ETHER_CFM-3-REMOTE_MEP_UP:
Remote MEP mpid 537 vlan 555 CSIID
S4_sw in domain D4_sw changed state to
up with event code lastGasp.

CFM Mep Up syslog

E_CFM-6-REMOTE_MEP_
DOWN

handle Remote MEP
syslog

%E_CFM-6-REMOTE_MEP_DOWN:
Continuity Check message is received from
a remote MEP with mpid 755 evc
EVC_S4_22 vlan 22 MA name S4_22
domain L4 interface status Down event
code Returning.

CFM Mep Down syslog

E_CFM-6-REMOTE_MEP_
UpP

handle Remote MEP
syslog

%E_CFM-6-REMOTE_MEP_UP:
Continuity Check message is received from
a remote MEP with mpid 755 evc
EVC_S4_22 vlan 22 MA name S4_22
domain L4 interface status Up event code
Returning.

CFM Mep Up syslog
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Cisco 10S Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

OSPFv3-5-ADICHG

An OSPFv3 neighbor
has changed state. The
message describes the
change and the reason
for it. This message
appears only if the
log-adjacency-changes
command is
configured for the
OSPF process.

%OSPFv3-5-ADJCHG : Process 1, Nbr
192.168.1.1 on Mg0/5/CPU0/1 from FULL
to DOWN, Neighbor Down: Interface
down or detached

OSPFv3 neighbor down
syslog

OSPFv3-5-ADJCHG

An OSPFv3 neighbor
has changed state. The
message describes the
change and the reason
for it. This message
appears only if the
log-adjacency-changes
command is
configured for the
OSPF process.

%OSPFv3-5-ADJCHG : Process 1, Nbr
192.168.1.1 on Mg0/5/CPUO0/1 from
LOADING to FULL, Neighbor Down:
Interface down or detached

OSPFv3 neighbor up
syslog

TOP_MODULE-5-APPL_U
PDOWN

Timing over packet
application syslog

%TOP_MODULE-5-APPL_UPDOWN:
Timing over packet application is down

Timing over packet
application down
syslog

TOP_MODULE-5-APPL_U
PDOWN

Timing over packet
application syslog

% TOP_MODULE-5-APPL_UPDOWN:
Timing over packet application is up

Timing over packet
application up syslog

HSRP-5-STATECHANGE

handle hsrp 5 syslog

%HSRP-5-STATECHANGE:
GigabitEthernet0/1.555 Grp 55 state
Active -> Init

HSRP group change
syslog

HSRP-5-STATECHANGE

handle hsrp 5 syslog

%HSRP-5-STATECHANGE:
GigabitEthernet0/1.555 Grp 55 state
Active -> Standby

HSRP group restored
syslog

DWDM-4-G709ALARM

The specified G709
Alarm has been
declared

%DWDM-4-G709ALARM : DWDM 2/0/0
: LOS declared

Layer2 G709 alarm
syslog

DWDM-4-G709ALARM

The specified G709
Alarm has been cleared

%DWDM-4-G709ALARM : DWDM 2/0/0
: LOS cleared

Layer2 G709 clear
syslog

ETHERNET_OAM-3-LOOP
BACK_ERROR

Loopback operation on
interface has
encountered the
specified error

%ETHERNET_OAM-3-LOOPBACK_ER
ROR: Loopback operation on interface
Gil/1/1 has encountered an error(remote
client failed to enter the loopback session)

Ethernet OAM
Loopback Error syslog

ETHERNET_OAM-5-LINK
_MONITOR

A monitored error has
been detected to have
crossed user-specified
threshold

%ETHERNET_OAM-5-LINK_MONITO
R: 0 frame errors detected over the last
10x100 milliseconds on interface Gil/1/1

Ethernet OAM Link
Monitor syslog

] Cisco Active Network Abstraction 3.7.1 Reference Guide

oL-21808-01 |



| Chapter43 Syslogs

Cisco I10S Syslogs W
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Syslog Name

Description

Raw Format

Short Description

ETHERNET_OAM-5-LINK
_MONITOR_HT_CROSS

A monitored error has
been detected to have
crossed user-specified
(High threshold)
threshold

%ETHERNET_OAM-5-LINK_MONITO
R_HT_CROSS: High threshold was
crossed on Port Channel [chars]'s last
operational member port [chars]. Interface
[chars] is kept online

Ethernet OAM Link
Monitor high threshold
syslog

ETHERNET_OAM-6-(ENT
ERIEXIT)_SESSION

Ethernet OAM
Enter/Exit session
syslog

%ETHERNET_OAM-6-EXIT_SESSION:
The client on interface Gil/1/1 has left the
OAM session

Ethernet OAM exited
the session

ETHERNET_OAM-6-(ENT
ERIEXIT)_SESSION

Ethernet OAM
Enter/Exit session
syslog

%ETHERNET_OAM-6-ENTER_SESSIO
N: The client on interface Gil/1/1 has
entered the OAM session

Ethernet OAM entered
the session

ETHERNET_OAM-6-LINK
_TIMEOUT

Ethernet OAM Link
timeout Syslog

%ETHERNET_OAM-6-LINK_TIMEOUT
: The client on interface Gil/1/1 has timed
out and exited the OAM session

Ethernet OAM Link
timeout Syslog

VRRP-6-STATECHANGE | VRRP state change %VRRP-6-STATECHANGE: V11 Grp 1 VRRP backup to master
syslog state Backup -&gt; Master syslog

VRRP-6-STATECHANGE | VRRP state change %VRRP-6-STATECHANGE: VI2 Grp 2 VRRP master to backup
syslog state Master -&gt; Backup syslog

ETHER_LMI-6-MISMATC
HED_VLAN_(CONFIGUR
EDINOT_CONFIGURED)

ELMI VLAN
not-Configured/Config
ured Syslog

%ETHER_LMI-6-MISMATCHED_VLA
N_CONFIGURED: VLAN 1300
configured but not in VLAN mapping for
UNI GigabitEthernet0/0 Interface

ELMI Vlan configured
syslog

ETHER_LMI-6-MISMATC
HED_VLAN_(CONFIGUR
EDINOT_CONFIGURED)

ELMI VLAN
not-Configured/Config
ured Syslog

%ETHER_LMI-6-MISMATCHED_VLA
N_NOT_CONFIGURED: VLAN 100 not
Configured but in VLAN mapping for UNI
FastEthernet1/0/23

ELMI Vlan not
configured syslog

PM-4-ERR_(DISABLEIREC [ELMI VLAN %PM-4-ERR_DISABLE_VP: elmi evc ELMI Vlan disabled
OVER)_VP enabled/disabled down error detected on Gi0/14, vlan 666. |syslog

Syslog Putting in err-disable state
PM-4-ERR_(DISABLEIREC [ELMI VLAN %PM-4-ERR_RECOVER_VP: Attempting |[ELMI Vlan enabled
OVER)_VP enabled/disabled to recover from elmi evc down err-disable |syslog

Syslog state on Gi0/14, vlan 666
ETHERNET_OAM-6-RFI-D |RFI Dying Gasp %ETHERNET_OAM-6-RFI: The clienton |[EOAM RFI dying gasp

yinggasp

Failure Events

interface Et0/0 has received a remote
failure indication from its remote
peer(failure reason = remote client down
action = none)

syslog - admin
shutdown on peer

ETHERNET_OAM-6-RFI-D
yinggasp

RFI Dying Gasp
Failure Events

%ETHERNET_OAM-6-RFI: The client on
interface Gil/1/1 has received a remote
failure indication from its remote
peer(failure reason = remote client
administratively turned off action = none)

EOAM RFI dying gasp
syslog - no ethernet
oam
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Cisco 10S Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

ETHERNET_OAM-6-RFI-D
yinggasp

RFI Dying Gasp
Failure Events

%ETHERNET_OAM-6-RFI: The client on
interface Gil/1/1 has received a remote
failure indication from its remote
peer(failure reason = remote client
reloaded action = error-disable)

EOAM RFI dying gasp
syslog - admin reload
on peer

ETHERNET_OAM-6-RFI-D
yinggasp

RFI Dying Gasp
Failure Events

%ETHERNET_OAM-6-RFI: The client on
interface Gil/1/1 has received a remote
failure indication from its remote
peer(failure reason = dying gasp)

EOAM RFI dying gasp
syslog - no org specific
TLV

ETHERNET_OAM-6-RFI_
CLEAR-Dyinggasp

RFI Dying Gasp clear
Event

%ETHERNET_OAM-6-RFI_CLEAR: The
client on interface Et0/0 has received a
clear of remote failure indication from its
remote peer(failure reason = dying gasp
action = none)

Eoam RFI dying gasp
clear syslog

ETHERNET_OAM-6-RFI-li
nkfault

RFI link fault event

%ETHERNET_OAM-6-RFI: The client on
interface Et0/0 has received a remote
failure indication from its remote
peer(failure reason = link fault action =
none)

EOAM RFI link fault
syslog

ETHERNET_OAM-6-RFI_
CLEAR-linkfault

link fault clear event

%ETHERNET_OAM-6-RFI_CLEAR: The
client on interface Et0/0 has received a
clear of remote failure indication from its
remote peer(failure reason = link fault
action = none)

EOAM RFI link fault
clear syslog

PM-4-ERR_(DISABLEIREC
OVER)

PM Error
disable/recover syslog

%PM-4-ERR_DISABLE:
oam-remote-failure error detected on
Gi0/1, putting Gi0/1 in err-disable state

PM Error disable
syslog

PM-4-ERR_(DISABLEIREC
OVER)

PM Error
disable/recover syslog

%PM-4-ERR_RECOVER: Attempting to
recover from link-flap err-disable state on
Fa0/28

PM Error recover
syslog

PM-SP-4-ERR_(DISABLEI
RECOVER)

PM SP Error
disable/recover syslog

%PM-SP-4-ERR_DISABLE:
oam-remote-failure-dying-gasp error
detected on Gil/13, putting Gil/13 in
err-disable state

PM SP Error disable
syslog

ETHERNET_OAM-6-LOOP |Link loopback OAM %ETHERNET_OAM-6-LOOPBACK: Eoam entered master

BACK Event Interface Fal/3 has entered the master loopback mode syslog
loopback mode

ETHERNET_OAM-6-LOOP |Link loopback OAM %ETHERNET_OAM-6-LOOPBACK: Eoam exited master

BACK Event Interface Gil/l has exited the master loopback mode syslog
loopback mode.

ETHERNET_OAM-6-LOOP |Link loopback OAM %ETHERNET_OAM-6-LOOPBACK: Eoam entered slave

BACK Event Interface Gil/1/1 has entered the slave loopback mode syslog

loopback mode.
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Cisco 10S Syslogs

Table 43-2 Cisco 10S Syslogs (continued)

Syslog Name Description Raw Format Short Description
ETHERNET_OAM-6-LOOP |Link loopback OAM | %ETHERNET_OAM-6-LOOPBACK: Eoam exited slave
BACK Event Interface Gil/1/1 has exited the slave loopback mode syslog

loopback mode.

TRANSCEIVER-DFC-6-IN
SERTED

Transceiver inserted
syslog

%TRANSCEIVER-DFC3-6-INSERTED:

transceiver module inserted in
GigabitEthernet3/18

Transceiver inserted
syslog

TRANSCEIVER-DFC-6-RE
MOVED

Transceiver removed
syslog

% TRANSCEIVER-DFC3-6-REMOVED:

Transceiver module removed from
GigabitEthernet3/1

Transceiver removed
syslog

OIR-SP-6-INSCARD

handle card remove
syslog

%O0IR-SP-6-INSCARD: Card removed
from slot 3, interfaces up

card in syslog

OIR-SP-6-REMCARD

handle card remove
syslog

%OIR-SP-6-REMCARD: Card removed
from slot 3, interfaces disabled

card out syslog
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Table 43-3 lists the Cisco IOX Syslogs supported in Cisco ANA.
Table 43-3 Cisco IOX Syslogs
Syslog Name Description Raw Format Short Description
LINK-3-UPDOWN The interface hardware has gone either |%LINK-3-UPDOWN: |Link down syslog
down or up. Interface ATM2/0,
changed state to down
LINK-3-UPDOWN The interface hardware has gone either |%LINK-3-UPDOWN: |Link up syslog
down or up. Interface ATM2/0,
changed state to up
LINK-5-CHANGED The interface has changed state. %LINK-5-CHANGE |Link down syslog
D: Interface
Ethernet5/1, changed
state to
administratively up
LINK-5-CHANGED The interface has changed state. %LINK-5-CHANGE |Link up syslog
D: Interface
Ethernet5/1, changed
state to
administratively down
LINEPROTO-5-UPDOWN The data link level line protocol %LINEPROTO-5-UP |Line down syslog
changed state. DOWN: Line protocol
on Interface
GigabitEthernet1/0/1,
changed state to up
LINEPROTO-5-UPDOWN The data link level line protocol %LINEPROTO-5-UP |Line up syslog
changed state. DOWN: Line protocol
on Interface
GigabitEthernet1/0/1,
changed state to up
OSPF-5-ADJCHG An OSPF neighbor has changed state. |%OSPF-5-ADJCHG: |OSPF neighbor down

The message describes the change and
the reason for it. This message appears
only if the log-adjacency-changes
command is configured for the OSPF
process.

Process 1, Nbr
192.168.100.100 on
POS1/0 from FULL to
DOWN, Neighbor
Down: Interface down
or detached

syslog

OSPF-5-ADJCHG

An OSPF neighbor has changed state.
The message describes the change and
the reason for it. This message appears
only if the log-adjacency-changes
command is configured for the OSPF
process.

%OSPF-5-ADJCHG:
Process 1, Nbr
192.168.100.100 on
POS1/0 from FULL to
DOWN, Neighbor
Down: Interface down
or detached

OSPF neighbor up syslog
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Table 43-3

Cisco 10X Syslogs (continued)

Cisco 10X Syslogs

Syslog Name

Description

Raw Format

Short Description

ENVMON-ADDITIVE-POW
ER-OVERBUDGET

The power calculated in use by the
chassis exceeds that available by the
powershelf.

This condition could result in an outage
of the chassis if action is not
immediately taken

PLATFORM-ENVM
ON-2-POWERSUPPL
Y_CURRENT : 1
current has reached
high level at 1 A

envmon powersupply
syslog

ENVMON-ENV-CONDITIO
N

One or more environmental conditions
exist on the specified slot. If left
untended, they could result in loss of
service or even hardware damage

PLATFORM-ENVM
ON-2-ENV_CONDIT
ION : An
environmental
condition exists on
slot 1

envmon condition syslog

ENVMON-ENV-CONDITIO

One or more environmental conditions

PLATFORM-ENVM

envmon condition clear

N exist on the specified slot. If left ON-2-ENV_CONDIT |syslog
untended, they could result in loss of ION_CLEAR : The
service or even hardware damage environmental
condition on slot 1 has
cleared
ENVMON-FAN The fan array specified has reached a |PLATFORM-ENVM |envmon fan syslog
warning or critical level and is ON-2-FAN : The fan
approaching or approached a condition |array 1 has reached
that is outside the acceptable range high level.
ENVMON-FAN The fan array specified has reached a |PLATFORM-ENVM |envmon fan clear syslog

warning or critical level and is
approaching or approached a condition
that is outside the acceptable range

ON-2-FAN_CLEAR :
The fan array 1 has
reached high level.

ENVMON-LOW-FAN-SPEE
D-WARNING

Indicates that the fan is spinning very
slow

PLATFORM-ENVM
ON-5-LOW_FAN_SP
EED_WARNING : 1
is spinning slow -
speed is dRPM
(register value = 0x x)

envmon fan syslog

ENVMON-OVERTEMP

The temperature sensor specified has
reached a warning or critical level and
is approaching or approached a
condition that is outside the acceptable
range

PLATFORM-ENVM
ON-2-OVERTEMP: 1
temperature has
reached high level

envmon tempretaure
syslog

ENVMON-OVERTEMP

The temperature sensor specified has
reached a warning or critical level and
is approaching or approached a
condition that is outside the acceptable
range

PLATFORM-ENVM
ON-2-OVERTEMP_C
LEAR : I temperature
has returned to a
normal level

envmon tempretaure clear
syslog

ENVMON-PEM-REMOVE

The power entry module specified was
detected as removed

PLATFORM-ENVM
ON-5-PEM_REMOV
E : 2 removed from
slot 2

card out syslog
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Table 43-3

Cisco 10X Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

ENVMON-PEM-REMOVE

The power entry module specified was
detected as removed

PLATFORM-ENVM
ON-5-PEM_INSERT:
2 inserted into slot 2

card in syslog

ENVMON-POWERSUPPLY-
CURRENT

handle envmon powersupply current
syslog

PLATFORM-ENVM
ON-2-POWERSUPPL
Y_CURRENT : 1
current has reached
high level at 1 A

envmon powersupply
syslog

ENVMON-POWERSUPPLY-
CURRENT

The current supply specified has
reached a critical level and is now out of
specification

PLATFORM-ENVM
ON-2-POWERSUPPL
Y_CURRENT_CLEA
R : 1 current has
returned to a normal
level at d

envmon powersupply clear
syslog

ENVMON-POWERSUPPLY-
NONOP

The power supply specified has become
non operational

PLATFORM-ENVM
ON-2-POWERSUPPL
Y_NONOP :
Powersupplyl is
Non-Operational

envmon powersupply
syslog

ENVMON-POWERSUPPLY-
NONOP

The power supply specified has become
non operational

PLATFORM-ENVM
ON-2-POWERSUPPL
Y_NONOP_CLEAR:
Powersupply1 has
become operational

envmon powersupply clear
syslog

ENVMON-POWERSUPPLY-
VOLTAGE

The voltage supply specified has
reached a critical level and is now out of
specification

PLATFORM-ENVM
ON-2-POWERSUPPL
Y_VOLTAGE :
Powersupplyl voltage
has reached high level
at 11 v

envmon powersupply
syslog

ENVMON-POWERSUPPLY-
VOLTAGE

The voltage supply specified has
reached a critical level and is now out of
specification

PLATFORM-ENVM
ON-2-POWERSUPPL
Y_VOLTAGE_CLEA
R : Powersupplyl
voltage has returned to
anormal level atd V

envmon powersupply clear
syslog

ENVMON-TEMP

The temperature sensor specified has
reached a warning or critical level and
is approaching or approached a
condition that is outside the acceptable
range

PLATFORM-ENVM
ON-2-OVERTEMP: 1
temperature has
reached high level

envmon tempretaure
syslog

ENVMON-TEMP

The temperature sensor specified has
reached a warning or critical level and
is approaching or approached a
condition that is outside the acceptable
range

PLATFORM-ENVM
ON-2-OVERTEMP_C
LEAR : I temperature
has returned to a
normal level

envmon tempretaure clear
syslog
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Cisco 10X Syslogs (continued)

Cisco 10X Syslogs H

Syslog Name

Description

Raw Format

Short Description

ENVMON-VOLTAGE

The voltage supply specified has
reached a critical level and is now out of
specification

PLATFORM-ENVM
ON-2-POWERSUPPL
Y_VOLTAGE :
Powersupply1 voltage
has reached high level
at 11V

envmon powersupply
syslog

ENVMON-VOLTAGE

The voltage supply specified has
reached a critical level and is now out of
specification

PLATFORM-ENVM
ON-2-POWERSUPPL
Y_VOLTAGE_CLEA
R : Powersupplyl
voltage has returned to
anormal level atd V

envmon powersupply clear
syslog

FIA-FIAHW-LOS

This error indicates a problem (Loss of
Sync) in the interface between the card
reporting error and the switch fabric
card in the indicated slot. This error is
traffic affecting. Error recovery is
triggered by this error

ENVMON-3-FIAHW
_LOS : Persistent LOS
on serial link (from
slot 2)

fabric hardware syslog

FIA-FIAHW-LOS

This error indicates a problem (Loss of
Sync) in the interface between the card
reporting error and the switch fabric
card in the indicated slot. This error is
traffic affecting. Error recovery is
triggered by this error

ENVMON-3-FIAHW
_LOS_CLEAR LOS :
cleared on serial link
(from slot 2)

fabric hardware clear
syslog

FLASH-CARD-REMOVAL

handle flash card insertion or removal
syslog

libpcmcia_ide-1-CAR
D_UNAVAILABLE :
flash1: Can not access
flash device

flash card removed syslog

FLASH-CARD-REMOVAL

handle flash card insertion or removal
syslog

libpcmcia_ide-1-CAR
D_SWAPPED :
flash1: The flash card
has been swapped
(OIR)

flash card inserted syslog

LIBPARSER-ERR-MEMAL
LOC

handle memory allocation in syslog

MGBL-LIBPARSER-
3-ERR_MEM_ALLO
C : s: memory
allocation routine
failed.

Memory allocation is not
available

NODE-RELOAD

handle node reload syslog by sysldr

PLATFORM-SHELF
MGR-3-SHUTDOWN
_RESET : Node
0/SM2/* is reset due
to admin shut shut
request

Module reset syslog
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Table 43-3 Cisco 10X Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

NODE-STATE-CHANGE

Indicates a change in the card oper
status

PLATFORM-INVMG
R-6-NODE_STATE_
CHANGE : Node:
0/RPO/*, state:
BRINGDOWN

Card oper status changed

NODE-STATE-CHANGE

Indicates a change in the card oper
status

PLATFORM-INVMG
R-6-NODE_STATE_
CHANGE : Node:
0/0/CPUO, state: IOS
XR RUN

Card oper status changed

OIROUT handle module out syslog %PLATFORM-INV-6 |card out syslog
-OIROUT : OIR: Node
0/0/CPUO removed

OIROUT handle module out syslog 9%PLATFORM-INV-6 |card in syslog

-OIRIN : OIR: Node
0/0/CPUO inserted

OIROUT-on-CPUO

handle module out syslog

%PLATFORM-INV-6
-OIROUT : OIR: Node
0/0/CPUO removed

card out syslog

OIROUT-on-CPUO

handle module out syslog

%PLATFORM-INV-6
-OIRIN : OIR: Node
0/0/CPUQ inserted

card in syslog

PIM-5-NBRCHG

handle pim neighbor syslog

PIM-5-NBRCHG:
neighbor 172.72.73.1
DOWN on
MgmtEthO/RSPO/CPU
0/1

pim neighbor loss syslog

PIM-5-NBRCHG

handle pim neighbor syslog

PIM-5-NBRCHG:
neighbor 192.168.2.1
UP on
MgmtEthO/RSPO/CPU
0/1

pim neighbor up syslog

PIM-5-UPDOWN

handle pim interface syslog

ROUTING-IPV4_PI
M-5-INTCHG : PIM
interface
GigabitEthernet0/3/0/
0 DOWN

pim interface down syslog

PIM-5-UPDOWN

handle pim interface syslog

ROUTING-IPV4_PI
M-5-INTCHG : PIM
interface
GigabitEthernet0/3/0/
0 up

pim interface up syslog
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Cisco 10X Syslogs (continued)

Cisco 10X Syslogs

Syslog Name

Description

Raw Format

Short Description

PIM-INVALID-JOIN

handle pim invlid join in syslog

ROUTING-IPV4_PI
M-5-INVALID_JP :
PIM invalid
POS0/2/0/0 J/P
message from
POSO0/2/0/0 with RP
address 1.1.1.1

pim invalid join syslog

POWERDOWN-RESET

Indicates that the node will be reset
because the user has administratively
‘power disable’ or ‘no power disable’
the node

PLATFORM-SHELF
MGR-3-POWERDO
WN_RESET : Node
0/0/CPUO is powered
off due to admin
power off request

Card oper status changed

POWERDOWN-RESET

Indicates that the node will be reset
because the user has administratively
‘power disable’ or ‘no power disable’
the node

PLATFORM-SHELF
MGR-3-POWERDO
WN_RESET : Node
0/0/CPUO is powered
on due to admin power
on request

Card oper status changed

SONET-LOCAL-4-ALARM

The specified SONET Alarm has been
declared or released

SONET_LOCAL-4-A
LARM : Interface
SONET/2/0/0:
changed SLOS

Line down syslog

SONET-LOCAL-4-ALARM

The specified SONET Alarm has been
declared or released

SONET_LOCAL-4-A
LARM : Interface
SONET/2/0/0:
changed SLOS cleared

Line up syslog

SPA-OIROUT

handle invmgr node state change syslog

<SourcelD>LC/0/0/C
PUO</SourcelD>
L2-SPA-5-OIR_REM
OVED : SPA removed
from bay 0

card out syslog

SPA-OIROUT

handle invmgr node state change syslog

<SourcelD>LC/0/0/C
PUO</SourcelD>
L2-SPA-5-OIR_INSE
RTED : SPA
discovered in bay 0

card in syslog

ROUTING-LDP-5-NBR_CH

A LDP neighbor has changed state

ROUTING-LDP-5-N

LDP neighbor down

ANGE (up/down). If neighbor has went down, |BR_CHANGE : syslog
then a reason for session going down is |Neighbor 7.7.7.7:0,
also displayed. This message appears |DOWN
only if the log neighbor command is
configured for the LDP process.
Cisco Active Network Abstraction 3.7.1 Reference Guide
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Table 43-3

Cisco 10X Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

ROUTING-LDP-5-NBR_CH
ANGE

A LDP neighbor has changed state
(up/down). If neighbor has went down,
then a reason for session going down is
also displayed. This message appears
only if the log neighbor command is
configured for the LDP process.

gRP/0/RPO/CPUO:Sep
25 14:22:35.329 :
mpls_ldp[274]:
ROUTING-LDP-5-N
BR_CHANGE :
Neighbor 7.7.7.7:0,
UP

LDP neighbor up syslog

BGP-5-ADJCHANGE

The adjacent BGP neighbor was lost

BGP-5-ADJCHANGE
: neighbor
172.23.95.15 Down -
BGP Notification
received:
configuration change

BGP neighbor down
syslog

BGP-5-ADJICHANGE

The adjacent BGP neighbor was lost

BGP-5-ADJCHANGE
: neighbor
172.23.95.15 Up -
BGP Notification
received:
configuration change

BGP neighbor up syslog

SECURITY-4-AUTHEN_FAI
LED

The user login authentication failed

SECURITY-login-4-A
UTHEN_FAILED. :
Failed authentication
attempt by user
'user_A' from
'161.44.192.231'

Login authentication
failed syslog

MGBL-INVENTORY-6-POR
TS

Sent by the XR device after a card-in
event has occured and the If and Entity
tables are in sync. Once Cisco ANA
receives the syslog, it will expedite the
physical command instead of the
card-in syslogs doing the expedite, so
that the polling is done only after the
tables are synchronized.

9%MGBL-INVENTOR
Y-6-PORTS : ifTable
INSYNC for
card:0/PL7/*
entPhysicallndex:239

If-Table in sync syslog

L2-BFD-6-SESSION_STATE
_DOWN

The bfd session is down

%1.2-BFD-6-SESSIO
N_STATE_DOWN :
BFD session to
neighbor 23.1.1.1 on
interface
GigabitEthernet0/2/0/
0 has gone down.
Reason: Echo function
failed

bfd session down syslog
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Cisco 10X Syslogs (continued)
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Syslog Name

Description

Raw Format

Short Description

L2-BFD-6-SESSION_REMO
VED

The bfd session has been removed

%L2-BFD-6-SESSIO
N_REMOVED : BFD
session to neighbor
23.1.1.1 on interface
GigabitEthernet0/2/0/
0 has gone down.

Reason: Echo function
failed

bfd session removed
syslog

L2-BFD-6-SESSION_STATE
_UP

The bfd session is up

%1.2-BFD-6-SESSIO
N_STATE_UP : BFD
session to neighbor
23.1.1.1 on interface
GigabitEthernet0/2/0/
0 has gone down.
Reason: Echo function
failed

bfd session up syslog

L2-G709-4-ALARM

The specified G709 Alarm has been
declared or released

LC/0/0/CPUO:Feb 16
05:36:25.553 :
plim_4p_10ge_dwdm
[204]:
%1.2-G709-4-ALAR
M : DWDMO0/0/0/0:
LOS

Layer2 G709 alarm syslog

L2-G709-4-ALARM-CLEAR
ED

The specified G709 Alarm has been
declared or released

LC/0/0/CPUO:Feb 16
05:36:25.553 :
plim_4p_10ge_dwdm
[204]:
%1.2-G709-4-ALAR
M : DWDMO0/0/0/0:
LOS cleared

Layer2 G709 clear syslog

L2-DWDM-3-INFO

The DWDM encountered an error that
would lead to degraded service

LC/0/0/CPUO:Feb 16
05:36:25.553 :
plim_4p_10ge_dwdm
[204]:
%L2-DWDM-3-INFO
dwdm: service
degrading error,
reason equals ERROR

Layer2 dwdm info syslog

L1-PMENGINE-4-TCA

The specified PM TCA has been
declared

%1L1-PMENGINE-4-
TCA Port [chars]
reports [chars]
[chars]([chars]) PM
TCA with current
value [unsigned long
long int], threshold
[unsigned long long
int] in current [chars]
interval window

Layerl PM TCA syslog
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Table 43-3

Cisco 10X Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

L2-SPA-3-POWER_FAILUR
E

SPA_OK and PWR_OK signals are
asserted after the SPA is powered on by
LC. These signals are deasserted when
there is a power failure on the SPA and
this failure indicates that it is an SPA
hardware issue. The SPA is put into
FAILED state.

%1.2-SPA-3-POWER
_FAILURE SPA_OK
and PWR_OK signal
is deasserted on

subslot [unsigned int]

Layer2 SPA failure syslog

ROUTING-OSPF-5-ADJCH
G

An OSPF routing neighbor has changed
state. The message describes the change
and the reason for it.

%ROUTING-OSPF-5
-ADJCHG : Process 1,
Nbr 2.2.2.2 on
MgmtEth0/7/CPU0/2
in area O from FULL
to DOWN, Loading
Done,vrf default vrfid
0x60000000

OSPF routing neighbor
down syslog

ROUTING-OSPF-5-ADJCH
G

An OSPF routing neighbor has changed
state. The message describes the change
and the reason for it.

%ROUTING-OSPF-5
-ADJCHG : Process 1,
Nbr 2.2.2.2 on
MgmtEth0/7/CPU0/2
in area O from
LOADING to FULL,
Loading Done,vrf
default vrfid
0x60000000

OSPF routing neighbor up
syslog

OSPFv3-5-ADJCHG-IPv6

An IPv6 OSPFv3 neighbor has changed
state. The message describes the change
and the reason for it. This message
appears only if the
log-adjacency-changes command is
configured for the OSPF process.

%OSPFv3-5-ADJCH
G : Process 1, Nbr
192.168.1.1 on
Mg0/5/CPUO/1 from
FULL to DOWN,
Neighbor Down:
Interface down or
detached

OSPFv3 neighbor down
syslog

OSPFv3-5-ADJCHG-IPv6

An IPv6 OSPFv3 neighbor has changed
state. The message describes the change
and the reason for it. This message
appears only if the
log-adjacency-changes command is
configured for the OSPF process.

%OSPFv3-5-ADJCH
G : Process 1, Nbr
192.168.1.1 on
Mg0/5/CPUO/1 from
LOADING to FULL,
Neighbor Down:
Interface down or
detached

OSPFv3 neighbor up
syslog

ROUTING-OSPFv3-5-ADJC
HG

An IPv6 OSPFv3 neighbor has changed
state. The message describes the change
and the reason for it. This message
appears only if the
log-adjacency-changes command is
configured for the OSPF process.

%ROUTING-OSPFv3
-5-ADJCHG : Process
1, Nbr 192.168.1.1 on
Mg0/5/CPUO/1 from
FULL to DOWN,
Neighbor Down:
Interface down or
detached

OSPFv3 routing neighbor
down syslog
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Syslog Name

Description

Raw Format

Short Description

ROUTING-OSPFv3-5-ADJC
HG

An IPv6 OSPFv3 neighbor has changed
state. The message describes the change
and the reason for it. This message
appears only if the
log-adjacency-changes command is
configured for the OSPF process.

%ROUTING-OSPFv3
-5-ADJCHG : Process
1, Nbr 192.168.1.1 on
Mg0/5/CPUO/1 from
LOADING to FULL,
Neighbor Down:
Interface down or
detached

OSPFv3 routing neighbor
up syslog

BGP-5-ADJCHANGE-IPv6

The IPv6 adjacent BGP neighbor was
lost

%ROUTING-BGP-5-
ADJCHANGE :
neighbor 3.3.3.3 down
(VRF: default)
%ROUTING-BGP-5-
ADJCHANGE :
neighbor
2001:210:10:1::1
Down - User clear

Routing BGP neighbor
down syslog

requested
BGP-5-ADJCHANGE-IPv6 |The IPv6 adjacent BGP neighbor was |%ROUTING-BGP-5- |Routing BGP neighbor up
lost ADJCHANGE : syslog

neighbor 3.3.3.3 Up
(VRF: default)
%ROUTING-BGP-5-
ADJCHANGE :
neighbor
2001:210:10:1::1 Up

ROUTING-BGP-5-ADJCHA
NGE

The IPv6 adjacent BGP neighbor was
lost

%ROUTING-BGP-5-
ADJCHANGE :
neighbor 3.3.3.3 down
(VREF: default)
%ROUTING-BGP-5-
ADJCHANGE :
neighbor
2001:210:10:1::1
Down - User clear

IPv6 Routing BGP
neighbor down syslog

requested
ROUTING-BGP-5-ADJCHA |The IPv6 adjacent BGP neighbor was | %ROUTING-BGP-5- |IPv6 Routing BGP
NGE lost ADJCHANGE : neighbor up syslog

neighbor 3.3.3.3 Up
(VREF: default)
%ROUTING-BGP-5-
ADJCHANGE :
neighbor
2001:210:10:1::1 Up
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Table 43-3 Cisco 10X Syslogs (continued)

Syslog Name Description Raw Format Short Description

L2-L2VPN_PW-3-UPDOWN |The L2VPN Pseudowire went down %L2-L2VPN_PW-3- |pseudo wire tunnel down
UPDOWN : syslog

Pseudowire with
address 2.2.2.2, id
140, state is Down

L2-L2VPN_PW-3-UPDOWN

The L2VPN Pseudowire went up

%L2-L2VPN_PW-3-
UPDOWN :
Pseudowire with
address 2.2.2.2, id
140, state is Up

pseudo wire tunnel up
syslog

ETHER_SERVICE-6-ERR _
DISABLED

Service instance shutdown due to
errdisable.

%ETHER_SERVICE-
6-ERR_DISABLED:
Mac security violation
- shutdown service
instance 900 on
interface
GigabitEthernet10/0/1
2

EFP service error disabled
syslog

L2-DWDM-3-NOT_YET_IM
PLEMENTED

handle
L2-DWDM-3-NOT_YET_IMPLEME
NTED syslog

%1.2-DWDM-3-NOT
_YET_IMPLEMENT
ED dwdm: this
function [chars] is not
yet implemented

DWDM feature not
implemented yet

L2-DWDM-3-FATAL_2

handle L2-DWDM-3-FATAL _2 syslog

%1.2-DWDM-3-FATA
L_2 dwdm: fatal error
encountered, reason
equals [chars], errno
equals 1

DWDM fatal error with
reason and error number

L2-DWDM-3-FATAL

handle L2-DWDM-3-FATAL syslog

%1.2-DWDM-3-FATA
L dwdm: fatal error
encountered, reason
equals 1

DWDM fatal error with
reason

L2-PLIM-2-EIO_TRAIN

handle L2-PLIM-2-EIO_TRAIN syslog

%1L.2-PLIM-2-EIO_T
RAIN PLA: [chars],
[chars]

PLIM EIO training errors
syslog

L2-PLIM-3-CHK_ERR

handle L2-PLIM-3-CHK_ERR syslog

%1.2-PLIM-3-CHK_E
RR PLA: [chars],
[chars]

PLIM Checkpoint
Initialization Failure
syslog

L2-PLIM-3-HW_ERR

handle L2-PLIM-3-HW_ERR syslog

%1.2-PLIM-3-HW_E
RR asic error: [chars]

PLIM ASIC error syslog

L2-PLIM-3-MEM_ERR

handle L2-PLIM-3-MEM_ERR syslog

%1.2-PLIM-3-MEM_
ERR [chars]

PLIM memory error
syslog

L2-PLIM-3-SQUID_ERR

handle L2-PLIM-3-SQUID_ERR
syslog

%1.2-PLIM-3-SQUID
_ERR [chars]

PLIM squid error syslog
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Table 43-3

Cisco 10X Syslogs (continued)

Cisco 10X Syslogs H

Syslog Name

Description

Raw Format

Short Description

L2-PLIM-7-ERR

handle L2-PLIM-7-ERR syslog

%1.2-PLIM-7-ERR
[chars]

PLIM 7 error syslog

L2-PLIM_OC768-3-CRITIC
AL_ERROR

handle
L2-PLIM_OC768-3-CRITICAL_ERR
OR syslog

%L2-PLIM_OC768-3
-CRITICAL_ERROR
[chars]: [chars]: [hex]

PLIM OC768 critical error
syslog

L2-PLIM_OC768-6-INFO

handle L2-PLIM_OC768-6-INFO
syslog

%1L.2-PLIM_OC768-6
-INFO [chars]: [chars]

PLIM OC768 INFO syslog

L2-PLIM_OC768-7-DEBUG
_MSG

handle
L2-PLIM_OC768-7-DEBUG_MSG
syslog

%1.2-PLIM_OC768-7
-DEBUG_MSG
Debug: [chars]:
[chars] errno 1

PLIM OC768 debug
syslog

BGP-3-NOTIFICATION

handle BGP 3 syslog

%BGP-3-NOTIFICAT
ION: sent to neighbor
10.10.10.254 4/0 (hold
time expired) O bytes

BGP notification syslog

BGP-3-NOTIFICATION

handle BGP 3 syslog

%BGP-3-NOTIFICAT
ION: sent to neighbor
10.10.10.254 4/0 (hold
time expired) O bytes

BGP notification syslog

ROUTING-ISIS-4-ADJCHA
NGE

handle
ROUTING-ISIS-4-ADJCHANGE
syslog

RP/0/RSP1/CPUO:Oct
19 19:48:32.212:
1sis[240]:
%ROUTING-ISIS-4-
ADJCHANGE :
Adjacency to AGS2a
(Bundle-Etherl) (L1)
Down, Interface state
down

routing ISIS neighbor
down syslog

ROUTING-ISIS-4-ADJCHA
NGE

handle
ROUTING-ISIS-4-ADJCHANGE
syslog

RP/0/RSP1/CPUOQ:Oct
19 19:48:32.212 :
1sis[240]:
%ROUTING-ISIS-4-
ADJCHANGE :
Adjacency to AGS2a
(Bundle-Ether1) (L1)
Up, Interface state up

routing ISIS neighbor up
syslog

IP-VRRP-6-INFO_STATEC
HANGE

handle VRRP state change syslog

%IP-VRRP-6-INFO _
STATECHANGE :
GigabitEthernet0_5_0
_1 vrid 10: state
Backup\t -> Master

Backup to Master change
syslog

IP-VRRP-6-INFO_STATEC
HANGE

handle VRRP state change syslog

%IP-VRRP-6-INFO_
STATECHANGE :
GigabitEthernet0_5_0
_ 1 vrid 10: state
Master\t -> Backup

Master to Backup change
syslog
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Table 43-3

Cisco 10X Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

IP-STANDBY-6-INFO_STAT

ECHANGE

IP STANDBY 6 INFO
STATECHANGE Syslog

%1P-STANDBY-6-IN
FO_STATECHANGE
: SBS81:

GigabitEthernet0/4/1/
3: state Active -> Init

IP standby state change
syslog

IP-STANDBY-6-INFO_STAT

ECHANGE

IP STANDBY 6 INFO
STATECHANGE Syslog

%IP-STANDBY-6-IN
FO_STATECHANGE
: SB81:
GigabitEthernet0/4/1/
3: state Standby ->
Active

IP standby state restored
syslog

L2-DWDM-5-SRLG_OVERF

LOW

positive integer

CTC has more than 100 values to
configure, it indicates this situation by
configuring the 101st value with a

%1.2-DWDM-5-SRL
G_OVERFLOW
DWDM: 15: 150,
Overflow of SRLGs:
105

DWDMS5 SRLG
OVERFLOW syslog

Cisco ACE Syslogs

Table 43-4

Cisco ACE Syslogs

Table 43-4 lists the Cisco ACE Syslogs supported in Cisco ANA.

Syslog Name

Description

Raw Format

Short Description

LINK-5-CHANGED

handle link down
syslog

%LINK-5-CHANGED: Interface Ethernet5/1,
changed state to administratively up

Link down syslog

LINK-5-CHANGED

handle link down
syslog

%LINK-5-CHANGED: Interface Ethernet5/1,
changed state to administratively down

Link up syslog

LINK-3-UPDOWN

handle link down
syslog

%LINK-3-UPDOWN: Interface ATM2/0,
changed state to down

Link down syslog

LINK-3-UPDOWN

handle link down
syslog

%LINK-3-UPDOWN: Interface ATM2/0,
changed state to up

Link up syslog

ACE-1-106021

Deny protocol reverse
path check.

%ACE-1-106021: Deny protocol O reverse path
check from 11.1.13.110to 11.1.11.110 on
interface vlan12

Deny protocol reverse
path check

ACE-1-106028

Access rule memory
exhausted.

%ACE-1-106028: WARNING: Unknown error
while processing merged list. Incomplete rule is
currently applied on interface vlan31. Manual
roll back to a previous access rule configuration
on this interface is needed

Access rule memory
exhausted

ACE-1-444006

License manager
exiting.

%ACE-1-444006: License manager exiting:
reason

License manager
exiting
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Table 43-4

Cisco ACE Syslogs (continued)

Cisco ACE Syslogs W

Syslog Name

Description

Raw Format

Short Description

ACE-1-456029

The ACE attempted to
start or set up the
application
acceleration core
daemon process.

%ACE-1-456029: Error creating ACC core
process. [reason]

The ACE attempted to
start or set up the
application
acceleration core
daemon process

ACE-1-456078

Critical shared
memory setup failure.

% ACE-1-456078: Critical shared memory setup
failure. [reason]

Critical shared
memory setup failure

ACE-1-456080

Critical Semaphore
related errors.

% ACE-1-456080: Critical Semaphore related
errors. [reason]

Critical Semaphore
related errors

ACE-1-456085

A generic alert-level
message.

%ACE-1-456085: Message.

A generic alert-level
message

ACE-1-456086

The ACE initialization
has failed.

%ACE-1-456086: Error initializing the ACE.
[reason]

The ACE initialization
has failed

ACE-1-727001

Peer IP address is not
reachable.

Ibm050b/Admin# Jul 31 2009 09:07:09 Admin:
%ACE-1-727001: HA: Peer 172.21.5.65 is not
reachable. Error: Heartbeat stopped. No
alternate interface configured

Peer IP address is not
reachable

ACE-1-727002

Peer device is not
reachable on an FT
Interface.

%ACE-1-727002: HA: FT interface 0 to reach
peer 172.28.0.221 is down. Error: Heartbeat
stopped. Peer is reachable via alternate interface

Peer device is not
reachable on an FT
Interface

ACE-1-727003

Mismatch in context
names detected for FT

group.

% ACE-1-727003: hostname: HA: Mismatch in
context names detected for FT

Mismatch incontext
names detected for
FTgroup

ACE-1-727004

Both devices were
detected to be Active

for the same FT group.

%ACE-1-727004: HA: Two actives have been
detected for FT group 5.

Both devices were
detected to be Active
for the same FT group

ACE-1-727005

Configuration could
not be synced to the
peer device.

Dec 13 2006 12:56:16 6K-1_ACE]1:
%ACE-1-727005: HA: Configuration
Replication failed for context SH-Gold. Error :
Running configuration sync has completed to
peer

Jun 19 2007 20:59:09 slot4: %ACE-1-727005:
HA: Configuration Replication failed for
context user-1. Error : script file not configured

Configuration could
not be synced to the
peer device

ACE-1-727006

Peer is incompatible.

%ACE-1-727006: HA: Peer 1 is incompatible
due to SRG Compatibility Mismatch. Cannot be
Redundant.

Peer is incompatible

ACE-1-727007

Module Initialization
failure.

% ACE-1-727007: hostname: HA: Module
Initialization failure - Error

Error str.

Module Initialization
failure

ACE-1-727008

Failed to send
heartbeats to peer.

34(Nov9 2008 04:46:36): from "KERN"
ACE-1-727008:HA: Failed to send heartbeats to
peer. Internal error: Failed to communicate to
IXP

Failed to send
heartbeats to peer

| oL-21808-01
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Table 43-4 Cisco ACE Syslogs (continued)

Syslog Name

Description

Raw Format

Short Description

ACE-1-728001

Initialization failure -
general.

ACE-1-728001: Initialization failure (general)
type variablel.

Initialization failure -
general

ACE-1-728002

Initialization failure -
sticky.

ACE-1-728002: Initialization failure (sticky)
type variablel.

Initialization failure -
sticky

ACE-1-728003

Initialization failure -
sticky hash.

ACE-1-728003: Initialization failure (sticky
hash) variablel entries,

variable2 min, variable3 max type variable4.

Initialization failure -
sticky hash

ACE-2-100001

The CLI end of line
(EOL) function.

%ACE-2-100001: EOL function chars from
library chars exited due to Signal dec

The CLI end of line
(EOL) function

ACE-2-199006

Reload started .

6K-1_ACE2-1 login: admApr 4 2008 08:28:56
Admin: %ACE-2-199006: Orderly reload
started at Fri Apr 4 08:28:55 2008 by System.
Reload reason: Service "cfgmgr"

Reload started

ACE-2-212007

SNMPD initialization
failed.

%ACE-2-212007: SNMPD initialization failed
while Variablel

SNMPD initialization
failed

ACE-2-313006

ICMP Manager
Initialization Failed.

% ACE-2-313006: ICMP Manager Initialization
Failed. Reason : Variablel

ICMP Manager
Initialization Failed

ACE-2-443001

System experienced
fatal failure.

Nov 21 18:14:31 172.27.15.69 Nov 21 2007
18:14:30 : %ACE-2-443001: System
experienced fatal failure.Service
name:ifmgr(910) has terminated on receiving
signal 10,reloading system

System experienced
fatal failure

ACE-2-444001

License checkout
failure.

%ACE-2-444001: License checkout failure for
feature ACE-AP-C-UP1: Cannot read data from
license server system.

License checkout
failure

ACE-2-444004

Evaluation license
expired.

% ACE-2-444004: Evaluation license expired
for feature ACE-VIRT-050

Evaluation license
expired

ACE-2-456014

Invalid stream.

%ACE-2-456014: Invalid stream. [reason]

Invalid stream

ACE-2-456090

Critical error parsing

% ACE-2-456090: Critical error parsing ACC

Critical error parsing

ACC module module configuration ACC module
configuration. config_directive reason. configuration

ACE-2-727009 Communication %ACE-2-727009: hostname: HA: Communication
failure. Communication failure for Peer Peer id failure

Event: error str.

ACE-2-727010

Data replication failed
and not synced to the
peer device.

%ACE-2-727010: hostname: HA: Data
replication failed for context ctx name. Error
code error str.

Data replication failed
and not synced to the
peer device

ACE-2-727011

Configuration
synchronization does
not occur.

%ACE-2-727011: HA: FT Group 2 changed
state to FSM_FT_STATE_ELECT. Event:
FSM_FT_EV_PEER_COMP

Configuration
synchronization does
not occurred
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Table 43-4

Cisco ACE Syslogs (continued)

Cisco ACE Syslogs W

Syslog Name

Description

Raw Format

Short Description

ACE-2-727012

The state transitions
made by an HA state
device for a context.

Dec 21 2006 06:04:16 6kbACE:
%ACE-2-727012: HA: FT Group 2 changed
state to FSM_FT_STATE_STANDBY_BULK.
Event: FSM_FT_EV_CFG_SYNC_STATUS

Dec 21 2006 06:04:36 6kbACE:
%ACE-2-727012: HA: FT Group 1 changed
state to FSM_FT_STATE_STANDBY_HOT.
Event: FSM_FT_EV_BULK_SYNC_STATUS

Dec 21 2006 06:05:19 6kbACE:
%ACE-2-727012: HA: FT Group 101 changed
state to FSM_FT_STATE_STANDBY_COLD.
Event: FSM_FT_EV_CFG_SYNC_STATUS

Dec 21 2006 06:05:24 6kbACE:
%ACE-2-727012: HA: FT Group 1 changed
state to FSM_FT_STATE_STANDBY_COLD.
Event:
FSM_FT_EV_MAINT_MODE_SBY_COLD

The state transitions
made by an HA state
device for a context.

ACE-2-727013

The peer is now
reachable.

%ACE-2-727013: hostname: HA: Peer Peer # is
UP and reachable.

The peer is now
reachable

ACE-2-727014

The redundancy
heartbeats from a peer
have become
unidirectional.

% ACE-2-727014: hostname: HA: Heartbeats
from Peer Peer id have become unidirectional.

The redundancy
heartbeats from a peer
have become
unidirectional

ACE-2-727015

Detected mismatch in
heartbeat interval
from the peer.

%ACE-2-727015: hostname: HA: Detected
mismatch in heartbeat interval from Peer peer
id. Modified interval to interval.

Detected mismatch in
heartbeat interval from
the peer

ACE-2-727016

The replication is
being carried out to a
peer.

%ACE-2-727016: hostname: HA: Replication
for context ctx name has started. Status - status.

The replication is
being carried out to a
peer

ACE-2-727017 ACE FT Track UP %ACE-2-727017: hostname: HA: FT Track ACE FT Track UP
syslog track type track name is UP. syslog
ACE-2-727018 ACE FT Track DOWN |%ACE-2-727018: hostname: HA: FT Track ACE FT Track DOWN
syslog track type track name is DOWN. syslog
ACE-LB_General-2-728 |Drop connection as %ACE-LB_General-2-728033: Drop Drop connection as
033 Application connection as Application Acceleration Application
Acceleration Maxi L Acceleration
. aximum concurrent connection is x .
Maximum. Maximum

(maximum was X connections)
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Table 43-4 Cisco ACE Syslogs (continued)
Syslog Name Description Raw Format Short Description
ACE-LB_General-2-728 |Disabled Web % ACE-LB_General-2-728035: Disabled Web Disabled Web
035 Application Application Acceleration: Application
Acceleration . . . Acceleration
Maximum configured concurrent connections
limit (<count>) reached, sending connections to
real servers
ACE-LB_General-2-728 |Enabled Web % ACE-LB_General-2-728036: Enabled Web Enabled Web
036 Application Application Acceleration: New connections will |Application
Acceleration. be sent for Optimization.(concurrent Acceleration
connections count <count>)

Cisco Nexus Syslogs

Table 43-5 lists the Cisco Nexus Syslogs supported in Cisco ANA.

Table 43-5 Cisco Nexus Syslogs
Syslog Name Description Raw Format Short Description
HSRP_ENGINE-6-STATECHANGE |handle 2009 Dec 15 07:32:14 HSRP group

HSRP_ENGINE-6-ST
ATECHANGE syslog

MCS2-COREDP-NX-MCS2-DP-NX

%HSRP_ENGINE-6-STATECHANGE:

V1an279 Grp 279 state move to Init

change syslog

HSRP_ENGINE-6-STATECHANGE

handle
HSRP_ENGINE-6-ST
ATECHANGE syslog

2009 Dec 15 07:32:13
MCS2-COREDP-NX-MCS2-DP-NX

9%HSRP_ENGINE-6-STATECHANGE:

Vl1an279 Grp 279 state move to Active

HSRP group
restored syslog

BGP-5-ADJCHANGE

handle BGP 5 syslog

2009 Sep 23 13:54:50
NEXUS-TRUE-CORE-1
%BGP-5-ADJCHANGE: bgp-7470
[4713] (default) neighbor 61.91.210.49
Down - session closed

BGP neighbor
down syslog

BGP-5-ADJCHANGE

handle BGP 5 syslog

2009 Sep 23 13:54:50
NEXUS-TRUE-CORE-1
%BGP-5-ADJCHANGE: bgp-7470
[4713] (default) neighbor 61.91.210.49
Up - session closed

BGP neighbor up
syslog

OSPF-5-ADJCHANGE

handle
OSPF-5-ADJCHANG
E syslog

2009 Mar 4 22:21:45
NEXUS-TRUE-CORE-1
%OSPF-5-ADJCHANGE: ospf-100
[4324] Nbr 203.144.143.114 on Vlan48
went DOWN

OSPF neighbor
down syslog

OSPF-5-ADJCHANGE

handle

2009 Mar 4 22:21:45

OSPF neighbor

OSPF-5-ADJCHANG |NEXUS-TRUE-CORE-1 up syslog
E syslog %OSPF-5-ADJCHANGE: ospf-100
[4324] Nbr 203.144.143.114 on Vlan48
went DOWN
Cisco Active Network Abstraction 3.7.1 Reference Guide
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Cisco ASR 9000 Syslog Registry Parameters

Cisco ASR 9000 Syslog Registry Parameters

Table 43-6 lists the associated event types, event subtypes, and Cisco ANA registry parameters for the
Cisco ASR 9000 syslogs shown in Table 43-1.

Table 43-6 Cisco ASR 9000 Syslog Registry Parameters
g ® §? § . =
£ 2 g S, g 2o _FE % o
= = =4 2 Eo w2 € 523 |=|5| £ 2 g £
£ 0o s T 2 238 oS Eo 2 2|83 2 o 3 2| o8| &
2 8 g S 25 23 cs§ 522§ 3F 5 &
= w ") »w > |uwa Lw=E g 0o 2g |2 |« v | L g |
Power supply power supply |power inserted [N IModule F |F |F 0 |[F |cIr |F |T
inserted syslog removed supply
syslog inserted
syslog
Power supply power supply |power removed |N IModule F |F |F 0 |F |maj |T
removed syslog removed supply
syslog removed
syslog
Backup to Master |Backup to Backup to |Backup N [IPInterface |[F |F |F 0 |F |info |T |T
change syslog Master Master
syslog syslog
Master to Backup |Backup to Master to  |Master N IIPInterface |F |F |F 0 |F l|info |T |T
change syslog Master Backup
syslog syslog
BFD rate limithigh |bfd rate limit |bfd rate  |N/A N  |IBfdService F |F |[F |0 |T \wm F [T |F
warning syslog | hioh warning |limit high
syslog warning
syslog
RIP authentication | jp rip N/A N  |IIPInterface |F |F |F 0 |T min |[F |T F
failed syslog authenticatio |authentica
n failed tion failed
syslog syslog
RIP configuration | jp rip N/A N  |IManagedEl F |F |F 0 |T |min |[F |T F
error syslog configuration |configurat ement
error syslog |ion error
syslog
RIP out of memory |1ip out of rip out of | N/A N  |IManagedEl [F |F |F 0 |F linfo |[F |T F
event syslog memory memory ement
event syslog |event
syslog
routing ISIS routing isis  |routing down N IPhysicalLa |[F |T |F 0 |F |maj |[F |T F
neighbor down neighbor isis yer
syslog down syslog |neighbor
down
syslog
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Table 43-6 Cisco ASR 9000 Syslog Registry Parameters (continued)
= §? 'E — §
2 = 2 S E o | & S s
£ & 2 g £ 82 ¢ ETZ =S E£E g Z
£ 5 £ = Z2 |8 E Eo|2 B 8222 £ 8 e =
s g S ] .gE S = es B ‘gug'a; EFEE &
=) & & 7 oS |da S g S22 x| » L < | T
rol_lting ISIS routing isis  |routing up N IPhysicalLa |[F |F |F 0 |F |cIr |[F |T F
neighbor up syslog neighbor isis yer
down syslog |neighbor
up syslog
Ethernet 0AM Ethernet Ethernet remote,st |oam |IPhysicalLa |F |F |F 0 |T |min |F F
Rem(.)te loopback |oAM OAM opped yer
session stopped |1, hack Remote
Syslog session loopback
stopped session
stopped
Ethernet 0AM Ethernet Ethernet  |remote,sta joam |IPhysicalLa |F |F |F 0 |T |min |F |T F
Rem9te loopback |oAM OAM rted yer
session started loopback Remote
Syslog session loopback
stopped session
started
Ethernet 0AM Ethernet Ethernet |local,stop |oam |IPhysicalla [F |F |F 0 |T |min |[F |T F
Loca_l loopback OAM OAM ped yer
session stopped loopback Local
Syslog session loopback
stopped session
stopped
Ethernet 0AM Ethernet Ethernet  |local,start |oam |IPhysicalLa [F |F |F 0 |T |min [F |T F
Local loopback OAM OAM ed yer
session started loopback Local
Syslog session loopback
stopped session
started
Ethernet 0AM Ethernet Ethernet |DOWN oam |IPhysicalLa |[F |F |F 0 |F |info |F |T F
Session down OAM OAM yer
Syslog Sessiondown |Session
Syslog down
Syslog
Ethernet 0AM Ethernet Ethernet |UP oam |IPhysicalLa |[F |F |F 0 |F |info |F |T F
Session up Syslog |OAM OAM yer
Sessiondown |Sessionup
Syslog Syslog
Cisco Active Network Abstraction 3.7.1 Reference Guide
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Table 43-6 Cisco ASR 9000 Syslog Registry Parameters (continued)
= 835 k- 2
8 2 » S E o | & < <
= = 2 g 2o S22 823 =8 &2 ¢ 2
£ 5 £ =& Zg 8= £Ec|S 2 5323 B2 e =
28 2 e5 53 g3 e£ 3 5928z 3L 28 =
» o & & 7 #> da s g o2 S 2| »|L x| T
CFM cc error CFM ccerror |CFM cc errors set ICFMServic |[F  |F |F 0 |F linfo |[F |T F
syslog syslog error e
syslog
CFM cc error CFM ccerror |CFM cc errors ICFMServic |F |F |F 0 |F |cIr |F |T F
cleared syslog syslog error cleared e
cleared
syslog

Cisco 10S Syslog Registry Parameters

Table 43-7 lists the associated event types, event subtypes, and Cisco ANA registry parameters for the
Cisco IOS syslogs shown in Table 43-2.
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Table 43-7 Cisco I0S Registry Parameters

Description
Event Type
Event
Subtype
Subtype
Value
Expedites
Polling
Event Source
(IMO Name)

T | Activate Flow
Weight

~3 | Auto Clear
Severity

™ |Is Ticketable

~3 | Auto Remove

Short
= |Flapping

| Correlate
™ ||s Correlation
Allowed

Link down link down |linkdown mtop-mlpp |IIPInterface maj
syslog syslog syslog pbundle-st
atus-telnet/
mtop-ima-
group-state
-telnet/mto
p-cem-gro
up-status/b
un
\dle-status/
mpls
traffic
engineerin
g tunnel
informatio
n/ip
interface
oper status

Link up link down |link up mtop-mlpp |IIPInterface F|F|F |0 Flcr |F|T |T
syslog syslog syslog pbundle-st
atus-telnet/
mtop-ima-
group-state
-telnet/mto
p-cem-gro
up-status/b
un
\dle-status/
mpls
traffic
engineerin
g tunnel
informatio
n/ip
interface
oper status

FR DLCI dlci dlci down N IPhysicalLayer T |T |F 0 T 'maj |F |T |F
down syslog | change
syslog
FRDLClup  \qjci dlci up N IPhysicalLayer F |F|F [0 F cIr |F|T |F
syslog change
syslog
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Table 43-7 Cisco 10S Registry Parameters (continued)
o __ 2 s oo
5 2 o S22, % 5 HE
g S o @ e cs e gs3 s =552
= = - s = s 2 =52 t£8 £ o Elx e« |E
1 = EZ £85 g = EoZ|2 88 =S g ¢8/ge g
&8 & &3 AS &8 28323 23 Je2Ic
HSRP group | hgrp hsrp hsrp IIPInterface F |T |F F |info |F |T |F
change syslog group
syslog change
syslog
HSRP group hsrp hsrp hsrp ITPInterface F |[F |F F |clr F F
restored syslog group
syslog restored
syslog
SNMP snmp 5 snmp 5 N IManagedElement |[F |T |F T 'min |F |T |F
message has | ¢ snmp
"°:hP’°:!e"lV auth fail | auth fail
authenticate
syslo syslo
d yslog yslog
Memory . |memory | memory N IManagedElement |F |T |F T /min |F |T |F
allocatl.on IS |allocation |allocatio
not available syslog n syslog
processran \process  |process N IManagedElement |F |T |F T /min |F |T |F
too long ran too ran too
long long
syslog syslog
r_egistgred registered |registere N IManagedElement |F |T |F F /min |F |T |F
timer is timer d timer
expired expired |expired
syslog syslog
EIGRP router EIGRP  |EIGRP N IManagedElement |T |T |F F |info |F |T |F
query to router router
neighbors query to  |query to
timeouted neighbors |neighbor
syslog timeouted |s
syslog timeoute
d syslog
Ethern_et ethernet  |ethernet N IManagedElement |F |T |F T min |F |T |F
cableisnot | apleis |cable is
connected not not
connected |connecte
syslog d syslog
fral_ne W_ith frmr frmr N IPhysicalLayer F |T |F T |min |F |T |F
an invalid report report
control code syslog syslog
Interface dtp 5 non |dtp 5 non N IPhysicalLayer  |F |T |F T min |F |T |F
changedto |, (runk |porttrunk
non trunk syslog syslog
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Table 43-7

Cisco 10S Registry Parameters (continued)

Description
Event Type

Short

Event
Subtype

Subtype
Value

Expedites
Polling

Event Source
(IMO Name)

Allowed

Weight

Severity

Line down
syslog

line down
syslog

line down
syslog

basetech-11
dp-neighb
ors-snmp/b
asetech-cd
p-neighbor
s-snmp/mt
op-mlpppb
undle-statu
s-telnet/mt
op-ima-gro
up-state-te
Inet/mtop-
cem-group
-status/bun
dle-status/
mpls
trafficengi
neering
tunnel
informatio
n/port-stat
us/ip
interface

oper status

IIPInterface

T | Activate Flow

| Correlate

™ |Is Correlation

1 |Auto Clear

maj

T |Is Ticketable
~ | Auto Remove

= |Flapping
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Table 43-7 Cisco 10S Registry Parameters (continued)
o 2 s 0| o
= | © = - >
£z g HAOEE 5 U3 E .
g e s 2, g w2/ g 528 =5 £ 2=
t o k= s 2 - = = EO.EE.’Q; 2l e ® | Lo &
2 8 S 28 323 g3 SE 8 592 e 5 3k S &
Y= (i W wm wn > w o w=Es | g o g S < AR
Line up line down |line up basetech-11 |IIPInterface FFF [0 Flcdr |F T |T
syslog syslog syslog dp-neighb
ors-snmp/b
asetech-cd
p-neighbor
s-snmp/mt
op-mlpppb
undle-statu
s-telnet/mt
op-ima-gro
up-state-te
Inet/mtop-
cem-group
-status/bun
dle-status/
mpls
trafficengi
neering
tunnel
informatio
n/port-stat
us/ip
interface
oper status
Fannotsemli ipx 3 bad |ipx 3 bad N IPhysicalLayer F |T |F 0 T min |F |T |F
incremental |iorh sap | igrp sap
SAP update syslog syslog
to peer
An Ethernet  |1apce 5 |lance 5 N IManagedElement |[F |T [F |0 F |info |F |T |F
cable is coll coll
broken or syslog syslog
unterminated
An Elhe_rnet lance 5 lance 5 N IManagedElement |F |T |F 0 T /min |F |T |F
transceiver |jate coll  |late coll
is unplugged syslog syslog
or defective
Devi_ce _ |sys5S sys 5 N IManagedElement |[F |F |F 0 F |info |F |T |F
configuration configi |configi
changed syslog syslog
AppleTalk at 6 node |at 6 node N IManagedElement \F |T |F 0 T 'min |F |T |F
invalid wrong wrong
network syslog syslog
number
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Table 43-7 Cisco I0S Registry Parameters (continued)
® 2 5 © 2
- o3 | O = =|3
£ 2 g HARE g HHE
£ £ 9 @ £o »2 § 588 =5 £E&&:E
e = s = = = Eo |2 |2 53 2l e g 2 e &
¢ 5 88 52 &3 s § 52 =& 3EE5
» o i aa o= & w0 2« S = “ | |2< T
security port | security 1 |security 1 IPhysicalLayer F |T |F T /min |F |T |F
shut down port shut |port shut
down down
syslog syslog
BPDU_ span tree |span tree IPhysicalLayer F |T |F min |F F
spanning-tre |> .« port |2 rx port
e portfast fast fast
enabled syslog syslog
Fault has udld 3 udld 3 IPhysicalLayer F [T |F T |min |F |T |F
:een ] disable disable
etected in a
syslo syslo
fiber Ethernet yslos yroe
port
connection
Uni-direction udld 3 udld 3 [PhysicalLayer F T |F T |min F T \F
al link disable  |disable
detected fail fail
syslog syslog
Fault has udld 4 udld 4 IPhysicalLayer F |T |F T /min |F |T |F
been ) one way |one way
syslo syslo
connection yslog ysos
OS_PF ospf ospf ITPInterface T |T |F T \maj |F |T |F
neighbor neighbor |neighbor
down syslog syslog down
syslog
OSPF ospf ospf IPInterface F F |F Flr |F|T |F
neighborup | peighbor |neighbor
syslog syslog up syslog
No BPDUs span tree |span tree IPhysicalLayer F |T |F T |min |F |T |F
were 2 loop 2 IOOp
received on guard guard
port block block
syslog syslog
BPDUs were | span tree |span tree IPhysicalLayer F T |F T |min[F T |F
receivedon o loop 2 loop
port guard un |guard un
block block
syslog syslog
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Table 43-7 Cisco 10S Registry Parameters (continued)
[ 2 s o| ®
= o3| o 2 =3
£z . HEAE AL
= = 2| g = o w3 |2 523 =5 zege 2
£ 5 = EZ £33 B £ Eo |2 /8 53 © o 8 2o &
= — - — o ° B — o
28 5| 8§25 =2 &% s2 588 £g :F- 23
Y= (i W wm n > w o w=s | < 0o lfa S < w | Li<g o
Eth(?rnet is amdp?2 fe |amdp2 fe IPhysicalLayer F |T |F F |info |F |T |F
seeing 5 coll 5 coll
multiple syslog syslog
collisions
Fast Ethernet |jcc dec IManagedElement |[F |T |F T /min |F |T |F
packethas  171140.5 |21140-5
been coll coll
dropped syslog syslog
An Ethernet |jjacc 5 ilacc 5 IManagedElement |F |T |F T |min |F T |F
cable is coll coll
broken syslog syslog
pquicc 5¢coll | pquicc 5 |pquice 5 IManagedElement |[F |T |F T min |F |T |F
syslog:An (o)) coll
Ethernet syslog syslog
cable is
broken
pquicc ether | hquicc pquicc IManagedElement |[F |F |F T min |F |T |F
5coll syslog: |eher 5 ether 5
An Ethernet |y coll
cable is syslog syslog
broken
Ethern_et is pquicc fe |pquicc fe IPhysicalLayer F |T |[F T 'min |F |T |F
detecting |5 co) 5 coll
multiple syslog syslog
collisions
quicc ether5 | qyjcc quicc IManagedElement |F |T |F T /min |F |T |F
coll syslog:  |cther 5 ether 5
An Ethernet |y coll
cable is syslog syslog
broken
Late. ) amdp2 fe |amdp2 fe IPhysicalLayer F |T |F T min |F |T |F
collisions 5 latecoll |5 latecoll
have syslog syslog
occurred
IS-.IS is is is is IPhysicalLayer F |T |F F 'maj |F |T |F
neighbor neighbor |neighbor
down syslog | jown down
syslog syslog
IS-IS is is is is IPhysicalLayer F |F |F F |clr F |T |F
neighborup | neighbor |neighbor
syslog down up syslog
syslog
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Table 43-7 Cisco I0S Registry Parameters (continued)
o 2 = o
— | 3 o = 2
£ 2 . SEE .5 g £
2 = .t og, i SSESEl =25 §i2f
t o = T 2 = ® .= Eo |2 |2 53 2 e e 2le =
2 5 ES sg =% £35S =% 3LE:
N [T} w»m > w o wS|gs o2« =< LAL LA
Late dec dec N IPhysicalLayer ~ |F |T |[F |0 T |min F T IF
collisions 21140-5 |21140-5
have late coll |late coll
occurred syslog syslog
ilacc5late  |jjacc 5 ilacc 5 N IManagedElement |[F |F |F 0 T |min |F |T |F
coll syslog:  |15¢e coll  |late coll
Late syslog syslog
collisions
have
occurred
pquicc5late |pquicc 5 |pquice 5 N IManagedElement [F F [F |0 T /min F |T F
coll syslog:  ||a¢e coll  |late coll
Late syslog syslog
collisions
have
occurred
Anew pquicc | pquice N IManagedElement |[F [T F |0 T |min |F |T |F
network may |q.iher 5 ether 5
not have late coll  |late coll
bBEEl syslog syslog
engineered
properly
pquiccfe5 | pquice fe | pquicc fe N IPhysicalLayer F T |F 0 T |min F T F
late coll 5 late coll |5 late coll
syslog: Late syslog syslog
collisions
have
occurred
quicc ether5 | quicc quicc N IManagedElement |F |F |F 0 T /min |F |T |F
late coll ether 5 ether 5
syslog:Late  |1ae coll  |late coll
collisions syslog syslog
have
occurred
Link trap snmp 5 |[snmp 5 N IPhysicalLayer |\F /T |F 0 T |min F T |F
down has link trap |link trap
occurred syslog down
syslog
Linktrapup | snmp 5 snmp 5 N IPhysicalLayer F |F |F 0 F fclr F T |F
has occurred |jipk trap |link trap
syslog up syslog
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Table 43-7 Cisco 10S Registry Parameters (continued)
[ 2 s o| ®
= | © =] = | >
g g " SEE,E I
2 = g 2, =z o w2 £ 528 =5 £ 28&.:¢
t o k= s 2 - = = EQ.EE.’Q; 2l e ® | Lo &
28 g g5 =s £3 S 8 5 9= e 5 3T 5 =S
Y= (i W wm wn > w o w=Es | g o g S < AR
configured snmp 5 snmp 5 N IManagedElement \F |F |F T /min |F |T |F
portchanged |y, (rap |top trap
state from syslog syslog
learning to
forwarding
DUALS5 dual5 dual5 N IPhysicalLayer ~ |T |T |F F maj |F |T |F
neighbor neighbor |neighbor
downsyslog |change | down
DUAL5 dual5 dual5 N IPhysicalLayer  |F |F |F Flcr |F|T |F
neighborup | peishbor |neighbor
syslog change  |up
Link down linkdown |linkdown ce-qing-sta |IIPInterface F |T |F T maj |F |T |T
syslog syslog syslog tus-telnet/
mtop-mlpp
pbundle-st
atus-telnet/
mtop-ima-
group-state
-telnet/mto
p-cem-gro

up-status/b
undle-statu
s/mpls
traffic
engineerin
g tunnel
informatio
n/ipinterfa
ce oper
status
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Table 43-7 Cisco 10S Registry Parameters (continued)
o 2 s 0| o
= | © =] = | >
§ 2 @ % £ e E S IR
g = g g, zz 2§ =28 =zo5 ££&:5
t o s = - = Q= EO.EE.’Q; 2le © 2 e &
28 g S 2% 23 22 8 5 9= ¢ 5| 3k 58
ZN= [i] ") > w o w=Es | g ol S« AR
Link up link down |link up ce-qing-sta |IIPInterface F |F |F F |clr F T |T
syslog syslog syslog tus-telnet/
mtop-mlpp
pbundle-st
atus-telnet/
mtop-ima-
group-state
-telnet/mto
p-cem-gro
up-status/b
undle-statu
s/mpls
traffic
engineerin
g tunnel
informatio
n/ipinterfa
ce oper
status
BGP bgp bgp bgp IMpBgpOid F T |F T maj |F |T |F
neighbor neighbor |neighbor neighbours
down syslog | qown down
syslog syslog
BGP bgp bgp bgp IMpBgpOid F |F |F F |clr F |T |F
neighborup | heishbor |neighbor neighbours
syslog down up syslog
syslog
BGP bgp bgp bgp IMpBgpOid F |T |F T 'maj |F |T |F
neighbor neighbor |neighbor neighbours
down syslog | jown down
syslog syslog
BGP bgp bgp bgp IMpBgpOid F [F |F Fler |F|T |F
neighborup | heiohbor |neighbor neighbours
syslog down up syslog
syslog
card in card out |card in physical-c  |IModule F |F |F F |clr F T |T
syslog syslog syslog ommand
card out card out |card out physical-c  |IModule F |T |F T maj |F [T |T
syslog syslog syslog ommand
oirsp3 oirsp3  |oirsp 3 N IModule F |F |F F |info |F |T |F
power cycle power power
syslog cycle cycle
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Table 43-7 Cisco 10S Registry Parameters (continued)
o __ 2 s oo
5 g o S22, % 5 HE
- g_‘ ® @ 2] O ®© [0 2 i -] -] | = g >
= = = = o w2 |g EEQ E o5 £\ 2 E
1 E T2 ££2 g = EoZ|2 88 =S g ¢8/ge g
&8 Z a3 a8 I8 s/ 823 23 823
Reloading  |reloading | reloading N IManagedElement |[F |[F [T 20000 |F |info |T |T |T
device device device 0
syslog syslog syslog
System system system physical-c |IManagedElement [F |F |F 0 F |info |F |T |T
restart restart restart ommand
syslog syslog
Interface dtp 5 non |dtp 5 non N IPhysicalLayer F |T |F 0 T |min |F |T |F
changedto |, runk |porttrunk
non trunk syslog syslog
Interface dtp 5 non |dtp 5 port N IPhysicalLayer |F |[F |[E |0 Flcr |F|T |F
changedto |, runk |trunk
trunk syslog syslog
ISDN isdn 6 isdn 6 N IPhysicalLayer |[F |T [F |0 T maj |F |T |F
connect connect  |connect
syslog syslog syslog
ISDN isdn 6 isdn 6 N IPhysicalLayer |[F |F [F |0 F cIr |F|T |F
disconnect | connect  |disconne
syslog syslog ct syslog
ISDN isdn 6 isdn 6 N IPhysicalLayer F |T |F 0 T 'maj |F |T |F
connect connect |connect
syslog syslog syslog
ISDN isdn 6 isdn 6 N IPhysicalLayer |F |[F |[F |0 Flcr |F|T |F
disconnect | connect  |disconne
syslog syslog ct syslog
Dl_lplex duplex duplex N IPhysicalLayer F |T |F 0 F |info |F |T |F
mismatch mismatch |mismatch
discovered
ISDN isdn 6 isdn 6 N IPhysicalLayer |F [T F 0 T lmaj |F |T |F
connect connect |connect
syslog syslog syslog
ISDN isdn 6 isdn 6 N IPhysicalLayer |[F |F [F |0 F cIr |F |T |F
disconnect | conpect | disconne
syslog syslog ct syslog
ISDN isdn 6 isdn 6 N IPhysicalLayer F |T |F 0 T 'maj |F |T |F
connect connect  |connect
syslog syslog syslog
|S_DN isdn 6 isdn 6 N IPhysicalLayer F |F |F 0 F |clr F |T |F
disconnect | conpect  |disconne
syslog syslog ct syslog
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Table 43-7 Cisco 10S Registry Parameters (continued)
o 2 S 0| @
oS 2 =| =
& 2 2 SEE o E_ 5 £E o
= = g g8, o »2 g B2 zlg £ 2=
£ 5 = eZ Zg ® .S Eo |2 |2 53 = 3 2 o &
2 3 2 2S5 =3 g5 SE |85 9= e 5 3k S &
ZN= [i] ") > w o w=Es | g ol S« AR
TDPneighbor |4 tdp label ILseOid F [T F T /maj |F T |F
downsyslog | peighbor | neighbor switching
down down table
syslog syslog
TDPneighbor |14y, tdp label ILseOid F |F |F cr  |F |T |F
up syslog neighbor |neighbor switching
down up syslog table
syslog
LDP neighbor |1qp 1dp mpls ILseOid F [T |F T |maj |F |T |F
down syslog |neighbor |neighbor interfaces
down down
syslog syslog
LDP neighbor |1qp ldp mpls ILseOid F |[F |F F cIr |F |T |F
up syslog neighbor |neighbor interfaces
down up syslog
syslog
MPSL-TE mpls te | mpls te N IMplsTETunnel |T |T |F F |info |T |T |F
tunnel tunnel tunnel
reoptimized/r |;coptimiz |reoptimiz
erouted ed syslog |ed syslog
syslog
MPLS TE mpls te mpls te mpls IMplsTETunnel F |T |F T |maj F T |F
tunnel down | (;npe] tunnel traffic
syslog down down engineerin
syslog syslog g tunnel
informatio
n
MPLS TE mpls te mpls te mpls IMplsTETunnel F |F |F F |clr F |T |F
tunnel up tunnel tunnel up traffic
syslog down syslog engineerin
syslog g tunnel
informatio
n
MPLS TE mpls te mpls te mpls IMplsTETunnel F |T |F T 'maj |F |T |F
tunnel down (e tunnel traffic
syslog down down engineerin
syslog syslog g tunnel
informatio
n
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Table 43-7 Cisco 10S Registry Parameters (continued)
[ 2 s o| ®
o3| o = =2
.§ 2 @ § E = o |8 § E = =
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MPLS TE mplste  |mpls te mpls IMplsTETunnel |F |F |F F |clr F T |F
tunnel up tunnel tunnel up traffic
syslog down syslog engineerin
syslog g tunnel
informatio
n
Apowe.r environm |environm N IManagedElement |F |F |F F |info |F |T |F
supply isnot |.n¢ ent
working or ;)6 hitorin | monitori
has not been g2supply |ng?2
turned on syslog supply
System system sp |systemsp N IManagedElement |[F |F |F F |info |F |T |F
restart restart restart
syslog syslog
Aggressi_ve udld sp 4 |udld sp 4 N IPhysicalLayer F |T |F F |info |F |T |F
Mode Failure | gisaple | disable
Detected syslog syslog
fabricsp5 |fabric sp | fabric sp N IPhysicalLayer ~ |F |T |F F info |F |T F
clearblock |5 cjear 5 clear
down syslog |pjock off [block off
syslog syslog
fabric sp 5 fabric sp |fabric sp N IPhysicalLayer F |F |F F |info |F |T |F
clearblock |5 cjear 5 clear
up syslog block off |block on
syslog syslog
c6kenvsp.4 cbkenv sp |cbkenv sp N IManagedElement |[F |F |F F |info |F |T |F
fan tray fail 4 fap tray |4 fan tray
syslog fail fail
pfredunsp4 | pfredun | pfredun N IManagedElement |[F |F |F F |info |F |T |F
bootstring sp 4 sp 4
invalid bootstrin |bootstrin
syslog ginvalid |g invalid
Power ) power power N IPhysicalLayer F |F |F T |maj F |T |F
supply failed | g1y supply
syslog failure | failed
syslog syslog
Power power power N IPhysicalLayer F |F |F F |clr F |T |F
supply okay | gupply supply
syslog failure okay
syslog syslog
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Table 43-7 Cisco 10S Registry Parameters (continued)
o 2 s 0| o
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pmspstdby4 |5y sp pm sp N IPhysicalLayer F F|F [0 F |info |F |T |F
err disable stdby 4 stdby 4
syslog err err
disable disable
HSRP group hsrp hsrp hsrp [PhysicalLayer F |T |F 0 F |info |F |T |F
change syslog group
syslog change
syslog
HSRP group | psrp hsrp hsrp IPhysicalLayer F F|F |0 F clr |F|T F
restored syslog group
syslog restored
syslog
BGP bgp bgp N IPhysicalLayer T |T |F 0 F |info |F |T |F
notification | hotificati |notificati
syslog on syslog |on syslog
new ethernet |vS[._con |VSL N IManagedElement |F |F |F 11000 |F |info |T |T |F
channel nection-n |connectio 0
interface for | o\ _interf |n new
vsL ) ace-syslo |interface
connection g
VSLlinkup | vSL-link |VSL link N IManagedElement |[F |F |F 11000 |F |info |T T |F
syslog -state-cha |up syslog 0
nge-syslo
g
VSL link VSL-link |VSL link N IManagedElement |F |F |F 11000 |F |info |T T |F
down syslog | _g¢ate-cha |down 0
nge-syslo [syslog
g
VSLlinkup | vSL-link |VSL link N IShelf F F |F 11000 |F linfo |T |T |F
syslog: | state-cha |up and 0
activeswitch |0 syslo |switch 1
is #1 g is active
VSLlinkup  |vSL-link |VSL link N IShelf F |F |[F  [11000 |F |info |T |T F
syslog: -state-cha |up and 0
activeswitch |00 syslo [switch 2
is #2 g is active
role VSL-role |VSL role N IShelf F |F |F 11000 |F |info |T |T |F
mismatch -mismatc |mismatch 0
resolved h-resolve |resolved
syslog, s.ent d-syslog |[sent from
from active active
switch #1 switch 1
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Table 43-7 Cisco 10S Registry Parameters (continued)
[ 2 s o| ®
) 2 =3
.§ 2 @ § E = o |8 s .‘é = =
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ro_le VSL-role |VSL role N IShelf F |F |F 11000 |F |info |T |T |F
mismatch -mismatc |mismatch 0
resolved h-resolve |resolved
syslog, sent |4 ¢vqlo0  |sent from
from active active
switch #2 switch 2
envsp.4fan envsp4 |envsp4d N IManagedElement |F |F |F 0 F |info |F |T |F
tray fail fan tray  |fan tray
syslog fail fail
pwr sp 2 pwrsp2 | pwrsp2 N IManagedElement |F |[F |[F |0 F linfo T |T |F
PO_WGTSUPPW power power
fail syslog supply supply
fail fail
BGP bgp bgp bgp IMpBgpOid F | T|F 0 T maj |F |T |F
neighbor neighbor |neighbor neighbours
down syslog | j4wn down , BFD
syslog syslog
BGP bgp bgp bgp IMpBgpOid F|F|F |0 F cIr |F |T |F
neighborup | eiohbor |neighbor neighbours
syslog down up syslog , BFD
syslog
VRRP State | yrrp state |vrrp state N IManagedElement |F F 'F 0 F linfo T T |F
Changed changed |changed
syslog syslog syslog
Ima Link Ima Link |Ima Link IPhysicalLayer  |[F |T [F |0 T \maj |F |T |T
Status Status Status
Change Change | Change
Down Syslog |pown Down
Syslog Syslog
Ima Link Ima Link |Ima Link IPhysicalLayer F |F |F 0 T |clr F [T |T
Status Status Status
ChangeUp  |Change | Change
Syslog Down Up
Syslog Syslog
IMA Active | 1MA IMA mtop-ima- |IMAGroupOid FF|F 0 F linfo |F |T |F
Link Change | A ctive Active group-state
Syslog Link Link ,port-status
Change Change
Syslog Syslog
Native VLAN |, ative native N IPhysicalLayer F |T |F 0 F linfo |F |T F
mismatch VLAN VLAN
discovered |;ismatch |mismatch
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Table 43-7 Cisco 10S Registry Parameters (continued)
[ 2 s o| ®
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Clock status | ;1ock clock N defaultClockDC F |T |F F |info |F |T |F
change status status
syslog change change
syslog syslog
Clock source |1ock clock N defaultClockDC |F |T |F F |info |F F
change source source
syslog change change
syslog syslog
pseudo wire | seudo pseudo ce-pw-tun |PTPLayer2MplsT |F |T |F T |min |F |T |T
tunnel down | ipe wire nel-status-t |unnel
syslog tunnel tunnel elnet
syslog down
syslog
pseudo wire | pseudo pseudo ce-pw-tun |PTPLayer2MplsT |F |F |F F |clr T |T |T
tunnel up wire wire nel-status-t |unnel
syslog tunnel tunnel up elnet
syslog syslog
EFP service | cfp efp EFP status |IEFP F |T |F F |info |F |T |F
error service service
disabled error error
syslog disabled |disabled
syslog syslog
EFP down efp down |efp down EFP status |IEFP F T |F T lmaj |F |T |F
syslog syslog syslog
EFP up syslog |efp down |efp up EFP status |IEFP F |T |F F cIr |F |T |F
syslog syslog
REP linknot | REP Jink |REP link Rep status |IREPService F T |F T min |F |T F
operational | peration |not
syslog al status  |operation
change al
REP link REP link |REP link Rep status |IREPService F F |F F clr |F |T F
operational | peration |operation
syslog al status  |al
change
OS.PFV3 ospfv3 ospfv3 Down/ |N IManagedElement |T |T |F T lmaj |F |T |F
neighbor neighbor |neighbor |[DOWN
down syslog syslog down
syslog
OS_PF"3 ospfv3 ospfv3 Up/ N IManagedElement |F |F |F T |clr F |T |F
neighbor up neighbor |neighbor |FULL
syslog syslog up syslog
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Table 43-7 Cisco 10S Registry Parameters (continued)
o __ = g oo
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CFM enter CFM CFM ENTE |N ICfmServiceOid F |T |F F |info |F |T |F
AIS defect enter AIS |enter AIS |R
syslog defect defect
syslog syslog
CFM exit AIS |CFM CFMexit [EXIT |N ICfmServiceOid |F |T |F F |info |F F
defectsyslog |cpier AIS |AIS
defect defect
syslog syslog
CFMenter  |CFM CFM ENTE |N ICfmServiceOid |F |T |F F linfo |F |T |F
AIS defect enter AIS |enter AIS |R
syslog defect defect
syslog syslog
CFMexit AIS |CFM CFMexit [EXIT |N ICfmServiceOid |F |T |F F |info |F |T |F
defectsyslog |cpier AIS |AIS
defect defect
syslog syslog
CFM CFM CFM ENTE |N ICfmServiceOid F |T |F F |info |F |T |F
interface interface |interface |R
enter AIS enter AIS |enter AIS
defect syslog syslog syslog
CFM CFM CFM EXIT |N ICfmServiceOid |F |T |F F |info |F |T |F
interface exit |ijerface |interface
RIS defect |.\i¢ ATS  |exit AIS
syslog syslog syslog
CFM CFM CFM ENTE |N ICfmServiceOid |F |T |F F |info |F |T |F
interface interface |interface |R
enter AIS enter AIS |enter AIS
defect syslog syslog syslog
CFM CFM CFM EXIT |N ICfmServiceOid |F |T |F F linfo |F |T |F
interface exit |ijerface |interface
RIS defect  |oxit AIS |exit AIS
syslog syslog syslog
CFMenter  |CFM CFM ENTE |N ICfmServiceOid |F |T |F F |info |F |T |F
LCK defect  |oper enter R
syslog LCK LCK
defect defect
syslog syslog
CFMexitLCK |CFMm CFMexit EXIT |N ICfmServiceOid |F |T |F F |info |F |T |F
defect syslog |onter LCK
LCK defect
defect syslog
syslog
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Table 43-7 Cisco 10S Registry Parameters (continued)
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FFM CFM CFM ENTE [N ICfmServiceOid |F |T |F F |info |F |T |F
interface interface |interface |R
enter LCK enter enter
syslog LCK LCK
defect defect
syslog syslog
CFM ~ |CFM CFM EXIT |N ICfmServiceOid |F |T |F F |info |F |T |F
interface exit |inerface | interface
LCK syslog | cper exit LCK
LCK defect
defect syslog
syslog
CFM Mep Mep Mep DOWN [N ICfmMaintenance |F |T |F T |minor \F |T |F
Down syslog | pown Down AssociationOid
syslog syslog
CFMMep Up  Mep Mep Up |UP N ICfmMaintenance |F |F |F F |clr F |T |F
syslog Down syslog AssociationOid
syslog
CFM Mep Mep Mep DOWN |N ICfmMaintenance |F |T |F T |minor |F |T |F
Down syslog | Down Down AssociationOid
syslog syslog
CFM Mep Up | Mep Mep Up |UP N ICfmMaintenance |F |F |F F cIr |F |T |F
syslog Down syslog AssociationOid
syslog
CFM Mep Mep Mep DOWN [N ICfmMaintenance |[F |T |F T |minor \F |T |F
Down syslog | pown Down AssociationOid
syslog syslog
CFMMep Up  Mep Mep Up |UP N ICfmMaintenance |[F |F |F F |clr F |T |F
syslog Down syslog AssociationOid
syslog
OS_PFV3 ospfv3 ospfv3 Down/ |N IManagedElement |T |T |F T 'maj |F |T |F
neighbor neighbor |neighbor |[DOWN
down syslog syslog down
syslog
OS_PF"3 ospfv3 ospfv3 Up/ N IManagedElement |\F |F |F T |clr F |T |F
neighborup | peiohbor |neighbor |FULL
syslog syslog up syslog
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Table 43-7 Cisco 10S Registry Parameters (continued)
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Timing over | (jming timing down [N IManagedElement |[F |F |F F lmin |T |T |T
pack_et ) over over
application packet packet
down syslog applicatio |applicati
n down on down
syslog syslog
Timing over |(iming timing up N IManagedElement F |F |F F |clr F T |T
pack.et ) over over
application packet packet
up syslog applicatio |applicati
n down on up
syslog syslog
HSRP group hsrp hsrp hsrp IPhysicalLayer F T |F F linfo |F |T |F
change syslog group
syslog change
syslog
HSRP group | hsrp hsrp hsrp [PhysicalLayer F \F F E|clr FITIF
restored syslog group
syslog restored
syslog
Layer2 G709 ||ayer2 layer2 declare |N DWDM Oid F |[F |F T |wn |F |T |F
alarmsyslog | G709 G709 d
alarm alarm
syslog syslog
Layer2G709 |jayer2  |layer2  |cleared N DWDM Oid F F F Flcr |F|T |F
clearsyslog | G709 G709
alarm clear
syslog syslog
Ethernet EOAM | EOAM N IPhysicalLayer F |F |F F linfo |F |T |F
0AM Loopback |Loopbac
Loopback Error k Error
Error syslog syslog syslog
Ethernet EOAM N IPhysicalLayer ~ |F |F |F F linfo |F T F
0AM Link Link
Monitor Monitor
syslog syslog
Ethernet EOAM  EOAM N IPhysicalLayer  |F |F |F F linfo |F T |F
OAM_ Lmk_ Link Link
Monitor high |\ fonitor | Monitor
threshold high high
syslog threshold |threshold
syslog syslog
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Table 43-7 Cisco 10S Registry Parameters (continued)
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Ethernet Ethernet |EOAM EXIT N IPhysicalLayer F |F |F F |info |F |T |F
OAM exited |OAM exit
the session  |geqsion  |session
Syslog
Ethernet Ethernet '[EOAM |ENTE |N IPhysicalLayer ~ |F |F |F F linfo |F |T |F
OAM entered | A M enter R
the session  |Seqsion  |session
Syslog
Ethernet Ethernet |Ethernet N IPhysicalLayer F |F |F F |info |F |T |F
O0AM Link OAM OAM
timeout Link Link
Syslog timeout  |timeout
Syslog Syslog
VRRPbackup |yrrp state |vrrp Backup |N IManagedElement |F |F |F F |info |T |T |F
to master changed |backup to
syslog syslog master
syslog
VRRP master |yrrp state |vrrp Master |N IManagedElement |F |F |F F |info |T |T |F
to backup changed |master to
syslog syslog backup
syslog
ELMIVlan gL Mm] ELMI CONFI |N IPhysicalLayer F F |F F clr  |F |T F
configured | vjap not | Vlan GURE
syslog configure |configure |D
d syslog |d syslog
ELMIVlan  |ELMI ELMI NOT_C |N IPhysicalLayer F |F |F F min |T |T |F
not Vlan not |Vlan not |ONFIG
configured | .onfioure |configure |[URED
syslog d syslog |d syslog
ELMIVlan gL M1 ELMI DISAB |N IPhysicalLayer ~ |F |F |F F imin T |T |F
disabled Vlan Vlan LE
syslog disabled |disabled
syslog syslog
ELMI Vian ELMI ELMI RECO |N IPhysicalLayer F |F |F F |clr F T |F
enabled Vlan Vlan VER
syslog disabled |enabled
syslog syslog
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Table 43-7 Cisco 10S Registry Parameters (continued)
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EO_AM RFI EOAMTrfi |admin remote |[oam IPhysicalLayer F |T |F T |min F |T |F
dyinggasp  |gying shutdown |client
syslog - gasp on peer |down
a:“::ln failure
shutdown on
syslo
peer ysiog
EO_AM RFI EOAMTrfi |no remote |[oam IPhysicalLayer F |T |F T |min F |T |F
dyinggasp  |gying ethernet |client
syslog - no gasp oam admini
ethernet oam failure strative
syslog ly
turned
off
EO_AM RFI EOAMTrfi |admin remote |oam IPhysicalLayer F |T |F T |min F |T |F
dyinggasp  qying reload on |client
syslog - gasp peer reloade
adminreload | i1, 0 d
on peer syslog
EO_AM RFI EOAMTfi |no org dying oam IPhysicalLayer F |T |F T |min F |T |F
dyinggasp  |dying specific | gasp
syslog - no gasp TLV
org specific | i1, 0
T syslog
Eo_alm RFI EOAMTfi |dying oam IPhysicalLayer F |F |F T |clr F |T |F
dyinggasp | 4ying gasp
clear syslog gasp clear
failure syslog
syslog
EOAMRFl  |[EOAMfi |[EOAM oam IPhysicalLayer F T |F T min |F |T F
link fault link fault |rfi link
syslog syslog fault
syslog
EOAMRF  |[EOAMfi |[EOAM oam IPhysicalLayer ~ |F |F |F T It |F |T |F
link fault link fault |rfi link
clear syslog syslog fault
clear
syslog
P_M Error PM Error |PM Error oam IPhysicalLayer F |T |F T /maj |F T |F
disable disable  |disable
syslog syslog syslog
PM Error PM Error |PM Error oam IPhysicalLayer F |F |F T |clr F |T |F
recover disable recover
syslog syslog syslog
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Table 43-7 Cisco 10S Registry Parameters (continued)
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PMSPEmor \pM SP | PM SP oam IPhysicalLayer F |T |F T maj |F |T |F
disable Error Error
syslog disable | disable
syslog syslog
Eoam EOAM Enter entered |oam IPhysicalLayer F |F |F min |F F
entered loopback |master ,master
master syslog loopback
loopback mode
mode syslog
Eoam exited \FOAM Exit exited, |oam [PhysicalLayer F |F |F T |[min |F |T |F
master loopback |master master
loopback syslog loopback
mode syslog mode
Eoam EOAM Enter entered |oam IPhysicalLayer F |F |F T min |F |T |F
enteredslave | 1,opback |slave ,slave
loopback syslog loopback
mode syslog mode
Eoam exited |EOAM Exitslave |exited,s |oam IPhysicalLayer F |F |F T |[min |F |T |F
slave loopback |loopback |lave
loopback syslog mode
mode syslog
Transceiver transceive |transceiv physical-c |IPortConnector F |F |F F |clr T T |F
inserted rremoved |er ommand
syslog syslog inserted
syslog
Transceiver |(ransceive |transceiv physical-c |IPortConnector F |F |F F |maj T |T |F
removed rremoved |er ommand
syslog syslog removed
syslog
card in card out |card in physical-c |IModule F |F |[F F |clIr F |T |T
syslog syslog syslog ommand
card out card out |card out physical-c |IModule F |T |F T |maj |F T |T
syslog syslog syslog ommand
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Table 43-8 lists the associated event types, event subtypes, and Cisco ANA registry parameters for the
Cisco 10X syslogs shown in Table 43-3.

Table 43-8

Cisco 10X Registry Parameters

Description

Short

Event Type

Event
Subtype

Expedites
Polling

Event Source

(IMO Name)

Allowed

Severity

Is Ticketable
3 | Auto Remove
=3 | Flapping

Linkdown
syslog

link down
syslog

link down
syslog

ce-qing-status-teln
et/mtop-mlpppbun
dle-status-telnet/mt
op-ima-group-state
-telnet/mtop-cem-g
roup-status/bundle-
status/mpls traffic
engineering tunnel
information/ipinter
face oper status

IIPInterface

| Activate Flow
— | Correlate

™ |Is Correlation
< |Weight

~3 | Auto Clear

maj

Link up
syslog

link down
syslog

link up
syslog

up / Up

ce-qing-status-teln
et/mtop-mlpppbun
dle-status-telnet/mt
op-ima-group-state
-telnet/mtop-cem-g
roup-status/bundle-
status/mpls traffic
engineering tunnel
information/ipinter
face oper status

IIPInterface |F clr

Linkdown
syslog

link down
syslog

linkdown
syslog

down /
Down

ip interface oper
status

IIPInterface |F maj

Link up
syslog

link down
syslog

link up
syslog

up / Up

mtop-mlpppbundle
-status-telnet/mtop-
ima-group-state-tel
net/mtop-cem-grou
p-status/bundle-stat
us/mpls traffic
engineering tunnel
information/ip
interface oper

IIPInterface |F clr

status
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Linedown |jine down |linedown |down/ |mtop-mlpppbundle |IPortLayer |F |T |F 0 |T |maj T |T
syslog syslog syslog Down -status-telnet/mtop- |1
ima-group-state-tel
net/mpls traffic
engineering tunnel
information /
port-status/ip
interface oper
status
Line up line down |line up up/Up |mtop-mlpppbundle |IPortLayer |F |F |F 0 |F JcIr T |T
syslog syslog syslog -status-telnet/mtop- |1
ima-group-state-tel
net/mpls traffic
engineering tunnel
information /
port-status/ip
interface oper
status
OSPF ospf ospf Down N IIPInterface |'T T |F 0 |T |maj T |F
neighbor | jeiohbor neighbor
down syslog down
syslog syslog
OSPF ospf ospf Up/ N IIPInterface |F |F |F 0 F |clr T |F
neighbor |;eiohbor |neighbor |LOADIN
upsyslog |gyslog up syslog |G to
FULL
envmon  lepyvmon |envmon |N/A N IManagedE |[F |T |T 0 |T |maj T |F
POWErSUp |nowersup |powersup lement
Plysyslog |1y sysiog |ply
syslog
envmon  enymon |envmon |ENV_C |N IManagedE |F |T |T 0 |T |maj T |F
condition | condition |condition |ONDITI lement
syslog syslog syslog ON
envm_o_n envmon envmon |ENV_C |N IManagedE |F |F |F 0 |F |cIr T |F
condition | condition |condition |ONDITI lement
clear syslog clear ON_CL
syslog syslog EAR
envmon  epyvmon |envmon |FAN N IManagedE |[F |T |T 0 |T |maj T |F
fan syslog |fan syslog | fan lement
syslog
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Table 43-8 Cisco 10X Registry Parameters (continued)
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envmon envmon envmon |FAN_CL |N IManagedE |F |F |F 0 [F |cIr T |F
fanclear |fy, syslog |fan clear |EAR lement
syslog syslog
envmon  epvmon  |envmon  |N/A N IManagedE |F |T |T 0 |T |maj T |F
fan syslog | fap syslog |fan lement
syslog
envmon  enpymon  |envmon |OVERT |N IManagedE |F |T |T 0 |T |maj T |F
tempretau | tempretau |tempreta |[EMP lement
resyslog |re gyslog |ure
syslog
envmon envmon envmon |OVERT [N IManagedE |F |F |F 0 |F |cIr T |F
tempretau | tempretau |tempreta |[EMP_C lement
reclear |.c syslog |ure clear |LEAR
syslog syslog
cardout card out |card out |REMOV physical-command |IManagedE |[F |T |F 0 |T |maj T |T
syslog syslog syslog E lement
card in card out |card in INSERT |physical-command |IManagedE |[F |F |F 0 |F |cIr T |T
syslog syslog syslog lement
envmon envmon envmon |POWER |N IManagedE |[F |T |T 0 |T |maj T |F
powersup |nowersup |powersup |SUPPLY lement
Ply syslog |1y syslog |ply _CURR
syslog ENT
envmon envmon envmon |POWER |N IManagedE [F |F |F 0 |F |cIr T |F
Powersup |nowersup |powersup |SUPPLY lement
Plyclear |1y syslog |ply clear | _CURR
syslog syslog ENT_CL
EAR
envmon envmon envmon |POWER |N IManagedE |F |T |T 0 |T |maj T |F
POWErsuUp |nowersup |powersup |SUPPLY lement
Plysyslog |1y syslog |ply _NONO
syslog P
envmon envmon envmon |POWER |N IManagedE |[F |F |F 0 |F |cIr T |F
powersup |howersup |powersup |SUPPLY lement
Plyclear |51y syslog |ply clear | _NONO
syslog syslog  |P_CLEA
R
envmon envmon envmon |POWER |N IManagedE |F |T |T 0 |T |maj T |F
powersup |nowersup |powersup |SUPPLY lement
Plysyslog |1y syslog |ply _VOLTA
syslog GE
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Table 43-8 Cisco 10X Registry Parameters (continued)
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envmon envmon envmon |POWER IManagedE |F |F |F 0 |F |cIr T |F
POWErsuUp |nowersup |powersup |SUPPLY lement
Plyclear |1y syslog |ply clear | _VOLTA
syslog syslog  |GE_CLE
AR
envmon envmon envmon |TEMP IManagedE |F |T |T 0 |T |maj T |F
tempretau |tempretau |tempreta lement
resyslog |re syslog |ure
syslog
envmon  epymon |envmon |TEMP_ IManagedE |F |F |F 0 |F fcIr T |F
tempretau |tempretau [tempreta | CLEAR lement
reclear |rc cyslog | ure clear
syslog syslog
envmon  enpymon  |envmon |VOLTA IManagedE |F |T |T 0 |T |maj T |F
powersup |howersup |powersup |GE lement
Plysyslog |p1y sysiog | ply
syslog
envmon envmon envmon |VOLTA IManagedE |F |F |F 0 |F |clIr T |F
POWErsup |nowersup |powersup |GE_CLE lement
Plyclear |1y yslog |ply clear |AR-
syslog syslog
fabric fabric fabric FIAHW _ IManagedE [F |T |T 0 |T |maj T |F
hardware |h,rdware |hardware LOS lement
syslog syslog syslog
fabric fabric fabric FIAHW_ IManagedE |[F |F |F 0 |F lcIr T |F
hardware |hardware |hardware |LOS_CL lement
clear syslog clear EAR
syslog syslog
flashcard |flash card |flashcard |UNAVAI IManagedE |F |T |T 0 |T |maj T |F
removed ;emoved |removed |LABLE lement
syslog syslog syslog
flashcard flash card |flashcard |[SWAPP IManagedE |[F |F |F 0 |F |cIr T |F
inserted | removed |inserted |ED lement
syslog syslog syslog
Memory memory |memory |N/A IManagedE |F |T |F 0 |T |min T |F
allocation | 4jjocation |allocation lement
IS not syslog syslog
available
Module |reset reset N/A IManagedE [F [T |T 0 |F |info T |T
reset module module lement
syslog syslog syslog
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Table 43-8 Cisco 10X Registry Parameters (continued)
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Card oper |carddown |card UNPOW |card status IModule F |T |F 0 |T |min |F T |T
status syslog down ERED /
changed syslog DOWN /
BRING
DOWN /
NOT /
DISABL
ED
Cardoper |carddown |cardup |IOS XR |card status IModule F |F |F 0 |F |cIr F T |T
status syslog syslog RUN /
changed 0K

cardout |card out |card out |OIROUT physical-command |IModule F |T |F 0 |T |maj F T |T
syslog syslog syslog
cardin  |card out |cardin |OIRIN |N IModule F |[F |F 0 |F lcIr F T |T
syslog syslog syslog
cardout |card out |card out |OIROUT physical-command |IModule F |T |F 0 |T |maj F T |T
syslog syslog syslog

cardin  cardout |cardin  |OIRIN |N IModule |F |[F [F |0 |F |eIr |F |T |T
syslog syslog syslog
pim pim pim DOWN |N ITPInterface |F |T |F 0 |[F maj |F T |F
neighbor  jeiohbor neighbor
loss loss loss
syslog syslog syslog
pim pim pim UP N ITPInterface |[F |F |F 0 |F |cIr F T |F
neighbor | jeiohbor |neighbor
up syslog |1o up syslog
syslog
pim pim pim DOWN [N IManagedE [F T |F 0 |T |maj F T |F
interface |interface |interface lement
down down down
syslog syslog syslog
pim pim pim UP N IManagedE [F F |F 0 |F Jclr F T |F
interface | inerface | interface lement
up syslog | 4own up syslog
syslog
pim pim pim N/A N IManagedE |F |T |F 0 |T |min |F T |F
!“‘_’a“d invalid invalid lement
jomn join join
syslog

syslog syslog
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Table 43-8 Cisco 10X Registry Parameters (continued)
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Card oper |carddown |card off N IManagedE [F T |F 0 |T |min T |T
status syslog down lement
changed syslog
Card oper |carddown |cardup |on N IManagedE |F |F |F 0 |F JcIr T |T
status syslog syslog lement
changed
Linedown |}ine down |linedown N/A N IPortLayer |[F |T |F 0 T maj T |T
syslog syslog syslog 1
Line up line down |line up cleared |N [PortLayer |F |F |F 0 |F JcIr T |T
syslog syslog syslog 1
cardout |card out |card out |REMOV | physical-command |IModule F |T |F 0 |T |maj T |T
syslog syslog syslog ED
cardin  |cardout |cardin  |INSERT |N IModule |F |[F [F |0 |F [cIr T T
syslog syslog syslog ED
LDP 1dp 1dp DOWN  |mpls interfaces, IProfileCon |[F |T |F 0 T maj T |F
neighbor | nciohbor |neighbor label switching tainer
down down down table, (LSE)
syslog syslog syslog mpls-ldp-peers
I-D_P 1dp 1dp UP mpls interfaces, IProfileCon [F |F |F 0 |F lclr T |F
neighbor | peiohbor neighbor label switching tainer
up syslog | 4own up syslog table, (LSE)
syslog mpls-ldp-peers
BG_P bgp bgp down/ |bgp neighbours IBgpNeigh |[F T |F 0 |T |maj T |F
neighbor |;eiohbor |neighbor \Down bourEntry
down down down
syslog syslog syslog
BG_P bgp bgp up/ Up |bgp neighbours IBgpNeigh |F |F |F 0 |F |cIr T |F
neighbor | ,eiohbor | neighbor bourEntry
up syslog | qown up syslog
syslog
Login  jogin login N/A N IManagedE [F |F |F 0 |F |min T F
au_thentlc authentic |authentic lement
ation ation ation
failed —fpijed  failed
syslog syslog syslog
I-Tablein |if table in |if tablein |N/A physical-command |IModule F |T |F 0 |[F |info T |F
sync sync sync
syslog syslog syslog
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Table 43-8 Cisco 10X Registry Parameters (continued)
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bfd bfd bfd down bfd session IBfdServic |[F |T |F 0 T maj T |F
session | gegsion session e
down down down
syslog syslog syslog
bfd ] bfd bfd removed |bfd session IBfdServic |[F T |F 0 maj F
Session  gegsion session e
removed | 4oy removed
syslog syslog syslog
bfd bfd bfd up bfd session IBfdServic F |[F [F |0 |F [cIr T |F
Session  |segsion session e
upsyslog | 4own up syslog
syslog
Layer2  layer2 layer2 N/A N DWDM F F |F 0 |T |wrn T F
G709 G709 G709 Oid
alarm alarm alarm
syslog syslog syslog
Layer2 layer2 layer2 cleared |N DWDM F |F |F 0 |F |cIr T |F
G709 G709 G709 0id
clear alarm clear
syslog syslog syslog
Layer2 layer2 layer2 N/A N IManagedE [F |F |F 0 |T |min T |F
f’de dwdm dwdm lement
info info info
syslog syslog syslog
Layerl layerl layerl N/A N DWDM F F |F 0 |T |wrn T F
PMTCA  pMTCA PM TCA 0Oid
syslog syslog syslog
Layer2 layer2 layer2 N/A N IManagedE F |T |F 0 |T |min T |F
S?A SPA SPA lement
failure failure failure
syslog syslog syslog
OSPF ospf ospf Down/D |N IIPInterface |'T |T |F 0 |F |maj T |F
""_'ti"g routing routing |OWN
neighbor | heishbor |neighbor
down syslog down
syslog syslog
OSPF ospf ospf Up/ N IIPInterface |F |F |F 0 |F |cIr T |F
routing routing routing  |LOADIN
neighbor |,.iohbor neighbor |G to
up syslog syslog up syslog |[FULL
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Table 43-8 Cisco 10X Registry Parameters (continued)
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OSPFv3 ospfv3 ospfv3 Down / IManagedE [T T |F 0 |T |maj T |F
neighbor | ,ciohbor |neighbor |DOWN lement
down syslog down
syslog syslog
OSPFv3 ospfv3 ospfv3 Up/ IManagedE [F |F |F 0 clr F
neighbor neiohbor |neighbor |FULL lement
upsyslog |sysiog up syslog
OSP_F"3 ospfv3 ospfv3 Down / IManagedE [F T |F 0 |T |maj T |F
routing routing routing |DOWN lement
neighbor | heishbor |neighbor
down down down
syslog syslog syslog
OSP_F"3 ospfv3 ospfv3 Up/ IManagedE |F |F |F 0 |T |cIr T |F
routing routing routing  |FULL lement
neighbor | heishbor |neighbor
upsyslog | jown up syslog
syslog
Routing | routing routing down / IBgpNeigh |[F T |F 0 |T |maj T |F
BG_P bgp bgp Down bourEntry
neighbor | ciohbor |neighbor
down down down
syslog syslog syslog
Routing | routing routing up / Up IBgpNeigh |[F |F |F 0 |F Jclr T |F
BG_P bgp bgp bourEntry
neighbor | \eishbor |neighbor
upsyslog | 5y up syslog
syslog
IP"B_ ipv6 ipv6 down / IManagedE [F T |F 0 |T |maj T |F
Routing | outing routing  |Down lement
BGP bgp bgp
neighbor neighbor |neighbor
down down down
syslog syslog syslog
|PV6_ ipv6 ipv6 up / Up IManagedE |F |F |F 0 |T |cIr T |F
Routing | outing routing lement
BGP bep bep
neighbor neighbor |neighbor
upsyslog |4, up syslog
syslog
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Table 43-8 Cisco 10X Registry Parameters (continued)
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pseudo pseudo pseudo ce-pw-tunnel-statu |PTPLayer2 |F |T |F 0 |T |min |F T |T
wire wire wire s-telnet MplsTunne
tunnel tunnel tunnel 1
down syslog down
syslog syslog
ps.eudo pseudo pseudo ce-pw-tunnel-statu |PTPLayer2 |F |F |F 0 |T |cIr F T |T
wire wire wire s-telnet MplsTunne
tunnel up |¢pnel tunnel up 1
syslog syslog syslog
EFP efp efp EFP status IEFP F T |F |0 |F linfo |[F |T |F
service  |service service
error error error
disabled |4icapled | disabled
syslog syslog syslog
DWDM Dwdm Dwdm N IManagedE [F F |F 0 |T |wrn [false |T |F
feature ;o not lement
not implemen |impleme
implemen | 4 syslog |nted
ted yet syslog
DWDM  pwDM |DWDM N IManagedE |[F |F |F 0 T maj |false |T |F
fa?al eITor | fatal error |fatalerror lement
with 2 syslog |2 syslog
reason
and error
number
DWDM  pwDM |DWDM N IManagedE |[F |F |F 0 T 'maj |[false |T |F
fa?al eITor | fatal error |fatalerror lement
with syslog 2 syslog
reason
PLIMEIO |ppIMm PLIM N IManagedE |[F |F |F 0 T 'maj |false |T |F
training |10 EIO lement
errors training  |training
syslog errors errors
syslog syslog
PLIM PLIM PLIM N IManagedE |[F |F |F 0 T 'min |[false |T |F
Checkpoi | check check lement
nt  |point point
:)nnltll::::fl?: failure failure
syslog syslog syslog
PLIM PLIM PLIM N IManagedE |F |F |F 0 |T |min |false |T |F
ASICerror |4ic error |asic error lement
syslog syslog syslog
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Table 43-8 Cisco 10X Registry Parameters (continued)
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PLIM PLIM PLIM IManagedE |[F |F |F 0 T maj |false |T |F
memory  'memory |memory lement
error error error
syslog syslog syslog
PLIM PLIM PLIM IManagedE F |[F [F |0 min |false ‘T |F
squid squid squid lement
error error error
syslog syslog syslog
PLIM7  |pLIm7b |PLIm 7b IManagedE |F |F |F 0 |T |min |false |T |F
error error error lement
syslog syslog syslog
PLIM PLIM PLIM IManagedE |[F |F |F 0 T 'maj |false |T |F
0C768  0Cc768 |OC768 lement
critical | crigical critical
error error error
syslog syslog syslog
PLIM PLIM PLIM IManagedE |[F |F |F 0 |T |info |false |T |F
0C768  |0C768 |OC768 lement
INFO INFO  |INFO
syslog syslog syslog
PLIM PLIM PLIM IManagedE |[F |F |F 0 |T |info |false |T |F
0C768  |0Cc768  |OC768 lement
debug debug debug
syslog syslog syslog
BGP bgp bgp IPhysicalLa |[T |T |F 0 |F |info |F |T |F
notificatio |;otificati |notificati yer
nsyslog |5, syslog |on syslog
BGP bgp bgp IPhysicalLa [T T |F 0 |F |info |F T |F
notificatio |;otificati |notificati yer
nsyslog |5, syslog |on syslog
routing routing routing Down IPhysicalLa |[F |T |F 0 |[F |maj |F T |F
ISI_S isis isis yer
neighbor | heishbor |neighbor
down down down
syslog syslog syslog
routing routing routing Up IPhysicalLa |[F |F |F 0 |F Jclr F T |F
ISI.S isis isis yer
neighbor | heishbor |neighbor
upsyslog | 5un up syslog
syslog
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Table 43-8 Cisco 10X Registry Parameters (continued)
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Backupto Backupto |Backup |Backup |N IIPInterface |F |F |F 0 F |info |T |T |F
Master Master to Master
change  |gyqlog syslog
syslog
Masterto |Backupto |Masterto Master |N IIPInterface |F |F |F 0 |F |info |T |T |F
Backup | Master Backup
change  |gyqlog syslog
syslog
IPstandby [p P Init, hsrp IPInterface |F |T |F 0 F |minor |[F |T |F
state standby  |standby |Disabled
change |gia(e state
syslog change change
syslog syslog
IPstandby [p IP I=Init, hsrp IPInterface |[F |T |F 0 |F lcIr |F |T |F
state standby  |standby |Disabled
restored |g51c state
syslog change restored
syslog syslog
DWDM5 |DWDM5 |DWDM5 N IManagedE |F |F |F 0 |T |wm |false |T |F
SRLG SRLG  |SRLG lement
OVERFLO |OVERFL |OVERFL
stslog OW OW
syslog syslog

Cisco ACE Syslog Registry Parameters

Table 43-9 lists the associated event types, event subtypes, and Cisco ANA
Cisco ACE syslogs shown in Table 43-4.

registry parameters for the

Table 43-9 Cisco ACE Syslog Registry Parameters

2 = 2 S E o |8 < s =
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23 g £33 353 23 eSS 5 592285 3L 5§S

wa i1} mn | »n> w o s < oleag 2 < v |L g

Link down syslog  |]ink down link down ipinterface |IIPInterface [F |T |F 0 T min [F T |T
syslog syslog oper status

Link up syslog link down link up ipinterface |[IPInterface |[F |F |F 0 |F |cIr |F |T |T
syslog syslog oper status

Link down syslog |]ink down link down ipinterface |[IIPInterface [F |T |F 0 |T min |[F |T |T
syslog syslog oper status
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Table 43-9 Cisco ACE Syslog Registry Parameters (continued)
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Link up syslog link down |link up ipinterface |IIPInterface F |F |[F |0 |F |cIr |[F [T |T
syslog syslog oper status
Deny protocol ACE-106021 |ACE-1060 F |F |F 0 |T |maj |[F |T |F
reverse path -syslog 21-syslog
check
Access rule ACE-106028 |ACE-1060 F |F |F 0 |T |maj [F |T |F
memory -syslog 28-syslog
exhausted
License manager | ACE-444006 |ACE-4440 F |F |F 0 T maj |[F |T |F
exiting -syslog 06-syslog
The ACEattempted | ACE-456029 |ACE-4560 F |F |F 0 |T |maj |[F |T |F
tostartorsetup | gyglog 29-syslog
the application
acceleration core
daemon process
Critical shared ACE-456078 |ACE-4560 F |F |F 0 |T |maj |[F |T |F
memory setup -syslog 78-syslog
failure
Critical ACE-456080 |ACE-4560 F |F |F 0 |T |maj |[F |T |F
Semaphore -syslog 80-syslog
related errors
A generic ACE-456085 |ACE-4560 F |F |F 0 |T |info |[F |T |F
alert-level -syslog 85-syslog
message
The ACE ACE-456086 |ACE-4560 F |F |F 0 |T maj F [T |F
initialization has -syslog 86-syslog
failed
Peer IP address is | ACE-727001 |ACE-7270 F [F|F [0 T maj F T |F
not reachable -syslog 01-syslog
Peer device isnot | ACE-727002 |ACE-7270 F [F|F |0 |T maj [F|T |F
reachable onanFT -syslog 02-syslog
Interface
Mismatch ACE-727003 |ACE-7270 F |F |F 0 |T maj F [T |F
incontext names -syslog 03-syslog
detected for
FTgroup
Both deviceswere | ACE-727004 |ACE-7270 F |F |F 0 |T maj |[F |T |F
detected to be -syslog 04-syslog
Active for the
same FT group
Configuration ACE-727005 |ACE-7270 F |F |F 0 |T maj |[F [T |F
could not be -syslog 05-syslog
synced to the peer
device
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Table 43-9 Cisco ACE Syslog Registry Parameters (continued)
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Peeris ACE-727006 |ACE-7270 F |F |F 0 |T maj |[F |T |F
incompatible -syslog 06-syslog
Module ACE-727007 |ACE-7270 F |F |F 0 |T maj [F |T |F
Initialization -syslog 07-syslog
failure
Failed to send ACE-727008 |ACE-7270 F |F F 0 |T maj F |T |F
heartbeats to peer -syslog 08-syslog
Initialization ACE-728001 |ACE-7280 F |F |F 0 |T maj F [T |F
failure - general -syslog 01-syslog
Initialization ACE-728002 |ACE-7280 F |F |F 0 |T maj F [T |F
failure - sticky -syslog 02-syslog
In!tializatit_m ACE-728003 |ACE-7280 F |F |F 0 |T |maj |[F |T |F
failure - sticky -syslog 03-syslog
hash
The CLiend of line | ACE-100001 |ACE-1000 F |F |F 0 |T maj F [T |F
(EOL) function -syslog 01-syslog
Reload started ACE-199006 |ACE-1990 F |F |F 0 T maj |[F |T |F
-syslog 06-syslog
SNMPD ACE-212007 |ACE-2120 F |F |F 0 T maj |[F |T |F
initialization -syslog 07-syslog
failed
ICMP Manager | ACE-313006 |ACE-3130 F |F F 0 |T maj F |T |F
Initialization -syslog 06-syslog
Failed
System ACE-443001 |ACE-4430 F |F |F 0 |T maj |[F [T |F
experienced fatal -syslog 01-syslog
failure
License checkout | ACE-444001 |ACE-4440 F |F |F 0 |T maj |[F [T |F
failure -syslog 01-syslog
Evaluation license | ACE-444004 | ACE-4440 F |F |F 0 |T maj |[F |T |F
expired -syslog 04-syslog
Invalid stream ACE-456014 |ACE-4560 F |F |F 0 |T maj |[F |T |F
-syslog 14-syslog
Critical error ACE-456090 |ACE-4560 F |F |F 0 |T maj |[F |T |F
parsing ACC -syslog 90-syslog
module
configuration
Communication | ACE-727009 |ACE-7270 F |F |F 0 |T maj |[F |T |F
failure -syslog 09-syslog
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Table 43-9 Cisco ACE Syslog Registry Parameters (continued)
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Data replication | ACE-727010 |ACE-7270 F |F |F 0 |T maj |[F |T |F
falled a“d not -SySlOg 10_Sysl0g
synced to the peer
device
Configura_tiolj ACE-727011 |ACE-7270 F |F |F 0 |T |maj F T |F
synchronization -syslog 11-syslog
does not occurred
The state ACE-727012 |ACE-7270 F |F |F 0 |T |info [F T |F
transitions made -syslog 12-syslog
by an HA state
device for a
context.
The peerisnow | ACE-727013 |ACE-7270 F |F F 0 |T |info |[F |T |F
reachable -syslog 13-syslog
The redundancy | ACE-727014 |ACE-7270 F |F |F 0 |T |maj F T |F
heartheats from a -syslog 14-syslog
peer have hecome
unidirectional
Dt_atecled_ ACE-727015 |ACE-7270 F |F |F 0 |T |info [F T |F
mismatch in -syslog 15-syslog
heartbeat interval
from the peer
Thgreplicgtion is |ACE-727016 |ACE-7270 F |F |F 0 |T |info |[F |T |F
being carried out -syslog 16-syslog
to a peer
ACEFT Track UP | ACE FT ACE FT F |F |F 0 |T |cIr |F |T F
syslog Track down |Track up
syslog syslog
ACE FT Track ACE FT ACE FT F |F |F 0 |T |maj F T |F
DOWN syslog Track down |Track
syslog down
syslog
Drop connection | ACE-LB_Ge |ACE-LB_ F |F |F 0 |T |info |[F |T |F
as Application neral-728033 |General-7
Acceleration -syslog 28033-sys
Maximum log
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Cisco ACE Syslog Registry Parameters

Table 43-9
c g5 g N =
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Disabled Web ACE-LB_Ge |ACE-LB_ F |F |F 0 |T |info |[F |T |F
Applicatio_n neral-728035 |General-7
Acceleration -syslog 28035-sys
log
Enabled Web ACE-LB_Ge |ACE-LB_ F |F |F 0 |T linfo |[F [T |F
Application neral-728036 |General-7
Acceleration -syslog 28036-sys
log
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Cisco Nexus Syslog Registry Parameters

Table 43-10 lists the associated event types, event subtypes, and Cisco ANA registry parameters for the
Cisco Nexus syslogs shown in Table 43-5.

Table 43-10 Cisco Nexus Syslog Registry Parameters
= S5 k= . =
2 2 @ S E o = S =
)3 = 2 g £o o2 & 528 =5 £&8 g °
2z e e85  £3 &% 23 5928z 5L 58 &
»o @ G5 ?»> | Wa G g S22 | w2 s T
HSRP group hsrp syslog  |hsrp group |Init NA |ME F |T |F 0 |F |info |[F |T F
change syslog change
syslog
HSRP group hsrp syslog  |hsrp group |Active,St [NA |ME F |F |F 0 |F eIt |[F T F
restored syslog restored  |andby
syslog
BGP neighbor bgp neighbor |bgp Down NA |ME F |T |F 0 T maj F |T F
down syslog down syslog |neighbor
down
syslog
BGP neighborup | bop neighbor |bgp Up NA |ME F |F |F 0 |F |cIr |[F |T F
syslog down syslog |neighbor
up syslog
OSPF neighbor | o5pf ospf DOWN |NA |ME T [T|F |0 T ma F |T |F
down syslog neighbor neighbor
syslog down
syslog
OSPF neighborup | o5pf ospf FULL NA |ME F |F |F 0 |F |cIr |[F |T F
syslog neighbor neighbor
syslog up syslog
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