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Introduction to High Availability 

This chapter describes the high availability (redundancy) and protection options available for units and 
gateways:

• High Availability Overview, page 2-1—Provides an overview of high availability in the Cisco ANA 
fabric.

• Watchdog Protocol, page 2-2—Describes the Watchdog protocol that monitors the processes on the 
units.

• Unit N+m High Availability, page 2-2—Describes the clustered N+m high availability mechanism 
within the Cisco ANA fabric designed to handle the failure of units.

• Limitations and Restrictions, page 2-3—Describes the restrictions and limitations relating to high 
availability.

High Availability Overview
High availability is the provision of multiple interchangeable components to perform a single function 
to cope with failures and errors.

The high availability architecture is designed to ensure continuous availability of assurance and 
fulfillment functionality, by detecting, and recovering from a wide range of hardware and software 
failures, such as failures in the server machines, connectivity, software breakdowns and so on.

The distributed design of the system enables the “impact radius” caused by a single fault to be confined. 
This prevents all types of fault from setting into motion the “domino” effect, which can lead to the 
meltdown of all the management services.

The high availability of the server backbone is achieved at several complementing levels, namely:

• NEBS-3 compliant carrier-class server hardware.

• Internal watchdog within each unit, in charge of monitoring (and if necessary automatically 
reloading) failed processes. For more information see Watchdog Protocol, page 2-2.

• N+m warm standby protection for units clusters. For more information see Unit N+m High 
Availability, page 2-2.
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Watchdog Protocol
Each unit executes several processes: one control process and several Agent Virtual Machine (AVM) 
processes that execute Virtual Network Elements (VNEs). Each process within the unit is completely 
independent. The isolation concept is tailored throughout the design: a failure of a single process does 
not affect other processes on the same machine. The exact number of processes on each unit depends on 
the capacity and computation power of the unit.

The control process executes a Watchdog protocol, which continuously monitors all other processes on 
the unit. This Watchdog protocol requires each AVM process to continuously handshake with the Control 
process. A process that fails to handshake with the control process after a number of times (namely, is 
“stuck”) will be automatically killed and reloaded. All the Watchdog protocol parameters are 
configurable by the operator.

The dynamic design of the control process implements runtime adaptation and escalation. The escalation 
procedure moves the AVM to suspended mode, namely, the process is suspended. An example of an 
escalation procedure is to stop reloading a process that has crashed more than N times within a given 
period, as it is suspected of having a recurring software problem.

The reload process is local to the unit, and thus very rapid, with a minimal amount of downtime. Since 
the process can use its previous cache information (temporary persistency used to improve performance), 
once the stuck process is detected, reloading the process takes only a few seconds with no data loss.

All Watchdog activity is logged, and an alarm is generated and sent when the watchdog reloads a 
process.

Unit N+m High Availability
The clustered N+m high availability mechanism within the Cisco ANA fabric is designed to handle the 
failure of a unit. Such failures include hardware failures, operating system failures, power failures, or 
network failures, which disconnect a unit from the Cisco ANA fabric.

Unit availability is established in the gateway, running a Protection Manager process, which 
continuously monitors all the units in the network. Once the Protection Manager detects a  unit that is 
malfunctioning, it automatically signals one of the m servers in its cluster to load the configuration of 
the faulty unit (from the system registry), taking over all its managed network elements. This design 
provides many possibilities for trading off protection and resources. These possibilities range from just 
segmenting the network into clusters without any extra machines, up to having a warm-swappable empty 
unit for each and every unit in the setup. It is recommended that units are clustered according to 
geography and that an additional empty unit is added to heavily loaded clusters.

The switchover of the redundant standby unit does not result in any loss of information in the system, as 
all the information is auto-discovered from the network, and no persistent storage synchronization is 
required. Hence, the redundant standby unit relearns all the information from the network elements, with 
no danger of persistent information corruption. Furthermore, where there is cluster saturation (namely, 
more than one unit in a cluster fails at the same time and there are no extra machines), the remaining 
units will continue to operate and manage their network scope normally.

When a unit is configured it can be designated as being an active or standby unit. The active  units 
(excluding the standby unit) that are connected to the gateway are known as a protection group. The 
standby unit that is configured for the gateway is linked to that protection group. The administrator can 
define more than a single protection group. Each protection group defined has a set of protected units 
and a protecting standby unit.
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The following example shows a protection group (cluster) of units, controlled by a gateway with one unit 
configured as the standby for the protection group.

Figure 2-1 Cisco ANA Architecture

In the above configuration, when the gateway determines that one of the units in the protection group 
has failed, it notifies the protection group’s standby unit to immediately load the configuration of the 
failed unit. The standby unit loads the configuration of the failed unit, including all its AVMs and VNEs, 
and functions as the failed unit.

These events are all recorded in the EventVision system log, which enables the user to take the necessary 
action to bring the failed unit up again. When the failed unit becomes operational, the user can decide 
whether to configure it as the new standby unit or to reinstate it to the protection group and configure 
another unit as the standby unit.

Limitations and Restrictions
The high availability mechanism will attempt to load an AVM after it crashes (whether the AVM comes 
up or not), a maximum of seven times. Thereafter, the high availability mechanism will not try to reload 
this AVM again.

Related Documentation
For more detailed information see the following publications:

• Cisco Active Network Abstraction Administrator Guide

• Cisco Active Network Abstraction NetworkVision User Guide

• Cisco Active Network Abstraction EventVision User Guide

Note Changes to the registry should only be carried out with the support of Cisco Professional Services.

Cisco ANA Gateway

Cisco ANA
unit

Cisco ANA
unit

Cisco ANA
unit

Cisco ANA
unit

Cisco ANA
unit

(standby) 18
00

96
2-3
Cisco Active Network Abstraction High Availability User Guide, Version 3.6

OL-12509-01



Chapter 2      Introduction to High Availability
  Related Documentation
2-4
Cisco Active Network Abstraction High Availability User Guide, Version 3.6

OL-12509-01


	Introduction to High Availability
	High Availability Overview
	Watchdog Protocol
	Unit N+m High Availability
	Limitations and Restrictions
	Related Documentation



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


