cunrren 11

Support Information for Cisco Traps

This chapter provides detailed information about the traps supported in Cisco ANA. It presents this
information in two forms:

Trap Tables: A section devoted to the supported traps for each MIB (e.g., Cisco IOS V1 Traps).
Each of these sections contains a table listing the name of each ANA-supported trap in that MIB,
along with its OID, varbinds, and a short description. The trap’s Short Description is what you see
in a ticket’s Trap tabs in Cisco ANA EventVision. In the trap tables in this Reference Guide, each
trap’s Short Description is also a link to the trap’s corresponding parameters.

Parameter Tables: A section devoted to the event types, event subtypes and Cisco ANA registry
parameters for the traps supported in each MIB. There is one parameter table for every trap table
(e.g., Cisco IOS V1 Trap Registry Parameters). Each trap event can have multiple event subtypes,
or states. The parameter tables indicate when each trap state is generated, and how Cisco ANA
processes them (such as their severity, and whether they are ticketable, can be correlated, are
autocleared, and so on).

This chapter includes the following sections:

~

Cisco ASR 9000 V1 Traps, page 11-2

Cisco IOS V1 Traps, page 11-4

Cisco IOS V2 Traps, page 11-17

Cisco IOX V1 Traps, page 11-51

Cisco IOX V2 Traps, page 11-59

Cisco MIB2 V1 Traps, page 11-75

Cisco MIB2 V2 Traps, page 11-79

Cisco ASR 9000 V2 Registry Parameters, page 11-88
Cisco IOS V1 Trap Registry Parameters, page 11-90
Cisco IOS V2 Trap Registry Parameters, page 11-104
Cisco IOX V1 Trap Registry Parameters, page 11-129
Cisco IOX V2 Trap Registry Parameters, page 11-135
Cisco MIB2 V1 Trap Registry Parameters, page 11-145
Cisco MIB2 V2 Trap Registry Parameters, page 11-148

Note Cisco IOS devices, Cisco XR 12000 Series and the Cisco CRS-1 Carrier Routing System must be
configured to send traps in SNMP V2.
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Cisco ASR 9000 V1 Traps

Table 11-1 lists the Cisco ASR 9000 SNMP V1 traps supported in Cisco ANA. For associated event

types, event subtypes, and Cisco ANA registry parameters, use the link under Short Description or see

Table 11-8.
Table 11-1 Cisco ASR 9000 V1 Traps
Sub Type

Sub Type Varbind
Trap Name Trap OID Varbind OID |Value Description Short Description
ciscoNtpSrvS |.1.3.6.1.4.1. |1.3.6.1.4.1. |=1 Sent whenever the value of NTP Server Status Changes
tatusChange [9.9.168.0.1 |9.9.168.1.1. cntpSysSrvStatus changes. to Unknown

11
ciscoNtpSrvS |.1.3.6.1.4.1. |1.3.6.1.4.1. |=2 Sent whenever the value of NTP Server Status Changes
tatusChange 9.9.168.0.1 [9.9.168.1.1. cntpSysSrvStatus changes. to notRunning

11
ciscoNtpSrvS |.1.3.6.1.4.1. |1.3.6.1.4.1. |=3 Sent whenever the value of NTP Server Status Changes
tatusChange [9.9.168.0.1 |9.9.168.1.1. cntpSysSrvStatus changes. to notSynchronized

11
ciscoNtpSrvS [1.3.6.1.4.1. |1.3.6.1.4.1. |=4 Sent whenever the value of NTP Server Status Changes
tatusChange |9.9.168.0.1 |9.9.168.1.1. cntpSysSrvStatus changes. to syncToLocal

11
ciscoNtpSrvS [1.3.6.1.4.1. |1.3.6.14.1. |=5 Sent whenever the value of NTP Server Status Changes
tatusChange [9.9.168.0.1 |9.9.168.1.1. cntpSysSrvStatus changes. to syncToRefclock

11
ciscoNtpSrvS [1.3.6.1.4.1. |1.3.6.1.4.1. |=6 Sent whenever the value of NTP Server Status Changes
tatusChange 9.9.168.0.1 [9.9.168.1.1. cntpSysSrvStatus changes. to syncToRemoteServer

11
topologyCha [1.3.6.1.2.1. |N/A N/A Sent by a bridge when any of its Spanning Tree Topology
nge 17.0.2 configured ports transitions from the |Changed

Learning state to the Forwarding
state, or from the Forwarding state to
the Blocking state. The trap is not
sent if a newRoot trap is sent for the
same transition. Implementation of
this trap is optional.
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Table 11-1 Cisco ASR 9000 V1 Traps (continued)
Sub Type
Sub Type Varbind
Trap Name Trap OID Varbind OID |Value Description Short Description
warmStart 1.3.6.1.6.3. |N/A N/A Indicates that the SNMP entity Warm start trap
1.1.5.2 supporting a notification originator

application is reinitializing itself such
that its configuration is unaltered.

dotlagCfmFa |1.0.8802.1. |N/A N/A Indicates that a MEP has lost contact |dotlag CFM Fault Alarm
ultAlarm 1.3.0.1 with one or more MEPs. A fault alarm
is sent to the management entity with
the OID of the MEP that detected the
fault. Whenever a MEP loses contact
with one or more other MEPs, it may
or may not generate a fault alarm to
warn the system administrator of the
problem, as controlled by the MEP
Fault Notification Generator State
Machine and associated Managed
Objects. Only the highest-priority
defect is reported in the Fault Alarm.
(802.1ag clause 12.14.7.7)

Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Cisco 10S V1 Traps

Table 11-2 lists the Cisco IOS SNMP V1 traps supported in Cisco ANA. For associated event types,
event subtypes, and Cisco ANA registry parameters, use the link under Short Description or see

Table 11-9.
Table 11-2 Cisco 10S V1 Traps
SubType
Generic |Specific SubType Varbind |Short
Trap Name Type Type Enterprise OID |Description Varbind OID Value Description
ciscoEnvMonTemp (6 3 1.3.6.1.4.1.9.9. |cisco Environment 1.3.6.1.4.1.99. |3 Critical
eratureNotification 13.3.0 Monitoring 13.1.3.1.6 Temprature
Temperature
Notification
ciscoEnvMonTemp |6 3 1.3.6.1.4.1.9.9. |cisco Environment 1.3.6.1.4.1.9.9. |1 Normal
eratureNotification 13.3.0 Monitoring 13.1.3.1.6 Temprature
Temperature
Notification
ciscoEnvMonTemp |6 3 1.3.6.1.4.1.9.9. |cisco Environment 1.3.6.1.4.1.9.9. |6 Not
eratureNotification 13.3.0 Monitoring 13.1.3.1.6 Functioning
Temperature
Notification
ciscoEnvMonTemp |6 3 1.3.6.1.4.1.9.9. |cisco Environment 1.3.6.1.4.1.99. |5 Not Present
eratureNotification 13.3.0 Monitoring 13.1.3.1.6
Temperature
Notification
ciscoEnvMonTemp |6 3 1.3.6.1.4.1.9.9. |cisco Environment 1.3.6.1.4.1.99. |4 Critical
eratureNotification 13.3.0 Monitoring 13.1.3.1.6 Temprature -
Temperature Device
Notification Shutdown
ciscoEnvMonTemp |6 3 1.3.6.1.4.1.9.9. |cisco Environment 1.3.6.1.4.1.9.9. |2 Temprature
eratureNotification 13.3.0 Monitoring 13.1.3.1.6 Rising
Temperature
Notification
ciscoEnvMonSupp |6 9 1.3.6.1.4.1.9.9. |cisco EnvMon 1.3.6.1.4.1.9.9. |3 Power Supply -
StatusChangeNotif 13.3.0 Supply State 13.1.5.1.3 Critical
Notification Trap
ciscoEnvMonSupp |[6 9 1.3.6.1.4.1.9.9. |cisco EnvMon 1.3.6.1.4.1.99. |1 Power Supply -
StatusChangeNotif 13.3.0 Supply State 13.1.5.1.3 Normal
Notification Trap
ciscoEnvMonSupp (6 9 1.3.6.1.4.1.9.9. |cisco EnvMon 1.3.6.1.4.1.99. |6 Power Supply -
StatusChangeNotif 13.3.0 Supply State 13.1.5.1.3 Not
Notification Trap Functioning
ciscoEnvMonSupp |6 9 1.3.6.1.4.1.9.9. |cisco EnvMon 1.3.6.1.4.1.99. |5 Power Supply -
StatusChangeNotif 13.3.0 Supply State 13.1.5.1.3 Not Present

Notification Trap
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Table 11-2 Cisco 10S V1 Traps (continued)
SubType
Generic |Specific SubType Varbind |Short
Trap Name Type Type Enterprise 0ID |Description Varbind 0ID Value Description
ciscoEnvMonSupp |6 9 1.3.6.1.4.1.9.9. |cisco EnvMon 1.3.6.1.4.1.9.9. |4 Power Supply -
StatusChangeNotif 13.3.0 Supply State 13.1.5.1.3 Shutdown
Notification Trap
ciscoEnvMonSupp (6 9 1.3.6.1.4.1.9.9. |cisco EnvMon 1.3.6.1.4.1.9.9. |2 Power Supply -
StatusChangeNotif 13.3.0 Supply State 13.1.5.1.3 Warning
Notification Trap
ciscoEnvMonFanN |6 4 1.3.6.1.4.1.9.9. |cisco private fan 1.3.6.1.4.1.9.9. |!=1 Fan down trap
otification 13.3.0 down trap 13.1.4.1.3
ciscoEnvMonFanN |6 4 1.3.6.1.4.1.9.9. |cisco private fan 1.3.6.1.4.1.99. |1 Fan up trap
otification 13.3.0 down trap 13.1.4.1.3
rttMonTimeoutNot |6 2 1.3.6.1.4.1.9.9. |Indicates the N/A N/A RTT Operation
ification 42.2.0 occurrence of a Timeout
timeout for an RTT
operation
rttMonThresholdN |6 3 1.3.6.1.4.1.9.9. |Indicates the N/A N/A RTT Operation
otification 42.2.0 occurrence of a Threshold
threshold violation Violation
for an RTT operation
topologyChange 6 2 1.3.6.1.2.1.17 |Sent by a bridge N/A N/A dotlgBridge
when any of its trap
configured ports
transitions from the
Learning state to the
Forwarding state, or
from the Forwarding
state to the Blocking
state.
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-2 Cisco 10S V1 Traps (continued)

SubType
Generic |Specific SubType Varbind |Short
Trap Name Type Type Enterprise 0ID |Description Varbind 0ID Value Description

cEtherCfmCcMep |6 1 1.3.6.1.4.1.9.9. |Sent when: N/A N/A Mep up trap

Up 461 e A remote MEP
first comes up
(i.e., when we
receive a CC
message from
that MEP for the
first time).

e The device
receives a CC
message from a
MEP for which it
has an expired
CCDB entry.

e A CCmessageis
received for a
remote MEP for
which the device
already has a
CCDB entry and
the port state in
the received CC
message is
different from
the cached
previous state.

cEtherCfmCcMep |6 2 1.3.6.1.4.1.9.9. |Sent when a remote |N/A N/A Mep down trap
Down 461 MEP goes down,
namely, the entry in
CCDB
corresponding to this
MEP times out or the
device receives a CC
message with zero
hold-time

coldStart 6 0 1.3.6.1.2.1.11. |Indicates that the N/A N/A Cold start trap
0 sending protocol
entity is reinitializing
itself such that the
agent’s configuration
or the protocol entity
implementation may
be altered.

Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-2 Cisco 10S V1 Traps (continued)

Trap Name

Generic
Type

Specific
Type

Enterprise 0ID

Description

SubType
Varbind 0ID

SubType
Varbind
Value

Short
Description

MIB2 V1 link
down

2

0

1.3.6.1.6.3.1.1.
5

Indicates that the
sending protocol
entity recognizes a
failure in one of the
communication links
represented in the
agent's
configuration. The
Trap-PDU of type
linkDown contains as
the first element of
its variable bindings,
the name and value
of the ifIndex
instance for the
affected interface.

N/A

N/A

SNMP Link
down

MIB2 V1 link up

1.3.6.1.6.3.1.1.
5

Indicates that the
sending protocol
entity recognizes that
one of the
communication links
represented in the
agent's configuration
has come up. The
Trap-PDU of type
linkUp contains as
the first element of
its variable-bindings
the name and value
of the ifIndex
instance for the
affected interface.

N/A

N/A

SNMP Link up

imaFailureAlarm

1.3.6.1.4.1.353
5.7.1.2

ima-Group-FailureAl
arm vl

1.3.6.1.4.1.353
5.7.1.1.6

10,12,1

IMA Group
Remote Failure

imaFailureAlarm

1.3.6.1.4.1.353
5.7.1.2

ima-Group-FailureAl
arm vl

1.3.6.1.4.1.353
S5.7.1.1.6

14

IMA Group
Remote
insufficient
links trap

imaFailureAlarm

1.3.6.1.4.1.353
5.7.1.2

ima-Group-Clearing
Alarm vl

1.3.6.1.4.1.353
S5.7.1.1.5

IMA Group Up
Trap

imaFailureAlarm

1.3.6.1.4.1.353
5.7.1.2

ima-Group-FailureAl
arm vl

1.3.6.1.4.1.353
5.7.1.1.6

11,16

IMA Group
local Failure
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Table 11-2 Cisco 10S V1 Traps (continued)
SubType
Generic |Specific SubType Varbind |Short
Trap Name Type Type Enterprise 0ID |Description Varbind 0ID Value Description
imaFailureAlarm |6 1 1.3.6.1.4.1.353 |ima-Group-FailureAl |1.3.6.1.4.1.353 |13 IMA Group
S5.7.1.2 arm vl 5.7.1.1.6 local
insufficient
links trap
imaFailureAlarm |6 1 1.3.6.1.4.1.353 |ima Link 1.3.6.1.4.1.353 |2 Ima Link Loss
S5.7.1.2 ima-Link-FailureAla |.5.7.1.1.6 of delay Frame
rm vl Trap
imaFailureAlarm |6 1 1.3.6.1.4.1.353 |ima Link 1.3.6.1.4.1.353 |1 Ima Link Loss
S5.7.1.2 ima-Link-FailureAla |.5.7.1.1.6 of ima Frame
rm vl Trap
imaFailureAlarm 6 1 1.3.6.1.4.1.353 |ima Link 1.3.6.1.4.1.353 |5,7,9 Ima Link Rcv
5.7.1.2 ima-Link-FailureAla |.5.7.1.1.6 Failure Trap
rm vl
imaFailureAlarm |6 1 1.3.6.1.4.1.353 |ima Link 1.3.6.1.4.1.353 |3 Ima Link
S5.7.1.2 ima-Link-FailureAla |.5.7.1.1.6 Remote Failure
rm vl Trap
imaFailureAlarm |6 1 1.3.6.1.4.1.353 |ima-Link-ClearingAl |1.3.6.1.4.1.353 |1 Ima Link Up
S5.7.1.2 arm vl S5.7.1.1.5 Trap
imaFailureAlarm 6 1 1.3.6.1.4.1.353 |ima Link 1.3.6.1.4.1.353 |4,6,8 Ima Link Xmt
S5.7.1.2 ima-Link-FailureAla |.5.7.1.1.6 Failure Trap
rm vl
Cisco-UMT-state-c |6 2 .1.3.6.1.4.1.9.9 |The state of the N/A N/A Cisco UMT
hange-v1 483 connection between state Change
the UMTS interfaces. trap
Cisco-GSM-state-c |6 1 .1.3.6.1.4.1.9.9 |The state of the N/A N/A Cisco GSM
hange-trap-vl 483 connection between state Change
the GSM interfaces trap
Cisco-IPRAN-Bac |6 3 .1.3.6.1.4.1.9.9 |When Rcvd. util 1.3.6.1.4.1.9.9. |1 IPRAN
khaul-received-util 483 changes to any of the [483.1.2.2.1.1.1 Backhaul
-vl status : acceptable, 3 Received Util
warning, overloaded. Acceptable
Trap
Cisco-IPRAN-Bac |6 3 .1.3.6.1.4.1.9.9 |When Rcvd. util 1.3.6.1.4.1.9.9. |2 IPRAN
khaul-received-util 483 changes froto any of [483.1.2.2.1.1.1 Backhaul
-vl the status : 3 Received Util
acceptable, warning, Warning Trap
overloaded.
Cisco-IPRAN-Bac |6 3 .1.3.6.1.4.1.9.9 |When Rcvd. util 1.3.6.1.4.1.99. |3 IPRAN
khaul-received-util 483 changes froto any of [483.1.2.2.1.1.1 Backhaul
-vl the status : 3 Received Util
acceptable, warning, Overloaded
overloaded. Trap
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-2 Cisco 10S V1 Traps (continued)
SubType
Generic |Specific SubType Varbind |Short
Trap Name Type Type Enterprise 0ID |Description Varbind 0ID Value Description
Cisco-IPRAN-Bac |6 4 .1.3.6.1.4.1.9.9 |When sent util 1.3.6.1.4.1.9.9. |1 IPRAN
khaul-sent-util-v1 483 changes froto any of |483.1.2.2.1.1.1 Backhaul Sent
the status : 4 Util
acceptable, warning, Acceptable
overloaded. Trap
Cisco-IPRAN-Bac |6 4 .1.3.6.1.4.1.9.9 |When sent util 1.3.6.1.4.1.9.9. |2 IPRAN
khaul-sent-util-v1 483 changes froto any of [483.1.2.2.1.1.1 Backhaul Sent
the status : 4 Util
acceptable, warning, Overloaded
overloaded. Trap
Cisco-IPRAN-Bac |6 4 .1.3.6.1.4.1.9.9 |When sent util 1.3.6.1.4.1.99. |3 IPRAN
khaul-sent-util-v1 483 changes froto any of |483.1.2.2.1.1.1 Backhaul Sent
the status : 4 Util Warning
acceptable, warning, Trap
overloaded.
rttMonConnection |6 1 1.3.6.1.4.1.9.9. |IPSLA echo 1.3.6.1.4.1.9.9. |1 Connection
ChangeNotificatio 422 ConnLoss Trap v2 42.1.2.9.1.5 Loss detected
n by ipsla icmp
echo trap
rttMonConnection |6 1 1.3.6.1.4.1.9.9. |[IPSLA echo 1.3.6.1.4.1.9.9. |2 Connection
ChangeNotificatio 42.2 ConnLoss Trap v2 42.1.2.9.1.5 re-establish
n detected by
ipslaicmp echo
trap
rttMonTimeoutNot |6 2 1.3.6.1.4.1.9.9. |IPSLA IP or LSP 1.3.6.1.4.1.9.9. |1 Timeout
ification 42.2 echo Timeout trap v2 [42.1.2.9.1.6 detected by
ipslaicmp echo
trap
rttMonTimeoutNot |6 2 1.3.6.1.4.1.9.9. |IPSLA IP or LSP 1.3.6.1.4.1.9.9. |2 Connection
ification 422 echo Timeout trap v2 [42.1.2.9.1.6 re-establish
detected by
ipslaicmp echo
trap
rttMonThresholdN |6 3 1.3.6.1.4.1.9.9. |IPSLA Threshold 1.3.6.1.4.1.99. |1 Threshold
otification 42.2 Notification trap v2 |42.1.2.9.1.7 crossing under
trap
rttMonThresholdN |6 3 1.3.6.1.4.1.9.9. [IPSLA Threshold 1.3.6.1.4.1.99. |2 Threshold
otification 422 Notification trap v2 [42.1.2.9.1.7 crossing over
trap
rttMon VerifyError |6 4 1.3.6.1.4.1.9.9. |IPSLA Threshold 1.3.6.1.4.1.9.9. |1 Data
Notification 42.2 Notification 42.1.2.9.1.11 corruption in
deprecated trap v2 rtt operation
trap
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-2 Cisco 10S V1 Traps (continued)
SubType
Generic |Specific SubType Varbind |Short
Trap Name Type Type Enterprise 0ID |Description Varbind 0ID Value Description
rttMon VerifyError |6 4 1.3.6.1.4.1.9.9. [IPSLA Threshold 1.3.6.1.4.1.99. |2 Data
Notification 42.2 Notification 42.1.2.9.1.11 corruption
deprecated trap v2 cleared in rtt
operation trap
rttMonNotification |6 5 1.3.6.1.4.1.9.9. |RTT MON 1.3.6.1.4.1.9.9. |8, null, |Connection
42.2 notification 42.1.2.19.1.2, |1 Loss detected
1.3.6.1.4.1.9.9. by ipsla icmp
42.1.2.2.1.33, echo trap
1.3.6.1.4.1.9.9.
42.1.2.19.1.10
rttMonNotification |6 5 1.3.6.1.4.1.9.9. |RTT MON 1.3.6.1.4.1.9.9. |8, not Connection
42.2 notification 42.1.2.19.1.2, |null, 1 Loss detected
1.3.6.1.4.1.9.9. by ipsla LSP
42.1.2.2.1.33, icmp echo trap
1.3.6.1.4.1.9.9.
42.1.2.19.1.10
rttMonNotification |6 5 1.3.6.1.4.1.9.9. |RTT MON 1.3.6.1.4.1.9.9. |8, null, |Connection
42.2 notification 42.1.2.19.1.2, |2 re-establish
1.3.6.1.4.1.9.9. detected by
42.1.2.2.1.33, ipslaicmp echo
1.3.6.1.4.1.9.9. trap
42.1.2.19.1.10
rttMonNotification |6 5 1.3.6.1.4.1.9.9. |RTT MON 1.3.6.1.4.1.9.9. |8, not Connection
42.2 notification 42.1.2.19.1.2, |null, 2 |re-establish
1.3.6.1.4.1.9.9. detected by
42.1.2.2.1.33, ipsla LSP icmp
1.3.6.1.4.1.9.9. echo trap
42.1.2.19.1.10
rttMonNotification |6 5 1.3.6.1.4.1.9.9. |RTT MON 1.3.6.1.4.1.9.9. |7, null, |Timeout
42.2 notification 42.1.2.19.1.2, |1 detected by
1.3.6.1.4.1.9.9. ipslaicmp echo
42.1.2.2.1.33, trap
1.3.6.1.4.1.9.9.
42.1.2.19.1.10
rttMonNotification |6 5 1.3.6.1.4.1.9.9. |RTT MON 1.3.6.1.4.1.9.9. |7, not Timeout
42.2 notification 42.1.2.19.1.2, |null, 1 detected by
1.3.6.1.4.1.9.9. ipsla LSP icmp
42.1.2.2.1.33, echo trap
1.3.6.1.4.1.9.9.
42.1.2.19.1.10
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Table 11-2 Cisco 10S V1 Traps (continued)
SubType
Generic |Specific SubType Varbind |Short
Trap Name Type Type Enterprise 0ID |Description Varbind 0ID Value Description
rttMonNotification |6 5 1.3.6.1.4.1.9.9. |RTT MON 1.3.6.1.4.1.9.9. |7, null, |Connection
42.2 notification 42.1.2.19.1.2, |2 re-establish
1.3.6.1.4.1.9.9. detected by
42.1.2.2.1.33, ipslaicmp echo
1.3.6.1.4.1.9.9. trap
42.1.2.19.1.10
rttMonNotification |6 5 1.3.6.1.4.1.9.9. |RTT MON 1.3.6.1.4.1.9.9. |7, not Connection
42.2 notification 42.1.2.19.1.2, |null, 2 |re-establish
1.3.6.1.4.1.9.9. detected by
42.1.2.2.1.33, ipsla LSP icmp
1.3.6.1.4.1.9.9. echo trap
42.1.2.19.1.10
rttMonNotification |6 5 1.3.6.1.4.1.9.9. |RTT MON 1.3.6.1.4.1.9.9. |1,1 RTT threshold
42.2 notification 42.1.2.19.1.2, crossing over
1.3.6.1.4.1.9.9. trap
42.1.2.19.1.10
rttMonNotification |6 5 1.3.6.1.4.1.9.9. |RTT MON 1.3.6.1.4.1.99. |1,2 RTT threshold
422 notification 42.1.2.19.1.2, crossing under
1.3.6.1.4.1.9.9. trap
42.1.2.19.1.10
rttMonLpdDiscove |6 6 1.3.6.1.4.1.9.9. |IPSLA LPD 1.3.6.1.4.1.9.9. |1 IPSLA LSP
ryNotification 42.2 Discovery trap v2 42.1.3.7.1.13 path discovery
failure trap
rttMonLpdDiscove |6 6 1.3.6.1.4.1.9.9. |[IPSLA LPD 1.3.6.1.4.1.9.9. |2 IPSLA LSP
ryNotification 422 Discovery trap v2 42.1.3.7.1.13 path
rediscovery
trap
rttMonLpdGrpStat |6 7 1.3.6.1.4.1.9.9. |IPSLA LDP Group |1.3.6.1.4.1.9.9. |34 IPSLA LDP
usNotification 42.2 Status trap v2 42.1.3.7.1.16 group status
failure trap
rttMonLpdGrpStat |6 7 1.3.6.1.4.1.9.9. [IPSLA LDP Group 1.3.6.1.4.1.9.9. |2 IPSLA LDP
usNotification 42.2 Status trap v2 42.1.3.7.1.16 group status
restoration trap
cmplsFrrProtected |6 1 1.3.6.1.4.1.9.1 |TE FRR trigger N/A N/A FRR Protected
0.98 notification v1 Trap
cmplsFrrUnProtect |6 2 1.3.6.1.4.1.9.1 |TE FRR trigger N/A N/A FRR
ed 0.98 notification v1 Unprotected
Trap
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-2 Cisco 10S V1 Traps (continued)
SubType
Generic |Specific SubType Varbind |Short
Trap Name Type Type Enterprise 0ID |Description Varbind 0ID Value Description
cpwVcUp 6 2 1.3.6.1.4.1.9.1 |This notificationis |N/A N/A Pseudo wire
0.106.2 generated when the tunnel up
cpw VcOperStatus
object for one or
more contiguous
entries in
cpwVcTable are
about to enter the
up(1) state from
some other state.
cpwVcDown 6 1 1.3.6.1.4.1.9.1 |This notificationis  |N/A N/A Pseudo wire
0.106.2 generated when the tunnel down

cpwVcOperStatus
object for one or
more contiguous
entries in
cpwVcTable are
about to enter the
up(1) state from
some other state.

] Cisco Active Network Abstraction 3.6.7 VNE Reference Guide

0L-19647-01



| Chapter11  Support Information for Cisco Traps

Cisco 1I0S V1 Traps I

Table 11-2 Cisco 10S V1 Traps (continued)
SubType
Generic |Specific SubType Varbind |Short

Trap Name Type Type Enterprise 0ID |Description Varbind 0ID Value Description

vtpConfigRevNum |6 1 1.3.6.1.4.1.9.9. |A configuration N/A N/A vtp

berError 46.2 revision number configuration
error notification revision
signifies thata device number error
has incremented its trap

vtpConfigRevNumbe
rErrors counter.
Generation of this
notification is
suppressed if the
vtpNotificationsEnab
led has the value
'false’. The device
must throttle the
generation of
consecutive
vtpConfigRevNumbe
rError notifications
so that there is at
least a five-second
gap between
notification of this
type. When
notification are
throttled, they are
dropped, not queued
for sending at a
future time. (Note
that 'generating' a
notification means
sending to all
configured recipients

Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-2 Cisco 10S V1 Traps (continued)
SubType
Generic |Specific SubType Varbind |Short

Trap Name Type Type Enterprise 0ID |Description Varbind 0ID Value Description

vtpConfigDigestEr |6 2 1.3.6.1.4.1.9.9. |A configuration N/A N/A vtp

ror 46.2 digest error configuration
notification signifies digest error
that a device has trap
incremented its
vtpConfigDigestErro
rs counter.

Generation of this
notification is
suppressed if the
vtpNotificationsEnab
led has the value
'false’. The device
must throttle the
generation of
consecutive
vtpConfigDigestErro
r notifications so that
there is at least a
five-second gap
between notification
of this type. When
notification are
throttled, they are
dropped, not queued
for sending at a
future time. (Note
that 'generating' a
notification means
sending to all
configured
recipients).

Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-2

Cisco 10S V1 Traps (continued)

Cisco 10S V1 Traps

Trap Name

Generic
Type

Specific
Type

Enterprise 0ID

Description

SubType
Varbind 0ID

SubType
Varbind
Value

Short
Description

vtpVersionOneDev
iceDetected

6

6

1.3.6.1.4.1.9.9.
46.2

A VTP version one
device detected
notification is
generated by adevice
when:

A. A management
domain has been put
into version 2 mode
(as accessed by
managementDomain
VersionInUse).

B. 15 minutes has
passed since (A)
occurred.

C. A version 1 PDU
is detected on a trunk
on the device that is
in that management
domain which has a
lower revision
number than the
current
configuration.

N/A

N/A

vtp VersionOne
Device
Detected trap

vtpLocalModeCha
nged

1.3.6.1.4.1.9.9.
46.2

A
vtpLocalModeChang
ed notification is
generated by a device
when the value of the
object
managementDomain
LocalMode is
changed.

N/A

N/A

vtp Local
Mode Changed
trap

vtpVersionInUseC
hanged

1.3.6.1.4.1.9.9.
46.2

A
vtpVersionInUseCha
nged notification is
generated by a device
when the value of the
object
managementDomain
VersionInUse is
changed.

N/A

N/A

vtp
VersionInUse
Changed trap
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Table 11-2 Cisco 10S V1 Traps (continued)
SubType
Generic |Specific SubType Varbind |Short
Trap Name Type Type Enterprise 0ID |Description Varbind 0ID Value Description
vlanTrunkPortDyn |6 7 1.3.6.1.4.1.99. |A 1.3.6.1.4.1.99. | 1 Vlan trunk port
amicStatusChange 46.2 vlanTrunkPortDyna [46.1.6.1.1.14 dynamic status
micStatusChange changed to
notification is trunking
generated by adevice
when the value of
vlanTrunkPortDyna
micStatus object has
been changed.
vlanTrunkPortDyn |6 7 1.3.6.1.4.1.9.9. A 1.3.6.1.4.1.9.9. |2 Vlan trunk port
amicStatusChange 46.2 vlanTrunkPortDyna |46.1.6.1.1.14 dynamic status
micStatusChange changed to not
notification is trunking
generated by adevice
when the value of
vlanTrunkPortDyna
micStatus object has
been changed.
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Cisco 10S V2 Traps

Table 11-3 lists the Cisco IOS SNMP V2 traps supported in Cisco ANA. For associated event types,
event subtypes, and Cisco ANA registry parameters, use the link under Short Description or see

Table 11-3

Table 11-10.

Cisco I0S V2 Traps

Cisco 10S V2 Traps

Trap Name

Trap 0ID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

cbfDefineFileCompl
etion

1.3.6.1.4.1.9.9.
81.2.0.1

N/A

N/A

A cbfDefineFileCompletion
notification is sent on the
following conditions :
completion of a file
consumption operation in case
of ephemeral files: completion
of file creation operation in
case of volatile or permanent
files: any error during file
creation.

CBF File operation
state indicator

cbgpBackwardTransi
tion

1.3.6.1.4.1.9.9.
187.0.2

1.3.6.1.4.1.
9.9.187.0.2

!=(lor 6)

The cbgpBackwardTransition
Event is generated when the
BGP FSM moves from a higher
numbered state to a lower
numbered state. The
bgpPeerRemoteAddr value is
attached to the notification
object ID.

Cisco BGP
backward transition
trap

cbgpFsmStateChang
e

1.3.6.1.4.1.9.9.
187.0.1

1.3.6.1.4.1.
9.9.187.0.2

]
—_

The BGP
cbgpFsmStateChange
notification is generated for
every BGP FSM state change.

Cisco BGP down
trap

cbgpFsmStateChang
e

1.3.6.1.4.1.9.9.
187.0.1

1.3.6.1.4.1.
9.9.187.0.2

I
[@)

The BGP
cbgpFsmStateChange
notification is generated for
every BGP FSM state change.

Cisco BGP
established trap

cbgpPrefixThreshold
Exceeded

1.3.6.1.4.1.9.9.
187.0.3

N/A

N/A

The
cbgpPrfefixMaxThresholdExc
eeded notification is generated
when prefix count exceeds the
configured warning threshold
on a session for an address
family

Cisco BGP prefix
threshold exceeded
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Table 11-3

Cisco 10S V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

cbgpPrefixThreshold
Clear

1.3.6.1.4.1.9.9.
187.0.4

N/A

N/A

The cbgpPrefixThresholdClear
notification is generated when
prefix count drops below the
configured clear threshold on a
session for an address family
once
cbgpPrefixThresholdExceeded
is generated. This won't be
generated if the peer session
goes down after the generation
of
bgpPrefixThresholdExceeded.
The bgpPeerRemoteAddr,
bgpPeerAddrFamilyAfi and
cbgpPeerAddrFamilySafi
values are attached to the
notification object ID.

Cisco BGP prefix
threshold clear

ccCopyCompletion

1.3.6.1.4.1.9.9.
96.2.1.1

N/A

N/A

A ccCopyCompletion trap is
sent at the completion of a
config-copy request. The
ccCopyPFailCause is not
instantiated, and hence not
included in a trap, when the
ccCopyState is success

Config-copy request
completion

ciscoConfigManEve
nt

1.3.6.1.4.1.9.9.
43.2.0.1

N/A

N/A

Notification of a configuration
management event as recorded
in ccmHistoryEventTable.

Cisco Configuration
management event
notification

cefcFanTrayStatusC
hange

1.3.6.1.4.1.9.9.
117.2.0.6

1.3.6.1.4.1.
9.9.117.1.4.
1.1.1

This notification is generated
when the value of
cefcFanTrayOperStatus
changes.

cefc fan-tray oper
status down

cefcFanTrayStatusC
hange

1.3.6.1.4.1.9.9.
117.2.0.6

1.3.6.1.4.1.
9.9.117.1.4.
1.1.1

This notification is generated
when the value of
cefcFanTrayOperStatus
changes.

cefc fan-tray oper
status up

cefcFRUInserted

1.3.6.1.4.1.9.9.
117.2.0.3

N/A

N/A

The cecfFRUInserted
notification indicates that a
FRU was inserted. The varbind
for this notification indicates
the entPhysicallndex of the
inserted FRU, and the
entPhysicallndex of the FRU's
container.

cefc FRU inserted
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Table 11-3

Cisco 10S V2 Traps (continued)

Cisco 10S V2 Traps

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

cefcFRURemoved

1.3.6.1.4.1.9.9.
117.2.0.4

N/A

N/A

The cefcFRURemoved
notification indicates that a
FRU was removed. The
varbind for this notification
indicates the entPhysicallndex
of the removed FRU, and the
entPhysicallndex of the FRU's
container.

cefc FRU removed

cefcModuleStatusCh

ange

1.3.6.1.4.1.9.9.
117.2.0.1

1.3.6.1.4.1.
9.9.117.1.2.
1.1.2

This notification is generated
when the value of
cefcModuleOperStatus
changes. It can be utilized by
an NMS to update the status of
the module it is managing.

cefc module oper
status down

cefcModuleStatusCh

ange

1.3.6.1.4.1.9.9.
117.2.0.1

1.3.6.1.4.1.
9.9.117.1.2.
1.1.2

Il
\®)

This notification is generated
when the value of
cefcModuleOperStatus
changes. It can be utilized by
an NMS to update the status of
the module it is managing.

cefc module oper
status up

cefcPowerStatusCha

nge

1.3.6.1.4.1.9.9.
117.2.0.2

1.3.6.1.4.1.
9.9.117.1.1.
2.1.2

1=2

The
cefcFRUPowerStatusChange
notification indicates that the
power status of a FRU has
changed. The varbind for this
notification indicates the
entPhysicallndex of the FRU,
and the new operational-status
of the FRU.

cefc power status
down

cefcPowerStatusCha

nge

1.3.6.1.4.1.9.9.
117.2.0.2

1.3.6.1.4.1.
9.9.117.1.1.
2.1.2

Il
[\S)

The
cefcFRUPowerStatusChange
notification indicates that the
power status of a FRU has
changed. The varbind for this
notification indicates the
entPhysicallndex of the FRU,
and the new operational-status
of the FRU.

cefc power status up

entSensorThreshold

Notification

1.3.6.1.4.1.9.9.
91.2.0.1

N/A

N/A

The sensor value crossed the
threshold listed in
entSensorThresholdTable. This
notification is generated once
each time the sensor value
crossesthe threshold.

sensor value crossed

threshold in

entSensorThreshold

Table
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Table 11-3

Cisco 10S V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

ciscoFlashCopyCom
pletionTrap

1.3.6.1.4.1.9.9.
10.1.3.0.1

1.3.6.1.4.1.
9.9.10.1.2.1
.1.8

!I=(Oorlor2)

A
ciscoFlashCopyCompletionTra
p is sent at the completion of a
flash copy operation if such a
trap was requested when the
operation was initiated.

Cisco flash copy
failed

ciscoFlashCopyCom
pletionTrap

1.3.6.1.4.1.9.9.
10.1.3.0.1

1.3.6.1.4.1.
9.9.10.1.2.1
.1.8

U
\S}

A
ciscoFlashCopyCompletionTra
p is sent at the completion of a
flash copy operation if such a
trap was requested when the
operation was initiated.

Cisco flash copy
completion

ciscoFlashCopyCom
pletionTrap

1.3.6.1.4.1.9.9.
10.1.3.0.1

1.3.6.1.4.1.
9.9.10.1.2.1
1.8

=0orl)

A
ciscoFlashCopyCompletionTra
p is sent at the completion of a
flash copy operation if such a
trap was requested when the
operation was initiated.

Cisco flash copy in
progress

ciscoFlashDeviceCh
angeTrap

1.3.6.1.4.1.9.9.
10.1.3.0.4

N/A

N/A

A
ciscoFlashDeviceChangeTrap
is sent whenever a removable
Flash device is inserted or
removed.

Cisco Flash device
changed

ciscoFlashDevicelns
ertedNotif

1.3.6.1.4.1.9.9.
10.1.3.0.5

N/A

N/A

A
ciscoFlashDevicelnsertedNotif
notification is sent whenever a
removable Flash device is
inserted.

Cisco Flash device
inserted

ciscoFlashDeviceRe
movedNotif

1.3.6.1.4.1.9.9.
10.1.3.0.6

N/A

N/A

A
ciscoFlashDeviceRemovedNot
if notification is sent whenever
a removable Flash device is
removed.

Cisco Flash device
removed

ciscoFlashDevicelns
ertedNotifRev1

1.3.6.1.4.1.9.9.
10.1.3.0.7

N/A

N/A

A
ciscoFlashDevicelnsertedNotif
Rev1 notification is sent
whenever a removable Flash
device is inserted.The
ciscoFlashDevicelnsertedNotif
Revl1 depcrecates
ciscoFlashDevicelnsertedNotif
since it uses
ciscoFlashDeviceName as a
varbind which is deprecated.

Cisco Flash device
inserted
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Cisco 1I0SV2Traps W

Table 11-3 Cisco 10S V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

ciscoFlashDeviceRe
movedNotifRev1

1.3.6.1.4.1.9.9.
10.1.3.0.8

N/A

N/A

A
ciscoFlashDeviceRemovedNot
ifRev1 notification is sent
whenever a removable Flash
device is removed. The
ciscoFlashDeviceRemovedNot
ifRev1 depcrecates
ciscoFlashDeviceRemovedNot
if since it uses
ciscoFlashDeviceName as a
varbind which is deprecated.

Cisco Flash device
removed

ciscoFlashMiscOpC
ompletionTrap

1.3.6.1.4.1.9.9.
10.1.3.0.3

1.3.6.1.4.1.
9.9.10.1.2.3
1.4

I=(1or2)

A
ciscoFlashMiscOpCompletion
Trap is sent at the completion
of a miscellaneous flash
operation (enumerated in
ciscoFlashMiscOpCommand)
if such a trap was requested
when the operation was
initiated.

Cisco Flash
miscellaneous
operation failed

ciscoFlashMiscOpC
ompletionTrap

1.3.6.1.4.1.9.9.
10.1.3.0.3

1.3.6.1.4.1.
9.9.10.1.2.3
1.4

Il
\S)

A
ciscoFlashMiscOpCompletion
Trap is sent at the completion
of a miscellaneous flash
operation (enumerated in
ciscoFlashMiscOpCommand)
if such a trap was requested
when the operation was
initiated.

Cisco Flash
miscellaneous
operation completed

ciscoFlashMiscOpC
ompletionTrap

1.3.6.1.4.1.9.9.
10.1.3.0.3

1.3.6.1.4.1.
9.9.10.1.2.3
1.4

I
—

A
ciscoFlashMiscOpCompletion
Trap is sent at the completion
of a miscellaneous flash
operation (enumerated in
ciscoFlashMiscOpCommand)
if such a trap was requested
when the operation was
initiated.

Cisco Flash
miscellaneous
operation in
progress

chassisAlarmOff

1.3.6.1.4.1.95.
0.6

N/A

N/A

chassis alarm trap

chassis alarm off

chassisAlarmOn

1.3.6.1.4.1.9.5.
0.5

N/A

N/A

chassis alarm trap

chassis alarm on
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Table 11-3 Cisco 10S V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind OID |Varbind Value |Description Short Description
cPimNbrLoss 1.3.6.1.4.1.9.1 |N/A N/A A cPimNbrLoss trap signifies |Cisco PIM neighbor
0.119.0.2 the loss of an adjacency with a |lost
neighbor. This trap should be
generated when the neighbor
timer expires, and the router
has no other neighbors on the
same interface with a lower IP
address than itself.
ciscoPingCompletio |1.3.6.1.4.1.9.9. IN/A N/A A ciscoPingCompleted trap is |Cisco ping
n 16.2.0.1 sent at the completion of a completion
sequence of pings if such a trap
was requested when the
sequence was initiated.
ciscoSonetSectionSt |1.3.6.1.4.1.9.9. |1.3.6.1.2.1. |!=1 This notification is generated |Cisco Sonet section
atusChange 126.0.1 10.39.1.2.1. whenever the value of status changed to
1.1 sonetSectionCurrentStatus error
changes to value more than 1.
ciscoSonetSectionSt |1.3.6.1.4.1.9.9. |1.3.6.1.2.1. |=1 This notification is generated |Cisco Sonet section
atusChange 126.0.1 10.39.1.2.1. whenever the value of status changed to
1.1 sonetSectionCurrentStatus clear
changes to value 1.
ciscoSonetLineStatu [1.3.6.1.4.1.9.9. [1.3.6.1.2.1. |!=1 This notification is generated |Cisco Sonet line
sChange 126.0.2 10.39.1.3.1. whenever the value of status changed to
1.1 sonetLineCurrentStatus error
changes to value more than 1.
ciscoSonetLineStatu |1.3.6.1.4.1.9.9. |1.3.6.1.2.1. |=1 This notification is generated |Cisco Sonet line
sChange 126.0.2 10.39.1.3.1. whenever the value of status changed to
1.1 sonetLineCurrentStatus clear
changes to value 1.
ciscoSonetPathStatus [1.3.6.1.4.1.9.9. |1.3.6.1.2.1. |!=1 This notification is generated |Cisco Sonet path
Change 126.0.3 10.39.2.1.1. whenever the value of status changed to
1.2 sonetPathCurrentStatus error
changes to value more than 1.
ciscoSonetPathStatus [1.3.6.1.4.1.9.9. |1.3.6.1.2.1. |=I This notification is generated |Cisco Sonet path
Change 126.0.3 10.39.2.1.1. whenever the value of status changed to
1.2 sonetPathCurrentStatus clear

changes to value 1.
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Table 11-3

Cisco 10S V2 Traps (continued)

Cisco 10S V2 Traps

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

mplsLdpFailedInitSe
ssionThresholdExcee
ded

1.3.6.1.4.1.9.1
0.65.2.0.1

N/A

N/A

This notification is generated
when the value of the
'mplsLdpEntityPVLimitMisma
tchTrapEnable' object is
'‘enabled(1)' and the value of
the object,
'mplsLdpEntityFailedInitSessi
onThreshold' has been
exceeded.

MPLS LDP init
session threshold
exceeded Trap

mplsLdpSessionDow
n

1.3.6.1.4.1.9.1
0.65.2.0.4

N/A

N/A

Generation of this trap occurs
when the
‘mplsLdpSessionUpDownTrap
Enable' object is 'enabled(1)'
and the value of
mplsLdpSessionState changes
from 'operational(5)' to any
other state.

MPLS LDP session
down Trap

mplsLdpSessionUp

1.3.6.1.4.1.9.1
0.65.2.0.3

N/A

N/A

Generation of this trap occurs
when the
'mplsLdpSessionUpDownTrap
Enable' object is 'enabled(1)’
and the value of
mplsLdpSessionState changes
from any state accept
‘nonexistent(1)' to 'operational.

MPLS LDP session
up Trap

mplsTunnelUp

1.3.6.1.3.95.3.
0.1

N/A

N/A

This notification is generated
when a mplsTunnelOperStatus
object for one of the configured
tunnels is about to leave the
down state and transition into
some other state (but not into
the notPresent state). This
other state is indicated by the
included value of
mplsTunnelOperStatus.

MPLS-TE tunnel up
trap

mplsTunnelDown

1.3.6.1.3.95.3.
0.2

N/A

N/A

This notification is generated
when a mplsTunnelOperStatus
object for one of the configured
tunnels is about to enter the
down state from some other
state (but not from the
notPresent state). This other
state is indicated by the
included value of
mplsTunnelOperStatus.

MPLS-TE tunnel
down trap
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Table 11-3 Cisco 10S V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind OID |Varbind Value |Description Short Description
mplsTunnelRerouted [1.3.6.1.3.95.3. |N/A N/A This notification is generated |MPLS-TE tunnel
0.3 when a tunnel is rerouted or rerouted trap

re-optimized. If the Actual

Path is used, then this object

MAY contain the new path for

this tunnel some time after this

trap is issued by the agent
ciscolpMRouteMissi [1.3.6.1.4.1.9.1 |N/A N/A A notification is sent if a Failed receive
ngHeartBeats 0.2.3.1.0.1 multicast router with this multicast router

feature enabled failed to heartbeat

receive configured number of

heartbeat packets from

heartbeat sources within a

configured time interval
ciscoRFProgression |1.3.6.1.4.1.9.9. IN/A N/A VSL link goes down or one of |Cisco VSS Shelf 1is
Notif 176.2.0.2 the chassis reloads Disabled
ciscoRFProgression |1.3.6.1.4.1.9.9. IN/A N/A VSL link goes down or one of |Cisco VSS Shelf 1is
Notif 176.2.0.2 the chassis reloads Standby Cold
ciscoRFProgression [1.3.6.1.4.1.9.9. IN/A N/A VSL link goes down or one of |Cisco VSS Shelf 1 is
Notif 176.2.0.2 the chassis reloads Standby Hot
ciscoRFProgression |1.3.6.1.4.1.9.9. |N/A N/A VSL link goes down or one of |Cisco VSS Shelf2is
Notif 176.2.0.2 the chassis reloads Disabled
ciscoRFProgression |1.3.6.1.4.1.9.9. IN/A N/A VSL link goes down or one of |Cisco VSS Shelf2is
Notif 176.2.0.2 the chassis reloads Standby Cold
ciscoRFProgression [1.3.6.1.4.1.9.9. IN/A N/A VSL link goes down or one of |Cisco VSS Shelf2is
Notif 176.2.0.2 the chassis reloads Standby Hot
cvsVSLConnectionC [1.3.6.1.4.1.9.9. IN/A N/A when VSL connection is down |VSL Connection
hangeNotif 388.0.1 Changed: Down
cvsVSLConnectionC [1.3.6.1.4.1.9.9. IN/A N/A when VSL connection is up VSL Connection
hangeNotif 388.0.1 Change: Up
topologyChange 1.3.6.1.2.1.17. |[N/A N/A This Notification is sent by a  |dotlqBridge trap

0.2 bridge when any of its

configured ports transitions

from the Learning state to the

Forwarding state, or from the

Forwarding state to the

Blocking state.
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Table 11-3 Cisco 10S V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

cEtherCfmCcMepUp

1.3.6.1.4.1.9.9.
461.0.0.1

N/A

N/A

This notification is generated
in the following cases: when a
remote MEP first comes up,
that is when we receive CC
message from that MEP for the
first time; when the device
receives a CC message from a
MEP for which it has an
expired CCDB entry; when a
CC message is received for a
remote MEP for which the
device already has a CCDB
entry and the port-state in the
received CC message is
different from the cached
previous state

Mep up trap

cEtherCfmCcMepDo
wn

1.3.6.1.4.1.9.9.
461.0.0.2

N/A

N/A

This notification is generated
when a remote MEP goes
down; i.e. the entry in CCDB
corresponding to this MEP
times out or the device receives
a CC message with zero
hold-time

Mep down trap

coldStart

1.3.6.1.2.1.11.
0.0

N/A

N/A

This trap signifies that the
sending protocol entity is
reinitializing itself such that
the agent s configuration or the
protocol entity implementation
may be altered.

Cold start trap

cHsrpStateChange

1.3.6.1.4.1.9.9.
106.2.0.1

1.3.6.1.4.1.
9.9.106.1.2.
1.1.15

I
|91

A cHsrpStateChange
notification is sent when a
cHsrpGrpStandbyState
transitions to either active or
standby state, or leaves active
or standby state. There will be
only one notification issued
when the state change is from
standby to active and vice
versa.

Cisco hsrp state
standby
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Table 11-3

Cisco 10S V2 Traps

Cisco 10S V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

cHsrpStateChange

1.3.6.1.4.1.9.9.
106.2.0.1

1.3.6.1.4.1.
9.9.106.1.2.
1.1.15

—A

A cHsrpStateChange
notification is sent when a
cHsrpGrpStandbyState
transitions to either active or
standby state, or leaves active
or standby state. There will be
only one notification issued
when the state change is from
standby to active and vice
versa.

Cisco hsrp state non

active

cHsrpStateChange

1.3.6.1.4.1.9.9.
106.2.0.1

1.3.6.1.4.1.
9.9.106.1.2.
1.1.15

]
(@)

A cHsrpStateChange
notification is sent when a
cHsrpGrpStandbyState
transitions to either active or
standby state, or leaves active
or standby state. There will be
only one notification issued
when the state change is from
standby to active and vice
versa.

Cisco hsrp state
active

ciscoEnvMonFanNot
ification

1.3.6.1.4.1.9.9.
13.3.04

1.3.6.1.4.1.
9.9.13.14.1
3

A
ciscoEnvMonFanNotification
is sent if any one of the fans in
the fan array (where existent)
fails. Since such a notification
is usually generated before the
shutdown state is reached, it
can convey more data and has a
better chance of being sent than
does the
ciscoEnvMonShutdownNotific
ation.

Cisco Environment

Monitoring Fan
Notification -
Critical

ciscoEnvMonFanNot
ification

1.3.6.1.4.1.9.9.
13.3.04

1.3.6.1.4.1.
9.9.13.14.1
3

A
ciscoEnvMonFanNotification
is sent if any one of the fans in
the fan array (where existent)
fails. Since such a notification
is usually generated before the
shutdown state is reached, it
can convey more data and has a
better chance of being sent than
does the
ciscoEnvMonShutdownNotific
ation.

Cisco Environment

Monitoring Fan
Notification -
Normal
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Cisco 10S V2 Traps (continued)

Cisco 10S V2 Traps

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

ciscoEnvMonFanNot
ification

1.3.6.1.4.1.9.9.
13.3.0.4

1.3.6.1.4.1.
9.9.13.1.4.1
3

=6

A
ciscoEnvMonFanNotification
is sent if any one of the fans in
the fan array (where existent)
fails. Since such a notification
is usually generated before the
shutdown state is reached, it
can convey more data and has a
better chance of being sent than
does the
ciscoEnvMonShutdownNotific
ation.

Cisco Environment
Monitoring Fan
Notification - Not
Functioning

ciscoEnvMonFanNot
ification

1.3.6.1.4.1.9.9.
13.3.04

1.3.6.1.4.1.
9.9.13.1.4.1
3

A
ciscoEnvMonFanNotification
is sent if any one of the fans in
the fan array (where existent)
fails. Since such a notification
is usually generated before the
shutdown state is reached, it
can convey more data and has a
better chance of being sent than
does the
ciscoEnvMonShutdownNotific
ation.

Cisco Environment
Monitoring Fan
Notification - Not
Present

ciscoEnvMonFanNot
ification

1.3.6.1.4.1.9.9.
13.3.04

1.3.6.1.4.1.
9.9.13.14.1
3

A
ciscoEnvMonFanNotification
is sent if any one of the fans in
the fan array (where existent)
fails. Since such a notification
is usually generated before the
shutdown state is reached, it
can convey more data and has a
better chance of being sent than
does the
ciscoEnvMonShutdownNotific
ation.

Cisco Environment
Monitoring Fan
Notification -
Shutdown
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Table 11-3 Cisco 10S V2 Traps (continued)

SubType SubType
Trap Name Trap OID Varbind OID |Varbind Value |Description Short Description
ciscoEnvMonFanNot [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. | =2 A Cisco Environment
ification 13.3.0.4 9.9.13.14.1 ciscoEnvMonFanNotification |Monitoring Fan

3 is sent if any one of the fans in |Notification -

the fan array (where existent) |Warning
fails. Since such a notification
is usually generated before the
shutdown state is reached, it

can convey more data and has a
better chance of being sent than

does the

ciscoEnvMonShutdownNotific

ation.
ciscoEnvMonRedun |1.3.6.1.4.1.9.9. [1.3.6.14.1. | =3 A Redundant Supply
dantSupplyNotificati |13.3.0.5 9.9.13.1.5.1 ciscoEnvMonRedundantSuppl |State - Critical
on 3 yNotification is sent if the

redundant power supply
(where exists) fails. Since such
a notification is usually
generated before the shutdown
state is reached, it can convey
more data and has a better
chance of being sent than does

the

ciscoEnvMonShutdownNotific

ation.
ciscoEnvMonRedun [1.3.6.1.4.1.9.9. |1.3.6.14.1. | =1 A Redundant Supply
dantSupplyNotificati |13.3.0.5 9.9.13.1.5.1 ciscoEnvMonRedundantSuppl |State - Normal
on 3 yNotification is sent if the

redundant power supply
(where exists) fails. Since such
a notification is usually
generated before the shutdown
state is reached, it can convey
more data and has a better
chance of being sent than does
the
ciscoEnvMonShutdownNotific
ation.
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Table 11-3

Cisco 10S V2 Traps (continued)

Cisco 10S V2 Traps

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

ciscoEnvMonRedun
dantSupplyNotificati
on

1.3.6.1.4.1.9.9.
13.3.0.5

1.3.6.1.4.1.
9.9.13.1.5.1
3

=6

A
ciscoEnvMonRedundantSuppl
yNotification is sent if the
redundant power supply
(where exists) fails. Since such
a notification is usually
generated before the shutdown
state is reached, it can convey
more data and has a better
chance of being sent than does
the
ciscoEnvMonShutdownNotific
ation.

Redundant Supply
State - Not
Functioning

ciscoEnvMonRedun
dantSupplyNotificati
on

1.3.6.1.4.1.9.9.
13.3.0.5

1.3.6.1.4.1.
9.9.13.1.5.1
3

A
ciscoEnvMonRedundantSuppl
yNotification is sent if the
redundant power supply
(where exists) fails. Since such
a notification is usually
generated before the shutdown
state is reached, it can convey
more data and has a better
chance of being sentthan does
the
ciscoEnvMonShutdownNotific
ation.

Redundant Supply
State - Not Present

ciscoEnvMonRedun
dantSupplyNotificati
on

1.3.6.1.4.1.9.9.
13.3.0.5

1.3.6.1.4.1.
9.9.13.1.5.1
3

A
ciscoEnvMonRedundantSuppl
yNotification is sent if the
redundant power supply
(where exists) fails. Since such
a notification is usually
generated before the shutdown
state is reached, it can convey
more data and has a better
chance of being sent than does
the
ciscoEnvMonShutdownNotific
ation.

Redundant Supply
State - Shutdown
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Table 11-3

Cisco 10S V2 Traps

Cisco 10S V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

ciscoEnvMonRedun
dantSupplyNotificati

on

1.3.6.1.4.1.9.9.
13.3.0.5

1.3.6.1.4.1.
9.9.13.1.5.1
3

=2

A
ciscoEnvMonRedundantSuppl
yNotification is sent if the
redundant power supply
(where exists) fails. Since such
a notification is usually
generated before the shutdown
state is reached, it can convey
more data and has a better
chance of being sent than does
the
ciscoEnvMonShutdownNotific
ation.

Redundant Supply
State - Warning

ciscoEnvMonTemper
atureNotification

1.3.6.1.4.1.9.9.
13.3.0.3

1.3.6.1.4.1.
9.9.13.1.3.1
.6

A
ciscoEnvMonTemperatureNoti
fication is sent if the
temperature measured at a
given test point is outside the
normal range for the test point
(i.e. is at the warning, critical,
or shutdown stage). Since such
a Notification is usually
generated before the shutdown
state is reached, it can convey
more data and has a better
chance of being sent than does
the
ciscoEnvMonShutdownNotific
ation.

Critical
Temperature

ciscoEnvMonTemper
atureNotification

1.3.6.1.4.1.9.9.
13.3.0.3

1.3.6.1.4.1.
9.9.13.1.3.1
.6

A
ciscoEnvMonTemperatureNoti
fication is sent if the
temperature measured at a
given test point is outside the
normal range for the test point
(i.e. is at the warning, critical,
or shutdown stage). Since such
a Notification is usually
generated before the shutdown
state is reached, it can convey
more data and has a better
chance of being sent than does
the
ciscoEnvMonShutdownNotific
ation.

Normal
Temperature

] Cisco Active Network Abstraction 3.6.7 VNE Reference Guide

0L-19647-01



| Chapter 11

Support Information for Cisco Traps

Table 11-3

Cisco 10S V2 Traps (continued)

Cisco 10S V2 Traps

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

ciscoEnvMonTemper

atureNotification

1.3.6.1.4.1.9.9.
13.3.0.3

1.3.6.1.4.1.
9.9.13.1.3.1
.6

=6

A
ciscoEnvMonTemperatureNoti
fication is sent if the
temperature measured at a
given test point is outside the
normal range for the test point
(i.e. is at the warning, critical,
or shutdown stage). Since such
a Notification is usually
generated before the shutdown
state is reached, it can convey
more data and has a better
chance of being sent than does
the
ciscoEnvMonShutdownNotific
ation.

Not Functioning

ciscoEnvMonTemper

atureNotification

1.3.6.1.4.1.9.9.
13.3.0.3

1.3.6.1.4.1.
9.9.13.1.3.1
.6

A
ciscoEnvMonTemperatureNoti
fication is sent if the
temperature measured at a
given test point is outside the
normal range for the test point
(i.e. is at the warning, critical,
or shutdown stage). Since such
a Notification is usually
generated before the shutdown
state is reached, it can convey
more data and has a better
chance of being sent than does
the
ciscoEnvMonShutdownNotific
ation.

Not Present

ciscoEnvMonTemper

atureNotification

1.3.6.1.4.1.9.9.
13.3.0.3

1.3.6.1.4.1.
9.9.13.1.3.1
.6

A
ciscoEnvMonTemperatureNoti
fication is sent if the
temperature measured at a
given test point is outside the
normal range for the test point
(i.e. is at the warning, critical,
or shutdown stage). Since such
a Notification is usually
generated before the shutdown
state is reached, it can convey
more data and has a better
chance of being sent than does
the
ciscoEnvMonShutdownNotific
ation.

Critical
Temperature -
Device Shutdown
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Table 11-3

Cisco 10S V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

ciscoEnvMonTemper
atureNotification

1.3.6.1.4.1.9.9.
13.3.0.3

1.3.6.1.4.1.
9.9.13.1.3.1
.6

=2

A
ciscoEnvMonTemperatureNoti
fication is sent if the
temperature measured at a
given test point is outside the
normal range for the test point
(i.e. is at the warning, critical,
or shutdown stage). Since such
a Notification is usually
generated before the shutdown
state is reached, it can convey
more data and has a better
chance of being sent than does
the
ciscoEnvMonShutdownNotific
ation.

Temperature Rising

newRoot

1.3.6.1.2.1.17.
0.1

N/A

N/A

The newRoot trap indicates
that the sending agent has
become the new root of the
Spanning Tree; the trap is sent
by a bridge soon after its
election as the new root, e.g.,
upon expiration of the
Topology Change Timer,
immediately subsequent to its
election. Implementation of
this trap is optional.

new root trap

stpxInconsistencyUp
date

1.3.6.1.4.1.9.9.
82.2.0.1

1.3.6.1.4.1.
9.9.82.1.3.1
1.3

I
—

A
stpxPortInconsistencyUpdate
notification is sent by a bridge
when an instance of
stpxInconsistentState is
created or destroyed. That is,
when an inconsistency is
discovered in the VLAN's
Spanning Tree for a particular
port, or when such an
inconsistency disappears. Note
that the trap is not sent if the
port transitions between
different types of
inconsistency. The
stpxInconsistentState value
indicates the type of
inconsistency which now
exists/no longer exists for the
relevant VLAN on the relevant
port.

stpx port
inconsistency
discovered
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Table 11-3 Cisco 10S V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

stpxInconsistencyUp
date

1.3.6.1.4.1.9.9.
82.2.0.1

1.3.6.1.4.1.
9.9.82.1.3.1
1.4

=2

A
stpxPortInconsistencyUpdate
notification is sent by a bridge
when an instance of
stpxInconsistentState is
created or destroyed. That is,
when an inconsistency is
discovered in the VLAN's
Spanning Tree for a particular
port, or when such an
inconsistency disappears. Note
that the trap is not sent if the
port transitions
betweendifferent types of
inconsistency. The
stpxInconsistentState value
indicates the type of
inconsistency which now
exists/no longer exists for the
relevant VLAN on the relevant
port.

stpx port
inconsistency
resolved

stpxLoopInconsisten
cyUpdate

1.3.6.1.4.1.9.9.
82.2.0.3

1.3.6.1.4.1.
9.9.82.1.8.2
1.3

]
—_

A
stpxLoopInconsistencyUpdate
notification is sent by a bridge
when an instance of
stpxLoopInconsistencyState is
created or destroyed. That is,
when an loop-inconsistency is
discovered in the VLAN's or
instance's Spanning Tree for a
particular port, or when such a
loop-inconsistency disappears.
For creation, the value of
stpxLoopInconsistencyState in
the notification is true(1); for
deletion, the value is false(2).
The object value of
stpxSpanningTreeType
indicates which Spanning Tree
protocol is running when an
instance of
stpxLoopInconsistencyState is
created or destroyed.

stpx loop
inconsistency
discovered
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Table 11-3

Cisco 10S V2 Traps (continued)

Trap Name

SubType
Trap OID

Varbind OID

SubType
Varbind Value

Description

Short Description

stpxLooplnconsisten

cyUpdate

1.3.6.1.4.1.9.9.
82.2.0.3
1.3

1.3.6.1.4.1.
9.9.82.1.8.2

=2

A
stpxLoopInconsistencyUpdate
notification is sent by abridge
when an instance of
stpxLooplnconsistencyState is
created or destroyed. That is,
when an loop-inconsistency is
discovered in the VLAN's or
instance's Spanning Tree for a
particular port, or when such a
loop-inconsistency disappears.
For creation, the value of
stpxLoopInconsistencyState in
the notification is true(1); for
deletion, the value is false(2).
The object value of
stpxSpanningTreeType
indicates which Spanning Tree
protocol is running when an
instance of
stpxLooplnconsistencyState is
created or destroyed.

stpx loop
inconsistency
resolved

stpxRootInconsisten

cyUpdate

1.3.6.1.4.1.9.9.
82.2.0.2
1.3

1.3.6.1.4.1.
9.9.82.1.5.2

]
—_

A
stpxRootInconsistencyUpdate
notification is sent by a bridge
when an instance of
stpxRootInconsistencyState is
created or destroyed. That is,
when an root-inconsistency is
discovered in the VLAN's or
instance's Spanning Tree for a
particular port, or when such an
root-inconsistency disappears.
For creation, the value of
stpxRootInconsistencyState in
the notification is true(1); for
deletion, the value is false(2).
The object value of
stpxSpanningTreeType
indicates which Spanning Tree
protocol is running when an
instance of
stpxRootInconsistencyState is
created or destroyed.

stpx root
inconsistency
discovered
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Table 11-3 Cisco 10S V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

stpxRootInconsisten
cyUpdate

1.3.6.1.4.1.9.9.
82.2.0.2

1.3.6.1.4.1.
9.9.82.1.5.2
1.3

=2

A
stpxRootInconsistencyUpdate
notification is sent by a bridge
when an instance of
stpxRootInconsistencyState is
created or destroyed. That is,
when an root-inconsistency is
discovered in the VLAN's or
instance's Spanning Tree for a
particular port, or when such an
root-inconsistency disappears.
For creation, the value of
stpxRootInconsistencyState in
the notification is true(1); for
deletion, the value is false(2).
The object value of
stpxSpanningTreeType
indicates which Spanning Tree
protocol is running when an
instance of
stpxRootlInconsistencyState is
created or destroyed.

stpx root
inconsistency
resolved

vtpConfigRevNumbe
rError

1.3.6.1.4.1.9.9.
46.2.0.1

N/A

N/A

A configuration revision
number error notification
signifies that a device has
incremented its
vtpConfigRevNumberErrors
counter. Generation of this
notification is suppressed if the
vtpNotificationsEnabled has
the value 'false'. The device
must throttle the generation of
consecutive
vtpConfigRevNumberError
notifications so that there is at
least a five-second gap between
notification of this type. When
notification are throttled, they
are dropped, not queued for
sending at a future time. (Note
that 'generating' a notification
means sending to all
configured recipients.)

vtp configuration
revision number
error trap

| oL-19647-01

Cisco Active Network Abstraction 3.6.7 VNE Reference Guide ]



Chapter 11

Support Information for Cisco Traps |

M Cisco10S V2 Traps

Table 11-3

Cisco 10S V2 Traps (continued)

Trap Name

SubType
Trap OID

Varbind OID

SubType
Varbind Value

Description

Short Description

vtpConfigDigestErro

r

1.3.6.1.4.1.9.9.
46.2.0.2

N/A

N/A

A configuration digest error
notification signifies that a
device has incremented its
vtpConfigDigestErrors
counter. Generation of this
notification is suppressed if the
vtpNotificationsEnabled has
the value 'false'. The device
must throttle the generation of
consecutive
vtpConfigDigestError
notifications so that there is at
least a five-second gap between
notification of this type. When
notification are throttled, they
are dropped, not queued for
sending at a future time. (Note
that 'generating' a notification
means sending to all
configured recipients).

vtp configuration
digest error trap

ciscoEnvMonShutdo

wnNotification

1.3.6.1.4.1.9.9.
13.3.0.1

N/A

N/A

A
ciscoEnvMonShutdownNotific
ation is sent if the
environmental monitor detects
a test point reaching a critical
state and is about to initiate a
shutdown. This notification
contains no objects so that it
may be encoded and sent in the
shortest amount of time
possible. Even so,
management applications
should not rely on receiving
such a notification as it may not
be sent before the shutdown
completes.

cisco EnvMon
Shutdown
Notification Trap
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Table 11-3 Cisco 10S V2 Traps (continued)

SubType SubType
Trap Name Trap OID Varbind OID |Varbind Value |Description Short Description
caemTemperatureNo [1.3.6.1.4.1.9.9. IN/A N/A A caem Temperature
tification 61.2.0.1 caemTemperatureNotification |Notification Trap

is sent if the over temperature
condition is detected in the
managed system. This is a
replacement for the
ciscoEnvMonTemperatureNoti
fication trap because the
information
‘ciscoEnvMonTemperatureStat
usValue' required by the trap is
not available in the managed

system.
caemVoltageNotifica [1.3.6.1.4.1.9.9. IN/A N/A A caemVoltageNotification is |caem Voltage
tion 61.2.0.2 sent if the over voltage Notification Trap

condition is detected and
ciscoEnvMonVoltageState is
not set to 'notPresent’ in the
managed system. This is a
replacement for the
ciscoEnvMon VoltageNotificati
on trap because the information
‘ciscoEnvMonVoltageStatusVa
lue' required by the trap is not
available in the managed

system.
cmnMacChangedNot |1.3.6.1.4.1.9.9. [N/A N/A This notification is generated |cmn Mac Changed
ification 215.2.0.1 when there is enough MAC Notification Trap

address information to fully
occupy a maximum size SNMP
trap message. This notification
is also generated when there is
at least one MAC address
changed or removed and the
amount of time elapsed from
the previous notification is
greater than the maximum wait
time denoted by
cmnNotificationInterval
object. If there are more MAC
addresses information than can
fit into one
cmmHistTrapContent object,
then multiple notifications will
be generated.
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Table 11-3

Cisco 10S V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

cmnMacMoveNotific
ation

1.3.6.1.4.1.9.9.
215.2.0.2

N/A

N/A

cmnMacMoveNotification is
generated when a MAC address
is moved between two
interfaces.

cmn Mac Move
Notification Trap

vtpVersionOneDevic
eDetected

1.3.6.1.4.1.9.9.
46.2.0.6

N/A

N/A

A VTP version one device
detected notification is
generated by a device when: a)
a management domain has
been put into version 2 mode
(as accessed by
managementDomainVersionln
Use). b) 15 minutes has passed
since a). ¢) a version 1 PDU is
detected on a trunk on the
device that is in that
management domain which has
a lower revision number than
the current configuration.

vtp VersionOne
Device Detected
trap

vtpLocalModeChang
ed

1.3.6.1.4.1.9.9.
46.2.0.8

N/A

N/A

A vtpLocalModeChanged
notification is generated by a
device when the value of the
object
managementDomainLocalMod
e is changed.

vtp Local Mode
Changed trap

vtpVersionInUseCha
nged

1.3.6.1.4.1.9.9.
46.2.0.9

N/A

N/A

A vtpVersionInUseChanged
notification is generated by a
device when the value of the
object
managementDomainVersionln
Use is changed.

vtp VersionInUse
Changed trap

vlanTrunkPortDyna
micStatusChange

1.3.6.1.4.1.9.9.
46.2.0.7

1.3.6.1.4.1.
9.9.46.1.6.1
.1.14

Il
—_

A
vlanTrunkPortDynamicStatus
Change notification is
generated by a device when the
value of
vlanTrunkPortDynamicStatus
object has been changed.

Vlan trunk port
dynamic status
changed to trunking

vlanTrunkPortDyna
micStatusChange

1.3.6.1.4.1.9.9.
46.2.0.7

1.3.6.1.4.1.
9.9.46.1.6.1
.1.14

A
vlanTrunkPortDynamicStatus
Change notification is
generated by a device when the
value of
vlanTrunkPortDynamicStatus
object has been changed.

Vlan trunk port
dynamic status
changed to not
trunking
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Table 11-3 Cisco 10S V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

cpsSecureMacAddrV
iolation

1.3.6.1.4.1.9.9.
315.0.0.1

N/A

N/A

The address violation
notification is generated when
port security address violation
is detected on a secure
non-trunk, access interface
(that carries a single vlan) and
the cpsIfViolationAction is set
to 'dropNotify'.

cps Secure
MacAddr Violation
Trap

cpslfVlanSecureMac
AddrViolation

1.3.6.1.4.1.9.9.
315.0.0.3

N/A

N/A

The address violation
notification is generated when
port security address violation
is detected on a multi-vlan
interface and the
cpslfViolationAction is set to
'dropNotify'.

cps IfVlan Secure
MacAddr Violation
Trap

clcVlanMacLimitNo
tif

1.3.6.1.4.1.9.9.
313.0.1

N/A

N/A

Notification is sent when the
number of MAC addresses (the
value of
clcFdbVlanMacUsage) has
crossed the configured limit of
MAC addresses
(clcVlanMaxMacLimit) either

rising above or falling below it.

cisco L2 Control
VlanMacLimit Notif
Trap

clcVlanMacLimitHi
ghNotif

1.3.6.1.4.1.9.9.
313.0.2

N/A

N/A

Notification is sent when the
number of MAC addresses (the
value of
clcFdbVlanMacUsage) has
crossed the configured higher
threshold limit of MAC
addresses
(clcVlanMacLimitHigh) either

rising above or falling below it.

cisco L2 Control
VlanMacLimit High
Notif Trap

clcIfMacLimitLowN
otif

1.3.6.1.4.1.9.9.
313.0.3

N/A

N/A

Notification is sent when the
number of MAC addresses (the
value of clcFdbIfMacUsage)
has crossed the configured
lower threshold limit of MAC
addresses (clcIfMacLimitLow)
either rising above or falling
below it.

cisco L2 Control
IfMacLimit Low
Notif Trap

| oL-19647-01

Cisco Active Network Abstraction 3.6.7 VNE Reference Guide ]



Chapter 11

Support Information for Cisco Traps |

M Cisco10S V2 Traps

Table 11-3

Cisco 10S V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

clcIfMacLimitHighN
otif

1.3.6.1.4.1.9.9.
313.0.4

N/A

N/A

Notification is sent when the
number of MAC addresses (the
value of clcFdbIfMacUsage)
has crossed the configured
higher threshold limit of MAC
addresses
(clcIfMacLimitHigh) either

rising above or falling below it.

cisco L2 Control
IfMacLimit High
Notif Trap

clcIfVlanMacLimitL
owNotif

1.3.6.1.4.1.9.9.
313.0.5

N/A

N/A

Notification is sent when the
number of MAC addresses (the
value of
clcFdbIfVlanMacUsage) has
crossed the configured lower
threshold limit of MAC
addresses
(clcIfVlanMacLimitLow)
either rising above or falling
below it.

cisco L2 Control
IfVlanMacLimit
Low Notif Trap

clcIfVlanMacLimitH
ighNotif

1.3.6.1.4.1.9.9.
313.0.6

N/A

N/A

Notification is sent when the
number of MAC addresses (the
value of
clcFdbIfVlanMacUsage) has
crossed the configured higher
threshold limit of MAC
addresses
(clcIfVlanMacLimitHigh)
either rising above or falling
below it.

cisco L2 Control
IfVlanMacLimit
High Notif Trap

csbSourceAlertEvent

1.3.6.1.4.1.9.9.
658.0.1

1.3.6.1.4.1.
9.9.658.1.2

Il
—_

This notification is generated
when after SIP/H.248 call
establishment with one party,
the media packets are received
from some unexpected
source/party (or some
wrong/unexpected IP address).
This is to alert that some
unwanted data packets are
received by the system from an
undesirable IP/port.

Cisco SBC source
alert off trap
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Cisco 10S V2 Traps (continued)

Cisco 10S V2 Traps

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

csbSourceAlertEvent

1.3.6.1.4.1.9.9.
658.0.1

1.3.6.1.4.1.
9.9.658.1.2

!I=(1or7)

This notification is generated
when after SIP/H.248 call
establishment with one party,
the media packets are received
from some unexpected
source/party (or some
wrong/unexpected IP address).
This is to alert that some
unwanted data packets are
received by the system from an
undesirable IP/port.

Cisco SBC source
alert on trap

csbSourceAlertEvent

1.3.6.1.4.1.9.9.
658.0.1

1.3.6.1.4.1.
9.9.658.1.2

I
N

This notification is generated
when after SIP/H.248 call
establishment with one party,
the media packets are received
from some unexpected
source/party (or some
wrong/unexpected IP address).
This is to alert that some
unwanted data packets are
received by the system from an
undesirable IP/port.

Cisco SBC source
alert informational
trap

csbDynamicBlackLi
stEvent

1.3.6.1.4.1.9.9.
658.0.2

1.3.6.1.4.1.
9.9.658.1.2

I
—_

This notification is generated
when a source is added to or
removed from the blacklist
table. Dynamic blacklists put
in place automatically (subject
to a set of configurable
constraints) by the SBC when it
detects an attempt to disrupt
traffic flowing through it.
Dynamic blacklisting does not
require management
interference. Blacklist table is
restricted only to SBC service.
This table is not made available
to NM. For more Information
on Dynamic Blacklisting refer
to the following link:
http://1bj.cisco.com/push_targe
ts1/ucdit/cc/td/doc/product/iox
soft/iox34/cgcr34/sbc_c34/sbc
34dos.htm or Search cisco.com
using keywords 'DoS
Prevention and Dynamic
Blacklisting'.

Cisco SBC dynamic
blacklist trap

| oL-19647-01

Cisco Active Network Abstraction 3.6.7 VNE Reference Guide ]



Chapter 11

Support Information for Cisco Traps |

M Cisco10S V2 Traps

Table 11-3 Cisco 10S V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind OID |Varbind Value |Description Short Description
csbAdjacencyStatus [1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |=1 This notification is generated |Cisco SBC
658.0.3 9.9.658.1.2 when an Adjacency is attached |adjacency state up
to (or detached from) the SBC. |trap
csbAdjacencyStatus  |[1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |!I=(1or7) This notification is generated |Cisco SBC
658.0.3 9.9.658.1.2 when an Adjacency is attached |adjacency state
to (or detached from) the SBC. |down trap
csbAdjacencyStatus  |1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |=7 This notification is generated |Cisco SBC
658.0.3 9.9.658.1.2 when an Adjacency is attached |adjacency state
to (or detached from) the SBC. |informational trap
csbServiceStateEven |1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |=1 This notification is generated |Cisco SBC service
t 658.0.4 9.9.658.1.2 when there is a change in the |state up trap
8 state of a service card. The
changes in the service state are
Active and Standby.
csbServiceStateEven [1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |=3 This notification is generated |Cisco SBC service
t 658.0.4 9.9.658.1.2 when there is a change in the |state down trap
8 state of a service card. The
changes in the service state are
Active and Standby.
csbServiceStateEven [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |=2 This notification is generated |Cisco SBC service
t 658.0.4 9.9.658.1.2 when there is a change in the |state informational
8 state of a service card.The trap
changes in the service state are
Active and Standby.
csbSystemCongestio [1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |=1 This notification is generated |Cisco SBC system
nAlarmEvent 658.0.5 9.9.658.1.2 when CPU/Memory congestion cleared
congestion in SBC is raised or |trap
cleared.
csbSystemCongestio |1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |!I=(1 or7) This notification is generated |Cisco SBC system
nAlarmEvent 658.0.5 9.9.658.1.2 when CPU/Memory congestion raised
congestion in SBC is raised or |trap
cleared.
csbSystemCongestio [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. =7 This notification is generated |Cisco SBC system
nAlarmEvent 658.0.5 9.9.658.1.2 when CPU/Memory congestion

congestion in SBC is raised or
cleared.

informational trap
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Table 11-3 Cisco 10S V2 Traps (continued)

SubType SubType
Trap Name Trap OID Varbind OID |Varbind Value |Description Short Description
csbSLAViolationRev [1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |=1 This notification is generated |Cisco SBC SLA
1 658.0.10 9.9.658.1.2 when there is a violation of violation off trap

Service Level Agreement as
described in the policy tables.
The typical service level
agreements include maximum
number of calls allowed, max
call rate, max bandwidth etc.
This notification replaces the
csbSLAViolation notification.

csbSLAViolationRev [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |!I=(1or7) This notification is generated |Cisco SBC SLA
1 658.0.10 9.9.658.1.2 when there is a violation of violation on trap
Service Level Agreement as
described in the policy tables.
The typical service level
agreements include maximum
number of calls allowed, max
call rate, max bandwidth etc.
This notification replaces the
csbSLAViolation notification.

I
~

csbSLAViolationRev [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. This notification is generated |Cisco SBC SLA

1 658.0.10 9.9.658.1.2 when there is a violation of violation

Service Level Agreement as informational trap
described in the policy tables.
The typical service level
agreements include maximum
number of calls allowed, max
call rate, max bandwidth etc.
This notification replaces the
csbSLAViolation notification.

csbRadiusConnectio |1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |=1 This notification is generated |Cisco SBC radius
nStatus 658.0.7 9.9.658.1.2 when the connection to the connection state up
radius server changes trap
(connected or disconnected).
csbRadiusConnectio [1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |!=(1or7) This notification is generated |Cisco SBC radius
nStatus 658.0.7 9.9.658.1.2 when the connection to the connection state
radius server changes down trap
(connected or disconnected).
csbRadiusConnectio [1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |=7 This notification is generated |Cisco SBC radius
nStatus 658.0.7 9.9.658.1.2 when the connection to the connection state

radius server changes informational trap
(connected or disconnected).
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Table 11-3 Cisco 10S V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind OID |Varbind Value |Description Short Description
csbH248ControllerSt [1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |=1 This notification is generated |Cisco SBC H248
atus 658.0.9 9.9.658.1.2 when in distributed controller state up
deployment model, a DBE is  |trap
attached or detached from the
SBC.
csbH248ControllerSt [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |!I=(1or7) This notification is generated |Cisco SBC H248
atus 658.0.9 9.9.658.1.2 when in distributed controller state
deployment model, a DBE is  |down trap
attached or detached from the
SBC.
csbH248ControllerSt [1.3.6.1.4.1.9.9. |1.3.6.14.1. =7 This notification is generated |Cisco SBC H248
atus 658.0.9 9.9.658.1.2 when in distributed controller state
deployment model, a DBE is  |informational trap
attached or detached from the
SBC.
rttMonConnectionCh 1.3.6.1.4.1.9.9. IN/A N/A This notification is only valid |RTT Connection
angeNotification 42.2.0.1 when the RttMonRttType is Change
‘echo’ or 'pathEcho'. A
rttMonConnectionChangeNoti
fication indicates that a
connection to a target (not to a
hop along the path to a target)
has failed on establishment or
been lost and when
reestablished. Precisely, this
has resulted in
rttMonCtrlOperConnectionLos
tOccurred changing value.
rttMonTimeoutNotifi [1.3.6.1.4.1.9.9. IN/A N/A A rttMonTimeoutNotification |RTT Operation
cation 42.2.0.2 indicates the occurrence of a | Timeout

timeout for a RTT operation,
and it indicates the clearing of
such a condition by a
subsequent RTT operation.
Precisely, this has resulted in
rttMonCtrlOperTimeoutOccurr
ed changing value. When the
RttMonRttType is 'pathEcho’,
this notification will only be
sent when the timeout occurs
during an operation to the
target and not to a hop along
the path to the target. This also
applies to the clearing of the
timeout.
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Table 11-3 Cisco 10S V2 Traps (continued)

SubType SubType
Trap Name Trap OID Varbind OID |Varbind Value |Description Short Description
rttMonThresholdNot [1.3.6.1.4.1.9.9. [N/A N/A A RTT Operation
ification 42.2.0.3 rttMonThresholdNotification |Threshold Violation

indicates the occurrence of a
threshold violation for a RTT
operation, and it indicates the
previous violation has subsided
for a subsequent RTT
operation. Precisely, this has
resulted in
rttMonCtrlOperOverThreshold
Occurred changing value.
When the RttMonRttType is
'pathEcho’, this notification
will only be sent when the
threshold violation occurs
during an operation to the
target and not to a hop along
the path to the target. This also
applies to the subsiding of a
threshold condition.

rttMonVerifyErrorN |1.3.6.1.4.1.9.9. [N/A N/A A RTT Verify Error
otification 42.2.0.4 rttMonVerifyErrorNotification
indicates the occurrence of a
data corruption in an RTT

operation.
rttMonNotification 1.3.6.1.4.1.9.9. IN/A N/A A rttMonNotification indicates |RTT threshold
42.2.0.5 the occurrence of a threshold |violation or

violation, and it indicates the |clearance
previous violation has subsided
for a subsequent operation.

rttMonLpdDiscovery [1.3.6.1.4.1.9.9. IN/A N/A A RTT Lpd Discovery
Notification 42.2.0.6 rttMonLpdDiscoveryNotificati
on indicates that the LSP Path
Discovery to the target PE has
failed, and it also indicates the
clearing of such condition.
Precisely this has resulted in
rttMonLpdGrpStatsLPDFailOc
curred changing value. When
the
rttMonLpdGrpStatsLPDFailOc
curred is 'false’, the instance
value for
rttMonLpdGrpStatsLPDFailCa
use is not valid.
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SubType SubType
Trap Name Trap OID Varbind OID |Varbind Value |Description Short Description
rttMonLpdGrpStatus [1.3.6.1.4.1.9.9. [N/A N/A A RTT Lpd Grp Status
Notification 42.2.0.7 rttMonLpdGrpStatusNotificati
on indicates that the LPD
Group status
rttMonLpdGrpStatsGroupStat
us has changed indicating some
connectivity change to the
target PE. This has resulted in
rttMonLpdGrpStatsGroupStat
us changing value.
imaFailureAlarm 1.3.6.1.4.1.353 [1.3.6.1.4.1. [10,12,15 ima-Group-FailureAlarm v2 IMA Group Remote
5.7.1.2.0.1 353.5.7.1.1. Failure
6
imaFailureAlarm 1.3.6.1.4.1.353 |1.3.6.1.4.1. |14 ima-Group-FailureAlarm v2 IMA Group Remote
5.7.1.2.0.1 353.5.7.1.1. insufficient links
6 trap
imaFailureAlarm 1.3.6.1.4.1.353 |1.3.6.14.1. |1 ima-Group-ClearingAlarm v2 |IMA Group Up Trap
.5.7.1.2.0.1 353.5.7.1.1.
5
imaFailureAlarm 1.3.6.1.4.1.353 |1.3.6.1.4.1. |11,16 ima-Group-FailureAlarm v2 IMA Group local
5.7.1.2.0.1 353.5.7.1.1. Failure
6
imaFailureAlarm 1.3.6.1.4.1.353 |1.3.6.1.4.1. |13 ima-Group-FailureAlarm v2 IMA Group local
5.7.1.2.0.1 353.5.7.1.1. insufficient links
6 trap
imaFailureAlarm 1.3.6.1.4.1.353 |1.3.6.1.4.1. |2 ima Link FailureAlarm v2 Ima Link Loss of
5.7.1.2.0.1 353.5.7.1.1. delay Frame Trap
6
imaFailureAlarm 1.3.6.1.4.1.353 |1.3.6.14.1. |1 ima Link FailureAlarm v2 Ima Link Loss of
5.7.1.2.0.1 353.5.7.1.1. ima Frame Trap
6
imaFailureAlarm 1.3.6.1.4.1.353 |1.3.6.1.4.1. |5,7,9 ima Link FailureAlarm v2 Ima Link Rcv
5.7.1.2.0.1 353.5.7.1.1. Failure Trap
6
imaFailureAlarm 1.3.6.1.4.1.353 |1.3.6.1.4.1. |3 ima Link FailureAlarm v2 Ima Link Remote
5.7.1.2.0.1 353.5.7.1.1. Failure Trap
6
imaFailureAlarm 1.3.6.1.4.1.353 |1.3.6.1.4.1. |1 ima-Link-ClearingAlarm v2 Ima Link Up Trap
5.7.1.2.0.1 353.5.7.1.1.
5
imaFailureAlarm 1.3.6.1.4.1.353 |1.3.6.1.4.1. |4,6,8 ima Link FailureAlarm v2 Ima Link Xmt
5.7.1.2.0.1 353.5.7.1.1. Failure Trap
6
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Table 11-3 Cisco 10S V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind OID |Varbind Value |Description Short Description
Cisco-UMT-state-ch |1.3.6.1.4.1.9.9. IN/A N/A The state of the connection Cisco UMT state
ange-v2 483.0.2 between the UMTS interfaces. |Change trap
Cisco-GSM-state-ch  [1.3.6.1.4.1.9.9. |[N/A N/A The state of the connection Cisco GSM state
ange-trap-v2 483.0.1 between the GSM interfaces. |Change trap
Cisco-IPRAN-Backh [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |1 When Rcevd. util changes froto |IPRAN Backhaul
aul-received-util-v2 [483.0.3 9.9.483.1.2. any of the status : acceptable, |Received Util
2.1.1.1.3 warning, overloaded. Acceptable Trap
Cisco-IPRAN-Backh [1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |2 When Rcevd. util changes froto |IPRAN Backhaul
aul-received-util-v2  |483.0.3 9.9.483.1.2. any of the status : acceptable, |Received Util
2.1.1.1.3 warning, overloaded. Warning Trap
Cisco-IPRAN-Backh [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |3 When Revd. util changes froto |[[PRAN Backhaul
aul-received-util-v2  |483.0.3 9.9.483.1.2. any of the status : acceptable, |Received Util
2.1.1.1.3 warning, overloaded. Overloaded Trap
Cisco-IPRAN-Backh [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |1 When sent util changes froto  |IPRAN Backhaul
aul-sent-util-v2 483.0.4 9.9.483.1.2. any of the status : acceptable, |SentUtil Acceptable
2.1.1.14 warning, overloaded. Trap
Cisco-IPRAN-Backh |1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |2 When sent util changes froto  |IPRAN Backhaul
aul-sent-util-v2 483.0.4 9.9.483.1.2. any of the status : acceptable, |Sent Util
2.1.1.14 warning, overloaded. Overloaded Trap
Cisco-IPRAN-Backh [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |3 When sent util changes froto  |IPRAN Backhaul
aul-sent-util-v2 483.0.4 9.9.483.1.2. any of the status : acceptable, |Sent Util Warning
2.1.1.14 warning, overloaded. Trap
rttMonConnectionCh [1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |1 IPSLA echo ConnLoss Trap v2 |Connection Loss
angeNotification 42.2.0.1 9.9.42.1.2.9 detected by ipsla
1.5 icmp echo trap
rttMonConnectionCh |1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |2 IPSLA echo ConnLoss Trap v2 |Connection
angeNotification 42.2.0.1 9.9.42.1.2.9 re-establish detected
1.5 by ipsla icmp echo
trap
rttMonTimeoutNotifi [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |1 IPSLA IP or LSP echo Timeout |Timeout detected by
cation 42.2.0.2 9.9.42.1.2.9 trap v2 ipsla icmp echo trap
.1.6
rttMonTimeoutNotifi |1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |2 IPSLA IP or LSP echo Timeout |Connection
cation 42.2.0.2 9.9.42.1.2.9 trap v2 re-establish detected
.1.6 by ipsla icmp echo
trap
rttMonThresholdNot [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |1 IPSLA Threshold Notification |Threshold crossing
ification 42.2.0.3 9.9.42.1.2.9 trap v2 under trap
1.7
rttMonThresholdNot |1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |2 IPSLA Threshold Notification |Threshold crossing
ification 42.2.0.3 9.9.42.1.2.9 trap v2 over trap
1.7
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-3

Cisco 10S V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

rttMonVerifyErrorN
otification

1.3.6.1.4.1.9.9.
42.2.0.4

1.3.6.1.4.1.
9.9.42.1.2.9
111

1

IPSLA Threshold Notification
deprecated trap v2

Data corruption in
rtt operation trap

rttMonVerifyErrorN
otification

1.3.6.1.4.1.9.9.
42.2.04

1.3.6.1.4.1.
9.9.42.1.2.9
d.11

IPSLA Threshold Notification
deprecated trap v2

Data corruption
cleared in rtt
operation trap

rttMonNotification

1.3.6.1.4.1.9.9.
42.2.0.5

1.3.6.1.4.1.
9.9.42.1.2.1
9.1.2,
1.3.6.1.4.1.
9.9.42.1.2.2
.1.33,
1.3.6.1.4.1.
9.9.42.1.2.1
9.1.10

8, null, 1

RTT MON notification

Connection Loss
detected by ipsla
icmp echo trap

rttMonNotification

1.3.6.1.4.1.9.9.
42.2.0.5

1.3.6.1.4.1.
9.9.42.1.2.1
9.1.2,
1.3.6.1.4.1.
9.9.42.1.2.2
.1.33,
1.3.6.1.4.1.
9.9.42.1.2.1
9.1.10

8, not null, 1

RTT MON notification

Connection Loss
detected by ipsla
LSP icmp echo trap

rttMonNotification

1.3.6.1.4.1.9.9.
42.2.0.5

1.3.6.1.4.1.
9.9.42.1.2.1
9.1.2,
1.3.6.1.4.1.
9.9.42.1.2.2
.1.33,
1.3.6.1.4.1.
9.9.42.1.2.1
9.1.10

8, null, 2

RTT MON notification

Connection
re-establish detected
by ipsla icmp echo
trap

rttMonNotification

1.3.6.1.4.1.9.9.
42.2.0.5

1.3.6.1.4.1.
9.9.42.1.2.1
9.1.2,
1.3.6.1.4.1.
9.9.42.1.2.2
.1.33,
1.3.6.1.4.1.
9.9.42.1.2.1
9.1.10

8, not null, 2

RTT MON notification

Connection
re-establish detected
by ipsla LSP icmp
echo trap
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Table 11-3

Cisco 10S V2 Traps (continued)

Cisco 1I0SV2Traps W

Trap Name

Trap OID

SubType
Varbind OID

SubType
Varbind Value

Description

Short Description

rttMonNotification

1.3.6.1.4.1.9.9.
42.2.0.5

1.3.6.1.4.1.
9.9.42.1.2.1
9.1.2,
1.3.6.1.4.1.
9.9.42.1.2.2
.1.33,
1.3.6.1.4.1.
9.9.42.1.2.1
9.1.10

7, null, 1

RTT MON notification

Timeout detected by
ipsla icmp echo trap

rttMonNotification

1.3.6.1.4.1.9.9.
42.2.0.5

1.3.6.1.4.1.
9.9.42.1.2.1
9.1.2,
1.3.6.1.4.1.
9.9.42.1.2.2
.1.33,
1.3.6.1.4.1.
9.9.42.1.2.1
9.1.10

7, not null, 1

RTT MON notification

Timeout detected by
ipsla LSP icmp echo
trap

rttMonNotification

1.3.6.1.4.1.9.9.
42.2.0.5

1.3.6.1.4.1.
9.9.42.1.2.1
9.1.2,
1.3.6.1.4.1.
9.9.42.1.2.2
.1.33,
1.3.6.1.4.1.
9.9.42.1.2.1
9.1.10

7, null, 2

RTT MON notification

Connection
re-establish detected
by ipsla icmp echo
trap

rttMonNotification

1.3.6.1.4.1.9.9.
42.2.0.5

1.3.6.1.4.1.
9.9.42.1.2.1
9.1.2,
1.3.6.1.4.1.
9.9.42.1.2.2
.1.33,
1.3.6.1.4.1.
9.9.42.1.2.1
9.1.10

7, not null, 2

RTT MON notification

Connection
re-establish detected
by ipsla LSP icmp
echo trap

rttMonNotification

1.3.6.1.4.1.9.9.
42.2.0.5

1.3.6.1.4.1.
9.9.42.1.2.1
9.1.2,
1.3.6.1.4.1.
9.9.42.1.2.1
9.1.10

RTT MON notification

RTT threshold
crossing over trap
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Table 11-3 Cisco 10S V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind OID |Varbind Value |Description Short Description
rttMonNotification 1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |1,2 RTT MON notification RTT threshold
42.2.0.5 9.9.42.1.2.1 crossing under trap
9.1.2,
1.3.6.1.4.1.
9.9.42.1.2.1
9.1.10
rttMonLpdDiscovery [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |1 IPSLA LPD Discovery trap v2 |IPSLA LSP path
Notification 42.2.0.6 9.9.42.1.3.7 discovery failure
.1.13 trap
rttMonLpdDiscovery |1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |2 IPSLA LPD Discovery trap v2 |IPSLA LSP path
Notification 42.2.0.6 9.9.42.1.3.7 rediscovery trap
.1.13
rttMonLpdGrpStatus [1.3.6.1.4.1.9.9. |1.3.6.1.4.1. |34 IPSLA LDP Group Status trap |IPSLA LDP group
Notification 42.2.0.7 9.9.42.1.3.7 v2 status failure trap
.1.16
rttMonLpdGrpStatus [1.3.6.1.4.1.9.9. [1.3.6.1.4.1. |2 IPSLA LDP Group Status trap |IPSLA LDP group
Notification 42.2.0.7 9.9.42.1.3.7 v2 status restoration
.1.16 trap
cmplsFrrProtected 1.3.6.1.4.1.9.1 |N/A N/A TE FRR trigger notification - |FRR Protected Trap
0.98.0.1 protected trap v2
cmplsFrrUnProtecte |1.3.6.1.4.1.9.1 |N/A N/A TE FRR trigger notification - |FRR Unprotected
d 0.98.0.2 unprotected trap v2 Trap
cpwVcUp 1.3.6.1.4.1.9.1 |N/A N/A This notification is generated |Pseudo wire tunnel
0.106.2.2 when the cpwVcOperStatus up
object for one or more
contiguous entries in
cpwVcTable are about to enter
the up(1) state from some other
state.
cpwVcDown 1.3.6.1.4.1.9.1 |N/A N/A This notification is generated |Pseudo wire tunnel
0.106.2.1 when the cpwVcOperStatus down

object for one or more
contiguous entries in
cpwVcTable are about to enter
the down(2) state from some
other state.
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Table 11-4

Table 11-4 lists the Cisco IOX SNMP V1 traps supported in Cisco ANA. For associated event types,

Cisco 10X V1 Traps

event subtypes, and Cisco ANA registry parameters, use the link under Short Description or see
Table 11-11.

Cisco IOX V1 Traps

Trap Name

Generic
Type

Specific
Type

Enterprise
0ID

SubType
Varbind
0ID

SubType
Varbind
Value

Description

Short
Description

cpwVcUp

6

2

1.3.6.1.4.
1.9.10.10
6.2

N/A

N/A

This notification is
generated when the
cpwVcOperStatus object
for one or more
contiguous entries in
cpwVcTable are about to
enter the up(1) state from
some other state.

Pseudo wire
tunnel up

cpwVcDown

1.3.6.1.4.
1.9.10.10
6.2

N/A

N/A

This notification is
generated when the
cpwVcOperStatus object
for one or more
contiguous entries in
cpwVcTable are about to
enter the up(1) state from
some other state.

Pseudo wire
tunnel down

MIB2 V1 link

down

1.3.6.1.6.
3.1.1.5

N/A

N/A

A linkDown trap signifies
that the sending protocol
entity recognizes a failure
in one of the
communication links
represented in the agent's
configuration. The
Trap-PDU of type
linkDown contains as the
first element of its
variable-bindings, the
name and value of the
ifIndex instance for the
affected interface.

SNMP Link
down
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Table 11-4 Cisco 10X V1 Traps (continued)
SubType |SubType
Generic |Specific |Enterprise |Varbind Varbind Short
Trap Name Type Type 0ID oiD Value Description Description
MIB2 V1 linkup |3 0 1.3.6.1.6. |N/A N/A A linkUp trap signifies SNMP Link
3.1.1.5 that the sending protocol |up
entity recognizes that one
of the communication
links represented in the
agent's configuration has
come up. The Trap-PDU
of type linkUp contains as
the first element of its
variable-bindings, the
name and value of the
ifIndex instance for the
affected interface.
rttMonConnection |6 1 1.3.6.1.4. |1.3.6.1.4.1 |1 IPSLA echo ConnLoss Connection
ChangeNotificatio 1.9.9422 |9.942.1.2 Trap v2 Loss detected
n 9.1.5 by ipsla icmp
echo trap
rttMonConnection |6 1 1.3.6.1.4. [1.3.6.1.4.1 |2 IPSLA echo ConnLoss Connection
ChangeNotificatio 1.9.9422 19.942.1.2 Trap v2 re-establish
n 9.1.5 detected by
ipsla icmp
echo trap
rttMonTimeoutNot |6 2 1.3.6.1.4. |1.3.6.1.4.1 |1 IPSLA IP or LSP echo Timeout
ification 1.9.9422 19.942.1.2 Timeout trap v2 detected by
9.1.6 ipsla icmp
echo trap
rttMonTimeoutNot |6 2 1.3.6.1.4. |1.3.6.1.4.1 |2 IPSLA IP or LSP echo Connection
ification 1.9.9422 19.942.1.2 Timeout trap v2 re-establish
9.1.6 detected by
ipsla icmp
echo trap
rttMonThresholdN |6 3 1.3.6.1.4. |1.3.6.1.4.1 |1 IPSLA Threshold Threshold
otification 1.9.9.42.2 1.9.942.1.2 Notification trap v2 crossing under
9.1.7 trap
rttMonThresholdN |6 3 1.3.6.1.4. |1.3.6.1.4.1 |2 IPSLA Threshold Threshold
otification 1.9.9422 |9.942.1.2 Notification trap v2 crossing over
9.1.7 trap
rttMonVerifyError |6 4 1.3.6.1.4. |1.3.6.1.4.1 |1 IPSLA Threshold Data
Notification 1.9.9422 1.9.942.1.2 Notification deprecated corruption in
9.1.11 trap v2 rtt operation

trap
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Table 11-4 Cisco 10X V1 Traps (continued)
SubType |SubType
Generic |Specific |Enterprise |Varbind Varbind Short
Trap Name Type Type 0ID oiD Value Description Description
rttMonVerifyError |6 4 1.3.6.1.4. |1.3.6.1.4.1 |2 IPSLA Threshold Data
Notification 1.9.9.42.2 1.9.942.1.2 Notification deprecated corruption
9.1.11 trap v2 cleared in rtt
operation trap
rttMonNotification |6 5 1.3.6.1.4. |1.3.6.1.4.1 |8, null, 1 RTT MON notification Connection
1.9.9.422 1.9.9.42.1.2 Loss detected
.19.1.2, by ipsla icmp
1.3.6.1.4.1 echo trap
9.9.42.1.2
.2.1.33,
1.3.6.1.4.1
9.9.42.1.2
.19.1.10
rttMonNotification |6 5 1.3.6.1.4. [1.3.6.1.4.1 |8, not null, |[RTT MON notification Connection
1.9.9422 19.942.1.2 |1 Loss detected
.19.1.2, by ipsla LSP
1.3.6.1.4.1 icmp echo trap
9.9.42.1.2
2.1.33,
1.3.6.1.4.1
9.9.42.1.2
.19.1.10
rttMonNotification |6 5 1.3.6.1.4. [1.3.6.1.4.1 |8, null, 2 RTT MON notification Connection
1.9.9.42.2 1.9.9.42.1.2 re-establish
.19.1.2, detected by
1.3.6.1.4.1 ipsla icmp
9.942.1.2 echo trap
2.1.33,
1.3.6.1.4.1
9.9.42.1.2
.19.1.10
rttMonNotification |6 5 1.3.6.1.4. [1.3.6.1.4.1 |8, not null, |[RTT MON notification Connection
1.9.9.422 1.9.9.42.1.2 |2 re-establish
.19.1.2, detected by
1.3.6.1.4.1 ipsla LSP
9.942.1.2 icmp echo trap
2.1.33,
1.3.6.1.4.1
9.9.42.1.2
.19.1.10
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Table 11-4 Cisco 10X V1 Traps (continued)
SubType |SubType
Generic |Specific |Enterprise |Varbind Varbind Short
Trap Name Type Type 0ID oiD Value Description Description
rttMonNotification |6 5 1.3.6.1.4. |1.3.6.1.4.1 |7, null, 1 RTT MON notification Timeout
1.9.9.42.2 |.9.9.42.1.2 detected by
.19.1.2, ipsla icmp
1.3.6.1.4.1 echo trap
9.942.1.2
.2.1.33,
1.3.6.1.4.1
9.942.1.2
.19.1.10
rttMonNotification |6 5 1.3.6.1.4. [1.3.6.1.4.1 |7, not null, |[RTT MON notification Timeout
1.9.9.42.2 [.99.42.1.2 |1 detected by
.19.1.2, ipsla LSP
1.3.6.1.4.1 icmp echo trap
9.9.42.1.2
.2.1.33,
1.3.6.1.4.1
9.9.42.1.2
.19.1.10
rttMonNotification |6 5 1.3.6.1.4. [1.3.6.1.4.1 |7, null, 2 RTT MON notification Connection
1.9.9.42.2 1.9.942.1.2 re-establish
.19.1.2, detected by
1.3.6.1.4.1 ipsla icmp
9.942.1.2 echo trap
.2.1.33,
1.3.6.1.4.1
9.9.42.1.2
.19.1.10
rttMonNotification |6 5 1.3.6.1.4. [1.3.6.1.4.1 |7, not null, |[RTT MON notification Connection
1.9.9.42.2 1.9.942.1.2 |2 re-establish
.19.1.2, detected by
1.3.6.1.4.1 ipsla LSP
9.942.1.2 icmp echo trap
.2.1.33,
1.3.6.1.4.1
9.9.42.1.2
.19.1.10
rttMonNotification |6 5 1.3.6.1.4. [1.3.6.14.1 |1,1 RTT MON notification RTT threshold
1.9.9422 19.942.1.2 crossing over
.19.1.2, trap
1.3.6.1.4.1
9.942.1.2
.19.1.10
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Table 11-4 Cisco 10X V1 Traps (continued)
SubType |SubType
Generic |Specific |Enterprise |Varbind Varbind Short
Trap Name Type Type 0ID oiD Value Description Description
rttMonNotification |6 5 1.3.6.1.4. [1.3.6.14.1 |1,2 RTT MON notification RTT threshold
1.9.942.2 1.9.942.1.2 crossing under
.19.1.2, trap
1.3.6.1.4.1
9.9.42.1.2
.19.1.10
rttMonLpdDiscove |6 6 1.3.6.1.4. |1.3.6.1.4.1 |1 IPSLA LPD Discovery IPSLA LSP
ryNotification 1.9.9.42.2 1.9.942.1.3 trap v2 path discovery
7.1.13 failure trap
rttMonLpdDiscove |6 6 1.3.6.1.4. [1.3.6.1.4.1 |2 IPSLA LPD Discovery IPSLA LSP
ryNotification 1.9.9.42.2 |.9.9.42.1.3 trap v2 path
7.1.13 rediscovery
trap
rttMonLpdGrpStat |6 7 1.3.6.1.4. |1.3.6.1.4.1 34 IPSLA LDP Group Status |IPSLA LDP
usNotification 1.9.9422 19.942.1.3 trap v2 group status
J7.1.16 failure trap
rttMonLpdGrpStat |6 7 1.3.6.1.4. |1.3.6.1.4.1 |2 IPSLA LDP Group Status |[IPSLA LDP
usNotification 1.9.942.2 1.9.942.1.3 trap v2 group status
7.1.16 restoration
trap
cmplsFrrProtected |6 1 1.3.6.1.4. |N/A N/A TE FRR trigger FRR Protected
1.9.10.98 notification v1 Trap
cmplsFrrUnProtec |6 2 1.3.6.1.4. |N/A N/A TE FRR trigger FRR
ted 1.9.10.98 notification v1 Unprotected
Trap
cpwVcUp 6 2 1.3.6.1.4. |N/A N/A This notification is Pseudo wire
1.9.10.10 generated when the tunnel up
6.2 cpwVcOperStatus object
for one or more
contiguous entries in
cpwVcTable are about to
enter the up(1) state from
some other state.
cpwVcDown 6 1 1.3.6.1.4. |N/A N/A This notification is Pseudo wire
1.9.10.10 generated when the tunnel down
6.2 cpwVcOperStatus object
for one or more
contiguous entries in
cpwVcTable are about to
enter the up(1) state from
some other state.
DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1 Far end
Status Change 1.10.18.1 dsx1 interface LOF
5
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Table 11-4 Cisco 10X V1 Traps (continued)
SubType |SubType
Generic |Specific |Enterprise |Varbind Varbind Short

Trap Name Type Type 0ID oiD Value Description Description
DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1 Near
Status Change 1.10.18.1 dsx1 interface end sending

5 LOF

Indication

DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1 Far end
Status Change 1.10.18.1 dsx1 interface sending AIS

5
DSX1 V1 Line 6 1 1.3.6.1.2. |[N/A N/A Indicates the line status of |DSX1 Near
Status Change 1.10.18.1 dsx1 interface end sending

5 AIS
DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1 Near
Status Change 1.10.18.1 dsx1 interface end LOF

5
DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1 Near
Status Change 1.10.18.1 dsx1 interface end Loss of

5 Signal
DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1 Near
Status Change 1.10.18.1 dsx1 interface end is looped

5
DSX1 V1 Line 6 1 1.3.6.1.2. |[N/A N/A Indicates the line status of |[DSX1 El
Status Change 1.10.18.1 dsx1 interface TS16 AIS

5
DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1 Far End
Status Change 1.10.18.1 dsx1 interface Sending TS16

5 LOMF
DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1 Near
Status Change 1.10.18.1 dsx1 interface End Sending

5 TS16 LOMF
DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1 Near
Status Change 1.10.18.1 dsx1 interface End detects a

5 test code
DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1 any line
Status Change 1.10.18.1 dsx1 interface status not

5 defined here
DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1 Near
Status Change 1.10.18.1 dsx1 interface End in

5 Unavailable

Signal State

DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1 Carrier
Status Change 1.10.18.1 dsx1 interface Equipment

5 Out of Service
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Table 11-4 Cisco 10X V1 Traps (continued)
SubType |SubType
Generic |Specific |Enterprise |Varbind Varbind Short
Trap Name Type Type 0ID oiD Value Description Description
DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |[DSX1 DS2
Status Change 1.10.18.1 dsx1 interface Payload AIS
5
DSX1 V1 Line 6 1 1.3.6.1.2. |[N/A N/A Indicates the line status of |DSX1 DS2
Status Change 1.10.18.1 dsx1 interface Performance
5 Threshold
Exceeded
DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1
Status Change 1.10.18.1 dsx1 interface combination
5 of bitmaps due
to multiple
failures
DSX1 V1 Line 6 1 1.3.6.1.2. |N/A N/A Indicates the line status of |DSX1 No
Status Change 1.10.18.1 dsx1 interface alarm present
5
DSX3 V1 Line 6 1 .1.3.6.1.2. |IN/A N/A Indicates the line status of |DSX3
Status Change 1.10.30.1 dsx1 interface Receiving
5 Yellow/Remot
e Alarm
Indication
DSX3 V1 Line 6 1 .1.3.6.1.2. |IN/A N/A Indicates the line status of |DSX3
Status Change 1.10.30.1 dsx1 interface Transmitting
5 Yellow/Remot
e Alarm
Indication
DSX3 V1 Line 6 1 .1.3.6.1.2. |IN/A N/A Indicates the line status of |DSX3
Status Change 1.10.30.1 dsx1 interface Receiving AIS
5 failure state
DSX3 V1 Line 6 1 .1.3.6.1.2. |IN/A N/A Indicates the line status of |DSX3
Status Change 1.10.30.1 dsx1 interface Transmitting
5 AIS
DSX3 V1 Line 6 1 .1.3.6.1.2. |[N/A N/A Indicates the line status of |DSX3
Status Change 1.10.30.1 dsx1 interface Receiving
5 LOF failure
Sstate
DSX3 V1 Line 6 1 .1.3.6.1.2. |IN/A N/A Indicates the line status of |DSX3
Status Change 1.10.30.1 dsx1 interface Receiving
5 LOS failure
state
DSX3 V1 Line 6 1 .1.3.6.1.2. |N/A N/A Indicates the line status of |DSX3
Status Change 1.10.30.1 dsx1 interface Looping the
5 received
signal
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Table 11-4 Cisco 10X V1 Traps (continued)
SubType |SubType
Generic |Specific |Enterprise |Varbind Varbind Short
Trap Name Type Type 0ID oiD Value Description Description
DSX3 V1 Line 6 1 .1.3.6.1.2. |IN/A N/A Indicates the line status of |DSX3
Status Change 1.10.30.1 dsx1 interface Receiving a
5 Test Pattern
DSX3 V1 Line 6 1 .1.3.6.1.2. |IN/A N/A Indicates the line status of |DSX3 any line
Status Change 1.10.30.1 dsx1 interface status not
5 defined here
DSX3 V1 Line 6 1 .1.3.6.1.2. |IN/A N/A Indicates the line status of |DSX3 Near
Status Change 1.10.30.1 dsx1 interface End in
5 Unavailable
Signal State
DSX3 V1 Line 6 1 .1.3.6.1.2. |[N/A N/A Indicates the line status of |DSX3 Carrier
Status Change 1.10.30.1 dsx1 interface Equipment
5 Out of Service
DSX3 V1 Line 6 1 .1.3.6.1.2. |IN/A N/A Indicates the line status of |DSX3
Status Change 1.10.30.1 dsx1 interface combination
5 of bitmaps due
to multiple
failures
DSX3 V1 Line 6 1 .1.3.6.1.2. |N/A N/A Indicates the line status of |[DSX3 No
Status Change 1.10.30.1 dsx1 interface alarm present
5
entConfigChange |6 1 1.3.6.1.2. |N/A N/A An entConfigChange Entity table
1.47.2 notification is generated |configuration
when the value of changed
entLastChangeTime
changes. It can be utilized
by an NMS to trigger
logical/physical entity
table maintenance polls.
Frame-Relay dlci |6 1 1.3.6.1.2. |N/A N/A This trap indicates that the |FR DLCI
status change trap 1.10.32 indicated Virtual Circuit |status invalid

vl

has changed state. It has
either been created or
invalidated, or has toggled
between the active and
inactive states.

trap
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Table 11-4 Cisco 10X V1 Traps (continued)
SubType |SubType
Generic |Specific |Enterprise |Varbind Varbind Short

Trap Name Type Type 0ID oiD Value Description Description
Frame-Relay dlci |6 1 1.3.6.1.2. |N/A N/A This trap indicates that the |FR DLCI
status change trap 1.10.32 indicated Virtual Circuit |status inactive
vl has changed state. It has |trap

either been created or

invalidated, or has toggled

between the active and

inactive states.
Frame-Relay dlci |6 1 1.3.6.1.2. |N/A N/A This trap indicates that the |FR DLCI
status change trap 1.10.32 indicated Virtual Circuit |status active
vl has changed state. It has |trap

either been created or

invalidated, or has toggled

between the active and

inactive states.

Cisco I0X V2 Traps

Table 11-5 lists the Cisco IOX SNMP V2 traps supported in Cisco ANA. For associated event types,
event subtypes, and Cisco ANA registry parameters, use the link under Short Description or see

Table 11-12.
Table 11-5 Cisco IOX V2 Traps
SubType SubType
Trap Name Trap 0OID Varbind OID |Varbind Value |Description Short Description
cbfDefineFileC [1.3.6.1.4.1. |[N/A N/A A cbfDefineFileCompletion CBF File operation
ompletion 9.9.81.2.0.1 notification is sent on the following state indicator
conditions :
cbgpBackward [1.3.6.1.4.1. [1.3.6.1.4.1.9. |!=(lor 6) The cbgpBackwardTransition Event is |Cisco BGP
Transition 9.9.187.0.2 |9.187.0.2 generated when the BGP FSM moves |backward transition
from a higher numbered state to a trap
lower numbered state. The
bgpPeerRemote Addr value is attached
to the notification object ID.
cbgpFsmStateC |1.3.6.1.4.1. [1.3.6.1.4.1.9. |=1 The BGP cbgpFsmStateChange Cisco BGP down
hange 9.9.187.0.1 |9.187.0.2 notification is generated for every BGP |trap
FSM state change.
cbgpFsmStateC [1.3.6.1.4.1. [1.3.6.1.4.1.9. |=6 The BGP cbgpFsmStateChange Cisco BGP
hange 9.9.187.0.1 |9.187.0.2 notification is generated for every BGP |established trap
FSM state change.
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-5 Cisco 10X V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind 0ID |Varbind Value |Description Short Description
cbgpPrefixThre [1.3.6.1.4.1. |[N/A N/A The Cisco BGP prefix
sholdExceeded [9.9.187.0.3 cbgpPrfefixMaxThresholdExceeded threshold exceeded
notification is generated when prefix
count exceeds the configured warning
threshold on a session for an address
family
cbgpPrefixThre [1.3.6.1.4.1. |[N/A N/A The cbgpPrefixThresholdClear Cisco BGP prefix
sholdClear 9.9.187.0.4 notification is generated when prefix |threshold clear
count drops below the configured clear
threshold on a session for an address
family once
cbgpPrefixThresholdExceeded is
generated. This won't be generated if
the peer session goes down after the
generation of
bgpPrefixThresholdExceeded. The
bgpPeerRemoteAddr,
bgpPeerAddrFamilyAfi and
cbgpPeerAddrFamilySafi values are
attached to the notification object ID.
ccCopyComple |1.3.6.1.4.1. |N/A N/A A ccCopyCompletion trap is sent at the |Config-copy request
tion 9.9.96.2.1.1 completion of a config-copy request. |completion
The ccCopyFailCause is not
instantiated, and hence not included in
a trap, when the ccCopyState is success
cefcFanTraySta [1.3.6.1.4.1. [1.3.6.1.4.1.9. |1=2 This notification is generated when the |cefc fan-tray oper
tusChange 9.9.117.2.0. |9.117.1.4.1.1 value of cefcFanTrayOperStatus status down
6 1 changes.
cefcFanTraySta [1.3.6.1.4.1. |1.3.6.1.4.1.9. |=2 This notification is generated when the |cefc fan-tray oper
tusChange 9.9.117.2.0. |9.117.1.4.1.1 value of cefcFanTrayOperStatus status up
6 1 changes.
cefcFRUInserte [1.3.6.1.4.1. |[N/A N/A The cecfFRUInserted notification cefc FRU inserted
d 9.9.117.2.0. indicates that a FRU was inserted. The
3 varbind for this notification indicates
the entPhysicallndex of the inserted
FRU, and the entPhysicallndex of the
FRU's container.
cefcFRURemo [1.3.6.1.4.1. |N/A N/A The cefcFRURemoved notification cefc FRU removed
ved 9.9.117.2.0. indicates that a FRU was removed. The
4 varbind for this notification indicates
the entPhysicallndex of the removed
FRU, and the entPhysicallndex of the
FRU's container.
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Table 11-5 Cisco 10X V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind 0ID |Varbind Value |Description Short Description
cefcModuleStat [1.3.6.1.4.1. |1.3.6.1.4.1.9. |!1=2 This notification is generated when the |cefc module oper
usChange 9.9.117.2.0. |9.117.1.2.1.1 value of cefcModuleOperStatus status down
1 2 changes. It can be utilized by an NMS
to update the status of the module it is
managing.
cefcModuleStat [1.3.6.1.4.1. |1.3.6.1.4.1.9. |=2 This notification is generated when the |cefc module oper
usChange 9.9.117.2.0. |9.117.1.2.1.1 value of cefcModuleOperStatus status up
1 2 changes. It can be utilized by an NMS
to update the status of the module it is
managing.
cefcPowerStatu |1.3.6.1.4.1. [1.3.6.1.4.1.9. |!=2 The cefcFRUPowerStatusChange cefc power status
sChange 9.9.117.2.0. |9.117.1.1.2.1 notification indicates that the power down
2 2 status of a FRU has changed. The
varbind for this notification indicates
the entPhysicallndex of the FRU, and
the new operational-status of the FRU.
cefcPowerStatu [1.3.6.1.4.1. [1.3.6.1.4.1.9. |=2 The cefcFRUPowerStatusChange cefc power status up
sChange 9.9.117.2.0. |9.117.1.1.2.1 notification indicates that the power
2 2 status of a FRU has changed. The
varbind for this notification indicates
the entPhysicallndex of the FRU, and
the new operational-status of the FRU.
cthBundleDow |[1.3.6.1.4.1. [1.3.6.1.4.1.9. |!=1 Fabric bundle link notification. This cfh bundle link
nedLinkNotific [9.9.257.0.3 [9.257.1.2.1.1 notification is sent if the value of status down
ation 3 cfhBundleOperStatus is 'up' and the
value of cfhBundleDownedLinks is
changed from O to nonzero or from
non-zero to zero.
cthBundleDow |[1.3.6.1.4.1. [1.3.6.1.4.1.9. |=1 Fabric bundle link notification. This cfh bundle link
nedLinkNotific |{9.9.257.0.3 |9.257.1.2.1.1 notification is sent if the value of status up
ation 3 cfhBundleOperStatus is 'up' and the
value of cfhBundleDownedLinks is
changed from O to nonzero or from
non-zero to zero.
cfhBundleState [1.3.6.1.4.1. |[N/A N/A Fabric bundle operational state change |cth Fabric bundle
Notification 9.9.257.0.2 notification. This notification is sent  |operational state
when the cfhBundleOperStatus state  |changed to Down
transition occurs.
cfhBundleState [1.3.6.1.4.1. |[N/A N/A Fabric bundle operational state change |cth Fabric bundle
Notification 9.9.257.0.2 notification. This notification is sent  |operational state
when the cfhBundleOperStatus state  |changed to Up
transition occurs.
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-5 Cisco 10X V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind 0ID |Varbind Value |Description Short Description
cfhPlaneStateN [1.3.6.1.4.1. [1.3.6.1.4.1.9. |!=1 Fabric plane operational state change |cfh Fabric plane
otification 9.9.257.0.1 |9.257.1.2.1.1 notification. This notification is sent  |status down
3 when the fabric plane operational state
transition occurs.
cfhPlaneStateN [1.3.6.1.4.1. [1.3.6.1.4.1.9. |=1 Fabric plane operational state change |cth Fabric plane
otification 9.9.257.0.1 |9.257.1.2.1.1 notification. This notification is sent  |status up
3 when the fabric plane operational state
transition occurs.
ciscoConfigMa |1.3.6.1.4.1. |N/A N/A Notification of a configuration Cisco Configuration
nEvent 9.9.43.2.0.1 management event as recorded in management event
ccmHistoryEventTable. notification
ciscoFlashCop |[1.3.6.1.4.1. [1.3.6.1.4.1.9. |!=(0or I or2) |A ciscoFlashCopyCompletionTrap is |Cisco flash copy
yCompletionTr [9.9.10.1.3.0 [9.10.1.2.1.1. sent at the completion of a flash copy |failed
ap 1 8 operation if such a trap was requested
when the operation was initiated.
ciscoFlashCop |1.3.6.1.4.1. [1.3.6.1.4.1.9. |=2 A ciscoFlashCopyCompletionTrap is  |Cisco flash copy
yCompletionTr [9.9.10.1.3.0 (9.10.1.2.1.1. sent at the completion of a flash copy |completion
ap 1 8 operation if such a trap was requested
when the operation was initiated.
ciscoFlashCop |[1.3.6.1.4.1. [1.3.6.1.4.1.9. |=(0or 1) A ciscoFlashCopyCompletionTrap is  |Cisco flash copy in
yCompletionTr [9.9.10.1.3.0 {9.10.1.2.1.1. sent at the completion of a flash copy |progress
ap .1 8 operation if such a trap was requested
when the operation was initiated.
ciscoFlashDevi |1.3.6.1.4.1. |N/A N/A A ciscoFlashDeviceChangeTrap is sent |Cisco Flash device
ceChangeTrap |9.9.10.1.3.0 whenever a removable Flash device is |changed
4 inserted or removed.
ciscoFlashDevi |1.3.6.1.4.1. |N/A N/A A ciscoFlashDevicelnsertedNotif Cisco Flash device
celnsertedNotif [9.9.10.1.3.0 notification is sent whenever a inserted
.5 removable Flash device is inserted.
ciscoFlashDevi |1.3.6.1.4.1. |N/A N/A A ciscoFlashDeviceRemovedNotif Cisco Flash device
ceRemovedNot [9.9.10.1.3.0 notification is sent whenever a removed
if .6 removable Flash device is removed.
ciscoFlashMisc [1.3.6.1.4.1. [1.3.6.1.4.1.9. |!=(1or2) A ciscoFlashMiscOpCompletionTrap |Cisco Flash
OpCompletion [9.9.10.1.3.0 |9.10.1.2.3.1. is sent at the completion of a miscellaneous
Trap 3 4 miscellaneous flash operation operation failed
(enumerated in
ciscoFlashMiscOpCommand) if such a
trap was requested when the operation
was initiated.
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Table 11-5 Cisco 10X V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind 0ID |Varbind Value |Description Short Description
ciscoFlashMisc |1.3.6.1.4.1. [1.3.6.1.4.1.9. |=2 A ciscoFlashMiscOpCompletionTrap |Cisco Flash
OpCompletion [9.9.10.1.3.0 |9.10.1.2.3.1. is sent at the completion of a miscellaneous
Trap 3 4 miscellaneous flash operation operation completed
(enumerated in
ciscoFlashMiscOpCommand) if such a
trap was requested when the operation
was initiated.
ciscoFlashMisc [1.3.6.1.4.1. [1.3.6.1.4.1.9. |=1 A ciscoFlashMiscOpCompletionTrap |Cisco Flash
OpCompletion (9.9.10.1.3.0 19.10.1.2.3.1. is sent at the completion of a miscellaneous
Trap 3 4 miscellaneous flash operation operation in
(enumerated in progress
ciscoFlashMiscOpCommand) if such a
trap was requested when the operation
was initiated.
ciscoPingComp [1.3.6.1.4.1. |N/A N/A A ciscoPingCompleted trap is sent at |Cisco ping
letion 9.9.16.2.0.1 the completion of a sequence of pings |completion
if such a trap was requested when the
sequence was initiated.
ciscoSonetSect [1.3.6.1.4.1. [1.3.6.1.2.1.1 |!=1 This notification is generated Cisco Sonet section
ionStatusChang (9.9.126.0.1 [0.39.1.2.1.1. whenever the value of status changed to
e 1 sonetSectionCurrentStatus changes to |error
value more than 1.
ciscoSonetSect [1.3.6.1.4.1. [1.3.6.1.2.1.1 |=1 This notification is generated Cisco Sonet section
ionStatusChang [9.9.126.0.1 |0.39.1.2.1.1. whenever the value of status changed to
e 1 sonetSectionCurrentStatus changes to |clear
value 1.
ciscoSonetLine [1.3.6.1.4.1. [1.3.6.1.2.1.1 |!=1 This notification is generated Cisco Sonet line
StatusChange |9.9.126.0.2 10.39.1.3.1.1. whenever the value of status changed to
1 sonetLineCurrentStatus changes to error
value more than 1.
ciscoSonetLine [1.3.6.1.4.1. [1.3.6.1.2.1.1 |=1 This notification is generated Cisco Sonet line
StatusChange |9.9.126.0.2 /0.39.1.3.1.1. whenever the value of status changed to
1 sonetLineCurrentStatus changes to clear
value 1.
ciscoSonetPath [1.3.6.1.4.1. [1.3.6.1.2.1.1 |!=1 This notification is generated Cisco Sonet path
StatusChange {9.9.126.0.3 |0.39.2.1.1.1. whenever the value of status changed to
2 sonetPathCurrentStatus changes to error
value more than 1.
ciscoSonetPath [1.3.6.1.4.1. [1.3.6.1.2.1.1 |=1 This notification is generated Cisco Sonet path
StatusChange |9.9.126.0.3 10.39.2.1.1.1. whenever the value of status changed to
2 sonetPathCurrentStatus changes to clear
value 1.
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-5 Cisco 10X V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind 0ID |Varbind Value |Description Short Description
clogMessageG |[1.3.6.1.4.1. |[N/A N/A When a syslog message is generated by |Cisco syslog
enerated 9.9.41.2.0.1 the device a clogMessageGenerated message generated
notification is sent. The sending of
these notifications can be
enabled/disabled via the
clogNotificationsEnabled object.
cPimNbrLoss [1.3.6.1.4.1. |[N/A N/A A cPimNbrLoss trap signifies the loss |Cisco PIM neighbor
9.10.119.0. of an adjacency with a neighbor. This |lost
2 trap should be generated when the
neighbor timer expires, and the router
has no other neighbors on the same
interface with a lower IP address than
itself.
entSensorThres [1.3.6.1.4.1. |N/A N/A The sensor value crossed the threshold |sensor value crossed
holdNotificatio [9.9.91.2.0.1 listed in entSensorThresholdTable. threshold in
n This notification is generated once entSensorThreshold
each time the sensor value crosses the |Table
threshold
rttMonNotificat |1.3.6.1.4.1. |N/A N/A A rttMonNotification indicates the RTT threshold
ion 9.9.42.2.0.5 occurrence of a threshold violation, violation or
and it indicates the previous violation |clearance
has subsided for a subsequent
operation.
cpwVcUp 1.3.6.1.4.1. |N/A N/A This notification is generated when the |Pseudo wire tunnel
9.10.106.2. cpwVcOperStatus object for one or up
2 more contiguous entries in
cpwVcTable are about to enter the
up(1) state from some other state.
cpwVcDown 1.3.6.1.4.1. |N/A N/A This notification is generated when the |Pseudo wire tunnel
9.10.106.2. cpwVcOperStatus object for one or down
1 more contiguous entries in
cpwVcTable are about to enter the
down(2) state from some other state.
ciscoRFSwact [1.3.6.1.4.1. |[N/A N/A A SWACT notification is sent by the |Cisco RF Swap
Notif 9.9.176.2.0. newly active redundant unit whenever |Status -
1 a switch of activity occurs. In the case |Unsupported
where a SWACT event may be
indistinguishable from a reset event, a
network management station should
use this notification to differentiate the
activity. sysUpTime is the same
sysUpTime defined in the RFC-1213
MIB.
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Trap Name

Trap OID

SubType
Varbind 0ID

SubType
Varbind Value

Description

Short Description

ciscoRFSwact
Notif

1.3.6.1.4.1.
9.9.176.2.0.
1

N/A

N/A

A SWACT notification is sent by the
newly active redundant unit whenever
a switch of activity occurs. In the case
where a SWACT event may be
indistinguishable from a reset event, a
network management station should
use this notification to differentiate the
activity. sysUpTime is the same
sysUpTime defined in the RFC-1213
MIB.

Cisco RF Swap
Status - None

ciscoRFSwact
Notif

1.3.6.1.4.1.
9.9.176.2.0.
1

N/A

N/A

A SWACT notification is sent by the
newly active redundant unit whenever
a switch of activity occurs. In the case
where a SWACT event may be
indistinguishable from a reset event, a
network management station should
use this notification to differentiate the
activity. sysUpTime is the same
sysUpTime defined in the RFC-1213
MIB.

Cisco RF Swap
Status - Not Known

ciscoRFSwact
Notif

1.3.6.1.4.1.
9.9.176.2.0.
1

N/A

N/A

A SWACT notification is sent by the
newly active redundant unit whenever
a switch of activity occurs. In the case
where a SWACT event may be
indistinguishable from a reset event, a
network management station should
use this notification to differentiate the
activity. sysUpTime is the same
sysUpTime defined in the RFC-1213
MIB.

Cisco RF Swap
Status -
Userlnitiated

ciscoRFSwact
Notif

1.3.6.1.4.1.
9.9.176.2.0.
1

N/A

N/A

A SWACT notification is sent by the
newly active redundant unit whenever
a switch of activity occurs. In the case
where a SWACT event may be
indistinguishable from a reset event, a
network management station should
use this notification to differentiate the
activity. sysUpTime is the same
sysUpTime defined in the RFC-1213
MIB.

Cisco RF Swap
Status - UserForced
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Table 11-5

Cisco 10X V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind 0ID

SubType
Varbind Value

Description

Short Description

ciscoRFSwact
Notif

1.3.6.1.4.1.
9.9.176.2.0.
1

N/A

N/A

A SWACT notification is sent by the
newly active redundant unit whenever
a switch of activity occurs. In the case
where a SWACT event may be
indistinguishable from a reset event, a
network management station should
use this notification to differentiate the
activity. sysUpTime is the same
sysUpTime defined in the RFC-1213
MIB.

Cisco RF Swap
Status -
ActiveUnitFailed

ciscoRFSwact
Notif

1.3.6.1.4.1.
9.9.176.2.0.
1

N/A

N/A

A SWACT notification is sent by the
newly active redundant unit whenever
a switch of activity occurs. In the case
where a SWACT event may be
indistinguishable from a reset event, a
network management station should
use this notification to differentiate the
activity. sysUpTime is the same
sysUpTime defined in the RFC-1213
MIB.

Cisco RF Swap
Status -
ActiveUnitRemoved

cefcUnrecogniz

edFRU

1.3.6.1.4.1.
9.9.117.2.0.
5

N/A

N/A

The cefcUnrecognizedFRU
notification indicates that a FRU was
inserted whose product ID is not
supported. The varbind for this
notification indicates the
entPhysicallndex of the inserted FRU,
the entPhysicalClass this FRU belongs
to, the entPhysicalVendorType of this
FRU, the entPhysicalName of the FRU,
the entPhysicalModelName of the
inserted FRU, and the
cefcPhysicalStatus telling the reason
code for sending this notification.

cefc FRU inserted
with unsupported
product ID

cefcPowerSupp
lyOutputChang

(S

1.3.6.1.4.1.
9.9.117.2.0.
7

N/A

N/A

The notification indicates that the
power supply's output capacity has
changed.This notification is triggered
whenever one instance of the power
supply's
cefcPSOutputModeInOperation has
transitioned from 'false’ to 'true'.

cefc Power supply
output capacity
changed
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Trap Name

Trap OID

SubType
Varbind 0ID

SubType
Varbind Value

Description

Short Description

rttMonConnect
ionChangeNoti
fication

1.3.6.1.4.1.
9.9.42.2.0.1

N/A

N/A

This notification is only valid when the
RttMonRttType is 'echo’ or
'pathEcho'. A
rttMonConnectionChangeNotification
indicates that a connection to a target
(not to a hop along the path to a target)
has failed on establishment or been
lost and when reestablished. Precisely,
this has resulted in
rttMonCtrlOperConnectionLostOccurr
ed changing value.

RTT Connection
Change

rttMonTimeout
Notification

1.3.6.1.4.1.
9.9.42.2.0.2

N/A

N/A

A rttMonTimeoutNotification
indicates the occurrence of a timeout
for a RTT operation, and it indicates
the clearing of such a condition by a
subsequent RTT operation. Precisely,
this has resulted in
rttMonCtrlOperTimeoutOccurred
changing value. When the
RttMonRttType is 'path Echo', this
notification will only be sent when the
timeout occurs during an operation to
the target and not to a hop along the
path to the target. This also applies to
the clearing of the timeout.

RTT Operation
Timeout

rttMonThreshol
dNotification

1.3.6.1.4.1.
9.9.42.2.0.3

N/A

N/A

A rttMonThresholdNotification
indicates the occurrence of a threshold
violation for a RTT operation, and it
indicates the previous violation has
subsided for a subsequent RTT
operation. Precisely, this has resulted
in
rttMonCtrlOperOverThresholdOccurr
ed changing value. When the
RttMonRttType is 'path Echo', this
notification will only be sent when the
threshold violation occurs during an
operation to the target and not to a hop
along the path to the target. This also
applies to the subsiding of a threshold
condition.

RTT Operation
Threshold Violation

rttMonVerifyEr
rorNotification

1.3.6.1.4.1.
9.9.42.2.0.4

N/A

N/A

A rttMonVerifyErrorNotification
indicates the occurrence of a data
corruption in an RTT operation.

RTT Verify Error
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Table 11-5 Cisco 10X V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind 0ID |Varbind Value |Description Short Description
rttMonNotificat [1.3.6.1.4.1. |[N/A N/A A rttMonNotification indicates the RTT threshold
ion 9.9.42.2.0.5 occurrence of a threshold violation, violation or
and it indicates the previous violation |clearance
has subsided for a subsequent
operation.
rttMonLpdDisc [1.3.6.1.4.1. |N/A N/A A rttMonLpdDiscoveryNotification RTT Lpd Discovery
overyNotificati [9.9.42.2.0.6 indicates that the LSP Path Discovery
on to the target PE has failed, and it also
indicates the clearing of such
condition. Precisely this has resulted in
rttMonLpdGrpStatsLPDFailOccurred
changing value. When the
rttMonLpdGrpStatsLPDFailOccurred
is 'false', the instance value for
rttMonLpdGrpStatsLPDFailCause is
not valid.
rttMonLpdGrp |1.3.6.1.4.1. |N/A N/A A rttMonLpdGrpStatusNotification RTT Lpd Grp Status
StatusNotificati {9.9.42.2.0.7 indicates that the LPD Group status
on rttMonLpdGrpStatsGroupStatus has
changed indicating some connectivity
change to the target PE. This has
resulted in
rttMonLpdGrpStatsGroupStatus
changing value.
cbgpBackward [1.3.6.1.4.1. [1.3.6.1.4.1.9. |=1 The cbgpBackwardTransition Event is |IPv6 BGP down trap
Transition 9.9.187.0.2 |9.187.0.2 generated when the IPv6 BGP FSM
moves from a higher numbered state to
a lower numbered state.
cbgpFsmStateC [1.3.6.1.4.1. |1.3.6.1.4.1.9. |!=(lor 6) The IPv6 BGP cbgpFsmStateChange |ipv6 BGP FSM state
hange 9.9.187.0.1 |9.187.0.1 notification is generated for every BGP |changed trap
FSM state change.
cbgpFsmStateC [1.3.6.1.4.1. [1.3.6.1.4.1.9. |=6 The IPv6 BGP cbgpFsmStateChange |IPv6 BGP
hange 9.9.187.0.1 |9.187.0.1 notification is generated for every BGP |established trap
FSM state change.
rttMonConnect [1.3.6.1.4.1. [1.3.6.1.4.1.9. |1 IPSLA echo ConnLoss Trap v2 Connection Loss
ionChangeNoti (9.9.42.2.0.1 [9.42.1.2.9.1. detected by ipsla
fication 5 icmp echo trap
rttMonConnect [1.3.6.1.4.1. |1.3.6.1.4.1.9. |2 IPSLA echo ConnLoss Trap v2 Connection
ionChangeNoti (9.9.42.2.0.1 [9.42.1.2.9.1. re-establish detected
fication 5 by ipsla icmp echo
trap
rttMonTimeout [1.3.6.1.4.1. [1.3.6.1.4.1.9. |1 IPSLA IP or LSP echo Timeout trap v2 |Timeout detected by
Notification 9.9.42.2.0.2 {9.42.1.29.1. ipsla icmp echo trap
6
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Table 11-5 Cisco 10X V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind 0ID |Varbind Value |Description Short Description
rttMonTimeout |1.3.6.1.4.1. [1.3.6.1.4.1.9. |2 IPSLA IP or LSP echo Timeout trap v2 |Connection
Notification 9.9.42.2.0.2 |9.42.1.2.9.1. re-establish detected
6 by ipsla icmp echo
trap
rttMonThreshol [1.3.6.1.4.1. [1.3.6.1.4.1.9. |1 IPSLA Threshold Notification trap v2 |Threshold crossing
dNotification = [9.9.42.2.0.3 [9.42.1.2.9.1. under trap
7
rttMonThreshol [1.3.6.1.4.1. |1.3.6.1.4.1.9. |2 IPSLA Threshold Notification trap v2 |Threshold crossing
dNotification 9.9.42.2.0.3 [9.42.1.2.9.1. over trap
7
rttMonVerifyEr [1.3.6.1.4.1. [1.3.6.1.4.1.9. |1 IPSLA Threshold Notification Data corruption in
rorNotification [9.9.42.2.0.4 [9.42.1.2.9.1. deprecated trap v2 rtt operation trap
11
rttMonVerifyEr |1.3.6.1.4.1. [1.3.6.1.4.1.9. |2 IPSLA Threshold Notification Data corruption
rorNotification [9.9.42.2.0.4 (9.42.1.2.9.1. deprecated trap v2 cleared in rtt
11 operation trap
rttMonNotificat {1.3.6.1.4.1. |1.3.6.1.4.1.9. |8, null, 1 RTT MON notification Connection Loss
ion 9.9.42.2.0.5 [9.42.1.2.19.1 detected by ipsla
2, icmp echo trap
1.3.6.1.4.1.9.
9.42.1.2.2.1.
33,
1.3.6.1.4.1.9.
9.42.1.2.19.1
.10
rttMonNotificat {1.3.6.1.4.1. [1.3.6.1.4.1.9. |8, not null, 1 RTT MON notification Connection Loss
ion 9.9.42.2.0.5 |9.42.1.2.19.1 detected by ipsla
2, LSP icmp echo trap
1.3.6.1.4.1.9.
9.42.1.2.2.1.
33,
1.3.6.1.4.1.9.
9.42.1.2.19.1
.10
rttMonNotificat {1.3.6.1.4.1. [1.3.6.1.4.1.9. |8, null, 2 RTT MON notification Connection
ion 9.9.42.2.0.5 [9.42.1.2.19.1 re-establish detected
2, by ipsla icmp echo
1.3.6.1.4.1.9. trap
9.42.1.2.2.1.
33,
1.3.6.1.4.1.9.
9.42.1.2.19.1
10
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Table 11-5 Cisco 10X V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind 0ID |Varbind Value |Description Short Description
rttMonNotificat {1.3.6.1.4.1. |1.3.6.1.4.1.9. |8, not null, 2 RTT MON notification Connection
ion 9.9.42.2.0.5 19.42.1.2.19.1 re-establish detected
2, by ipsla LSP icmp
1.3.6.1.4.1.9. echo trap
9.42.1.2.2.1.
33,
1.3.6.1.4.1.9.
9.42.1.2.19.1
.10
rttMonNotificat {1.3.6.1.4.1. |1.3.6.1.4.1.9. |7, null, 1 RTT MON notification Timeout detected by
ion 9.9.42.2.0.5 {9.42.1.2.19.1 ipsla icmp echo trap
.2,
1.3.6.1.4.1.9.
9.42.1.2.2.1.
33,
1.3.6.1.4.1.9.
9.42.1.2.19.1
.10
rttMonNotificat {1.3.6.1.4.1. [1.3.6.1.4.1.9. |7, not null, 1 RTT MON notification Timeout detected by
ion 9.9.42.2.0.5 19.42.1.2.19.1 ipsla LSPicmp echo
2, trap
1.3.6.1.4.1.9.
9.42.1.2.2.1.
33,
1.3.6.1.4.1.9.
9.42.1.2.19.1
.10
rttMonNotificat {1.3.6.1.4.1. |1.3.6.1.4.1.9. |7, null, 2 RTT MON notification Connection
ion 9.9.42.2.0.5 19.42.1.2.19.1 re-establish detected
2, by ipsla icmp echo
1.3.6.1.4.1.9. trap
9.42.1.2.2.1.
33,
1.3.6.1.4.1.9.
9.42.1.2.19.1
.10
rttMonNotificat {1.3.6.1.4.1. |1.3.6.1.4.1.9. |7, not null, 2 RTT MON notification Connection
ion 9.9.42.2.0.5 19.42.1.2.19.1 re-establish detected
2, by ipsla LSP icmp
1.3.6.1.4.1.9. echo trap
9.42.1.2.2.1.
33,
1.3.6.1.4.1.9.
9.42.1.2.19.1
.10
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Table 11-5 Cisco 10X V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind 0ID |Varbind Value |Description Short Description
rttMonNotificat {1.3.6.1.4.1. |1.3.6.1.4.1.9. |1, 1 RTT MON notification RTT threshold
ion 9.9.42.2.0.5 |9.42.1.2.19.1 crossing over trap
2,
1.3.6.1.4.1.9.
9.42.1.2.19.1
.10
rttMonNotificat {1.3.6.1.4.1. |1.3.6.1.4.1.9. |1,2 RTT MON notification RTT threshold
ion 9.9.42.2.0.5 [9.42.1.2.19.1 crossing under trap
2,
1.3.6.1.4.1.9.
9.42.1.2.19.1
.10
rttMonLpdDisc [1.3.6.1.4.1. |1.3.6.1.4.1.9. |1 IPSLA LPD Discovery trap v2 IPSLA LSP path
overyNotificati [9.9.42.2.0.6 [9.42.1.3.7.1. discovery failure
on 13 trap
rttMonLpdDisc [1.3.6.1.4.1. |1.3.6.1.4.1.9. |2 IPSLA LPD Discovery trap v2 IPSLA LSP path
overyNotificati [9.9.42.2.0.6 [9.42.1.3.7.1. rediscovery trap
on 13
rttMonLpdGrp |1.3.6.1.4.1. |1.3.6.1.4.1.9. |34 IPSLA LDP Group Status trap v2 IPSLA LDP group
StatusNotificati [9.9.42.2.0.7 |9.42.1.3.7.1. status failure trap
on 16
rttMonLpdGrp |[1.3.6.1.4.1. |1.3.6.1.4.1.9. |2 IPSLA LDP Group Status trap v2 IPSLA LDP group
StatusNotificati [9.9.42.2.0.7 |9.42.1.3.7.1. status restoration
on 16 trap
cmplsFrrProtec |1.3.6.1.4.1. |N/A N/A TE FRR trigger notification - protected |FRR Protected Trap
ted 9.10.98.0.1 trap v2
cmplsFrrUnPro [1.3.6.1.4.1. |[N/A N/A TE FRR trigger notification - FRR Unprotected
tected 9.10.98.0.2 unprotected trap v2 Trap
cpwVcUp 1.3.6.1.4.1. |[N/A N/A This notification is generated when the |Pseudo wire tunnel
9.10.106.2. cpwVcOperStatus object for one or up
2 more contiguous entries in
cpwVcTable are about to enter the
up(1) state from some other state.
cpwVcDown 1.3.6.1.4.1. |N/A N/A This notification is generated when the |Pseudo wire tunnel
9.10.106.2. cpwVcOperStatus object for one or down
1 more contiguous entries in
cpwVcTable are about to enter the
down(2) state from some other state.
DSX1 V1 Line |1.3.6.1.2.1. |N/A N/A Indicates the line status of dsx1 DSX1 Far end LOF
Status Change |10.18.15.0. interface
1
DSX1 V1 Line [1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx1 DSX1 Near end
Status Change |10.18.15.0. interface sending LOF
1 Indication
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Table 11-5 Cisco 10X V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind 0ID |Varbind Value |Description Short Description
DSX1 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx1 DSX1 Far end
Status Change |10.18.15.0. interface sending AIS
1
DSX1 V1 Line |1.3.6.1.2.1. |N/A N/A Indicates the line status of dsx1 DSX1 Near end
Status Change |10.18.15.0. interface sending AIS
1
DSX1 V1 Line [1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx|1 DSX1 Near end
Status Change |10.18.15.0. interface LOF
1
DSX1 V1 Line |1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx1 DSXI1 Near end
Status Change |10.18.15.0. interface Loss of Signal
1
DSX1 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx1 DSX1 Near end is
Status Change |10.18.15.0. interface looped
1
DSX1 V1 Line |1.3.6.1.2.1. |N/A N/A Indicates the line status of dsx1 DSX1 E1 TS16 AIS
Status Change |10.18.15.0. interface
1
DSX1 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx1 DSX1 Far End
Status Change |10.18.15.0. interface Sending TS16
1 LOMF
DSX1 V1 Line |1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx1 DSX1 Near End
Status Change |10.18.15.0. interface Sending TS16
1 LOMF
DSX1 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx1 DSX1 Near End
Status Change |10.18.15.0. interface detects a test code
1
DSX1 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx1 DSX1 any line
Status Change |10.18.15.0. interface status not defined
1 here
DSX1 V1 Line |1.3.6.1.2.1. |N/A N/A Indicates the line status of dsx1 DSX1 Near End in
Status Change |10.18.15.0. interface Unavailable Signal
1 State
DSX1 V1 Line [1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx1 DSX1 Carrier
Status Change |10.18.15.0. interface Equipment Out of
1 Service
DSX1 V1 Line [1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx1 DSX1 DS2 Payload
Status Change |10.18.15.0. interface AIS
1
DSX1 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx1 DSX1 DS2
Status Change |10.18.15.0. interface Performance
1 Threshold Exceeded
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Table 11-5 Cisco 10X V2 Traps (continued)
SubType SubType

Trap Name Trap OID Varbind 0ID |Varbind Value |Description Short Description
DSX1 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx1 DSX1 combination
Status Change |10.18.15.0. interface of bitmaps due to

1 multiple failures
DSX1 V1 Line |1.3.6.1.2.1. |N/A N/A Indicates the line status of dsx1 DSX1 No alarm
Status Change |10.18.15.0. interface present

1
DSX3 V1 Line [1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx3 DSX3 Receiving
Status Change |10.30.15.0. interface Yellow/Remote

1 Alarm Indication
DSX3 V1 Line [1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx3 DSX3 Transmitting
Status Change |10.30.15.0. interface Yellow/Remote

1 Alarm Indication
DSX3 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx3 DSX3 Receiving
Status Change |10.30.15.0. interface AIS failure state

1
DSX3 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx3 DSX3 Transmitting
Status Change |10.30.15.0. interface AIS

1
DSX3 V1 Line [1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx3 DSX3 Receiving
Status Change |10.30.15.0. interface LOF failure state

1
DSX3 V1 Line [1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx3 DSX3 Receiving
Status Change |10.30.15.0. interface LOS failure state

1
DSX3 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx3 DSX3 Looping the
Status Change |10.30.15.0. interface received signal

1
DSX3 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx3 DSX3 Receiving a
Status Change |10.30.15.0. interface Test Pattern

1
DSX3 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx3 DSX3 any line
Status Change |10.30.15.0. interface status not defined

1 here
DSX3 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx3 DSX3 Near End in
Status Change |10.30.15.0. interface Unavailable Signal

1 State
DSX3 V1 Line [1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx3 DSX3 Carrier
Status Change |10.30.15.0. interface Equipment Out of

1 Service
DSX3 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx3 DSX3 combination
Status Change |10.30.15.0. interface of bitmaps due to

1 multiple failures
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Table 11-5 Cisco 10X V2 Traps (continued)
SubType SubType
Trap Name Trap OID Varbind 0ID |Varbind Value |Description Short Description
DSX3 V1 Line |[1.3.6.1.2.1. |[N/A N/A Indicates the line status of dsx3 DSX3 No alarm
Status Change |10.30.15.0. interface present
1
entConfigChan [1.3.6.1.2.1. |[N/A N/A An entConfigChange notification is Entity table
ge 47.2.0.1 generated when the value of configuration
entLastChangeTime changes. Itcanbe |changed
utilized by an NMS to trigger
logical/physical entity table
maintenance polls.
Frame-Relay 1.3.6.1.2.1. |[N/A N/A This trap indicates that the indicated |FR DLCI status
dlci status 10.32.0.1 Virtual Circuit has changed state. It invalid trap
change trap vl has either been created or invalidated,
or has toggled between the active and
inactive states.
Frame-Relay 1.3.6.1.2.1. |N/A N/A This trap indicates that the indicated |FR DLCI status
dlci status 10.32.0.1 Virtual Circuit has changed state. It inactive trap
change trap v1 has either been created or invalidated,
or has toggled between the active and
inactive states.
Frame-Relay 1.3.6.1.2.1. |N/A N/A This trap indicates that the indicated |FR DLCI status
dlci status 10.32.0.1 Virtual Circuit has changed state. It active trap

change trap vl

has either been created or invalidated,
or has toggled between the active and
inactive states.
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Table 11-6 lists the Cisco MIB2 SNMP V1 traps supported in Cisco ANA. For associated event types,
event subtypes, and Cisco ANA registry parameters, use the link under Short Description or see

Cisco MIB2 V1 Traps

Table 11-13.
Table 11-6 Cisco MIB2 V1 Traps
SubType SubType
Generic |Specific |Enterprise Varbind Varbind Short

Trap Name |Type Type 0ID Description oID Value Description
dummy N/A N/A 1.3.6.1.4. |This type will handle all traps sent |N/A N/A dummy
ticket on sun 1.42 from SUN server (the OID is the ticket trap
servers SUN SNMP mib)
MIB2 V1 2 0 1.3.6.1.6. |A linkDown trap signifies that the N/A N/A SNMP Link
link down 3.1.1.5 sending protocol entity recognizes a down

failure in one of the communication

links represented in the agent's

configuration. The Trap-PDU of type

linkDown contains as the first

element of its variable-bindings, the

name and value of the ifIndex

instance for the affected interface.
MIB2 V1 3 0 1.3.6.1.6. | A linkUp trap signifies that the N/A N/A SNMP Link
link up 3.1.1.5 sending protocol entity recognizes up

that one of the communication links

represented in the agent's

configuration has come up. The

Trap-PDU of type linkUp contains as

the first element of its

variable-bindings, the name and

value of the ifIndex instance for the

affected interface.
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 Far
Line Status 1.10.18.1 |interface end LOF
Change 5
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 Near
Line Status 1.10.18.1 |interface end sending
Change 5 LOF

Indication
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 Far
Line Status 1.10.18.1 |interface end sending
Change 5 AIS
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 Near
Line Status 1.10.18.1 |interface end sending
Change 5 AIS
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 Near
Line Status 1.10.18.1 |interface end LOF
Change 5
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Table 11-6 Cisco MIB2 V1 Traps (continued)
SubType SubType
Generic |Specific |Enterprise Varbind Varbind Short
Trap Name |Type Type 0ID Description 0ID Value Description
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 Near
Line Status 1.10.18.1 |interface end Loss of
Change 5 Signal
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 Near
Line Status 1.10.18.1 |interface end is looped
Change 5
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 El
Line Status 1.10.18.1 |interface TS16 AIS
Change 5
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 Far
Line Status 1.10.18.1 |interface End Sending
Change 5 TS16 LOMF
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 Near
Line Status 1.10.18.1 |interface End Sending
Change 5 TS16 LOMF
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 Near
Line Status 1.10.18.1 |interface Enddetectsa
Change 5 test code
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 any
Line Status 1.10.18.1 |interface line status
Change 5 not defined
here
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 Near
Line Status 1.10.18.1 |interface End in
Change 5 Unavailable
Signal State
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1
Line Status 1.10.18.1 |interface Carrier
Change 5 Equipment
Out of
Service
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 DS2
Line Status 1.10.18.1 |interface Payload AIS
Change 5
DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 DS2
Line Status 1.10.18.1 |interface Performance
Change 5 Threshold
Exceeded
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Table 11-6 Cisco MIB2 V1 Traps (continued)
SubType SubType
Generic |Specific |Enterprise Varbind Varbind Short

Trap Name |Type Type 0ID Description 0ID Value Description

DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1

Line Status 1.10.18.1 |interface combination

Change 5 of bitmaps
due to
multiple
failures

DSX1 V1 6 1 1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX1 No

Line Status 1.10.18.1 |interface alarm

Change 5 present

DSX3 V1 6 1 .1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX3

Line Status 1.10.30.1 |interface Receiving

Change 5 Yellow/Rem
ote Alarm
Indication

DSX3 V1 6 1 .1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX3

Line Status 1.10.30.1 |interface Transmitting

Change 5 Yellow/Rem
ote Alarm
Indication

DSX3 V1 6 1 .1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX3

Line Status 1.10.30.1 |interface Receiving

Change 5 AIS failure
state

DSX3 V1 6 1 .1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX3

Line Status 1.10.30.1 |interface Transmitting

Change 5 AIS

DSX3 V1 6 1 .1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX3

Line Status 1.10.30.1 |interface Receiving

Change 5 LOF failure
state

DSX3 V1 6 1 .1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX3

Line Status 1.10.30.1 |interface Receiving

Change 5 LOS failure
state

DSX3 V1 6 1 .1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX3

Line Status 1.10.30.1 |interface Looping the

Change 5 received
signal

DSX3 V1 6 1 .1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX3

Line Status 1.10.30.1 |interface Receiving a

Change 5 Test Pattern
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Table 11-6 Cisco MIB2 V1 Traps (continued)
SubType SubType
Generic |Specific |Enterprise Varbind Varbind Short
Trap Name |Type Type 0ID Description 0ID Value Description
DSX3 V1 6 1 .1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX3 any
Line Status 1.10.30.1 |interface line status
Change 5 not defined
here
DSX3 V1 6 1 .1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX3 Near
Line Status 1.10.30.1 |interface End in
Change 5 Unavailable
Signal State
DSX3 V1 6 1 .1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX3
Line Status 1.10.30.1 |interface Carrier
Change 5 Equipment
Out of
Service
DSX3 V1 6 1 .1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX3
Line Status 1.10.30.1 |interface combination
Change 5 of bitmaps
due to
multiple
failures
DSX3 V1 6 1 .1.3.6.1.2. |Indicates the line status of dsx1 N/A N/A DSX3 No
Line Status 1.10.30.1 |interface alarm
Change 5 present
entConfigC |6 1 1.3.6.1.2. |An entConfigChange notification is |N/A N/A Entity table
hange 1.47.2 generated when the value of configuratio
entLastChangeTime changes. It can n changed
be utilized by an NMS to trigger
logical/physical entity table
maintenance polls.
Frame-Rela |6 1 1.3.6.1.2. |This trap indicates that the indicated |N/A N/A FR DLCI
y dlci status 1.10.32 Virtual Circuit has changed state. It statusinvalid
change trap has either been created or trap
vl invalidated, or has toggled between
the active and inactive states.
Frame-Rela |6 1 1.3.6.1.2. |This trap indicates that the indicated |N/A N/A FR DLCI
y dlci status 1.10.32 Virtual Circuit has changed state. It status
change trap has either been created or inactive trap
vl invalidated, or has toggled between
the active and inactive states.
Frame-Rela |6 1 1.3.6.1.2. |This trap indicates that the indicated |N/A N/A FR DLCI
y dlci status 1.10.32 Virtual Circuit has changed state. It status active
change trap has either been created or trap
vl invalidated, or has toggled between
the active and inactive states.
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Table 11-7 lists the Cisco MIB2 SNMP V2 traps supported in Cisco ANA. For associated event types,
event subtypes, and Cisco ANA registry parameters, use the link under Short Description or see

Cisco MIB2 V2 Traps W

Table 11-14.
Table 11-7 Cisco MIB2 V2 Traps
SubType SubType
Trap Name Trap OID |Varbind OID |Varbind Value |Description Short Description
bgpBackwardTrans |1.3.6.1.2. |N/A N/A The BGPBackwardTransition Event |BGP down trap
ition 1.15.7.2 is generated when the BGP FSM
moves from a higher numbered state
to a lower numbered state.
bgpEstablished 1.3.6.1.2. |1.3.6.1.2.1.1 |=6 The BGP Established event is BGP established
1.15.7.1 |5.3.1.2 generated when the BGP FSM enters |trap
the ESTABLISHED state.
mteEventSetFailur |1.3.6.1.2. |[N/A N/A Notification that an attempt to do a |mte event set failure
e 1.88.2.0.5 set in response to an event has failed.
mteTriggerFalling |1.3.6.1.2. |N/A N/A Notification that the falling threshold |Cisco mte trigger
1.88.2.0.3 was met for triggers with falling
mteTriggerType 'threshold
mteTriggerFired 1.3.6.1.2. |IN/A N/A Notification that the trigger indicated |mte trigger fired
1.88.2.0.1 by the object instances has fired, for
triggers with mteTriggerType
'‘boolean’ or 'existence'.
mteTriggerRising [1.3.6.1.2. |N/A N/A Notification that the rising threshold |Cisco mte trigger
1.88.2.0.2 was met for triggers with rising
mteTriggerType 'threshold
entConfigChange |1.3.6.1.2. |N/A N/A An entConfigChange notification is |Entity table
1.47.2.0.1 generated when the value of configuration
entLastChangeTime changes. It can |changed
be utilized by an NMS to trigger
logical/physical entity table
maintenance polls.
coldStart 1.3.6.1.6. |N/A N/A A coldStart trap signifies that the Cold start trap
3.1.1.5.1 SNMP entity, supporting a
notification originator application, is
reinitializing itself and that its
configuration may have been altered.
warmStart 1.3.6.1.6. |N/A N/A A warmStart trap signifies that the Warm start trap
3.1.1.5.2 SNMP entity, supporting a
notification originator application, is
reinitializing itself such that its
configurationis unaltered
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-7

Cisco MIB2 V2 Traps (continued)

Trap Name

Trap OID

SubType
Varbind 0ID

SubType
Varbind Value

Description

Short Description

authenticationFailu
re

1.3.6.1.6.
3.1.1.5.5

N/A

N/A

An authenticationFailure trap
signifies that the SNMP entity has
received a protocol message that is
not properly authenticated. While all
implementations of SNMP entities
MAY be capable of generating this
trap, the snmpEnableAuthenTraps
object indicates whether this trap will
be generated.

SNMP
authentication
failure

linkDown

1.3.6.1.6.
3.1.1.5.3

N/A

N/A

A linkDown trap signifies that the
SNMP entity, acting in an agent role,
has detected that the ifOperStatus
object for one of its communication
links is about to enter the down state
from some other state (but not from
the notPresent state). This other state
is indicated by the included value of
ifOperStatus.

SNMP Link down

linkUp

1.3.6.1.6.
3.1.1.54

N/A

N/A

A linkUp trap signifies that the
SNMP entity, acting in an agent role,
has detected that the ifOperStatus
object for one of its communication
links left the down state and
transitioned into some other state
(but not into the notPresent state).
This other state is indicated by the
included value of ifOperStatus.

SNMP Link up

ipv6IfStateChange

1.3.6.1.2.
1.55.2.0.1

1.3.6.1.2.1.5
5.2.0.1

N/A

An ipv6IfStateChange notification
signifies that there has been a change
in the state of an ipv6 interface. This
notification should be generated
when the interface's operational
status transitions to or from the up(1)
state

ipv6 interface state
changed

ospfIfStateChange

1.3.6.1.2.
1.14.16.2.
16

1.3.6.1.2.1.1
4.7.1.12

An ospfIfStateChange trap signifies
that there has been a change in the
state of a non-virtual OSPF interface.
This trap should be generated when
the interface state regresses (e.g.,
goes from Dr to Down) or progresses
to a terminal state (i.e.,
Point-to-Point, DR Other, Dr, or
Backup)

OSPF interface state
changed to Down
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Table 11-7

Cisco MIB2 V2 Traps (continued)

Cisco MIB2 V2 Traps W

Trap Name

Trap OID

SubType
Varbind 0ID

SubType
Varbind Value

Description

Short Description

ospfIfStateChange

1.3.6.1.2.
1.14.16.2.
16

1.3.6.1.2.1.1
4.7.1.12

I=1

An ospflfStateChange trap signifies
that there has been a change in the
state of a non-virtual OSPF interface.
This trap should be generated when
the interface state regresses (e.g.,
goes from Dr to Down) or progresses
to a terminal state (i.e.,
Point-to-Point, DR Other, Dr, or
Backup)

OSPF interface state
changed to Up

ospfVirtlfStateCha
nge

1.3.6.1.2.
1.14.16.2.
1

N/A

N/A

An ospflfStateChange trap signifies
that there has been a change in the
state of an OSPF virtual interface.
This trap should be generated when
the inter-face state regresses (e.g.,
goes from Point-to-Point to Down) or
progresses to a terminal state (i.e.,
Point-to-Point).

OSPF virtual
interface state
changed to Down

ospfNbrStateChang
e

1.3.6.1.2.
1.14.16.2.
2

1.3.6.1.2.1.1
4.10.1.6

An ospfNbrStateChange trap
signifies that there has been a
change in the state of a non-virtual
OSPF neighbor. This trap should
be generated when the neighbor
state regresses (e.g., goes from
Attempt or Full to 1-Way or Down)
or progresses to a terminal state (e.g.,
2-Way or Full).

OSPF neighbor state
down

ospfNbrStateChang
e

1.3.6.1.2.
1.14.16.2.
2

1.3.6.1.2.1.1
4.10.1.6

An ospfNbrStateChange trap
signifies that there has been a
change in the state of a non-virtual
OSPF neighbor. This trap should
be generated when the neighbor
state regresses (e.g., goes from
Attempt or Full to 1-Way or Down)
or progresses to a terminal state (e.g.,
2-Way or Full).

OSPF neighbor state
up

ospfVirtNbrStateC
hange

1.3.6.1.2.
1.14.16.2.
3

1.3.6.1.2.1.1
4.11.1.5

An ospfIfStateChange trap signifies
that there has been a change in the
state of an OSPF virtual neighbor.
This trap should be generated when
the neighbor state regresses (e.g.,
goes from Attempt or Full to 1-Way
or Down) or progresses to a terminal
state (e.g., Full).

OSPF virtual
neighbor state down
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Table 11-7 Cisco MIB2 V2 Traps (continued)
SubType SubType
Trap Name Trap OID |Varbind OID |Varbind Value |Description Short Description
ospfVirtNbrStateC  |1.3.6.1.2. |1.3.6.1.2.1.1 |=8 An ospflfStateChange trap signifies |OSPF virtual
hange 1.14.16.2. |4.11.1.5 that there has been a change in the |neighbor state up
3 state of an OSPF virtual neighbor.
This trap should be generated when
the neighbor state regresses (e.g.,
goes from Attempt or Full to 1-Way
or Down) or progresses to a terminal
state (e.g., Full).
ospfIfConfigError |1.3.6.1.2. |N/A N/A An ospfIfConfigError trap signifies |OSPF interface
1.14.16.2. that a packet has beenreceived ona |configuration error
4 non-virtual interface from a router
whose configuration parameters
conflict with this router's
configuration parameters.
ospfVirtlfConfigEr |1.3.6.1.2. |N/A N/A An ospfConfigError trap signifies OSPF virtual
ror 1.14.16.2. that a packet has been received on |interface
5 a virtual interface from a router configuration error
whose configuration parameters
conflict with this router's
configuration parameters.
ospfIfAuthFailure [1.3.6.1.2. |N/A N/A An ospflIfAuthFailure trap signifies |OSPF interface
1.14.16.2. that a packet has beenreceived ona |authentication
6 non-virtual interface from a router failure
whose authentication key or
authentication type conflicts with
this router's authentication key or
authentication type.
ospfVirtIfAuthFail |1.3.6.1.2. |N/A N/A An ospfVirtIfAuthFailure trap OSPF virtual
ure 1.14.16.2. signifies that a packet has been interface
7 received on a virtual interface from a |authentication
router whose authentication key or |failure
authentication type conflicts with
this router's authentication key or
authentication type.
ospfIfRxBadPacket |1.3.6.1.2. |N/A N/A An ospfIfRxBadPacket trap signifies |OSPF bad packet
1.14.16.2. that an OSPF packet has been received
8 received on a non-virtual interface
that cannot be parsed.
ospfVirtlfRxBadPa |1.3.6.1.2. |N/A N/A An ospfRxBadPacket trap signifies |OSPF bad packet
cket 1.14.16.2. that an OSPF packet has been received on virtual
9 received on a virtual interface that interface
cannot be parsed.
ospfTxRetransmit |1.3.6.1.2. |N/A N/A An ospfTxRetransmit trap signifies |OSPF packet
1.14.16.2. than an OSPF packet has been retransmitted
10 retransmitted on a non-virtual
interface.
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-7 Cisco MIB2 V2 Traps (continued)
SubType SubType
Trap Name Trap OID |Varbind OID |Varbind Value |Description Short Description
ospfVirtlfTxRetran |1.3.6.1.2. |N/A N/A An ospfTxRetransmit trap signifies |OSPF packet
smit 1.14.16.2. than an OSPF packet has been retransmitted on
11 retransmitted on a virtual interface. |virtual interface
ospfOriginateLsa |1.3.6.1.2. |N/A N/A An ospfOriginateLsa trap signifies |OSPF new LSA
1.14.16.2. thata new LSA has been originated |originated
12 by this router. This trap should not be
invoked for simple refreshes of
LSAs (which happens every 30
minutes), but instead will only be
invoked when an LSA is
(re)originated due to a topology
change.
ospfMaxAgeLsa 1.3.6.1.2. |N/A N/A An ospfMaxAgeLsa trap signifies OSPF LSA aged to
1.14.16.2. that one of the LSA in the router's |MaxAge
13 link-state database has aged to
MaxAge.
mplsL3VpnNumVr [1.3.6.1.2. |N/A N/A This notification is generated only mpls 13 vpn numvrf
fRouteMaxThresh |1.10.166. after the number of routes contained |routemax thresh
Cleared 11.0.6 by the specified VRF exceeds or cleared Trap
attempts to exceed the maximum
allowed value as indicated by
mplsVrfMaxRouteThreshold, and
then falls below this value.
mplsL3VpnVrfDo [1.3.6.1.2. |[N/A N/A This notification is generated when: |mpls 13 vpn vrf
wn 1.10.166. a. One interface is associated with Down Trap
11.0.2 this VRF, and the ifOperStatus of this
interface changes from up(1) to
down(2). b. Multiple interfaces are
associated with this VRF, and the
ifOperStatus of all except one of
these interfaces is equal to up(1), and
the ifOperStatus of that interface
changes from up(1) to down(2).c.
The last interface with ifOperStatus
equal to up(1) is disassociated from a
VRF
mplsL3VpnVrfNu [1.3.6.1.2. |[N/A N/A This notification is generated when |mpls 13 vpn vrf
mVrfRouteMaxThr |1.10.166. the number of routes contained by the |numvrf routemax
eshExceeded 11.04 specified VRF exceeds or attempts to |thresh exceeded
exceed the maximum allowed value |Trap
as indicated by
mplsL3VpnVrfMaxRouteThreshold.
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
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Table 11-7 Cisco MIB2 V2 Traps (continued)
SubType SubType
Trap Name Trap OID |Varbind OID |Varbind Value |Description Short Description
mplsL3VpnVrfRou |1.3.6.1.2. |[N/A N/A This notification is generated when |mpls 13 vpn vrf
teMidThreshExcee |1.10.166. the number of routes contained by the |routemid thresh
ded 11.0.3 specified VRF exceeds the value exceeded Trap
indicated by
mplsL3VpnVrfMidRouteThreshold.
mplsL3VpnVrfUp [1.3.6.1.2. |[N/A N/A This notification is generated when: |mpls 13 vpn vrf Up
1.10.166. a. No interface is associated with this |Trap
11.0.1 VREF, and the first (and only first)
interface associated with it has its
ifOperStatus change to up(1).
b. One interface is associated with
this VRF, and the ifOperStatus of this
interface changes to up(1).
c. Multiple interfaces are associated
with this VRF, and the ifOperStatus
of all interfaces is down(2), and the
first of those interfaces has its
ifOperStatus change to up(1).
mplsLdpInitSessio |1.3.6.1.2. |N/A N/A generated when the value of the MPLS LDP init
nThresholdExceed |1.10.166. ‘'mplsLdpEntityInitSessionThreshold |session threshold
ed 4.0.1 ' object is not zero, and the number of |exceeded Trap
Session Initialization messages
exceeds the value of the
‘'mplsLdpEntityInitSessionThreshold
' object
mplsLdpSessionDo |1.3.6.1.2. |N/A N/A sent when the value of MPLS LDP session
wn 1.10.166. 'mplsLdpSessionState' leaves the down Trap
4.04 'operational(5)' state
mplsLdpSessionUp |1.3.6.1.2. |N/A N/A sent when the value of MPLS LDP session
1.10.166. 'mplsLdpSessionState’ enters the up Trap
4.0.3 'operational(5)' state
mplsTunnelReroute |1.3.6.1.2. |N/A N/A generated when a tunnel is rerouted. |MPLS-TE tunnel
d 1.10.166. If the mplsTunnel ARHopTable is rerouted trap
3.0.3 used, then this tunnel instance's entry

in the mplsTunnelARHopTable MAY
contain the new path for this tunnel
some time after this trap is issued by
the agent
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Table 11-7 Cisco MIB2 V2 Traps (continued)
SubType SubType
Trap Name Trap OID |Varbind OID |Varbind Value |Description Short Description
mplsTunnelReopti |1.3.6.1.2. |[N/A N/A generated when a tunnel is MPLS-TE tunnel
mized 1.10.166. reoptimized. If the reoptimized trap
3.04 mplsTunnelARHopTable is used,
then this tunnel instance's entry in the
mplsTunnelARHopTable MAY
contain the new path for this tunnel
some time after this trap is issued by
the agent
mplsTunnelDown |1.3.6.1.2. |N/A N/A generated when a MPLS-TE tunnel
1.10.166. mplsTunnelOperStatus object for one |down
3.0.2 of the configured tunnels is about to
enter the down state from some other
state (but not from the notPresen
state). This other state is indicated by
the included value of
mplsTunnelOperStatus
mplsTunnelUp 1.3.6.1.2. |N/A N/A generated when a MPLS-TE tunnel up
1.10.166. mplsTunnelOperStatus object for one
3.0.1 of the configured tunnels is about to
leave the down state and transition
into some other state (but not into the
notPresent state). This other state is
indicated by the included value of
mplsTunnelOperStatus
DSX1 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx1 DSX1 Far end LOF
Status Change 1.10.18.1 interface
5.0.1
DSX1 V1 Line 1.3.6.1.2. N/A N/A Indicates the line status of dsx1 DSX1 Near end
Status Change 1.10.18.1 interface sending LOF
5.0.1 Indication
DSX1 V1 Line 1.3.6.1.2. N/A N/A Indicates the line status of dsx1 DSX1 Far end
Status Change 1.10.18.1 interface sending AIS
5.0.1
DSX1 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx1 DSX1 Near end
Status Change 1.10.18.1 interface sending AIS
5.0.1
DSX1 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx1 DSX1 Near end
Status Change 1.10.18.1 interface LOF
5.0.1
DSX1 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx1 DSX1 Near end
Status Change 1.10.18.1 interface Loss of Signal
5.0.1
DSX1 V1 Line 1.3.6.1.2. N/A N/A Indicates the line status of dsx1 DSX1 Near end is
Status Change 1.10.18.1 interface looped
5.0.1
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Table 11-7 Cisco MIB2 V2 Traps (continued)
SubType SubType
Trap Name Trap OID |Varbind OID |Varbind Value |Description Short Description
DSX1 V1 Line 1.3.6.1.2. N/A N/A Indicates the line status of dsx1 DSX1 E1 TS16 AIS
Status Change 1.10.18.1 interface
5.0.1
DSX1 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx1 DSX1 Far End
Status Change 1.10.18.1 interface Sending TS16
5.0.1 LOMF
DSX1 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx1 DSX1 Near End
Status Change 1.10.18.1 interface Sending TS16
5.0.1 LOMF
DSX1 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx1 DSX1 Near End
Status Change 1.10.18.1 interface detects a test code
5.0.1
DSX1 V1 Line 1.3.6.1.2. N/A N/A Indicates the line status of dsx1 DSX1 any line
Status Change 1.10.18.1 interface status not defined
5.0.1 here
DSX1 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx1 DSX1 Near End in
Status Change 1.10.18.1 interface Unavailable Signal
5.0.1 State
DSX1 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx|1 DSX1 Carrier
Status Change 1.10.18.1 interface Equipment Out of
5.0.1 Service
DSX1 V1 Line 1.3.6.1.2. |IN/A N/A Indicates the line status of dsx1 DSX1 DS2 Payload
Status Change 1.10.18.1 interface AIS
5.0.1
DSX1 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx1 DSX1 DS2
Status Change 1.10.18.1 interface Performance
5.0.1 Threshold Exceeded
DSX1 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx1 DSX1 combination
Status Change 1.10.18.1 interface of bitmaps due to
5.0.1 multiple failures
DSX1 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx1 DSX1 No alarm
Status Change 1.10.18.1 interface present
5.0.1
DSX3 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx3 DSX3 Receiving
Status Change 1.10.30.1 interface Yellow/Remote
5.0.1 Alarm Indication
DSX3 V1 Line 1.3.6.1.2. |IN/A N/A Indicates the line status of dsx3 DSX3 Transmitting
Status Change 1.10.30.1 interface Yellow/Remote
5.0.1 Alarm Indication
DSX3 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx3 DSX3 Receiving
Status Change 1.10.30.1 interface AIS failure state
5.0.1
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Table 11-7 Cisco MIB2 V2 Traps (continued)
SubType SubType
Trap Name Trap OID |Varbind OID |Varbind Value |Description Short Description
DSX3 V1 Line 1.3.6.1.2. N/A N/A Indicates the line status of dsx3 DSX3 Transmitting
Status Change 1.10.30.1 interface AIS
5.0.1
DSX3 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx3 DSX3 Receiving
Status Change 1.10.30.1 interface LOF failure state
5.0.1
DSX3 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx3 DSX3 Receiving
Status Change 1.10.30.1 interface LOS failure state
5.0.1
DSX3 V1 Line 1.3.6.1.2. |IN/A N/A Indicates the line status of dsx3 DSX3 Looping the
Status Change 1.10.30.1 interface received signal
5.0.1
DSX3 V1 Line 1.3.6.1.2. N/A N/A Indicates the line status of dsx3 DSX3 Receiving a
Status Change 1.10.30.1 interface Test Pattern
5.0.1
DSX3 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx3 DSX3 any line
Status Change 1.10.30.1 interface status not defined
5.0.1 here
DSX3 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx3 DSX3 Near End in
Status Change 1.10.30.1 interface Unavailable Signal
5.0.1 State
DSX3 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx3 DSX3 Carrier
Status Change 1.10.30.1 interface Equipment Out of
5.0.1 Service
DSX3 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx3 DSX3 combination
Status Change 1.10.30.1 interface of bitmaps due to
5.0.1 multiple failures
DSX3 V1 Line 1.3.6.1.2. |N/A N/A Indicates the line status of dsx3 DSX3 No alarm
Status Change 1.10.30.1 interface present
5.0.1
Frame-Relay dlci  |1.3.6.1.2. |[N/A N/A This trap indicates that the indicated |FR DLCI status
status change trap |1.10.32.0. Virtual Circuit has changed state. It |invalid trap
vl 1 has either been created or invalidated,
or has toggled between the active and
inactive states.
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Table 11-7 Cisco MIB2 V2 Traps (continued)
SubType SubType

Trap Name Trap OID |Varbind OID |Varbind Value |Description Short Description
Frame-Relay dlci  |1.3.6.1.2. |[N/A N/A This trap indicates that the indicated |FR DLCI status
status change trap |1.10.32.0. Virtual Circuit has changed state. It |inactive trap
vl 1 has either been created or invalidated,

or has toggled between the active and

inactive states.
Frame-Relay dlci  |1.3.6.1.2. |N/A N/A This trap indicates that the indicated |FR DLCI status
status change trap |1.10.32.0. Virtual Circuit has changed state. It |active trap
vl 1 has either been created or invalidated,

or has toggled between the active and

inactive states.

Cisco ASR 9000 V2 Registry Parameters

Table 11-8 lists the associated event types, event subtypes, and Cisco ANA registry parameters for the
Cisco ASR 9000 SNMP V2 traps shown in Table 11-1.

Table 11-8 Cisco ASR 9000 V2 Trap Registry Parameters
£ 2 o 2 o> 8 SE . g 2. B LEE o
] = L & S2 S £p @92 §_=Egz=zoc £ L s
v o = c = =S| =3 o = to |23 | 8|8 2 e e L e =
28 2 2 5 25 55 55 £ 88 592835 3% 58
wAa '] wwn NS | > | dao | A= (g |o |2 (2 |a w | L < =
NTP Server Status | cisco ntp |unknown 1.3.6.1.4. |=1 N IMan |F F |F 0 |F |info |F |T |F
Changes to server 1.9.9.168. agedE
Unknown notificati 1.1.11 lemen
on t
NTP Server Status  cisco ntp |notRunning |1.3.6.1.4. |=2 N IMan |F F |F 0 |F |info |F F
Changes to server 1.9.9.168. agedE
notRunning notificati 1.1.11 lemen
on t
NTP Server Status | cisco ntp |notSynchroni [1.3.6.1.4. |=3 N IMan |F F |F 0 |F linfo |F |T |F
Changes to ) server zed 1.9.9.168. agedE
notSynchronized |, iificati 1.1.11 lemen
on t
NTP Server Status | cisco ntp |syncToLocal |1.3.6.1.4. |=4 N IMan |F F |F 0 |F linfo |F |T |F
Changes to server 1.9.9.168. agedE
syncToLocal notificati 1.1.11 lemen
on t
NTP Server Status  cisco ntp |syncToRefcl [1.3.6.1.4. |=5 N IMan |F F |F 0 |F linfo |[F |T |F
Changes to server ock 1.9.9.168. agedE
syncToRefclock notificati 1.1.11 lemen
on t
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Table 11-8 Cisco ASR 9000 V2 Trap Registry Parameters (continued)
= . o 3 85 g _ 2
= & ® 02| o2 3 gg [ 22z 3 > e Els
£ 2 S S22 £2 22 5_ 2 ES g5 £ 2« £
£ = £ 2 s FEs| o:£| Eo 232 2|83 2 o s 8 o=
28 2 g3 25 55 %5 22 82 59=%5/5 3K 5 =&
w o i w »n A> > | da a=S |z |o|l2g 2|« w L < |
NTP Server Status | cisco ntp |syncToRemo [1.3.6.1.4. |=6 [N IMan [F |F |[F |0 |F |info |F |T |F
Changes to server teServer 1.9.9.168. agedE
syncToRemoteServ |, ificati 1111 lemen
er on t
Spanning Tree Spanning |Spanning-Tr |N/A N/A N IMan |F F |F 0 |F |info |F F
Topology Changed | _Tree-Top |ee-Topology- agedE
ology-Ch |Change lemen
ange-Tra t
p
Warm start trap warm warm start ~ |N/A N/A |N IMan |F F |F 0 |F |min [T |T |F
start trap |trap agedE
lemen
t
dotlag CFM Fault |qot1ag  |dotlagcfm |N/A N/A N IMan |F F |F 0 |F l|info [T |T |F
Alarm cfm fault |fault alarm agedE
alarm trap lemen
trap t
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Cisco 10S V1 Trap Registry Parameters

Table 11-9 lists the associated event types, event subtypes, and Cisco ANA registry parameters for the
Cisco IOX SNMP V1 traps shown in Table 11-2.

Table 11-9 Cisco 10S V1 Trap Registry Parameters
- o 32 25 s 2 e
2 2 o S 2 5 E PR g .‘é g
= s 8 &= | aT £ o »2 & 588 =3 g2
£5 = g8 25 25 B 2 23E 82 T 22 g8
28 S 85 S5 23 £3 2 €259 £ 3 3 -5 8
» o O uh| o> |a> G oS sxojlea =< » 2 q|c
Critical cisco-Envir |critic [1.3.6.1. |3 IManaged F |F |F T |cri F T F
Temprature |yment-Mo |al 4.1.9.9. Element
nitoring-Te 13.1.3.
mperature- 1.6
Notification
Normal cisco-Envir norm |1.3.6.1. |1 IManaged F |F |F F |clr F |T |F
Temprature | pment-Mo |al 4.1.9.9. Element
nitoring-Te 13.1.3.
mperature- 1.6
Notification
Not o cisco-Envir |notF |1.3.6.1. |6 IManaged |F F |F T |maj F T |F
Functioning | onment-Mo |uncti (4.1.9.9. Element
nitoring-Te |onin |13.1.3.
mperature- |g 1.6
Notification
Not Present |cisco-Envir |notPr [1.3.6.1. |5 IManaged F |F |F T 'maj F T F
onment-Mo |esent |4.1.9.9. Element
nitoring-Te 13.1.3.
mperature- 1.6
Notification
Critical cisco-Envir |shutd 1.3.6.1. |4 IManaged F |F |F T |cri F T |F
Temprature | onment-Mo |own |4.1.9.9. Element
- Device nitoring-Te 13.1.3.
Shutdown | e rature- 1.6
Notification
T?mprature cisco-Envir |warn |1.3.6.1. |2 IManaged |F F |F T |wrn F |T |F
Rising onment-Mo |ing |4.1.9.9. Element
nitoring-Te 13.1.3.
mperature- 1.6
Notification
Power cisco-EnvM |critic |1.3.6.1. |3 IManaged |F F |F F |cri T |T |F
Su_p_ply - on-Supply- |al 4.1.9.9. Element
Critical State-Notifi 13.1.5.
cation-Trap 1.3
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Table 11-9 Cisco 10S V1 Trap Registry Parameters (continued)
= a = 8= 5 22
5 2 s = 2 - Mk 5 i
= = 8 2= |2= Z o 22|88 =BT =25 I
o = - | o= = E— B E = © 5 2 =) o |2 g
S 2 S 55 S£€ k£ 3= SS2/£8:83 3§ £ 2 Ele =
= o S| S = = © | = © X © 2= |c8|s = ] @ S| &
v a w | uon n> | n> w o w=s SOl S < w | L\«
Power cisco-EnvM |norm |1.3.6.1. |1 IManaged |F F |F F |clr T |T |F
Supply - on-Supply- |al 4.1.9.9. Element
Normal State-Notifi 13.1.5.
cation-Trap 1.3
Power cisco-EnvM |notF |1.3.6.1. |6 IManaged |F F |F F |maj T F
Suppl_y - '_\IOt on-Supply- |uncti [4.1.9.9. Element
Functioning |gate Notifi |onin | 13.1.5.
cation-Trap |g 1.3
Power cisco-EnvM |notPr |1.3.6.1. |5 IManaged |T F |F F |maj T |T |F
Supply-Not | on_Supply- |esent [4.1.9.9. Element
Present | giae-Notifi 13.1.5.
cation-Trap 1.3
Power cisco-EnvM |shutd |1.3.6.1. |4 IManaged |F F |F F |cri T |T |F
Supply - on-Supply- |own [4.1.9.9. Element
Shutdown  [gate-Notifi 13.1.5.
cation-Trap 1.3
Power cisco-EnvM |warn |1.3.6.1. |2 IManaged |F F |F F |wrn T |T |F
Suppl_y - on-Supply- |ing |4.1.9.9. Element
Warning | gtate-Notifi 13.1.5.
cation-Trap 1.3
Fandown  |fap down |fan [1.3.6.1. |!=1 IManaged [F |T |F T |maj F |T F
trap trap down [4.1.9.9. Element
trap [13.1.4.
1.3
Fanuptrap |fap down fan |1.3.6.1. |1 IManaged |F F |F F |clr F |T |F
trap up 4.1.9.9. Element
trap [13.1.4.
1.3
RTT RTT RTT N/A  |N/A IManaged [F |F |F F |info T |T |F
O_peratlon Operation  |Oper Element
Timeout Timeout ation
Time
out
RTT RTT RTT |[N/A  |N/A IManaged |[F  |F |F F |info T |T |F
Operation  |Operation  |Oper Element
Threshold | Threshold  |ation
Violation Violation Thre
shold
Viola
tion
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Table 11-9 Cisco 10S V1 Trap Registry Parameters (continued)
-] =
S o 2 3 §’aE? = - i
2 2 o > @ H oS s S E
£ = _2 &% &% £ 42§ =% :zo g2eg
£ 5 E 2| &35 Fs D .S Eo|2z28 83 2o g |8 g =
2 8 £/ 25 S5 S5 £3 eSS 88592 2|5 3 mls5 =
v a w | uon n> | n> w a w=E SO |« S < w | L\«
dotlgBridge |dot1qBridge dotl |N/A N/A N IManaged [F [T F |0 F |info F |T |F
trap trap qBri Element
dge
trap
Mep up trap |mep trap mep |N/A N/A |N IManaged |F F |F 0 F |clr F F
up Element
Mep down | mep trap mep |N/A N/A |N IManaged |F F |F 0 T |maj F |T |F
trap down Element
Coldstart | cold start  |cold |[N/A  |N/A |N IManaged [F|F [T 1900 F |info T T |F
trap trap start Element 00
trap
SNMPLink |snmp link |snmp [N/A  |N/A |Y IPhysical [F [T |[F |0 T |maj F |T|T
down down link Layer
down
SNMPLink |snmp link |snmp [N/A  |N/A |Y IPhysical [F T [F |0 F [clr F T |T
up down link Layer
up
IMAGroup | TMA Group |IMA [1.3.6.1. /10,1 |mtop-ima-g |ImaGroup |[F |F |F |0 F MINOR T [T T
Re_mote Failure trap |Grou [4.1.353 |2,15 |roup-state,p |Oid
Failure p 5.7.1.1 ort-status
Rem |.6
ote
Failu
re
IMAGroup | IMA Group |IMA [1.3.6.1. |14 |mtop-ima-g |ImaGroup |[F |F |[F |0 F [MAJOR T |T |T
Remote Failure trap |Grou |4.1.353 roup-state,p |Oid
insufficient p 5.7.1.1 ort-status
links trap Rem |.6
ote
insuf
ficie
nt
links
trap
IMAGroup | IMA Group |[IMA [1.3.6.1. |I  |mtop-ima-g |[ImaGroup [F |F [F |0 F |CLEARE |F |T |T
Up Trap Failure trap |Grou |4.1.353 roup-state,p |Oid D
pUp [.5.7.1.1 ort-status
Trap |.5
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Table 11-9 Cisco 10S V1 Trap Registry Parameters (continued)
-1}
< . a 2 83 g _ 2 g
= = ® 0o o 4 g%w 22 S =~ € E o
i = 2 2T | 2T E o wz | s |88 =5 21L& =
o = - | o= = E— B E = © 5 2 =) o |2 g
s 9 S S5 SE 5= 2= S22 =3 t88 <o e s e =
58 z 23 38 38 & 228283 = 2 32 2 E
IMAGroup | IMA Group |[IMA [1.3.6.1. [11,1 |mtop-ima-g |ImaGroup [F |F |F F [MINOR T |T |T
Iot_:al Failure trap |Grou |4.1.353 |6 roup-state,p |Oid
Failure p 5711 ort-status
local |.6
Failu
re
IMAGroup |IMA Group |IMA [1.3.6.1. |13 |mtop-ima-g |ImaGroup [F |F |F F MAJOR T [T T
!ocal_ ) Failure trap |Grou |4.1.353 roup-state,p |Oid
insufficient p 5711 ort-status
links trap local |.6
insuf
ficie
nt
links
trap
Imalink  |IMA Link |Ima [1.3.6.1. 2  |mtop-ima-g |ImaGroup [F |F |F T MINOR F [T |T
Loss of Failure trap |Link [4.1.353 roup-state,p |Oid
delay Loss |.5.7.1.1 ort-status
Frame Trap of 6
delay
Fram
e
Trap
Ima Link IMA Link |Ima [1.3.6.1. |1 mtop-ima-g |ImaGroup [F |T |F F [MINOR T |T |T
Lossofima | Faijure trap |Link [4.1.353 roup-state,p |Oid
Frame Trap Loss |.5.7.1.1 ort-status
of .6
ima
Fram
e
Trap
Ima Link IMA Link |Ima [1.3.6.1. |5,7, |mtop-ima-g |ImaGroup [F |T |F F [MINOR T |T |T
Rev Failure | Faijure trap |Link [4.1.353 |9 |roup-state,p |Oid
Trap Rev  [.5.7.1.1 ort-status
Failu |.6
re
Trap
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Table 11-9 Cisco 10S V1 Trap Registry Parameters (continued)
g ® __ s oo
g 2 S| “ £ o & 5 2
i = g g=|g3 £ SSg £33 & £ 885 E
£ 5 EEZ £33 E=S .S Eoc |22 83 2 ¢ g S g &
238 e/ 28| 5% S5 g3 eSS 88592 2|5 A
v a w | uon n> | n> w a w= SO0l S < w | L\«
Imalink  IMA Link |Ima [1.3.6.1. |3  |mtop-ima-g |ImaGroup [F |T |F F [MINOR |T |T |T
Re_mote Failure trap |Link |4.1.353 roup-state,p |Oid
Failure Trap Rem |.5.7.1.1 ort-status
ote .6
Failu
re
Trap
ImalinkUp |IMA Link |Ima [1.3.6.1. |1  |mtop-ima-g |ImaGroup [F |F |F F |CLEARE F [T T
Trap Failure trap |Link |4.1.353 roup-state,p |Oid D
Up S5.7.11 ort-status
Trap |.5
Imalink  |TMA Link |Ima [1.3.6.1. 4,6, |mtop-ima-g |ImaGroup [F  |T |F F MINOR T [T T
Xmt Failure |Faijure trap |Link 4.1.353 |8 roup-state,p |Oid
Trap Xmt |.5.7.1.1 ort-status
Failu |.6
re
Trap
CiscoUMT |Cisco UMT |Cisc |N/A  |N/A |N/A PortLayer [F |F |F F |info F [T |F
state state 0 10id
Change trap | Change trap [UMT
state
Chan
ge
trap
Cisco GSM |Cisco GSM |Cisc |N/A  |N/A |N/A PortLayer [F  |F |F F |info F T |F
state state 0 10id
Change trap | Change trap |GSM
state
Chan
ge
trap
IPRAN IPRAN IPR [1.36.1. |1 |N/A PortLayer |[F  |F |F F [clr F |T F
Backhaul |packhaul  |AN  |4.1.9.9. 10id
Received  |Received  |Back |483.1.2
Util Util Trap  |haul |.2.1.1.1
Acceptable Rece |3
Trap ived
Util
Acce
ptabl
e
Trap
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Table 11-9 Cisco 10S V1 Trap Registry Parameters (continued)
e © s 2 8
= = -3 S5 | 8o S o 323 5 ©73 = 5 EE@E’
- = .5 2E 2E T E c=S.s 52 £° § 85 S
= = = S — o
22 s 85 =% 5§ 5 SE 32593 23 5932 S
”wa | uwm n> | > w o b= Slo l< = | ZAE LA
IPRAN IPRAN IPR |1.3.6.1. ]2 |N/A PortLayer [F |[F [F |0 T wrn F T |F
Back_haul Backhaul AN [4.1.9.9. 10id
Received  Received  |Back |483.1.2
utl Util Trap ~ |haul |.2.1.1.1
Warning Rece |.3
Trap ived
Util
Warn
ing
Trap
IPRAN IPRAN IPR [1.3.6.1. |3 N/A PortLayer [F  |[F |[F |0 T maj F T |F
Back_haul Backhaul AN [4.1.9.9. 10id
Received  Received  |Back |483.1.2
util Util Trap ~ haul |.2.1.1.1
Overloaded Rece |3
Trap ived
Util
Over
loade
d
Trap
IPRAN IPRAN IPR [1.3.6.1. |1 N/A PortLayer [F |[F |[F |0 F clr F T |F
Backhaul Backhaul AN [4.1.9.9. 10id
SentUtil  Igen Util | Back (483.1.2
Acceptable | T, haul |.2.1.1.1
Trap Sent |.4
Util
Acce
ptabl
c
Trap
IPRAN IPRAN IPR |136.1. 2 |N/A PortLayer F|[F F |0 |T |wm F T |F
Backha_ul Backhaul AN 4.1.9.9. 10id
SentUtil  |gen¢ Util  |Back (483.1.2
Overloaded Trap haul |.2.1.1.1
Trap Sent |.4
Util
Warn
ing
Trap
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Cisco 10S V1 Trap Registry Parameters (continued)

Description

Short

Event Type

Event
Subtype

ubType
arbind OID

S
v

Varbind Value

Expedites
Polling

Event Source
(IMO Name)

Flow

Allowed

Weight

Severity

IPRAN
Backhaul
Sent Util
Warning
Trap

IPRAN
Backhaul
Sent Util
Trap

IPR
AN
Back
haul
Sent
Util
Over
loade
d
Trap

1.3.6.1.
4.1.9.9.
483.1.2
2.1.11

< |SubType

N/A

T | Activate

PortLayer
10id

™ | Correlate

™ |Is Correlation

=1 | Auto Clear

maj

T |Is Ticketable
=1 | Auto Remove

T |Flapping

Connection
Loss
detected by
ipsla icmp
echo trap

ipsla echo
connloss
trap

conn
ectio
n
loss
detec
ted
by
ipsla
icmp
echo
trap

1.3.6.1.
4.1.9.9.
42.1.2.
9.1.5

—_—

N/A

ManagedE |F
lement

maj

Connection
re-establish
detected by
ipslaicmp
echo trap

ipsla echo
connloss
trap

conn
ectio
n
re-es
tablis
h
detec
ted
by
ipsla
icmp
echo
trap

1.3.6.1.
4.1.9.9.
42.1.2.
9.1.5

N/A

ManagedE |F
lement

clr

Timeout
detected by
ipslaicmp
echo trap

ipslaip or
Isp echo
timeout trap

time
out
detec
ted
by
ipsla
icmp
echo

trap

1.3.6.1.
4.1.9.9.
42.1.2.
9.1.6

—_—

N/A

ManagedE |F
lement

info
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Table 11-9 Cisco 10S V1 Trap Registry Parameters (continued)
g ® __ s oo
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= /8 8= &8® Z o s»3|8 53 = 2 8 e 2
- 5 - | e S~ > | >.E b - [ S == .g,u c X|=|Z
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v a w | uon n> N> w a w= SO0l S < w | L <
Connection ipslaip or [conn [1.3.6.1. |2 N/A ManagedE |F F |F F |info F |T |F
re-establish |5 ccho ectio (4.1.9.9. lement
detected by |imeout trap |n 42.1.2.
ipsla icmp re-es [9.1.6
echo trap tablis
h
detec
ted
by
ipsla
icmp
echo
trap
Threshold  |ips]a thres [1.3.6.1. |1 |N/A ManagedE |[F |F |F F |info F T |F
crossing threshold hold [4.1.9.9. lement
undertrap |potification |cross |42.1.2.
trap ing |9.1.7
unde
r trap
Thres!lold ipsla thres [1.3.6.1. |2 N/A ManagedE |F F |F F |info F |T |F
crossing threshold hold |4.1.9.9. lement
over trap notification |cross |42.1.2.
trap ing [9.1.7
over
trap
Data ) ipsla data |1.3.6.1. |1 N/A ManagedE |F F |F F |info F |T |F
corruption | threshold corru |4.1.9.9. lement
inrt notification |ption |42.1.2.
operation trap inrtt [9.1.11
trap opera
tion
trap
Data  ipsla data |1.3.6.1. 2 |N/A ManagedE |[F |F |F F |info F|TF
corruption | threshold corru (4.1.9.9. lement
clearedin | ification |ption [42.1.2.
ritoperation |, clear [9.1.11
trap ed in
rtt
opera
tion
trap
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
[ oL-19647-01 .m



Chapter 11 Support Information for Cisco Traps |
M Cisco I0S V1 Trap Registry Parameters
Table 11-9 Cisco 10S V1 Trap Registry Parameters (continued)
.S 2 S S @ 5 E 0|8 s .‘3 =
g = 8| 22 2% 2o w2 g E3 =& EEes
£'5 E 82 &3 Ffs 3= Ec 22883 2 ¢ 8|8 gl
sz g 85 =% S£% =3 g5 833522 =g 2 IR
wAa w | v n> N> w o w=s oo 2« S« w | L <z
Connection |ipgja echo  |conn [1.3.6.1. (8, |N/A ManagedE [F  |F |F F |maj T T F
Loss connloss ectio [4.1.9.9. |null, lement
detected by |5, n 42.1.2. |1
ipsla icmp loss 19.1.2,
echo trap detec |1.3.6.1.
ted [4.1.9.9.
by 42.1.2.
ipsla |2.1.33,
icmp |1.3.6.1.
echo [4.1.9.9.
trap [42.1.2.
19.1.10
Connection |jpsja echo |conn [1.3.6.1. (8, |N/A ManagedE [F |F |F F |maj T T F
Loss connloss ectio (4.1.9.9. |not lement
detected by |5, n 42.1.2. |null,
ipsla LSP loss |19.1.2, |1
icmp echo detec |1.3.6.1.
trap ted |4.1.9.9.
by 42.1.2.
ipsla |2.1.33,
Isp 1.3.6.1.
icmp (4.1.9.9.
echo [42.1.2.
trap [19.1.10
Connection ipslaecho |conn |1.3.6.1. |8, N/A ManagedE |F F |F F |cIr F |T |F
re-establish | conpjoss ectio (4.1.9.9. |null, lement
detected by |, n 42.1.2. |2
ipsla icmp re-es [19.1.2,
echo trap tablis |1.3.6.1.
h 4.1.9.9.
detec |42.1.2.
ted |2.1.33,
by 1.3.6.1.
ipsla |4.1.9.9.
icmp [42.1.2.
echo [19.1.10
trap
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Table 11-9 Cisco 10S V1 Trap Registry Parameters (continued)
2 2 o = @ 5 E YR s .‘3 g
B s 3 2= /2= £ o= a2 & |28 =3 ZEegE
t o sl 22 E's | &5 B £ 50.2323; 2| o g Slg &
28 S/ 25 S35 S5 g3 22823592 £ |3 3 FS s
wAa w | v n> N> w a w= SO0l S < w | L <
Connection |ipgja echo  |conn [1.3.6.1. (8, |N/A ManagedE [F |[F |[F |0 F |clr F T F
re-establish | conpjoss ectio [4.1.9.9. |not lement
detected by |5, n 42.1.2. |null,
ipsla LSP re-es |19.1.2, |2
icmp echo tablis |1.3.6.1.
trap h 4.1.9.9.
detec |42.1.2.
ted |2.1.33,
by 1.3.6.1.
ipsla |4.1.9.9.
Isp 42.1.2.
icmp [19.1.10
echo
trap
Timeout ipslaecho [time [1.3.6.1. |7, |N/A ManagedE [F |[F F |0 F |maj T T |F
fletecfed by |timeout trap lout [4.1.9.9. |null, lement
ipsla icmp detec |42.1.2. |1
echo trap ted [19.1.2,
by 1.3.6.1.
ipsla |4.1.9.9.
icmp [42.1.2.
echo (2.1.33,
trap |1.3.6.1.
4.1.9.9.
42.1.2.
19.1.10
Timeout ipslaecho [time [1.3.6.1. |7, |N/A ManagedE [F |[F [F |0 F |maj T |T |F
detected by | ipeout trap jout |4.1.9.9. |not lement
ipsla LSP detec [42.1.2. |null,
icmp echo ted [19.1.2, |1
trap by 1.3.6.1.
ipsla |4.1.9.9.
Isp 42.1.2.
icmp |2.1.33,
echo |1.3.6.1.
trap [4.1.9.9.
42.1.2.
19.1.10
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Table 11-9 Cisco 10S V1 Trap Registry Parameters (continued)
2 2 o S @ 5 E o B s = g
g = 8| 22 2% 2o w2 g E3 =& EEes
t o sl 22 E's | &5 B £ EQ.E;QEB 2o g Sle &
Sz s 25 2% 55 £3 SE 52393 £: AL
v a w | uon n> | n> w a w= SO0l S < w | L\«
Connection |ipgja echo  |conn [1.3.6.1. |7, |N/A ManagedE [F  |F |F F |clr F |T |F
re-establish |(;meout trap |ectio (4.1.9.9. |null, lement
detected by n 42.1.2. |2
ipsla icmp re-es [19.1.2,
echo trap tablis |1.3.6.1.
h 4.1.9.9.
detec |42.1.2.
ted |2.1.33,
by 1.3.6.1.
ipsla |4.1.9.9.
icmp [42.1.2.
echo [19.1.10
trap
Connection |ipgla echo |conn [1.3.6.1. |7, |N/A ManagedE [F |F |F F |clr F T |F
re-establish |(;mcout trap |ectio (4.1.9.9. not lement
detected by n 42.1.2. |null,
ipsla LSP re-es |19.1.2, |2
icmp echo tablis [1.3.6.1.
trap h o 4.1.909.
detec [42.1.2.
ted |2.1.33,
by 1.3.6.1.
ipsla |4.1.9.9.
Isp 42.1.2.
icmp [19.1.10
echo
trap
RTT ipslaecho [rtt  |1.3.6.1. [1,1 |N/A ManagedE [F |F |F F |info F T |F
threshold | ¢ ¢rap thres 4.1.9.9. lement
crossing hold [42.1.2.
over trap cross [19.1.2,
ing 1.3.6.1.
over |4.1.9.9.
trap [42.1.2.
19.1.10
RTT ipslaecho |rtt 1.3.6.1. |1,2 |N/A ManagedE |F F |F F |info F T |F
threshold | (¢ ¢rqp thres |4.1.9.9. lement
crossing hold [42.1.2.
under trap cross [19.1.2,
ing 1.3.6.1.
unde (4.1.9.9.
rtrap (42.1.2.
19.1.10
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Table 11-9 Cisco 10S V1 Trap Registry Parameters (continued)
c a 32 8 g 22
2 2 o = @ 5 E YR s .‘3 g
= s 8 2= |2= Fg-. »2 & 588 =3 22
£ 5 EEZ £33 E=s 3 .S Eoc|2z28 83 B¢ g S g &
28 S/ 25 S35 S5 g3 22823592 £ |3 3 FS s
v a w | uon n> | n> w o w=s SOl S < w | L\«
IPSLALSP  |ipsia Ipd ipsla [1.3.6.1. |1  |N/A ManagedE |F  |F |F F |maj T |T |F
p:‘“h discovery  |[lsp  |4.1.9.9. lement
discovery |iap path [42.1.3.
failure trap disco |7.1.13
very
failur
e trap
IPSLALSP  |ipsla Ipd ipsla [1.3.6.1. |2 |N/A ManagedE |F  |F |F F |clr F |T |F
pal!l discovery  |[Isp  |4.1.9.9. lement
rediscovery |(;,, path [42.1.3.
trap redis |7.1.13
cover
y
trap
IPSLALDP  |ipsia Ipd ipsla |1.3.6.1. |34 |N/A ManagedE |F F |F F |maj T |T |F
groupstatus | oroyp status |1dp ~ |4.1.9.9. lement
failure trap |1 grou [42.1.3.
p 7.1.16
statu
s
failur
e trap
IPSLALDP  |ipsla Ipd ipsla |1.3.6.1. |2 |N/A ManagedE [F |F |F F [cr F |T |F
groupstatus | oroyp status |1dp  [4.1.9.9. lement
restoration |, grou [42.1.3.
trap p 7.1.16
statu
s
resto
ratio
n
trap
FRR frr trigger frr N/A N/A |N/A PortLayer |F T |F F |info F |T |F
Protected trap prote 1
Trap cted
trap
FRR frr trigger  |frr  [N/A  |N/A |N/A PortLayer [F  |T |F F |info F |T |F
Unprotected trap unpr 1
Trap otect
ed
trap
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Table 11-9 Cisco I0S V1 Trap Registry Parameters (continued)
< a| 2 85 k- =8
2 2 o = @ 5 E PR s S| g
= = 8 2= |2= Z o 228 =BT =25 I
£ 5 EEZ £33 E=S .S Eoc |22 83 2 ¢ g S g &
28 S/ 25 S35 25 g3 22823592 £ |3 3 FS s
v a w | uon n> | n> w o w=E SO |« S < w | L\«
Pseudo pseudo wire |Pseu |N/A N/A |ce-pw-tunne IPTPLaye |F F |F F |clr F |T |T
wire tunnel | (ynpel traps |do Is-status-tra |12MplsTu
up wire P nnel
tunne
lLup
Pseudo pseudo wire |Pseu |[N/A N/A |ce-pw-tunne |IPTPLaye |F T |F F |min T |T |T
wire tunnel | npel traps |do Is-status-tra |r2MplsTu
down wire p nnel
tunne
1
down
vip _|vtp vip  |N/A N/A |N VipKey F F |F F |wrn F |T |F
°°“f'_9'f"at'° notification |Conf
nrevision prefix trap ig
number Rev
error trap Num
ber
Error
vip ~|vtp vip  [N/A N/A [N VipKey |F  |F |F F |maj F |T |F
corlilguratlo notification |Conf
n digest prefix trap  |ig
error trap Dige
st
Error
vtp ) vtp vtp |N/A N/A |N VtpKey F F |F F |min F T |F
Vers_lonﬂne notification |Versi
Device prefix trap  |onOn
Detected e
trap Devi
ce
Dete
cted
vtp Local vtp vtp |N/A N/A |N VtpKey F F |F F |min F T |F
Mode notification |Loca
Changed prefix trap |1
trap Mod
e
Chan
ged
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Table 11-9 Cisco 10S V1 Trap Registry Parameters (continued)
S ® __ 5 o|e
g 2 S| “ £ o & 5 28
g S 2 2% 8% 2. &s/g £ts =& g3 ¢
£ 5 EEZ £33 E=s 3 .S Eoc|2z28 83 B¢ g S g &
28 S/ 25 S35 S5 g3 22823592 £ |3 3 FS s
v a w | uon n> | n> w o w=s SOl S < w | L\«
vtp vtp vtp  |N/A N/A |N VtpKey F F |F 0 F |info F T |F
VersionlnUs | otification | Versi
e Changed | refix trap | onIn
trap Use
Chan
ged
Vlantrunk | yjan-trunk-p |trunk |1.3.6.1. | 1 N IPortLaye |F F |F 0 F |wrn F |T |F
port ort-dynamic |ing |4.1.9.9. rl
dynamic -status 46.1.6.
status 1.1.14
changed to
trunking
Viantrunk | ylan-trunk-p not |1.3.6.1. |2 N IPortLaye |F T |F 0 F |wrn F |T |F
port ort-dynamic |trunk [4.1.9.9. rl
dynamic -status ing |46.1.6.
status 1.1.14
changed to
not trunking
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Cisco 10S V2 Trap Registry Parameters

Table 11-10 lists the associated event types, event subtypes, and Cisco ANA registry parameters for the
Cisco IOX SNMP V1 traps shown in Table 11-3.

Table 11-10 Cisco 10S V2 Trap Registry Parameters
- g o = 25 s s 2
2 2 = S S 2 5 E PR S s g
£ = » £F &£FT =g 42 § =¥ =3 £ e E
£ o = E| g5 &3 ®E Eo |22 2 83 2 5|82
28 g S S5 S5 £3 S 5852225 3 F 5|8
Y= [T} w| > > w o LW o2 |2 w | L < |
CBF File operation | pf cbfdefine |[N/A |N/A IManagedE |F F |F 0 |F linfo |F |T |F
state indicator define file lement
file completi
completi |on
on
Cisco BGP cisco ciscobgp [1.3.6. |!= IBgpNeigh |F T |F 0 |F linfo [F [T |T
back\_lv_ard bgp trap |backward |1.4.1. |(lor borEntry
transition trap transition [9.9.18 |6)
trap 7.0.2
Cisco BGP down cisco ciscobgp |1.3.6. |=1 IBgpNeigh |F T |T 0 |[F maj [F |T |T
trap bgp trap |down trap |1.4.1. borEntry
9.9.18
7.0.2
Cisco BGP cisco ciscobgp |1.3.6. |=6 IBgpNeigh |F F |F 0 |F |[cIr |F |T |T
established trap bgp trap |establishe [1.4.1. borEntry
d trap 9.9.18
7.0.2
Cisco BGP prefix |¢isco ciscobgp IN/A |N/A IProfileCo |F T |F 0 |F jwm |T |T |T
threshold exceeded |1, prefix ntainer
prefix threshold (BGP)
threshol |exceeded
d
exceede
d
Cisco BGP prefix  |¢isco ciscobgp |[N/A |N/A IProfileCo |F  |F |F 0 |F |cIr |[F |T |T
threshold clear bgp prefix ntainer
prefix threshold (BGP)
threshol |clear
d
exceede
d
Config-copy cccopy |cccopy |IN/A IN/A IManagedE |F |F |F 0 |F |info [F |T |F
request completion completi |completi lement
on on
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
= § Q § g‘a} .E % 2
S 2 £ .5 S 2 SEl, e E_ 8§ _ Tt o
£ = “» &F 8T Zo ©“2 § B g =5 £ £ 5
£ S = E F=s &3 S .S Eo |22 2 53 2o 38|l
28 g S/ S5 235 g3 $E 83 5 S2 g5 3% 5=
v a (i) w > »n> w o L= o 2 =< w | L < |
Cisco Configuration |¢jsco cisco N/A |N/A |N IManagedE [F |F |F 0 |F l|info [F |T |F
managementevent |.onfig  |config lement
notification man man
event event
cefc fan-tray oper | cefc fan |cefc fan  |1.3.6. |!=2 physical- |IModule F T [T 0 |F |eri |T |T |T
status down tray status 1.4.1. command
status down 9.9.11
changed 7.1.4.
1.1.1
cefc fan-tray oper | cefc fan |cefc fan  |1.3.6. |=2 physical- |IModule |F |F |F 0 |F |[cIr |[F |T |T
status up tray status up |1.4.1. command
status 9.9.11
changed 7.1.4.
1.1.1
cefc FRU inserted | cefc fru |cefc fru |N/A |N/A  |physical- [IModule |F  |F |F 0 |F |cIr |[F |T |T
removed |inserted command
cefc FRUremoved |cefc fru |cefc fru |N/A |N/A  |physical- [IModule |F T |T 0 |F |maj T |T |T
removed |removed command
cefc module oper | cefc cefc 1.3.6. |!=2 physical- |IModule F T |T 0 |F |maj |T |T |T
status down module |[module |1.4.1. command
oper oper 9.9.11
status down 7.1.2.
changed 1.1.2
cefc module oper | cefc cefc 1.3.6. |=2 physical- |IModule F F |F 0 |F |cIr |F |T |T
status up module |module |1.4.1. command
oper operup |9.9.11
status 7.1.2.
changed 1.1.2
cefc power status | cefc cefc 1.3.6. |!=2  |physical- [IModule |F T |T 0 |F |maj [T T |T
down power  |power 1.4.1. command
status status 9.9.11
changed |down 7.1.1.
2.1.2
cefc power status | cefc cefc 1.3.6. =2 physical- |IModule |F F |F 0 |F [cIr |[F T |T
up power  |power 1.4.1. command
status status up |9.9.11
changed 7.1.1.
2.1.2
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
= § Q § 8 m .E % q>,
2 2 § =) = @ ‘g- £ o | & © E g
= = »| 82 2T s o w32 =B e8|=zS5 £ 82 f
£t = E E5| £S5 ® £ Eo|2z2 853 |2c 3 8| o
28 e e/ 85| S5 g3 es §28 59285 3 F 5=
wAa i w| > vn> w o L=E s o|ex |= < w | L < |
sensor value entity entity N/A  |[N/A |N IManagedE |F F |F 0 |F |maj |T |T |T
f:rossed threshold | o 50y sensor lement
m threshol |threshold
entSensorThreshol | ; notificati
dTable notificat |on
ion
Cisco flashcopy  |cisco cisco 1.3.6. [!I=(0 |N IManagedE [F |F |F 0 |F |info [F |T |F
failed flash flash 1.4.1. jor1 lement
copy copy 9.9.10 |or 2)
complet |[failed 1.2.1.
ed 1.8
Ciscofla?shcopy cisco cisco 1.3.6. |=2 N IManagedE |F F |F 0 |F |info |[F |T |F
completion flash flash 1.4.1. lement
copy copy 9.9.10
complet |complete |.1.2.1.
ed d 1.8
Cisco flash copy in  |¢isco cisco 1.3.6. |=(0or |N IManagedE |F F |F 0 |F |info F |T |F
progress flash flash 1.4.1. |1 lement
copy copy in 9.9.10
complet |progress |[.1.2.1.
ed 1.8
Cisco Flash device |¢isco cisco N/A |N/A |N IManagedE [F |F |F 0 |F |wm |[F |T |F
changed flash flash lement
device device
changed |changed
Cisco Flash device |¢isco cisco N/A |N/A |N IManagedE [F |F |F 0 |F |cIr |F |T |T
inserted flash flash lement
device device
removed |inserted
Cisco Flash device |¢jsco cisco N/A |N/A |N IManagedE |F |F |F 0 |[F lwm |[F [T |T
removed flash flash lement
device device
removed |removed
Cisco Flash device |¢jsco cisco N/A  |[N/A |N IManagedE |F F |F 0 |F |cIr |[F |T |T
inserted flash flash lement
device device
removed |inserted
Cisco Flash device |¢jsco cisco N/A |N/A |N IManagedE |F |F |F 0 |[F |lwm |[F [T |T
removed flash flash lement
device device
removed |removed
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
= § Q § 8‘&; .E % q>,
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Cisco Flash cisco cisco 1.36. [!=(1 |N IManagedE |F |F |F 0 |F |info [F |T |F
miscellaneous flash flash 1.4.1. |or2) lement
operation failed operatio |operation |9.9.10
n failed .1.2.3.
complet 1.4
ed
Cisco Flash cisco cisco 13.6. =2 N IManagedE |F |F |F 0 |[F linfo [F |T |F
miscelllaneous flash flash 1.4.1. lement
operation operatio |operation |9.9.10
completed n complete |[.1.2.3.
complet |d 1.4
ed
Cisco Flash cisco cisco 1.3.6. |=1 N IManagedE |F F |F 0 |F |info |F |T |F
miscellaneous flash flash 1.4.1. lement
operation in operatio |operation [9.9.10
progress n in .1.2.3.
complet |progress |1.4
ed
chassisalarmoff | chassis  |chassis N/A  |[N/A N IManagedE |F F |F 0 |F [cIr |F |T |F
alarm alarm off lement
trap
chassisalarmon | chassis |chassis |N/A |N/A |N IManagedE [F |T |F 0 |T |min |[F |T |F
alarm alarm on lement
trap
Cisco PIM neighbor |¢isco ciscopim [N/A |N/A |N IRoutingEn [F |T |T 0 |F linfo [T |T |T
lost pim neighbor try
neighbor |lost
lost
Cisco ping cisco |cisco N/A  N/A N IManagedE F |F |[F |0 |F |info F |T |F
completion ping ping lement
completi |completi
on on
Cisco Sonetsection |sopet sonet 1.3.6. |!=1 N IPortLayer |F T |T 0 |[F \maj [F |T |T
status changedto  |ection  |section 1.2.1. 1
error status status 10.39.
changed |changed |1.2.1.
to error 1.1
Cisco Sonetsection |sopet sonet 1.3.6. |=1 N IPortLayer |F |F |F 0 |F lcIr |[F T |T
status changedto  |ection  |section 1.2.1. 1
clear status status 10.39.
changed |changed |1.2.1.
to clear 1.1
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
= § Q § 8 m .E = q>,
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v a (i) w > »n> w o LE o 2 =< w | L < |
Cisco Sonetline  |onet sonetline [1.3.6. |!=1 |N IPortLayer [F T [T |0 |F |maj |F |T |T
status changedto  |};,¢ status 1.2.1. 1
error status changed [10.39.
changed |to error 1.3.1.
1.1
Cisco Sonet line sonet sonetline |1.3.6. |=1 N IPortLayer |F F |F 0 |F |cIr |F |T |T
status changed to |} status 1.2.1. 1
clear status changed [10.39.
changed |to clear 1.3.1.
1.1
Cisco Sonet path sonet sonet 1.3.6. |!=1 N [PortLayer |F T |T 0 |F |maj |[F |T |T
status changed to path path 1.2.1. 1
error status status 10.39.
changed |changed |2.1.1.
to error 1.2
Cisco Sonetpath  |gopet sonet 1.3.6. |=1 N IPortLayer |F F F 0 |F |cIr |F |T |T
status changed to path path 1.2.1. 1
clear status status 10.39.
changed |changed |2.1.1.
to clear 1.2
MPLS LDP init mplsldp |mplsldp [N/A |N/A |N IPortLayer |F |T |F 0 |F |wm [F [T |T
session threshold | .ccion  |init 1
exceeded Trap down session
thresh
exceeded
MPLS LDP session | ;mplsidp |mplsldp N/A |N/A  |mpls TPortLayer [T |T |T 0 |F |min [T |T |T
down Trap session  |session interfaces |1
down down "and
'label
switching
table
MPLS LDP session | ;mplsidp |mplsldp |[N/A |N/A  |mpls TPortLayer |[F |T |F 0 |F lcIr |[F T |T
up Trap session  |session interfaces |1
down up "and
'label
switching
table
MPLS-TE tunnel up mpls te  |mpls te N/A  |N/A  |mpls IMplIsTETu |F F |F 0 |F |[cIr |F |T |F
trap tunnel  |tunnel up traffic nnel
down trap engineeri
trap ng tunnel
informati
on
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
_ : o 8 2 5 5 2'g
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MPLS-TE tunnel mplste |mplste |N/A |N/A |mpls IMpIsTETu |F T |F 0 |T |maj [F [T |T
down trap tunnel  |tunnel traffic nnel
down down trap engineeri
trap ng tunnel
informati
on
MPLS-TE tunnel mplste |mplste |N/A |N/A |N IMpIsSTETu |[F |T |F 0 |F l|info T |T |T
rerouted trap tunnel  |tunnel nnel
rerouted |rerouted
trap trap
Failed receive cisco cisco N/A |N/A |N IManagedE |[F |T |F 0 |[F linfo [F |T |F
multicast router multicas |multicast lement
heartheat trouter |router
heartbea |heartbeat
t failed |failed
CiscoVSS Shelf1is |'vSS RF |Shelf1is [N/A |N/A |vss-shelfs |IShelf F |F |F 1 |F linfo [T |T |F
Disabled State Disabled -status-co 1
Change mmand 0
0
0
0
CiscoVSSShelf1is |VSS RF |Shelf 1is [N/A |N/A |vss-shelfs |IShelf F |F [F |1 |F linfo T T |F
Standby Cold State Standby -status-co 1
Change |Cold mmand 0
0
0
0
CiscoVSS Shelf1is |vSS RF (Shelf 1is [N/A  |N/A  |vss-shelfs |IShelf F F F |1 |F linfo T T |F
Standby Hot State Standby -status-co 1
Change |Hot mmand 0
0
0
0
Cisco VSS Shelf2is |vSS RF [Shelf2is |N/A |N/A |vss-shelfs |IShelf F |F |F 1 |F l|info |T |T |F
Disabled State Disabled -status-co 1
Change mmand 0
0
0
0
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
5 s e £ $3 g =g
2 2 = = S @ 5 E o B s T 2
= = a2z &% g5 SSleg 5§58 =2 z8 8 2
[ = = = = = = © -_— = = == e | =
£ 5 £ E 25 E3 ® .S Eo 222|533 D 5 8 o =
28 g S S5 235 g3 S5 83 5/ S2 g5 3% 5=
v a (i) w > »n> w o LE o 2 =< w | L |
Cisco VSS Shelf2is |vSS RF |Shelf2is [N/A |N/A |vss-shelfs |IShelf F |F [FE |1 |F |info |T T |F
Standby Cold State Standby -status-co 1
Change |Cold mmand 0
0
0
0
CiscoVSS Shelf2is |vSS RF |Shelf2is [N/A |N/A |vss-shelfs |IShelf F |F [F |1 |F |info |T T |F
Standby Hot State Standby -status-co 1
Change |Hot mmand 0
0
0
0
VSL Connection VSL VSL N/A |N/A |physical- |IShelf F |F |F 1 |[F linfo [T |T |F
Changed: Down Connecti |Connecti entity-mi 1
on State |on State b-snmp-c 0
Change |Down isco6500 0
vss + 0
vss-shelfs 0
-status-co
mmand
VSL Connection VSL VSL N/A |N/A |physical- |IShelf F |F |F 1 |F linfo [T |T |F
Change: Up Connecti |Connecti entity-mi 1
on State |on State b-snmp-c 0
Change |Up isc06500 0
Vss + 0
vss-shelfs 0
-status-co
mmand
dotlgBridgetrap | dot1gBri |dotlgBri |N/A |N/A |N IManagedE |F T |F 0 |F |info [F |T |F
dge trap |dge trap lement
Mep up trap mep trap lmepup |N/A |[N/A |N IManagedE |F F |F 0 |F |cIr |[F |T |F
lement
Mep down trap mep trap |mep N/A |N/A |N IManagedE |F |F |F 0 |T \maj [F |T |F
down lement
Cold start trap cold cold start [N/A |N/A |N IManagedE |F F |T 2 |F |info |T |T |F
start trap |trap lement E
+
0
5
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
m. oL-19647-01 |



| Chapter11  Support Information for Cisco Traps

Cisco 10S V2 Trap Registry Parameters ||

Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
= § Q § g‘a} .E % q>,
S 2 £ .5 S 2 SE . |28 |8 € E|
2 = | 2B = = o w2 § E g8 =g £2 e =
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v a (i) w > »n> w o L= o 2 =< w | L < |
Cisco hsrp state cisco cisco 1.3.6. |=5 hsrp IIPInterfac |F |T |F 0 |F l|info |T |T |T
standby hsrp hsrp state [1.4.1. informati |e
state standby  |9.9.10 on
change 6.1.2. (comman
1.1.15 d under
forwardin
g
investigat
or)
Cis?ohsrpstatenon cisco cisco 1.3.6. |=7 hsrp [TPInterfac |F T |F 0 |F |info |T |T |T
active hsrp hsrp state [1.4.1. informati |e
state non 9.9.10 on
change |active 6.1.2. (comman
1.1.15 d under
forwardin
g
mvestigat
or)
Cisco hsrp state cisco cisco 1.3.6. |=6 hsrp IIPInterfac |F T |F 0 |F linfo [T T |T
active hsrp hsrp state |1.4.1. informati |e
state active 9.9.10 on
change 6.1.2. (comman
1.1.15 d under
forwardin
&
Ivestigat
or)
Cisco Environment | cisco-En |critical 1.3.6. |=3 [N IManagedE |F F |F 0 |F |cri |T |T |F
Monitoring Fan vironme 1.4.1. lement +
Notification - nt-Monit 9.9.13 identifier
Critical oring-Fa .1.4.1. index
n-Notifi 3
cation
Cisco Environment | ¢isco-En |normal  |1.36. |=1 |N IManagedE F [F [F |0 |[F |cIr |T |T |F
Mo']i_‘ori'_‘g Fan vironme 1.4.1. lement +
Notification - nt-Monit 9.9.13 identifier
Normal oring-Fa .1.4.1. index
n-Notifi 3
cation
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Table 11-10 Cisco I0S V2 Trap Registry Parameters (continued)
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Cisco Environment | ¢isco-En |notFuncti |1.3.6. | =6 IManagedE [F  |F |F 0 [F maj T T |F
Monitoring Fan vironme |oning 1.4.1 lement +
Notification - Not |, \jonit 9.9.13 identifier
Functioning oring-Fa 1.4.1 index
n-Notifi 3
cation
Cisco Environment | ¢isco-En |notPresen [1.3.6. | =5 IManagedE |T F |F 0 |F |maj T |T |F
Mor_li_lorir.lg Fan vironme |t 1.4.1. lement +
Notification - Not |, \jopi 9.9.13 identifier
Present oring-Fa .1.4.1. index
n-Notifi 3
cation
Cisco Environment | ¢isco-En |shutdown [1.3.6. | =4 IManagedE |F F |F O |F |cri |T |T |F
Monitoring Fan vironme 1.4.1. lement +
Notification - nt-Monit 99.13 identifier
Shutdown oring-Fa 1401 index
n-Notifi 3
cation
Cisco Environment | ¢isco-En |warning [1.3.6. | =2 IManagedE |F F |F 0 |F \wm |T |T |F
Monitoring Fan vironme 1.4.1. lement +
Notification - nt-Monit 9.9.13 identifier
Warning oring-Fa .1.4.1. index
n-Notifi 3
cation
Redundant Supply  |cisco-En |critical  [1.3.6. | =3 IManagedE |F F |F 0 |F leri |[F |T |F
State - Critical vMon-R 1.4.1. lement +
edundan 9.9.13 identifier
t-Supply .1.5.1. index
-Notifica 3
tion-Tra
p
Redundant Supply  |cisco-En |normal  [1.3.6. | =1 IManagedE |F F |F 0 |[F lcIr |T |T F
State - Normal vMon-R 1.4.1. lement +
edundan 9.9.13 identifier
t-Supply .1.5.1. index
-Notifica 3
tion-Tra
p
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
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Redundant Supply  |¢isco-En |notFuncti [1.3.6. | =6 IManagedE F  |F |F 0 |F \maj [T |T |F
State_— N_O‘ vMon-R |oning 1.4.1 lement +
Functioning edundan 9.9.13 identifier
t-Supply .1.5.1 index
-Notifica 3
tion-Tra
p
Redundant Supply  |cisco-En |notPresen [1.3.6. | =5 IManagedE |T F |F 0 |F |maj |T |T |F
State - Not Present |\ \jon.R ¢ 1.4.1. lement +
edundan 9.9.13 identifier
t-Supply .1.5.1. index
-Notifica 3
tion-Tra
p
Redundant Supply  |cisco-En |shutdown |1.3.6. | =4 IManagedE |F F |F 0 |F |eri |T |T |F
State - Shutdown |y \jon-R 1.4.1. lement +
edundan 9.9.13 identifier
t-Supply .1.5.1. index
-Notifica 3
tion-Tra
p
Redundant Supply  |cisco-En |warning [1.3.6. | =2 IManagedE |F F |F 0 |F |wm |T |T |F
State - Warning vMon-R 1.4.1. lement +
edundan 9.9.13 identifier
t-Supply .1.5.1. index
-Notifica 3
tion-Tra
p
Critical cisco-En |critical  [1.3.6. | =3 IManagedE F [F [F |0 |[F |ceri |T |T |F
Temperature vironme 1.4.1. lement +
nt-Monit 9.9.13 identifier
oring-Te .1.3.1. index
mperatur 6
e-Notific
ation
Normal cisco-En |normal  [1.3.6. | =1 IManagedE F [F [F |0 |[F [cIr |T |T |F
Temperature vironme 1.4.1. lement +
nt-Monit 9.9.13 identifier
oring-Te .1.3.1. index
mperatur 6
e-Notific
ation
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
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Not Functioning cisco-En |notFuncti [1.3.6. | =6 IManagedE F  |F |F 0 |F \maj [T |T |F
vironme |oning 1.4.1 lement +
nt-Monit 9.9.13 identifier
oring-Te .1.3.1 index
mperatur 6
e-Notific
ation
Not Present cisco-En [notPresen |1.3.6. | =5 IManagedE |F F |F 0 |F |maj |T |T |F
vironme |t 1.4.1. lement +
nt-Monit 9.9.13 identifier
oring-Te .1.3.1. index
mperatur 6
e-Notific
ation
Critical cisco-En [shutdown |[1.3.6. | =4 IManagedE |F F |F 0 |F |eri |T |T |F
Temperature - vironme 1.4.1. lement +
Device Shutdown |, njonit 9.9.13 identifier
oring-Te .1.3.1. index
mperatur 6
e-Notific
ation
Temperature Rising |cisco-En |warning [1.3.6. | =2 IManagedE |F F |F 0 |F |wm |T |T |F
vironme 1.4.1. lement +
nt-Monit 9.9.13 identifier
oring-Te .1.3.1. index
mperatur 6
e-Notific
ation
new root trap newroot |new root |N/A |N/A IStpService |F F F 0 |[F |info |[F |T |F
trap trap
stpx port stpx port |stpx port |1.3.6. |=1 IStpService |F T F 0 |F |maj T |T |F
Inconsistency inconsist |inconsist |1.4.1.
discovered ency ency 9.9.82
update  |discovere |.1.3.1.
d 1.3
?‘PXPO_" stpx port |stpx port [1.3.6. |=2 IStpService |F F |F 0 |F |[cIr |T |T |F
Inconsistency inconsist |inconsist |1.4.1.
resolved ency ency 9.9.82
update  |resolved |.1.3.1.
1.4
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
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_stpxloPp stpx stpx loop |1.3.6. |=1 IStpService |F T |F 0 |F |maj T |T |F
Inconsistency loop inconsist [1.4.1
discovered inconsist |ency 9.9.82
ency discovere |.1.8.2
update  |d 1.3
?tPXIo?P stpx stpx loop [1.3.6. |=2 IStpService |F F |F 0 |F |[cIr |T |T |F
Inconsistency loop inconsist [1.4.1.
resolved inconsist |ency 9.9.82
ency resolved |.1.8.2.
update 1.3
?‘me_‘“ stpxroot |stpx root [1.3.6. |=1 IStpService |F T |F 0 |F |maj |T |T |F
Inconsistency inconsist |inconsist [1.4.1.
discovered ency ency 9.9.82
update  |discovere |.1.5.2.
d 1.3
stpx root stpxroot |stpx root [1.3.6. |=2 IStpService |F F |F 0 |F [cIr |T |T F
Inconsistency inconsist |inconsist |1.4.1.
resolved ency ency 9.9.82
update  |resolved |.1.5.2.
1.3
vtp configuration  |yp vip N/A  |N/A VipKey |[F [F |[F |0 |[F \wm F T |F
revision number notificat |Config
error trap ion Rev
prefix Number
trap Error
vip configuration |y vtp N/A  |N/A VtpKey F |F |F 0 F |maj [F |T |F
digest error trap notificat |Config
ion Digest
prefix Error
trap
cisco EnvMon cisco-En |cisco-Env [N/A  |N/A IManagedE |F |F |F 0 |[F linfo [F |T |F
Shutdown vMon-S |Mon-Shu lement
Notification Trap hutdown |tdown-N
-Notifica |otificatio
tion-Tra |n-Trap
P
caem Temperature |caemn-M | caem N/A  |N/A IManagedE |F F |F 0 |F |min |[F |T |F
Notification Trap  |[B_Notif |Temperat lement
ications- |ure
Trap Notificati
on

| oL-19647-01

Cisco Active Network Abstraction 3.6.7 VNE Reference Guide ]



Chapter 11 Support Information for Cisco Traps |
W CiscolOSV2 Trap Registry Parameters
Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
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caem Voltage caem-M |caem N/A  |N/A IManagedE [F  |F |F 0 |F min [F T |F
Notification Trap IB-Notif |Voltage lement
ications- |Notificati
Trap on
cmn Mac Changed |cmn-Ma |cmn-Mac [N/A  |N/A IManagedE |F  |F |F 0 |F |min |F F
Notification Trap c-Chang |-Changed lement
ed-Notif |-Notificat
ication- |ion-Trap
Trap
cmn Mac Move cmn-Ma |[cmn-Mac [N/A  |N/A IManagedE |F F |F 0 |[F min |[F |T |F
Notification Trap c-Move- |-Move-N lement +
Notificat |otificatio identifier
ion-Trap |n-Trap index
vtp VersionOne vtp vtp N/A  |N/A VitpKey F |F |F 0 |[F |min [F |T |F
Device Detected notificat |VersionO
trap ion ne Device
prefix Detected
trap
vtp Local Mode vtp vtp Local |[N/A  |N/A VipKey F |F |F 0 |F min [F [T |F
Changed trap notificat |Mode
ion Changed
prefix
trap
vtp VersioninUse |y vtp N/A  |N/A VtpKey F |F |F 0 |F |info [F |T |F
Changed trap notificat |VersionIn
ion Use
prefix Changed
trap
Vian trunk port vlan-tru |trunking [1.3.6. |=1 IPortLayer |F F |F 0 |F |wm F |T |F
dynamic status nk-port- 1.4.1. 1
changed to trunking dynamic 0.9.46
-status .1.6.1.
1.14
Vlan trunk port vlan-tru |not 1.3.6. |2 IPortLayer |F T |F 0 |F |wmn |[F [T F
dynamic status nk-port- |trunking |1.4.1. 1
changed to not dynamic 9.9.46
trunking -status .1.6.1.
1.14
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
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cps Secure cps-Secu [cps-Secur (N/A  |N/A IPortLayer |F F |T 0 |[F maj |T |T |F
MacAddr Violation |;c_MacA |e-MacAd 1
Trap ddr-Viol |dr-Violati
ation-Tr |on-Trap
ap
cps lfVlan Secure  |¢ps1fV] [cps-IfVia N/A  |N/A IPortLayer F |F [T |0 |F 'maj |T |T |F
MacAddr Violation |,;,_Sccur |n-Secure- 1
Trap e-MacA |MacAddr
ddr-Viol |[-Violatio
ation-Tr |n-Trap
ap
cisco L2 Control cisco-L2 |cle N/A  |N/A IPortLayer |F |F |F 0 |[F linfo [F |T |F
VlanMacLimit Notif |_conirol | VianMac 1
Trap -VlanMa |Limit
cLimit- |Notif
Notifs-T
rap
cisco L2 Control cisco-L2 [clc N/A  |N/A IPortLayer |[F |F |F 0 |F l|info |[F |T |F
VlanMacLimit High |_control | VianMac 1
Notif Trap -VlanMa |Limit
cLimit- |High
Notifs-T |Notif
rap
cisco L2 Control cisco-L2 [clc N/A  |N/A IPortLayer |F |F |F 0 |F l|info [F |T |F
fMacLimitLow  |_Control |IfMacLi 1
Notif Trap -IfMacL |mit Low
imit-Not |Notif
ifs-Trap
cisco L2 Control cisco-L2 [clc N/A  |N/A IPortLayer |F |F |F 0 |F l|info [F |T |F
fMacLimit High  |_Control |1fMacLi 1
Notif Trap IfMacL |mit High
imit-Not |Notif
ifs-Trap
cisco L2 Control cisco-L2 |cle N/A |N/A IPortLayer |F |F |F 0 |[F linfo [F |T |F
IfVianMacLimit -Control |IfVlanMa 1
Low Notif Trap JIfVian |cLimit
MacLim |Low
it-Notifs |Notif
-Trap
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
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cisco L2 Control cisco-L2 [clc N/A |N/A |N IPortLayer |F |F |F 0 |F l|info [F |T |F
IfVlanMacLimit -Control |IfVlanMa 1
High Notif Trap IfVlan |cLimit
MacLim |High
it-Notifs |Notif
-Trap
Cisco SBC source | ciscosbe |off 136. =1 |N ISbcServic [ |[F [F |0 |[F [cIr |F |T |F
alert off trap source 1.4.1. e
alert trap 9.9.65
8.1.2
Cisco SBC source  |¢iscosbe |on 1.3.6. |I=(1 |N ISbcServic |F F |F 0 |F |wmm [T |T |F
alert on trap source 1.4.1. |or7) e
alert trap 9.9.65
8.1.2
Cisco SBC source | ¢iscosbe |informati |1.3.6. |=7 N ISbcServic |F F |F 0 |F |info [F |T |F
alertinformational | . rce onal 1.4.1. e
trap alert trap 9.9.65
8.1.2
Cisco SBC dynamic |ciscosbe |ciscosbec [1.3.6. =1 |N ISbcServic |F - |F |F 0 |F linfo [F |T |F
blacklist trap dynamic |dynamic |[1.4.1. €
blacklist |blacklist [9.9.65
trap trap 8.1.2
Cisco SBC ciscosbe |up 136. =1 |N ISbcServic F [F [F |0 |[F |cIr |F |T |F
adjacency state up | ydjacenc 1.4.1. e
trap y state 9.9.65
change 8.1.2
trap
Cisco SBC ciscosbe |down 136. |I=(1 |N ISbcServic |[F |F |F 0 [F \maj [T |T |F
adjacency state adjacenc 1.4.1. |or7) e
down trap y state 9.9.65
change 8.1.2
trap
Ci§coSBC ciscosbc |informati |[1.3.6. |=7 N ISbcServic |F F |F 0 |F |info |F |T |F
adjacency state adjacenc |onal 1.4.1. e
informational trap y state 9.9.65
change 8.1.2
trap
Cisco SBC service  |¢iscosbe |up 1.3.6. |=1 sbc ISbcServic |F F |F 0 |F |cIr |F |T |F
state up trap service 1.4.1. e
state 9.9.65
change 8.1.28
trap
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Table 11-10 Cisco I0S V2 Trap Registry Parameters (continued)
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Cisco SBC service | ciscosbc |down 1.3.6. |=3  |sbc ISbcServic |F - |F |F 0 |F leri |T |T |F
state down trap service 1.4.1 e
state 9.9.65
change 8.1.28
trap
Cisco SBC service |ciscosbe |informati |1.3.6. |=2 sbc ISbcServic |F F |F 0 |F |info |F |T |F
state informational |(orvice |onal 1.4.1. e
trap state 9.9.65
change 8.1.28
trap
Cisco SBC system | ¢iscosbe |cleared 1.3.6. |=1 N ISbcServic |F F |F O |F |cIr |[F |T |F
congestion cleared system 1.4.1. e
trap congesti 9.9.65
on trap 8.1.2
Cisco SBC system  |¢iscosbe |raised 1.3.6. |!1=(1 |N ISbcServic |F F |F 0 |[F |wm [T |T F
congestion raised system 1.4.1. |or7) e
trap congesti 9.9.65
on trap 8.1.2
Cisco SI_BCsyslem ciscosbc |informati |1.3.6. |=7 N ISbcServic |F F |F 0 |F |info [F |T |F
congestion system  |onal 1.4.1. e
informational trap congesti 9.9.65
on trap 8.1.2
Cisco SBC SLA ciscosbe |off 136. =1 |N ISbcServic |F |F |F O F |cIrt [F T |F
violation off trap sla 14.1. e
violation 9.9.65
trap 8.1.2
Cisco SBC SLA ciscosbc |on 1.36. '=(1 |N ISbcServic [F |[F |[F |0 |[F 'min |T |T |F
violation on trap sla 1.4.1. |or7) e
violation 9.9.65
trap 8.1.2
C_isco_SBCSLA ciscosbc |informati |1.3.6. |=7 N ISbcServic |F F |F 0 |F |info [F |T |F
Y"ﬂat'o“_ sla onal 1.4.1. €
informational trap | ;1ation 9.9.65
trap 8.1.2
Cisco SBCradius | ¢iscosbe up 1.3.6. |=1 N ISbcServic |F F |F 0 |F |cIr |F |T |F
connection state up |, dius 1.4.1. e
trap connecti 9.9.65
on state 8.1.2
change
trap
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
-1} -t}
g g £ .5 = g S E s B 5 =g
£ = 3 2= 8% 2 »S8 E 2B =8 £ 2e 2
_E = »| 28| 28 s g “Z2 |3 s ES|ES| £ x|=|3
c o = | 35| £S5 o .= cto 23 2|9 = o 8| o &
28 2 S 25 B8 £3 €SS 88592285 3k 5|8
wAa i w| > vn> w o L=E s o|ex |= < w | L |
Cisco SBCradius  |;iscosbe |down 1.3.6. |1=(1 ISbcServic |F F |F 0 |F |maj T |T |F
connection state radius 1.4.1. jor7) e
down trap connecti 9.9.65
on state 8.1.2
change
trap
Cisco SBC radius ciscosbc |informati |1.3.6. |=7 ISbcServic |F F |F 0 |F |info |[F |T |F
connection state radius onal 1.4.1. e
informational trap | ., hecti 9.9.65
on state 8.1.2
change
trap
Cisco SBC H248 ciscosbc |up 1.3.6. |=1 ISbcServic |F F |F O |F |cIr |F |T |F
controller state up  |;2438 1.4.1. e
trap controlle 9.9.65
r state 8.1.2
change
trap
Cisco SBC H248 ciscosbc |down 1.3.6. [1=(1 ISbcServic |[F |F |F 0 |F 'wmn [T T |F
controller state h248 1.4.1. |or7) e
down trap controlle 9.9.65
T state 8.1.2
change
trap
Cisco SBC H248 ciscosbc |informati 136 =7 ISbCSCI'ViC F F F 0 F |info |F T |F
controller state h248 onal 1.4.1. e
informational trap | .1 r0l1e 9.9.65
T state 8.1.2
change
trap
RTT Connection RTT RTT N/A |N/A IManagedE |F F |F 0 |F |info [T |T |F
Change Connecti |Connecti lement
on on
Change |Change
RTT Operation RTT RTT N/A  IN/A IManagedE F |[F [F |0 |F |info T |T F
Timeout Operatio |Operatio lement
n n
Timeout |Timeout
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
= § Q § g‘a} .E % 2
S 2 £ .5 S 2 SEl, e E_ 8§ _ Tt o
£ = “» &F 8T Zo ©“2 § B g =5 £ £ 5
£ S = E F=s &3 S .S Eo |22 2 53 2o 38|l
28 g S/ S5 235 g3 $E 83 5 S2 g5 3% 5=
v a (i) w > »n> w o L= o 2 =< w | L < |
RTT Operation RTT RTT N/A |N/A |N IManagedE F  |F |F 0 |F |info [T |T |F
Threshold Violation |Qperatio |Operatio lement
n n
Threshol |Threshol
d d
Violatio |Violation
n
RTT Verity Error RTT RTT N/A  N/A |N IManagedE |F  |F |F 0 |F |info [T |T |F
Verify Verify lement
Error Error
RTT threshold rtt rtt N/A |N/A |N IManagedE [F~ |F |[F |0 |F |info [T |T |F
violation or threshol |threshold lement
clearance d violation
violation |or
or clearance
clearanc
e
RTT Lpd Discovery |RTTLpd [RTTLpd N/A |N/A |N IManagedE |F  |F |F 0 |F linfo [T |T |F
Discover |Discover lement
y y
RTT Lpd Grp Status |RTTLpd [RTT Lpd N/A |N/A |N IManagedE F  |F |F 0 |F |info [T |T |F
Grp Grp lement
Status Status
IMA Group Remote /1M A IMA 1.3.6. 10,12, mtop-ima \ImaGroup |F  |F |F 0 |F |min [T |T |T
Failure Group  |Group 1.4.1. |15 -group-st |Oid
Failure |Remote |353.5. ate,port-s
trap Failure 7.1.1. tatus
6
IMA Group Remote 1A IMA 1.3.6. |14 mtop-ima \ImaGroup |[F |F |F 0 |[F maj [T T |T
insufficientlinks  |Group  |Group 1.4.1. -group-st |Oid
trap Failure |Remote 353.5. ate,port-s
trap insufficie |7.1.1. tatus
nt links 6
trap
IMA Group Up Trap 1M A IMA 1.36. |1 mtop-ima |ImaGroup |[F |F |F 0 |F lcIr |[F |T |T
Group GroupUp |[1.4.1. -group-st |Oid
Failure |Trap 353.5. ate,port-s
trap 7.1.1. tatus
5
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
= § Q § 8 m .E = q>,
S e 2 S S » s g o | B 5 T8
g & G 8% 8% ££= &2 8§ = ER =8 £Eef
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IMA Group local  /MA IMA 1.3.6. |11,16 'mtop-ima ImaGroup |F  |F |F 0 |F |min [T |T |T
Failure Group  |Group 1.4.1. -group-st |Oid
Failure |local 353.5. ate,port-s
trap Failure 7.1.1. tatus
6
IMA Group local  /1vA IMA 1.3.6. |13 mtop-ima \ImaGroup |[F  |F |F 0 |[F maj [T T |T
insufficientlinks  |Group  |Group 1.4.1. -group-st |Oid
trap Failure |local 353.5. ate,port-s
trap insufficie |7.1.1. tatus
nt links 6
trap
Ima Link Loss of IMA Ima Link [1.3.6. |2 mtop-ima |ImaGroup |F F |F 0 |T |min [F |T |T
delay FrameTrap [ jnx Loss of |1.4.1. -group-st |Oid
Failure |delay 353.5. ate,port-s
trap Frame 7.1.1. tatus
Trap 6
Ima Link Loss ofima |1\vA Ima Link [1.3.6. |1 mtop-ima |ImaGroup |F T |F 0 |F |min |T |T |T
Frame Trap Link Lossof [1.4.1. -group-st |Oid
Failure |ima 353.5. ate,port-s
trap Frame 7.1.1. tatus
Trap 6
ImaLink Rev Failure |1\viA ImaLink |1.3.6. |5,7,9 |mtop-ima ImaGroup |F  |T |F 0 |F |min [T |T |T
Trap Link Rev 1.4.1. -group-st |Oid
Failure |Failure 353.5. ate,port-s
trap Trap 7.1.1. tatus
6
Ima Link Remote  /1\MA Ima Link |1.3.6. |3 mtop-ima |ImaGroup |F [T |F 0 |F |min [T |T |T
Failure Trap Link Remote |[1.4.1. -group-st |Oid
Failure |Failure 353.5. ate,port-s
trap Trap 7.1.1. tatus
6
ImaLinkUpTrap  /1MA Ima Link [1.3.6. |1 mtop-ima \ImaGroup |F  |F |F 0 |F lcIr |[F T |T
Link Up Trap |1.4.1. -group-st |Oid
Failure 353.5. ate,port-s
trap 7.1.1. tatus
5
Ima Link Xmt IMA Ima Link [1.3.6. |4,6,8 |mtop-ima |ImaGroup |F T |F 0 |F |min |T |T |T
Failure Trap Link Xmt 1.4.1. -group-st |Oid
Failure |Failure 353.5. ate,port-s
trap Trap 7.1.1. tatus
6
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
= § Q g g‘a; .E % 2
S g 5 & _S 2 5 E g B S s g
= = 5 2= L% 2 o sS 2 58|z ZE 2P
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28 e e 85| S5 g3 es §8 5°2 285 3k 5=
”wa i~} w x> > W LWEs ol |= < w | L < |
Cisco UMTstate  |Cisco  |Cisco N/A |N/A |N/A PortLayerl |F |F |F 0 |F l|info [F |T |F
Change trap UMT  |UMT 0id
state state
Change |Change
trap trap
Cisco GSMstate  |Cijsco | Cisco N/A |N/A |N/A PortLayerl |F |F |F 0 |[F linfo [F |T |F
Change trap GSM GSM 0id
state state
Change |Change
trap trap
IPRAN Backhaul  |JpRAN |[IPRAN [1.3.6. |1 N/A PortLayerl |F |F |F 0 |F lcIr |[F |T |F
Received Util Backhau |Backhaul |1.4.1. 0Oid
Acceptable Trap | Received [9.9.48
Receive |Util 3.1.2.
d Util Acceptab |2.1.1.
Trap le Trap 1.3
IPRAN Backhaul ~ ||PRAN |[IPRAN [1.3.6. |2 N/A PortLayerl |[F |F |F 0 |T |wm |[F |T |F
Received Util Backhau |Backhaul |1.4.1. 0Oid
Warning Trap 1 Received |9.9.48
Receive |Util 3.1.2.
d Util Warning |2.1.1.
Trap Trap 1.3
IPRAN Backhaul  |[pPRAN |IPRAN |1.3.6. |3 N/A PortLayerl |F |F |F 0 |T |maj [F |T |F
Received Util Backhau |Backhaul |1.4.1. 0Oid
Overloaded Trap | Received [9.9.48
Receive |Util 3.1.2.
d Util Overload |2.1.1.
Trap ed Trap 1.3
IPRAN Backhaul ~ |JpPRAN |IPRAN [1.3.6. |1 N/A PortLayerl |F |F |F 0 |F |cIr |F |T |F
Sent Util Backhau |Backhaul |1.4.1. 0id
Acceptable Trap |1 gent  Sent Util [9.9.48
Util Trap |Acceptab |3.1.2.
le Trap 2.1.1.
1.4
IPRAN Backhaul ~ ||pRAN |[IPRAN [1.3.6. |2 N/A PortLayerl |F |F |F 0 |T |wm |[F |T |F
Sent Util Backhau |Backhaul |1.4.1. 0Oid
Overloaded Trap || en¢  |Sent Util 9.9.48
Util Trap |Warning |3.1.2.
Trap 2.1.1.
1.4
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
= § Q § 8 @ -E = °>"
2 2 = = S 8 5 E o B s T 2
= = a 8= 8= S5 SS|lg £ BT 2 =z B s D
= >cS | >.E = = = & 3| = 5 © =5 |%= 5
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IPRAN Backhaul  [[pRAN |IPRAN |1.3.6 N/A PortLayerl [F  |F |F 0 |T maj F T |F
Sent Util Warning | Backhau |Backhaul |1.4.1 0Oid
Trap 1Sent  |Sent Util [9.9.48
Util Trap |Overload |3.1.2
ed Trap [2.1.1
1.4
Connection Loss ipsla connectio |1.3.6. N/A ManagedEl maj
fletected byipsla  |echo n loss 1.4.1. ement
icmp echo trap connloss |detected |9.9.42
trap by ipsla [.1.2.9.
icmp 1.5
echo trap
Connection ipsla connectio |1.3.6. N/A ManagedEl clr
re-establish echo n 1.4.1. ement
detected by ipsla | onnjoss |re-establi |9.9.42
icmp echo trap trap sh 1.2.9.
detected |[1.5
by ipsla
icmp
echo trap
Timeoutdetected  |jpslaip timeout |1.3.6. N/A ManagedEl info
byipslaicmpecho o 1sp  |detected |1.4.1. ement
trap echo by ipsla  [9.9.42
timeout |icmp .1.2.9.
trap echo trap |1.6
Connection ipslaip |connectio |1.3.6. N/A ManagedEl info
re-establish or Isp n 1.4.1. ement
detected by ipsla  |o.p, re-establi [9.9.42
icmp echo trap timeout |sh 1.2.9.
trap detected |1.6
by ipsla
icmp
echo trap
Threshold crossing |jpg]a threshold [1.3.6. N/A ManagedEl info
under trap threshol |crossing |[1.4.1. ement
d under 9.9.42
notificat |trap .1.2.9.
ion trap 1.7
Threshold crossing ipsla threshold |1.3.6. N/A ManagedEl info
over trap threshol |crossing |1.4.1. ement
d over trap |9.9.42
notificat .1.2.9.
ion trap 1.7
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
= § Q § 8‘&; .E % q>,
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Data corruptionin  |jpgia data 1.3.6. |1 N/A ManagedEl [F |F |F 0 |F |info [F |T |F
ritoperationtrap  |threshol |corruptio |1.4.1. ement
d nin rtt 9.9.42
notificat |operation |.1.2.9.
ion trap |trap 1.11
Data corruption ipsla data 1.3.6. 2 N/A ManagedEl [F |F |F 0 |F linfo [F |T |F
clearefl in rtt threshol |corruptio |1.4.1. ement
operation trap d n cleared 9.9.42
notificat |in rtt .1.2.9.
ion trap |operation |1.11
trap
Connection Loss ipsla connectio |1.3.6. |8, N/A ManagedEl |F F |F 0 |F |maj |T |T |F
!ietected by ipsla echo n loss 1.4.1. |null, 1 ement
icmp echo trap connloss |detected |9.9.42
trap by ipsla |.1.2.1
icmp 9.1.2,
echo trap |1.3.6.
1.4.1.
9.9.42
.1.2.2.
1.33,
1.3.6.
1.4.1.
9.9.42
.1.2.1
9.1.10
Connection Loss ipsla connectio |1.3.6. |8, not |N/A ManagedEl |F F |F 0 |F |maj |T |T |F
delef:ted by ipsla echo n loss 1.4.1. |null, 1 ement
LSPicmp echotrap |.onnloss |detected [9.9.42
trap by ipsla |.1.2.1
Ispicmp [9.1.2,
echo trap |1.3.6.
1.4.1.
9.9.42
.1.2.2.
1.33,
1.3.6.
1.4.1.
9.9.42
.1.2.1
9.1.10
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
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Connection ipsla connectio |1.3.6. |8, N/A ManagedEl |F F |F 0 |F |cIr |F |T |F
re-establish echo n 1.4.1. |null, 2 ement
detected by ipsla | ;onploss |re-establi |9.9.42
icmp echo trap trap sh 1.2
detected [9.1.2,
by ipsla |1.3.6.
icmp 1.4.1.
echo trap |9.9.42
.1.2.2.
1.33,
1.3.6.
1.4.1.
9.9.42
1.2.1
9.1.10
Connection ipsla connectio |1.3.6. |8, not |N/A ManagedEl |F F |F 0 |F |cIr |F |T |F
re-establish echo n 1.4.1. |null, 2 ement
detected by ipsla | o, njoss |re-establi |9.9.42
LSP icmp echo trap trap sh 121
detected [9.1.2,
by ipsla |1.3.6.
Ispicmp |1.4.1.
echo trap |9.9.42
.1.2.2.
1.33,
1.3.6.
1.4.1.
9.9.42
1.2.1
9.1.10
Timeout detected  |jp]y timeout |1.3.6. |7, N/A ManagedEl F |[F [F |0 |[F 'maj [T |T |F
by ipslaicmp echo | p, detected |1.4.1. |null, 1 ement
trap timeout |byipsla |9.9.42
trap icmp 1.2.1
echo trap [9.1.2,
1.3.6.
1.4.1.
9.9.42
.1.2.2.
1.33,
1.3.6.
1.4.1.
9.9.42
.1.2.1
9.1.10
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
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Timeout detected  |jp5]a timeout |1.3.6. |7,not N/A ManagedEl [F |F |F 0 |F |maj T |T |F
by ipslaLSPicmp  |ocpo detected [1.4.1. |null, 1 ement
echo trap timeout |byipsla |9.9.42
trap Ispicmp |.1.2.1
echo trap (9.1.2,
1.3.6.
1.4.1.
9.9.42
1.2.2.
1.33,
1.3.6.
1.4.1.
9.9.42
1.2.1
9.1.10
Connection ipsla connectio |1.3.6. |7, N/A ManagedEl |F F |F 0 |F |cIr |F |T |F
re-establish echo n 1.4.1. |null, 2 ement
detected by ipsla | (imeout |re-establi |9.9.42
icmp echo trap trap sh 1.2.1
detected [9.1.2,
by ipsla |1.3.6.
icmp 1.4.1.
echo trap |9.9.42
.1.2.2.
1.33,
1.3.6.
1.4.1.
9.9.42
1.2.1
9.1.10
Connection ipsla connectio |1.3.6. |7, not |N/A ManagedEl [F |F |F 0 |F lcIr |[F |T |F
re-establish echo n 1.4.1. |null,2 ement
detected byipsla | jmeout | re-establi [9.9.42
LSP icmp echo trap trap sh 121
detected [9.1.2,
by ipsla |1.3.6.
Ispicmp |1.4.1.
echo trap |9.9.42
1.2.2.
1.33,
1.3.6.
1.4.1.
9.9.42
1.2.1
9.1.10
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
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RTT threshold ipsla rtt 1.3.6. [1,1 |N/A ManagedEl [F |F |F 0 |F |info [F |T |F
crossing overtrap  echo rtt  |threshold |1.4.1. ement
trap crossing |9.9.42
over trap |.1.2.1
9.1.2,
1.3.6
1.4.1.
9.9.42
1.2.1
9.1.10
RTT threshold ipsla rtt 1.3.6. 1,2 |N/A ManagedEl [F |F |F 0 |[F linfo [F |T |F
crossing undertrap |ccho rtt | threshold |1.4.1. ement
trap crossing |9.9.42
under 1.2.1
trap 9.1.2,
1.3.6.
1.4.1.
9.9.42
1.2.1
9.1.10
IPSLA LSP path ipslalpd [ipslalsp [1.3.6. |1 N/A ManagedEl |F F |F 0 |F |maj |T |T |F
discovery failure | giscover |path 1.4.1. ement
trap y trap discovery [9.9.42
failure 1.3.7.
trap 1.13
IPS_I.ALSPpath ipslalpd |ipslalsp [1.3.6. |2 N/A ManagedEl |F F |F 0 |F |[cIr |F |T |F
rediscovery trap discover |path 1.4.1. ement
y trap rediscove [9.9.42
ry trap 1.3.7.
1.13
IPSLALDP group  |ipslalpd |ipslaldp |1.3.6. (3.4 |N/A ManagedEl |F  |F |F 0 |F \maj T |T |F
status failure trap |51 group 1.4.1. ement
status status 9.9.42
trap failure 1.3.7.
trap 1.16
IPSLALDP group  lipslalpd |ipslaldp |1.3.6. |2 N/A ManagedEl F  |F |F 0 |F |cIr |[F |T |F
status restoration o1 group 1.4.1. ement
trap status status 9.9.42
trap restoratio |.1.3.7.
n trap 1.16
FRR Protected Trap | f;y frr N/A PortLayerl |F |T |F 0 |F linfo [F |T |F
trigger  |protected
trap trap
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Table 11-10 Cisco 10S V2 Trap Registry Parameters (continued)
= § Q E g‘a; .E % q>,
S 2 £ .5 S 2 SE . |28 |8 € E|
2 = | 2B = = o w2 § E g8 =g £2 e =
£ S = E F=s &3 S .S Eo|22 8/ 83|2c s|8|e 2
28 e e 85| S5 g3 es §8 5°2 285 3k 5=
v a (i) w > »n> w o L= o 2 =< w | L < |
FRR Unprotected |y frr N/A PortLayerl |F |T |F 0 |F |info [F |T |F
Trap trigger  |unprotect
trap ed trap
Pseudo wire tunnel |pseudo  |Pseudo  |N/A  |[N/A  |ce-pw-tu |IPTPLayer |[F |F |F 0 |F lcIr |[F T |T
up wire wire nnel-statu |2MplsTunn
tunnel tunnel up s-snmp, el
traps ce-vfi-sta
tus-telnet
Pseudo wire tunnel |pseudo  |Pseudo  |N/A |[N/A  |ce-pw-tu |IPTPLayer |[F |T |F 0 |[F \min [T T |T
down wire wire nnel-statu |2MplsTunn
tunnel tunnel s-snmp, el
traps down ce-vfi-sta
tus-telnet

Cisco 10X V1 Trap Registry Parameters

Table 11-11 lists the associated event types, event subtypes, and Cisco ANA registry parameters for the
Cisco IOX SNMP V1 traps shown in Table 11-4.

Table 11-11 Cisco I0OX V1 Trap Registry Parameters
s S35 S . 2
2 3 s E g S$=_ 8 g =
= 2 £ o wZ2|g Egeszo £ g =
£t & Event E:E‘ gg 59-53235-53 S 2leg =
5 & Tipe Z 3 s 5232 323532 8«32
Pseudo wire pseudo  |Pseudo wire ce-pw-tunnels-st |[IPTPLayer2 |F F |F 0 |F |cIr |F |T T
tunnel up wire tunnel up atus-trap MplsTunnel
tunnel
traps
Pseudo wire pseudo  |Pseudo wire ce-pw-tunnels-st |[I[PTPLayer2 |F T |F 0 |F |min [T |T
tunnel down wire tunnel down atus-trap MplsTunnel
tunnel
traps
SNMP Link snmp snmp link Y IPhysicalLay |F T |F 0 |T maj |F |T T
down link down er
down
SNMP Linkup | snmp snmp linkup |Y IPhysicalLay |F T |F 0 |F |[cIr |F |T T
link er
down
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Table 11-11 Cisco 10X V1 Trap Registry Parameters (continued)
- 835 £ . =
-§ g g E @ 2 = = 8 S s =g
= -3 o wz| s |BE|leo g =8 S|
£ & |Event t = ® .S Ec 23|82 2 ¢ 3'2"‘2%
2 3 Type ¢ 3 23 228323923 352 &
wa w »n w a L= o2 |2 |« »n | L g |
Connection Loss ipsla connectionloss |N/A ManagedEle |F F |F 0 |[F maj |T |T F
detected by echo detected by ment
ipslaicmp echo | .,nploss |ipslaicmpecho
trap trap trap
Connection ipsla connection N/A ManagedEle |F F |F 0 |F |cIr T F
re-establish echo re-establish ment
fi‘“ecf"d by connloss |detected by
ipsla icmp echo |, ipslaicmp echo
trap trap
Timeout ipslaip |timeout N/A ManagedEle |F F |F 0 |F |info |[F |T F
detected by or Isp detected by ment
ipslaicmp echo |1, ipslaicmp echo
trap timeout |trap
trap
Connection ipslaip |connection N/A ManagedEle |F F |F 0 |F |info |[F |T F
re-establish or Isp re-establish ment
flelecFed by echo detected by
ipslaicmp echo iy 0ou¢  |ipslaicmpecho
trap trap trap
Threshold ipsla threshold N/A ManagedEle |F F |F 0 |F l|info |[F |T F
crossing under | (hreshold |crossing under ment
trap notificati |trap
on trap
Threshold ipsla threshold N/A ManagedEle |F F |F 0 |F l|info [F |T F
crossing over threshold |crossing over ment
trap notificati |trap
on trap
Data corruption |jpg]a data corruption |N/A ManagedEle |F F |F 0 |F |info [F |T F
inrttoperation | (hreshold |in rit operation ment
trap notificati |trap
on trap
Data corruption |jpga data corruption |N/A ManagedEle |F F |F 0 |F Jinfo [F |T F
clearefl in rtt threshold |cleared in rtt ment
operationtrap  |oificati |operation trap
on trap
Connection Loss ipsla connectionloss |N/A ManagedEle |F F |F 0 |[F |maj |T |T F
detected by echo detected by ment
ipslaicmp echo | .nnjoss |ipslaicmpecho
trap trap trap
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Table 11-11 Cisco I0X V1 Trap Registry Parameters (continued)
_ S5 2 - =
.g @ 3 £ 8= 3 = >
= @ 2= »2 § ST =3 £ g E
£ & Event EZ 8 S Eoc|Z2z 2|82 2 e 8 22 &
2 8 Type 25 g3 2= 58|5|9= 25| 3 535 |=
v a ) wa uSs g o2 S| v & gx |
Connection Loss ipsla connectionloss |N/A ManagedEle |F F |F 0 |F |maj T |T F
detected by echo detected by ment
ipslaLSPicmp | onnloss |ipsla Isp icmp
echo trap trap echo trap
Connection ipsla connection N/A ManagedEle |F F |F 0 |F fclr T F
re-establish echo re-establish ment
fletecyed by connloss |detected by
ipsla icmp echo trap ipslaicmp echo
trap trap
Connection ipsla connection N/A ManagedEle |F F |F 0 |F |clr |F T F
re-establish echo re-establish ment
detected by connloss |detected by
ipsla LSP icmp trap ipsla Isp icmp
echo trap echo trap
Timeout ipsla timeout N/A ManagedEle |F F |F 0 |F maj /T T F
detected by echo detected by ment
ipslaicmp echo |1 cout ipslaicmp echo
trap trap trap
Timeout ipsla timeout N/A ManagedEle |F F |F 0 |F maj |T T F
detected by echo detected by ment
ipslaLSPicmp | eout ipsla Isp icmp
echo trap trap echo trap
Connection ipsla connection N/A ManagedEle |F F |F 0 |F |cIr |F T F
re-establish echo re-establish ment
fletecyed by timeout |detected by
ipsla icmp echo trap ipslaicmp echo
trap trap
Connection ipsla connection N/A ManagedEle |F F |F 0 |F |cIr |F T F
re-establish echo re-establish ment
Sietected 'fy timeout |detected by
IpSlﬂ LSP icmp trap ipsla 1Sp icmp
echo trap echo trap
RTT threshold  |ipg1a rtt threshold | N/A ManagedEle [F |[F [F |0 |F |info F [T |F
crossing over echo rtt  |crossing over ment
trap trap trap
RTT threshold  |ipg]a rtt threshold | N/A ManagedEle |F F |F 0 |F Jinfo \[F T F
crossing under | ocho rit crossing under ment
trap trap trap
IPSLALSP path  |ipgla Ipd |ipslalsp path  |N/A ManagedEle |F F |F 0 |[F |maj T |T F
discoveryfailure | giscover |discovery ment

trap

y trap

failure trap
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Table 11-11 Cisco 10X V1 Trap Registry Parameters (continued)
2 g s £8%- 8§ % o
o @ = w | @ —_ [T [
2 =4 E o wnz | = | 2o|x= = £
£ & |Event -5 ® £ to £2 8 535 3 58 o2 =
225 S 3 &3 ss §3 5 o2 € 3k E£§ &
»n o 'Yee @ o W U= < 0o 2 S| 2 » & x|
IPSLALSP path |ipsla Ipd |ipsla Isp path | N/A ManagedEle [F |[F [F |0 |F |cIr |[F [T |F
rediscovery trap | giscover |rediscovery ment
y trap trap
|PS|-A|-D_P970“P ipslalpd |ipslaldp group |N/A ManagedEle |F F |F 0 |[F maj T |T F
status failure group status failure ment
trap status trap
trap
IPSLALDPgroup |ipsia Ipd |ipsla Idp group |N/A ManagedEle |F F F 0 F [cIr |F |T F
status group status ment
restorationtrap |y restoration trap
trap
FRR Protected | f;y frr protected  |N/A PortLayerl  |F T |F 0 |F l|info [F |T F
Trap trigger  |trap
trap
FRR Unprotected | fry frr unprotected |N/A PortLayerl F T |F 0 |F |info |[F |T F
Trap trigger trap
trap
Pseudo wire pseudo  |Pseudo wire ce-pw-tunnels-st |[I[PTPLayer2 |F F |F 0 |F [cIr |F |T T
tunnel up wire tunnel up atus-trap MplsTunnel
tunnel
traps
Pseudo wire pseudo  |Pseudo wire ce-pw-tunnels-st |[IPTPLayer2 |F T |F 0 |F |min [T |T T
tunnel down wire tunnel down atus-trap MplsTunnel
tunnel
traps
DSX1Farend | 4sx]line |RcvFarEndLO |Y IPhysicalLay |F T |F 0 |T |maj T [T |F
LOF status F er
change
DSX1Nearend | qsx] line |XmtFarEndLO |Y IPhysicalLay |F T |F 0 |F |maj [T |T F
sending LOF status F er
Indication change
DSX1Farend  |4sx1line RcvAIS Y IPhysicalLay |F T |F 0 |F |wmn T |T F
sending AIS status er
change
DSX1Nearend |{sx]line |XmtAIS Y IPhysicalLay |F T |F 0 [F lwn T [T |F
sending AIS status er
change
DSX1Nearend | 4sx]line |LossOfFrame |Y IPhysicalLay |F T |F 0 |[F 'maj T |T F
LOF status er
change
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Table 11-11 Cisco 10X V1 Trap Registry Parameters (continued)
2 @ S E | & ® I =
g 2 o “»2 § EEszgs £ & gE
£ & |Event EZ ® = Eo|Z2z2 2832 o 8 8 2 &
28 s 3 23 c5/85 5985 3k 55 %
»a Type 7 S e G a S22 w8 x|
DSX1Nearend |4sx1line LossOfSignal |Y IPhysicalLay |F T |F 0 |F |maj T T F
Loss of Signal | ¢a¢us er
change
_DSX1 Nearend |4sx1line |LoopbackState |Y IPhysicalLay |F T |F 0 |F |maj |T |T F
is looped status er
change
DSXTE1TS16  |4sx1line |T16AIS Y IPhysicalLay |F T |F 0 [F |lwn T [T |F
AIS status er
change
DSX1FarEnd |4sx] line |RcvFarEndLO |Y IPhysicalLay |F T |F 0 |F |maj [T |T F
Sending TS16 status MF er
LOMF change
DSX1 Near End | 4sx] line |XmtFarEndLO |Y IPhysicalLay |F T |F 0 |F |maj T T F
Sending TS16 status MF er
LOMF change
DSX1NearEnd | 4sx1 line |RevTestCode |Y IPhysicalLay |F T |F 0 |F |maj |T |T F
detects a test status er
code change
DSX1 any line dsx1 line |OtherFailure Y IPhysicalLay |F T |F 0 |F |min [T |T F
status not status er
defined here change
DSX1NearEnd | (sx] line |UnavailSigStat |Y IPhysicalLay |F T |F 0 |[F |maj T [T |F
in Unavailable |¢i5¢us e er
Signal State change
DSX1 Carrier | 4sx1line |NetEquipOOS |Y IPhysicalLay [F [T |F |0 |F |maj [T [T |F
EquipmentQutof |1, er
Service change
DSX1DS2 dsx1line |RcvPayloadAl |Y IPhysicalLay |F T |F 0 [F |lwn T [T |F
Payload AIS status S er
change
DSX1DS2 dsx1line |Ds2PerfThresh |Y IPhysicalLay |F T |F 0 |[F |maj T [T |F
Performance status old er
Threshold change
Exceeded
DSX1 dsx1 line |MultipleFailur |Y IPhysicalLay |F T |F 0 [F |maj T [T |F
combination of | ity es er
bitmaps due to change
multiple failures
DSX1Noalarm | 4sx1 Jine |NoAlarm Y IPhysicalLay |F T |F 0 |[F It [F |T |F
present status er
change
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Table 11-11 Cisco 10X V1 Trap Registry Parameters (continued)
= S5 2 N =
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»ao 'Ype ] woa uSs g o2 S| v & gx |
DSX3 Receiving | dsx3 line |RcvRAIFailure |Y IPhysicalLay |F T |F 0 |F |maj T T F
Yellow/Remote | ity er
Alarm Indication change
DSX3 dsx3 line |XmitRAIAlar |Y IPhysicalLay |F T |F 0 |[F |maj T [T |F
Transmitting status m er
Yellow/Remote change
Alarm Indication
DSX3 Receiving |dsx3 line |RcvAIS Y IPhysicalLay |F T F 0 F |wrn |T |T F
AIS failure state | ¢ty er
change
DSX3 dsx3 line |XmtAIS Y IPhysicalLay |F T |F 0 [F lwn T [T |F
Transmitting AIS |4 er
change
DSX3 Receiving | dsx3 line |LossOfFrame |Y IPhysicalLay |F T |F 0 |[F /maj T T F
LOF failure state |¢4us er
change
DSX3 Receiving |dsx3 line |LossOfSignal |Y IPhysicalLay |F T |F 0 |F |maj |T |T F
LOS failure state | a1y er
change
DSX3 Looping | dsx3 line |LoopbackState |Y IPhysicalLay |F T F 0 F |maj |T |T F
the received status er
signal change
DSX3 Receiving | dsx3 line |RcvTestCode |Y IPhysicalLay |F T F 0 F |maj |T |T F
aTestPattern | iatys er
change
DSX3anyline | dsx3line |OtherFailure |Y IPhysicalLay |F T |F 0 |[F |min [T |T F
status not status er
defined here change
DSX3 Near End | 4sx3 line |UnavailSigStat |Y IPhysicalLay [F [T |F |0 |F |maj [T [T |F
in Unavailable |¢i5us e er
Signal State change
DSX3 Carrier | 4sx3 line \NetEquipOOS |Y IPhysicalLay |F T |F 0 |F |maj T T F
EquipmentQutof | i1y er
Service change
DSX3 dsx3 line |MultipleFailur |Y IPhysicalLay |F T |F 0 [F |maj T [T |F
combination of | ity es er
bitmaps due to change
multiple failures
DSX3No alarm | 4sx3 Jine |NoAlarm Y IPhysicalLay |F T |F 0 |F lcIr [F |T |F
present status er
change
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide



| Chapter11  Support Information for Cisco Traps
Cisco 10X V2 Trap Registry Parameters ||
Table 11-11 Cisco 10X V1 Trap Registry Parameters (continued)
= g3 g N =
-2 HH g E [ 2 = = 8 > S =g
£t & Event E.‘E © .= 50-53285%3 gi‘:’SE%
& & Twpe i 3 5 & 22 22 82323 33222
Entity table Entity  |Entity table N IManagedEle |F F |T 0 |F |info [F |T F
configuration | ;p]e configuration ment
changed configur |changed
ation
changed
FRDLCI status  |fr d]ci fr dlci status [N IPortLayerl |T F |F 0 |F |maj |F |T F
invalid trap status invalid trap
change
trap
!:R D|:C| status |y dlci fr dlci status ~ |N IPortLayerl |T F |F 0 |F |maj |F |T F
inactive trap status inactive trap
change
trap
FR I_JLCI status |y dici fr dlci status N IPortLayerl |T F |F 0 |F |[cIr |F |T F
active trap status active trap
change
trap

Cisco 10X V2 Trap Registry Parameters

Table 11-12 lists the associated event types, event subtypes,
Cisco IOX SNMP V2 traps shown in Table 11-5.

and Cisco ANA registry parameters for the

Table 11-12 Cisco 10X V2 Trap Registry Parameters
[ S [
= o 2 =
'g g 8 § % @ ] E = ;l': > E =
g = -8 352 ¢2§_35ttzs £%_%
t o = c = @ = co |22 |2 |0 = |2 o0&
S8 e ¢ 5 =3 e85 52285 3C 5§
=) i} (A7) w o wE | <o |2 |2 | < w2 <=
CBFF'!e cbf define file cbf define file N IManaged |F F |F 0 |F |info |F |T |F
operation state | completion completion Element
indicator
Cisco BGP cisco bgp trap cisco bgp N IBgpNeigh |F T |F 0 |F |info [F |T |T
back\_lv_ard backward borEntry
transition trap transition trap
Cisco BGP down |¢jsco bgp trap cisco bgp down |N IBgpNeigh |F T |T 0 |[F |maj [F T |T
trap trap borEntry
Cisco_BGP cisco bgp trap cisco bgp N IBgpNeigh |F F |F 0 |F [cIr |F |T |T
established trap established trap borEntry
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Table 11-12 Cisco 10X V2 Trap Registry Parameters (continued)
= S5 s i =
2 2 @ S E o | B s =
2 = ] S o aS & B8 =2 28 g
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28 3 e 3 3 sS85 5928 5| 3 F 5=
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Cisco BGP prefix |cisco bgp prefix |cisco bgp prefix |N IProfileCo |F T |F 0 |F \wm (T |T |T
threshold threshold threshold ntainer
exceeded exceeded exceeded (BGP)
Cisco BGP prefix |cisco bgp prefix |cisco bgp prefix |N IProfileCo |F F |F 0 |[F |cIr |F |T |T
threshold clear | (peqhold threshold clear ntainer
exceeded (BGP)
Config-copy cc copy cc copy N IManaged |F F |F 0 |F |info |F |T |F
request completion completion Element
completion
cefcfan-tray oper |cefc fan tray cefc fan status physical-co |IModule F T |T 0 |F |cri |T |T |T
status down status changed down mmand
cefcfan-trayoper |cefc fan tray cefc fan status  |physical-co \IModule  |F F |F 0 F fcIr |F |T T
status up status changed up mmand
cefc FRU inserted |cefc fru removed |cefc fru inserted physical-co |IModule F F |F 0 |[F |cIr |F |T |T
mmand
cefc FRU cefc fru removed |cefc fruremoved |physical-co |IModule F T |T 0 |[F jmaj |T |T |T
removed mmand
cefc module oper |cefc module oper |cefc module physical-co |IModule F T |T 0 |[F maj |T |T |T
status down status changed oper down mmand
cefc module oper | ccfc module oper |cefc module physical-co |IModule F F |F 0 |[F |cIr |F |T |T
status up status changed oper up mmand
cefcpowerstatus | cefc power status |cefc power physical-co [IModule |F T|T 0 |F maj T |T |T
down changed status down mmand
cefcpowerstatus | cefc power status |cefc power physical-co |IModule F F |F 0 |F |cIr |[F T |T
up changed status up mmand
cfhbundle link  |cfh bundle link  |cfh bundle link |N IManaged |F F |F 0 |F |maj [F T |T
status down status status down Element
notification
cfhbundlelink  |cfh bundle link  |cfh bundle link |N IManaged |F F |F 0 |[F lcIr |[F |T |T
status up status status up Element
notification
cth Fal?ricbundle cfh bundle state  |cfh bundle state |N IManaged |F F |F 0 |[F \maj |F |T |T
operational state |, ification down Element
changed to Down
cth Fal?ricbundle cfh bundle state |cfh bundle state |N IManaged |F F |F 0 |F jcIr |F |T |T
operational state |, ification up Element
changed to Up
cth Fabric plane | .fp plane state cfh plane status |N IManaged |F F |F 0 |[F /maj |F |T |T
status down notification down Element
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Table 11-12 Cisco 10X V2 Trap Registry Parameters (continued)
c g3 k= =
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cth Fabric plane | .t plane state cfh plane status |N IManaged |F F |F 0 |F |cIr |F |T |T
status up notification up Element
Cisct.) ) cisco config man |ciscoconfigman [N IManaged |F F |F 0 |F |info |[F |T |F
Configuration event event Element
management
event notification
Ci:scoﬂash COpY |cisco flash copy |cisco flash copy |N IManaged |F F |F 0 |F Jinfo |[F |T |F
failed completed failed Element
CiSCthfSh €opy |cisco flash copy |cisco flash copy |N IManaged |F F |F 0 |F |info [F |T |F
completion completed completed Element
Cisco flash copy |cisco flash copy | cisco flash copy |N IManaged |F F |F 0 |F linfo |[F |T |F
in progress completed in progress Element
Cisc_:o Flash cisco flash device |cisco flash N IManaged |F F |F 0 |[F |\wm |F |T |F
device changed changed device changed Element
Cist_:o F!ash cisco flash device |cisco flash N IManaged |F F |F 0O |F |cIr |[F |T |T
device inserted | reoved device inserted Element
CiS(_:o Flash cisco flash device |cisco flash N IManaged |F F |F 0 |F \wm |[F |T |T
device removed | .;oyeqd device removed Element
Ci.sco Flash cisco flash cisco flash N IManaged |F F |F 0 |F |info [F |T |F
mlscel_laneo_us operation operation failed Element
operation failed completed
Ci_sco Flash cisco flash cisco flash N IManaged |F F |F 0 |F |info |[F |T |F
mlscel_laneous operation operation Element
operation completed completed
completed
Ci_sco Flash cisco flash cisco flash N IManaged |F F |F 0 |F |info |[F |T |F
mlscel_lam_eous operation operation in Element
operation in completed progress
progress
Cisco ping cisco ping cisco ping N IManaged |F F |F 0 |F |info |[F |T |F
completion completion completion Element
Cisc_o Sonet sonet section sonet section N IPortLayer |F T |T 0 |[F \maj |F |T |T
section status status changed status changed 1
changed to error to error
CiscP Sonet sonet section sonet section N IPortLayer |F F |F 0 |F jcIr |[F |T |T
section status status changed status changed 1
changed to clear to clear
Cisco Sonetline |gonet line status  |sonet line status | N [PortLayer |F T |T 0 |[F /maj |F |T |T
status changedto | panoed changed to error 1
error
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Table 11-12 Cisco 10X V2 Trap Registry Parameters (continued)
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Cisco Sonetline |sonet line status  |sonet line status |N IPortLayer |F F |F 0 |F |cIr |F |T |T
status changedto | cpapged changed to clear 1
clear
Cisco Sonet path | sonet path status | sonet path status |N IPortLayer |F T |T 0 F |maj |F |T |T
status changed to changed changed to error 1
error
Cisco Sonet path | sonet path status  |sonet path status |N IPortLayer |F F |F 0 |F |cIr |F |T |T
status changedto | panged changed to clear 1
clear
Cisco syslog cisco syslog cisco syslog N IManaged |F T |F 0 |F |info |F |T |F
message message message Element
generated generated generated
Cis‘?co PIM cisco pim cisco pim N IRoutingE |F T |T 0 |F |info [T |T |T
neighbor lost neighbor lost neighbor lost ntry
sensor value entity sensor entity sensor N IManaged |F F |F 0 |F maj (T |T |T
crossed threshold threshold Element
threshold in notification notification
entSensorThresh
oldTable
RTT threshold rtt threshold rtt threshold N IManaged |F F |F 0 |F Jinfo |T |T |F
violation or violation or violation or Element
clearance clearance clearance
Pseudo wire pseudo wire Pseudo wire ce-pw-tunn |[[PTPLayer |F F |F 0 |[F |cIr |F |T |T
tunnel up tunnel traps tunnel up el-status-sn |2MplsTun
mp, nel
ce-vfi-statu
s-telnet
Pseudo wire pseudo wire Pseudo wire ce-pw-tunn |[[PTPLayer |F T |F 0 |[F |min |T |T |T
tunnel down tunnel traps tunnel down el-status-sn |2MplsTun
mp, nel
ce-vfi-statu
s-telnet
CiscoRFSwap  |¢isco RF swap cisco RF status |N IManaged |F F |F 0 |F |info |F |T |F
Status - notification trap  |is unsupported Element
Unsupported
CiscoRFSwap  |¢isco RF swap cisco RF status |N IManaged |F F |F 0 |F |info |F |T |F
Status - None notification trap |is none Element
CiscoRFSwap  |cisco RF swap  |cisco RF status |N IManaged |F |F |F 0 |F ljinfo [F T |F
Status - Not notification trap  |is notknown Element
Known
CiscoRFSwap  |¢isco RF swap cisco RF status |N IManaged |F F |F 0 |F |info |F |T |F
Status - notification trap  |is userInitiated Element
Userlnitiated
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Table 11-12 Cisco 10X V2 Trap Registry Parameters (continued)
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CiscoRFSwap  |¢isco RF swap cisco RF status |N IManaged |F F |F 0 |F |info |[F |T |F
Status - notification trap |is userForced Element
UserForced
Cisco RF Swap cisco RF swap cisco RF status [N IManaged |F F |F 0 |F |info |F |T |F
Status - notification trap |is Element
ActiveUnitFailed activeUnitFailed
CiscoRFSwap  |¢isco RF swap cisco RF status |N IManaged |F F |F 0 |F |info |[F |T |F
Stat.us- ) notification trap |is Element
ActiveUnitRemov activeUnitRemo
ed ved
ce.chRUinserted cefc cefc N IModule F T |F 0 |F |info |T |T |F
with unsupported unrecognized fru |unrecognized
product ID inserted fru inserted
cefc Power cefc power cefc power N IModule F T |F 0 |F |info T |T |F
supply output supply output supply output
capacity changed | panoeq changed
RTT Connection |RTT Connection |RTT Connection |N IManaged |F F |F 0 |F linfo |T |T |F
Change Change Change Element
RTT Operation | RTT Operation  |RTT Operation |N IManaged |F F |F 0 |F l|info [T |T |F
Timeout Timeout Timeout Element
RTT Operation | RTT Operation  |RTT Operation |N IManaged |F |F |F 0 |F |info |T |T |F
Threshold Threshold Threshold Element
Violation Violation Violation
RTT Verify Error | RTT Verify Error |RTT Verify N IManaged |F F |F 0 |F l|info |T |T |F
Error Element
R_'I'I'tr!reshold rtt threshold rtt threshold N IManaged |F F |F 0 |F |info T |T |F
violation or violation or violation or Element
clearance clearance clearance
RTT Lpd RTT Lpd RTT Lpd N IManaged |F F |F 0 |F |info T |T |F
Discovery Discovery Discovery Element
RTT Lpd Grp RTT Lpd Grp RTT Lpd Grp [N IManaged |F |F |F 0 |F |info |T |T |F
Status Status Status Element
IPv6 BGP down ipv6 bgp trap ipv6 bgp down [N IManaged |F T |F 0 |[F \maj |F |T |T
trap trap Element
ipv6 BGP FSM ipv6 bgp trap ipv6 bgp state N IManaged |F T |F 0 |F |info |[F T |T
state changed changed trap Element
trap
|PV53_GP ipv6 bgp trap ipv6 bgp N IManaged |F F |F 0O |[F |cIr |F |T |T
established trap established trap Element
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Table 11-12 Cisco 10X V2 Trap Registry Parameters (continued)
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Connection I_.oss ipsla echo connection loss |N/A ManagedE |F F |F 0 |[F |maj |T |T |F
fietected byipsla |connloss trap detected by ipsla lement
icmp echo trap icmp echo trap
Connecti(.m ipsla echo connection N/A ManagedE |F F |F 0 |F |cIr |F |T |F
re-establlsh. connloss trap re-establish lement
fletected by ipsla detected by ipsla
icmp echo trap icmp echo trap
Timeout detected |ipsia ip or Isp timeout detected |N/A ManagedE |F F |F 0 |F |info F |T |F
by ipsla icmp echo timeout trap |by ipsla icmp lement
echo trap echo trap
Connectit_m ipsla ip or Isp connection N/A ManagedE |F F |F 0 |F |info |[F |T |F
re-establlsh_ echo timeout trap |re-establish lement
detected by ipsla detected by ipsla
icmp echo trap icmp echo trap
Threshold ipsla threshold  |threshold N/A ManagedE |F F |F 0 |F l|info [F |T |F
crossing under | qification trap |crossing under lement
trap trap
Threshold ipsla threshold |threshold N/A ManagedE [F |[F [F |0 F |info [F T F
crossing over notification trap  |crossing over lement
trap trap
Pata °°"“P_ti°“ ipsla threshold data corruption |N/A ManagedE |F F |F 0 |F |info |[F |T |F
Inrttoperation |y otification trap |in rtt operation lement
trap trap
Data cor_ruption ipsla threshold data corruption |N/A ManagedE |F F |F 0 |F |info |[F |T |F
clearefl In rtt notification trap |cleared in rtt lement
operation trap operation trap
Connection I_.oss ipsla echo connection loss |N/A ManagedE |F F |F 0 |[F 'maj |T |T |F
detected by ipsla |connloss trap detected by ipsla lement
icmp echo trap icmp echo trap
Connection I:oss ipsla echo connection loss | N/A ManagedE |F F |F 0 |[F maj |T |T |F
dﬂe?t"d byipsla |connloss trap detected by ipsla lement
LSP icmp echo Isp icmp echo
trap trap
Connecti(.m ipsla echo connection N/A ManagedE |F F |F 0 |F |cIr |F |T |F
re-establlsh. connloss trap re-establish lement
detected by ipsla detected by ipsla
icmp echo trap icmp echo trap
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Table 11-12 Cisco 10X V2 Trap Registry Parameters (continued)
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CO““GCtiP“ ipsla echo connection N/A ManagedE |F F |F 0 |F |cIr |F |T |F
re-establlsh_ connloss trap re-establish lement
delef:ted by ipsla detected by ipsla
LSP icmp echo Isp icmp echo
trap trap
Tirllleout_detected ipsla echo timeout detected |N/A ManagedE |F F |F 0 |[F maj T T |F
by ipsla icmp timeout trap by ipsla icmp lement
echo trap echo trap
Tin_leoutdete.cted ipsla echo timeout detected |N/A ManagedE |F F |F 0 |[F maj [T |T |F
byipslaLSPicmp |imeout trap by ipslalsp icmp lement
echo trap echo trap
Connectit_m ipsla echo connection N/A ManagedE |F F |F 0 |F [cIr |F |T |F
re-establish timeout trap re-establish lement
detected by ipsla detected by ipsla
icmp echo trap icmp echo trap
Connectil_m ipsla echo connection N/A ManagedE |F F |F 0 |F |cIr |F |T |F
re-establlsh_ timeout trap re-establish lement
detected by ipsla detected by ipsla
LSP icmp echo Isp icmp echo
trap trap
RTT“_"GShOM ipsla echo rtt trap |rtt threshold N/A ManagedE |F F |F 0 |F |info |F |T |F
crossing over crossing over lement
trap trap
R'ITtI.lreshoId ipsla echo rtt trap |rtt threshold N/A ManagedE |F F |F 0 |F |info |F |T |F
crossing under crossing under lement
trap trap
IPSLALSP path  |jpg1a 1pd ipsla Isp path N/A ManagedE |F F |F 0 |F |maj [T |T |F
discovery failure | giscovery trap discovery failure lement
trap trap
IPS_I.ALSPpath ipsla Ipd ipsla Isp path N/A ManagedE |F F |F 0 |F |cIr |F |T |F
rediscovery trap discovery trap rediscovery trap lement
|PS|-A|-D_P group |ipsla Ipd group ipsla 1dp group |N/A ManagedE |F F |F 0 |F |maj [T |T |F
status failure trap | giays (rap status failure lement
trap
|PS|-A|-DP970_“P ipsla Ipd group ipsla Idp group |N/A ManagedE |F F |F 0 |[F |cIr |F |T |F
status restoration |s¢a¢ys trap status lement
trap restoration trap
FRR Protected frr trigger trap frr protected trap |N/A PortLayerl |F T |F 0 |F |info |[F |T |F
Trap
FRR Unprotected |y (rigger trap frr unprotected |N/A PortLayerl |F T |F 0 |F |info |[F |T |F
Trap trap
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Table 11-12 Cisco 10X V2 Trap Registry Parameters (continued)
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Pseudo wire pseudo wire Pseudo wire ce-pw-tunn |IPTPLayer |F F |F 0 |F |cIr |[F T |T
tunnel up tunnel traps tunnel up el-status-sn |2MplsTun
mp, nel
ce-vfi-statu
s-telnet
Pseudo wire pseudo wire Pseudo wire ce-pw-tunn |IPTPLayer |F T |F 0 |[F |min |T T |T
tunnel down tunnel traps tunnel down el-status-sn |2MplsTun
mp, nel
ce-vfi-statu
s-telnet
DSX1 Farend LOF | 4sx1 line status  |RcvFarEndLOF |Y IPhysicallL. |F T |F 0 F |maj |T |T F
change ayer
DSX1Nearend  |dsx1 line status | XmtFarEndLOF |Y IPhysicalL |F T |F 0 |[F maj [T |T |F
sending LOF change ayer
Indication
DSX1Farend |dsx] line status | RcvAlIS Y IPhysicalL [F [T [F |0 |F |wm [T |T |F
sending AIS change ayer
DSX1Nearend  |dsx1 line status | XmtAIS Y IPhysicalL [F T |F |0 |[F |wm |T |T |F
sending AIS change ayer
DSX1Nearend  |gsx] line status | LossOfFrame  |Y IPhysicalL |F T |F 0 |F maj [T |T |F
LOF change ayer
DSX1Nearend | (sx] line status LossOfSignal Y IPhysicallL |F T |F 0 |[F |maj |T |T |F
Loss of Signal change ayer
DSX1Nearendis |dsx] line status | LoopbackState |Y IPhysicall. |F T |F 0 |[F |\maj T |T |F
looped change ayer
DSX1E1TS16 AIS | 4sx1 line status | T16AIS Y IPhysicalL |F T |F 0 |F |wmn T |T |F
change ayer
DSX1 Far End dsx1 line status  |RcvFarEndLOM |Y IPhysicall. |F T |F 0 |F maj [T |T |F
Sending TS16 change F ayer
LOMF
DSX1NearEnd | 4sx] line status | XmtFarEndLO |Y IPhysicall. |F T |F 0 |F maj [T |T |F
Sending TS16 change MF ayer
LOMF
DSX1NearEnd | 4sx1 line status  |RevTestCode Y IPhysicall. |F T |F 0 |[F |\maj T |T |F
detects a test change ayer
code
DSX1 any line dsx1 line status  |OtherFailure Y IPhysicalL |F T |F 0 |F |min |T |T |F
status notdefined | pange ayer
here
DSX1NearEndin |gsx] line status UnavailSigState |Y IPhysicallL. |F T |F 0 |[F |maj |T |T |F
Unavailable change ayer
Signal State
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Table 11-12 Cisco 10X V2 Trap Registry Parameters (continued)
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DSX1 Carrier dsx1 line status | NetEquipOOS Y IPhysicalL |F T |F 0 |F |maj [T |T |F
Equipment Outof | hapge ayer
Service
DSX1DS2 dsx1 line status  |RcvPayloadAIS |Y PhysicalL [F [T [F |0 |F |wm |T |T |F
Payload AIS change ayer
DSX1 DS2 dsx1 line status  |Ds2PerfThresho |Y IPhysicall. |F T |F 0 |[F maj T |T |F
Performance change 1d ayer
Threshold
Exceeded
DSX1 dsxI line status  |MultipleFailures |Y IPhysicalL |F T |F 0 |[F maj |T |T |F
combination of change ayer
bitmaps due to
multiple failures
DSX1Noalarm | (sx1 line status | NoAlarm Y IPhysicall. |F T |F 0 |F |cIr |[F |T |F
present change ayer
DSX3 Receiving | dsx3 line status |RcvRAIFailure |Y IPhysicall. |F T |F 0 |F maj [T |T |F
Yellow/Remote change ayer
Alarm Indication
DSX3 N dsx3 line status XmitRAIAlarm |Y IPhysicall. |F T |F 0 |F |maj [T |T |F
Transmitting change ayer
Yellow/Remote
Alarm Indication
DSX3 Receiving | dsx3 line status |RcvAIS Y IPhysicalL |F T |F 0 |[F |wm |T |T |F
AIS failure state | change ayer
DSX3 dsx3 line status | XmtAIS Y IPhysicalL. |F T |F 0 |F |wmn T |T |F
Transmitting AIS change ayer
DSX3 Receiving | dsx3 line status | LossOfFrame Y IPhysicalL |F T |F 0 |[F maj |T |T |F
LOF failure state change ayer
DSX3 Receiving | dsx3 line status | LossOfSignal  |Y IPhysicall. |F T |F 0 |F |maj [T |T |F
LOS failure state change ayer
DSX3Loopingthe |dsx3 line status | LoopbackState |Y IPhysicall. |F T |F 0 |F maj [T |T |F
received signal change ayer
DSX3Receivinga |(sx3 line status  |RcvTestCode  |Y IPhysicall. |F T F 0 |F /maj T |T |F
Test Pattern change ayer
DSX3 any line dsx3 line status  |OtherFailure Y IPhysicalL |F T |F 0 |F |min |T |T |F
status not defined change ayer
here
DSX3NearEndin |(sx3 Jine status | UnavailSigState |Y IPhysicall. |F T |F 0 |[F maj [T |T |F
Unavailable change ayer
Signal State
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Table 11-12 Cisco 10X V2 Trap Registry Parameters (continued)
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DSX3 Carrier dsx3 line status  |NetEquipOOS IPhysicalL |[F |T |F 0 F |maj T |T F
Equipment Outof | hapge ayer
Service
DSX3 dsx3 line status | MultipleFailures IPhysicalL |F T |F 0 |[F maj |T |T |F
combinationof | pange ayer
bitmaps due to
multiple failures
DSX3Noalarm | sx3 line status | NoAlarm IPhysicalL |F T |F 0 |F |cIr [F |T |F
present change ayer
Entity table Entity table Entity table IManaged |[F |F |T |0 |F |info |[F |T |F
configuration configuration configuration Element
changed changed changed
!:R DI:CI status fr dlci status fr dlci status IPortLayer |T F |F 0 |[F |maj |[F |T |F
invalid trap change trap invalid trap 1
FR DLCI status fr dlci status fr dlci status IPortLayer |T F |F 0 |F maj [F |T |F
Inactive trap change trap inactive trap 1
FRDLCIstatus |t dici status fr dlci status IPortLayer |T F |F 0 |F |cIr |[F |T |F
active trap change trap active trap 1
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Cisco MIB2 V1 Trap Registry Parameters

Table 11-13 lists the associated event types, event subtypes, and Cisco ANA registry parameters for the
Cisco MIB2 SNMP V1 traps shown in Table 11-5.

Table 11-13 Cisco MIB2 V1 Trap Registry Parameter
= 83 k- T
S 2 8 sE. 2%:_ 8 % o
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dummy ticket | qummy dummy ticket |N IManagedElem |F F |F 0 |F |clIr |F
trap ticket trap |trap ent
SNMP Link snmp link |snmp link ip interface IPhysicalLayer |F T |F 0 |T |maj [F |T T
down down down oper / Efp Oid
status,ce-efp-st
atus-telnet,port
-status,basetec
h-1ldp-neighbo
rs-snmp,basete
ch-cdp-neighb
ors-snmp
SNMP Link up |snmp link |snmp link up  |ip interface IPhysicalLayer |F T |F 0 |F |cIr |F |T T
down oper / Efp Oid
status,ce-efp-st
atus-telnet,port
-status,basetec
h-11dp-neighbo
rs-snmp,basete
ch-cdp-neighb
ors-snmp
DSX1Farend |4sx1 line |RcvFarEndLO |Y IPhysicalLayer [F |T |[F |0 |T maj [T [T |F
LOF status F
change
DSX1Nearend |gsx] line |XmtFarEndLO |Y IPhysicalLayer |F T |F 0 |F maj T |T F
sending LOF | (4tus F
Indication change
DSX1Farend |4sx1 line |RcvAIS Y IPhysicalLayer |F T |F 0 |F |wm [T [T |F
sending AIS status
change
DSX1Nearend |4sx] line |XmtAIS Y IPhysicalLayer [F [T |[F |0 |F |wm |T [T |F
sending AIS status
change
DSX1Nearend |4sx1 line |LossOfFrame |Y IPhysicalLayer |F T |F 0 |[F /maj [T |T F
LOF status
change
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Table 11-13 Cisco MIB2 V1 Trap Registry Parameter (continued)
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DSX1Nearend |4sx1 line LossOfSignal |Y IPhysicalLayer |F T |F 0 |F |maj |T |T F
Loss of Signal | (atus
change
DSX1Nearend |4sx1 line |LoopbackState |Y IPhysicalLayer |F T |F 0 |F jmaj |T |T F
is looped status
change
DSX1E1TS16 |dsx1 line |T16AIS Y IPhysicalLayer |F T |F 0 |[F |wm |T |T F
AlS status
change
DSX1FarEnd |4sx] line |RcvFarEndLO |Y IPhysicalLayer |F T |F 0 |F maj |T |T F
Sending TS16 | i;tus MF
LOMF change
DSX1NearEnd |4sx1 line |XmtFarEndLO |Y IPhysicalLayer |F T |F 0 |F |maj |T |T F
Sending TS16 | 41y MF
LOMF change
DSX1NearEnd |4sx1 line |RcvTestCode |Y IPhysicalLayer |F T |F 0 |F |maj T |T F
detects atest | a1y
code change
DSX1anyline |dsx1 line |OtherFailure |Y IPhysicalLayer |F T F 0 |F |min \T T F
defined here change
DSX1NearEnd |45x1 line UnavailSigStat |Y IPhysicalLayer |F T |F 0 |[F |maj |T |T F
in Unavailable |41 e
Signal State change
DSX1 Carrier  |4sx1 line |NetEquipOOS |Y IPhysicalLayer |F T |F 0 |F maj |T |T F
Equipment Qut |50,
of Service change
DSX1DS2 dsx1 line |RevPayloadAl |Y IPhysicalLayer [F |T F |0 |[F |wm T T |F
Payload AIS status S
change
DSX1DS2 dsx1 line |Ds2PerfThresh |Y IPhysicalLayer F T |F 0 |F |maj |T |T F
Performance status old
Threshold change
Exceeded
DSX1 dsx1 line |MultipleFailur |Y IPhysicalLayer F T |F 0 |F |maj |T |T F
combination of |41y es
bitmaps due to change
multiple
failures
DSX1Noalarm | jsx1 line |NoAlarm Y IPhysicalLayer |F T |F 0 |[F |cIr |[F T F
present status
change
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Table 11-13 Cisco MIB2 V1 Trap Registry Parameter (continued)
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DSX3 dsx3 line |RevRAIFailure |Y IPhysicalLayer |F T ¥ |0 |F imaj /T T |F

Receiving status

Yellow/Remote change

Alarm

Indication

DSX3 dsx3 line |XmitRAIAlar |Y IPhysicalLayer |F T |F 0 |F jmaj T |T F

Transmitting | ga1us m

Yellow/Remote | .;n0e

Alarm

Indication

DSX3 dsx3 line |RcvAIS Y IPhysicalLayer |F T |F 0 |[F |wrn |T [T F

Receiving AIS | (atus

failure state change

DSX3 dsx3 line | XmtAIS Y IPhysicalLayer |F T |F 0 |F |wrmn |T |T F

Transmitting status

AlS change

DSX3 dsx3 line |LossOfFrame |Y IPhysicalLayer |F T |F 0 |F |maj |T |T F

Receiving LOF |41

failure state change

DSX3 dsx3 line |LossOfSignal |Y IPhysicalLayer |F T |F 0 |F |maj |T |T F

Receiving LOS |40

failure state change

DSX3 Looping | dsx3 line LoopbackState |Y IPhysicalLayer |F T |F 0 |[F |maj |T |T F

the received status

signal change

DSX3 dsx3line |RevTestCode |Y IPhysicalLayer |F T |F |0 |F |maj ‘T T F

Receiving a status

Test Pattern change

DSX3 any line | 4sx3 line |OtherFailure Y IPhysicalLayer |F T |F 0 |F |min T T F

status not status

defined here change

DSX3NearEnd |4sx3 line |UnavailSigStat |Y IPhysicalLayer |F T |F 0 |F |maj T T F

in Unavailable |41y e

Signal State change

DSX3 Carrier  |4sx3 line |NetEquipOOS |Y IPhysicalLayer |F T |F 0 |F |maj |T |T F

Equipment Out |47y,

of Service change

DSX3 dsx3 line |MultipleFailur |Y IPhysicalLayer | T |F 10 \F jmaj | T 7T F

combination of |55 es

bitmaps due to change

multiple

failures
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Table 11-13 Cisco MIB2 V1 Trap Registry Parameter (continued)
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DSX3Noalarm |4sx3 line |NoAlarm Y IPhysicalLayer |F T |F 0 |F |cIr |[F [T |F
present status
change
Entity table | Epgity Entity table  |N IManagedElem |[F |[F [T |0 |F |info [F [T |F
configuration | ;p]e configuration ent
changed configurat |changed
ion
changed
FRDLCI status |1 d]ci fr dlci status N FREncapKey |T F |F 0 |[F maj |[F |T F
invalid trap status invalid trap
change
trap
FRDLCI status  fr dci fr dlci status ~ |N FREncapKey |T F |[F |0 |F |maj F |T |F
Inactive trap | gy inactive trap
change
trap
FR DLCI status | fr d]ci frdici status ~ |N FREncapKey |T F |F 0 |F |cIr |[F [T |F
active trap status active trap
change
trap

Cisco MIB2 V2 Trap Registry Parameters

Table 11-14 lists the associated event types, event subtypes, and Cisco ANA registry parameters for the
Cisco MIB2 SNMP V2 traps shown in Table 11-7.

Table 11-14 Cisco MIB2 V2 Trap Registry Parameters
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BGP down trap bgp trap bgp down N IBgpNeigh |F T |T 0 F |maj |F |T T
trap borEntry
BGPestablished |pgp (rap bgp N IBgpNeigh |[F |[F |[F |0 F lcIr |[F|T [T
trap established borEntry
trap
mt.e event set cisco mte cisco mte N IManagedE |F T |F 0 F |wm |T |T T
failure event set event set lement
failure failure
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Table 11-14 Cisco MIB2 V2 Trap Registry Parameters
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Cisco mte cisco mte cisco mte N IManagedE |F F |F 0 F |cIr |T |T T
triggerfalling  |(rigoer rising | trigger falling lement
mte trigger fired | ¢isco mte cisco mte N IManagedE |F T |F 0 F |info [T |T T
trigger fired |trigger fired lement
Ci_sco mte cisco mte cisco mte N IManagedE |F T |F 0 F |wrn [T |T T
trigger rising trigger rising  |trigger rising lement
Entity table Entity table  |Entity table |N IManagedE |F F T 0 F |info [F |T |F
configuration | configuration |configuration lement
changed changed changed
Cold starttrap | ¢o]d start trap |cold start trap |N IManagedE |F F |T 190000 |F |info [T |T F
lement
Warm starttrap | warm start warm start N IManagedE |F F |F 0 F |min |T |T F
trap trap lement
SNMP snmp snmp N IManagedE |F T |F 0 F linfo |F |T F
authentication |,y henticatio |authenticatio lement
failure n failure n failure
SNMP Link snmp link snmp link ip [PhysicalL |F T |T 0 T |maj |F |T T
down down down interface  |ayer
oper
status,ce-e
fp-status-t
elnet,port-
status,bas
etech-11dp
-neighbor
s-snmp,ba
setech-cd
p-neighbo
rs-snmp
SNMP Linkup | snmp link snmp link up |ip IPhysicalL |F F |F 0 F |cIr |F |T T
down interface |ayer
oper
status,ce-e
fp-status-t
elnet,port-
status,bas
etech-11dp
-neighbor
s-snmp,ba
setech-cd
p-neighbo
rs-snmp
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ipv6interface  |ipy6-if-state- | ipv6-if-state- IManagedE |F F |F T |min |[F |T F
state changed changed changed lement
OSPFinterface | ospf if state  |ospf if state IIPInterfac |F T |T F Jinfo \F |T T
state changedto | own down e
Down
OSPF interface ospf if state ospf if state IIPInterfac |F F |F F |cIr |F |T T
state changedto | j,wn up e
Up
_OSPFvirtuaI ospf virtual if |ospf virtual if IProfileCon |F T |T F |min |F |T T
interface state | g5¢e down state down tainer
changed to (OSPF)
Down
O0SPF neighbor ospf neighbor |ospfneighbor IIPInterfac |T T |T F |maj |T |T T
state down state down state down e
OSPF neighbor ospf neighbor |ospfneighbor ITPInterfac |F F |F F fcIr |F |T T
state up state down state up e
OS.PFvirtuaI ospf-virtual-n |ospf-virtual- I0spfEntry |T T |T F |min |T |T T
neighborstate | ¢johbor-state- neighbor-stat
down changed e-down
OSPF virtual ospf-virtual-n |ospf-virtual- I0spfEntry |F F |F F jcIr |F |T T
neighbor state | c;iohbor-state- neighbor-stat
up changed e-up
OSPF interface ospf-if-config |ospf-if-confi ITPInterfac |F T |F F |wrm |T |T F
configuration -err g-err e
error
OSPF virtual ospf-virtual-if |ospf-virtual-i IProfileCon |F T F F min |[F |T F
interface -config-err f-config-err tainer
configuration (OSPF)
error
OSPFinterface | o5pf-if-authen |ospf-if-authe [IPInterfac |F T |F F |wm |T |T F
authentication i _fai ntic-fail e
failure
pSPFvirtuaI ospf-virtual-if |ospf-virtual-i IProfileCon |F T |F F |wrn [T |T F
interface -authentic-fai |f-authentic-fa tainer
authentication || il (OSPF)
failure
OSPF bad ospf-if-bad-p |ospf-if-bad-p IIPInterfac |F T |F T |min [F |T F
packet received |, ct acket e
OSPF bad . ospf-virtual-if |ospf-virtual-i IProfileCon |F T |F T |min |F |T F
packetreceived | ;4 packet |f-bad-packet tainer
on virtual (OSPF)
interface
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OSPFpacket | o5pf-if-packet |ospf-if-packe |N IProfileCon |F T |F T min F |T |F
retransmitted -retransmit t-retransmit tainer
(OSPF)
OSPF patfkel ospf-virtual-if |ospf-virtual-i |N IProfileCon |F T |F T |min |F |T F
r(_atrans_mltted On | _packet-retran |f-packet-retra tainer
virtual interface | .. nsmit (OSPF)
OS.P.F new LSA ospf-new-lsa- |ospf-new-lsa- |N IProfileCon |F T |F T |min |F |T F
originated originated originated tainer
(OSPF)
OSPF LSA aged ospf-lsa-reach |ospf-lsa-reac |N IManagedE |F F |F F linfo |F |T F
to MaxAge ed-maxage hed-maxage lement
mpls I3 vpn mpls 13 vpn  |mpls 13 vpn  |N IVrf F T |F F lcIr |F |T F
numvrf vrf routemid  [numvrf
routemax thresh | ..cp routemax
cleared Trap exceeded thresh
cleared
mpls Bvpnvrt  ;pis 13 vpn mpls13 vpn [N IVrf T T |F F |maj |T |T F
Down Trap vrf Down vrf Down
mpls Bvpnvrt  ;pis 13 vpn mpls13 vpn [N IVrf F T |F F |wm |F |T F
numvrf vrf routemid  |vrf numvrf
routemax thresh |1, .oqh routemax
exceeded Trap |, coeded thresh
exceeded
mpls |3_VP" vt Impls13vpn  |mpls13vpn |N IVrf F T |F F |wm |F |T F
routemid thresh |\t routemid  |vrf routemid
exceeded Trap | ey thresh
exceeded exceeded
mpls Bvpnvrt I mpls 13 vpn  mpls13 vpn [N Ivrf F T |F F |clIr |F |T F
Up Trap vrf Down vrf Up
MPL_S LDPinit  mpls 1dp mpls 1dp init |mpls IPortLayer |F T |F F |wm |F |T T
session session down |session interfaces |1
threshold thresh + label
exceeded Trap exceeded switching
table
MP'-_S LDP mpls ldp mpls ldp mpls IPortLayer |T T |T F |min T |T T
session down  |qegsion down |session down |interfaces |1
Trap + label
switching
table
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MPL_S LDP mpls 1dp mpls 1dp mpls IPortLayer |F T |F 0 F |cIr |F |T T
sessionup Trap |segsion down [session up interfaces |1
+ label
switching
table
MPLS-TE tunnel | p)s te tunnel |mpls te N IMpIsTETu |F T |F 0 F J|info [T |T T
rerouted trap rerouted trap |tunnel nnel
rerouted trap
MPLS.-T_EtunneI mpls te tunnel |mpls te N IMpISsTETu |F T |F 0 F l|info |F |T T
reoptimized trap |rcoptimized | tunnel nnel
trap reoptimized
trap
MPLS-TE tunnel | mpis te tunnel |mpls te Y IMpIsTETu | T T |T 800 F |maj T |T T
down down tunnel down nnel
MPLS-TE tunnel | ;ps te tunnel |mpls te Y IMpIsTETu |F F |F 0 F lcr [F|T |T
up down tunnel up nnel
DSX1Farend | gsx1 line RevFarEndL | Y IPhysicalL |F T |F 0 F |maj T |T F
LOF status change |OF ayer
DSX1Nearend | dsx1 line XmtFarEndL |Y IPhysicalL [F T F |0 F lmaj T [T |F
sending LOF status change |OF ayer
Indication
DSX1Farend  |4sx1 line RevAIS Y IPhysicalL [F T F |0 F lwn T [T |F
sending AIS status change ayer
DSX1Nearend | dsx1 line XmtAIS Y IPhysicalL [F T F |0 F lwn T [T |F
sending AIS status change ayer
DSX1Nearend |{sx] line LossOfFrame |Y IPhysicallL. |F T |F 0 F |maj |T |T F
LOF status change ayer
DSX1 Nearend | 4sx1 line LossOfSignal |Y IPhysicalL |F T |F 0 F |maj T |T F
Loss of Signal | s¢aus change ayer
DSX1Nearend |dsx1 line LoopbackSta |Y IPhysicalL [F T F |0 F maj T [T |F
is looped status change |[te ayer
DSXTE1TS16 | dsx1 line T16AIS Y IPhysicalL |F T |F 0 F 'wn T |T |F
AIS status change ayer
DSX1FarEnd | 4sx1 line RevFarEndL  |Y IPhysicaL F [T |F |0 F |maj T |T |F
Sending TS16 | g¢atus change |OMF ayer
LOMF
DSX1 Near End | 4sx1 line XmtFarEndL |Y IPhysicalL [F T F |0 F lmaj T [T |F
Sending TS16 | g¢atus change |OMF ayer
LOMF
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DSX1 NearEnd | 4sx1 line RevTestCode |Y IPhysicall. |F T |F F maj |T |T F
detectsatest | gqius change ayer
code
DSX1anyline  |{4sx] line OtherFailure |Y IPhysicalL. |F T |F F |min |T |T F
status not status change ayer
defined here
DSX1 Near End | dsx1 line UnavailSigSt |Y IPhysicalL |F T |F F |maj [T |T F
in Unavailable | siarys change |ate ayer
Signal State
DSX1 Carrier | dsx1 line NetEquipOO |Y IPhysicalL |F T |F F maj T |T F
Equipment Out | g¢ays change |S ayer
of Service
DSX1 DS2 dsx1 line RcvPayloadA |Y IPhysicalL |F T |F F |wmn T |T F
Payload AIS status change |IS ayer
DSX1 DS2 dsx1 line Ds2PerfThre |Y IPhysicall. |F T F F maj T |T F
Performance status change |[shold ayer
Threshold
Exceeded
psx1 dsx1 line MultipleFailu | Y IPhysicall. |F T |F F |maj |T |T F
combination of | ¢iarys change |res ayer
bitmaps due to
multiple failures
DSX1 No alarm | {sx] Jine NoAlarm Y IPhysicalL |F T |F F lelr [F |T |F
present status change ayer
DSX3 Receiving | dsx3 line RcvRAIFailu |Y IPhysicalL |F T |F F |maj [T |T F
Yellow/Remote  ¢(41ys change |re ayer
Alarm Indication
DSX3 dsx3 line XmitRAIAla |Y IPhysicall. |F T F F maj |T |T F
Transmitting status change |rm ayer
Yellow/Remote
Alarm Indication
DSX3 Receiving | d4sx3 line RevAIS Y IPhysicall. |F T |F F |wrn |T |T F
AIS failure state | 4y change ayer
DSX3 dsx3 line XmtAIS Y IPhysicall. |F T |F F |wrn |T |T F
Transmitting AlS | ¢iaus change ayer
DSXBBeceiving dsx3 line LossOfFrame |Y IPhysicalL |F T |F F |maj [T |T F
LOF failure state |4y change ayer
DSX3 Receiving | d4sx3 line LossOfSignal |Y IPhysicalL. |F T |F F maj |T |T F
LOS failure state | i,y change ayer
DSX3 Looping | dsx3 line LoopbackSta |Y IPhysicalL |F T |F F maj T |T F
the received status change |te ayer
signal
Cisco Active Network Abstraction 3.6.7 VNE Reference Guide
| oL-19647-01 IIIIEJ



Chapter 11 Support Information for Cisco Traps |
W Cisco MIB2V2 Trap Registry Parameters
Table 11-14 Cisco MIB2 V2 Trap Registry Parameters
) s )
o = =
S g o 52 o | B 5 £
£ = 2 £ o SS &8 ETF =2 g8 22
e 5 = o g_E Tt o g;?._’s; -gc ;.2 OQ'E.
28 ] g S $3 SE 88 5 <= s 5 3F5§ &
w o & & & wa D s |S|lex S < v | L <ec |
DSX3 Receiving |dsx3 line RcvTestCode |Y IPhysicallL. |F T F F maj |T |T F
a Test Pattern status change ayer
DSX3anyline | dsx3 line OtherFailure |Y IPhysicalL |F T |F F |min |T |T F
status not status change ayer
defined here
DSX3 Near End | 45x3 Jine UnavailSigSt |Y IPhysicalL |F T |F F maj |T |T F
in Unavailable | siatys change |ate ayer
Signal State
DSX3 Carrier | 4sx3 line NetEquipOO |Y IPhysicalL |F T |F F \maj T |T F
Equipment Out | g¢a¢5 change |S ayer
of Service
DSX3 dsx3 line MultipleFailu |Y IPhysicalL |F T F F maj |T |T F
combination of | iatys change |res ayer
bitmaps due to
multiple failures
DSX3 No alarm | 4sx3 line NoAlarm Y IPhysicalL |F T |F F |cIr |F |T F
present status change ayer
FRDLCI status | fr dici status  |fr dlci status N FREncapK |T F F F maj [F |T F
invalid trap change trap |invalid trap ey
!:R DI:CI status  |fr dlci status |fr dlci status |N FREncapK |T F |F F |maj [F |T F
Inactive trap change trap  |inactive trap ey
FR PLCl status | fr dlcj status |fr dlci status |N FREncapK |T F |F F |clIr |F |T F
active trap change trap  |active trap ey
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