CHAPTER I

Support Information for Cisco Security
Appliances

This chapter contains support information for Virtual Network Elements (VNEs) that manage

Cisco security appliances in Cisco ANA Version 3.6.6. For more information about the objects and
attributes described in this chapter, see the Cisco Active Network Abstraction 3.6.6 Technology Support
and Information Model Reference Manual.

This chapter contains the following topics:
e Cisco Adaptive Security Appliance 5550 Series, page 4-1
e Supported Technologies on Cisco Security Appliances, page 4-3

Cisco Adaptive Security Appliance 5550 Series

This section includes the following information about Cisco ASA 5550 Series security appliances (for
information on the NE types supported in Cisco ANA Version 3.6.6, see Cisco Adaptive Security
Appliance 5550 Series):

e Cisco ASA 5550 Series—Supported Software Versions, page 4-2
e Cisco ASA 5550 Series—Supported Topologies, page 4-2

e Cisco ASA 5550 Series—Supported Modules, page 4-2

e Cisco ASA 5550 Series—Supported Technologies, page 4-2

e Cisco ASA 5550 Series—Supported Service Events, page 4-3

| oL-1919-01

Cisco Active Network Abstraction 3.6.6 VNE Reference Guide ]


http://www.cisco.com/en/US/docs/net_mgmt/active_network_abstraction/3.6.6/tech_support/guide/TechSupport.html
http://www.cisco.com/en/US/docs/net_mgmt/active_network_abstraction/3.6.6/tech_support/guide/TechSupport.html

Chapter4  Support Information for Cisco Security Appliances |

M Cisco Adaptive Security Appliance 5550 Series

Cisco ASA 5550 Series—Supported Software Versions

Table 4-1 Supported Software Versions for Cisco ASA 5550 Series—Cisco ANA Version 3.6.6

Certification

Software Version ANA Version |Level
7.2(3)12 3.6.3 S
>
Note  Software versions marked with an asterisk (representing a wildcard) are supported by

Cisco ANA Version 3.6.6. Specific software versions that have been tested and verified are listed
individually and marked as V.

Cisco ASA 5550 Series—Supported Topologies

Table 4-2 Supported Topologies for Cisco ASA 5550 Series—Cisco ANA Version 3.6.6
ANA

Topology Type Link Type Version

Ethernet Ethernet 3.6.3

Cisco ASA 5550 Series—Supported Modules

Table 4-3 Supported Modules for Cisco ASA 5550 Series—Cisco ANA Version 3.6.6

ANA Certification
Module Name Version Module Description Level
SSM-4GE-INC 3.6.3 SSM-4GE Included with ASA 5550 System S

Cisco ASA 5550 Series—Supported Technologies

The following technologies are supported by the Cisco ASA 5550 Series in Cisco ANA Version 3.6.6:

e [P, page 4-4

e Ethernet (IEEE 802.3), page 4-6

e Physical Equipment, page 4-9

e Base Logical Components, page 4-10

e Common, page 4-11
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Cisco ASA 5550 Series—Supported Service Events

Table 4-4 Supported Service Events for Cisco ASA 5550 Series—Cisco ANA Version 3.6.6
ANA

Event Name Version Expedited

Primary HSRP Interface 3.6.0 Y

Active/Inactive

All IP Interfaces Down / Active IP 3.63 Y

Interfaces Found

Interface Status Down/Up 3.6.3 Y

Card In/Out 3.6.3 Y

Link Down/Up 3.63 Y

Device Unreachable 3.63 Y

CPU Over Utilized 3.6.3 Y

Memory Over Utilized 3.63 Y

Device Unsupported 3.63 Y

Discard Packets 3.63 N

Dropped Packets 3.63 N

Module Unsupported 3.63 N

Port Down 3.63 Y

Card Up/Down 3.63 Y

Supported Technologies on Cisco Security Appliances

The following sections list the objects and attributes that are supported on Cisco security appliances in
Cisco ANA Version 3.6.6 per technology:

IP, page 4-4

Ethernet (IEEE 802.3), page 4-6
Physical Equipment, page 4-9

Base Logical Components, page 4-10

Common, page 4-11
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IP

] Cisco Active Network Abstraction 3.6.6 VNE Reference Guide

Table 4-5 IP Attribute Support on Cisco Security Appliances—Cisco ANA Version 3.6.6

Attribute

ASA5550

IMO Name—lIPInterface

IP Address

Subnetwork Mask

IP Interface Addresses Array

Interface Name

Interface Description

IP Interface State

< =< =< =< =] =

OSPF Interface Cost

Broadcast Address

MTU

Lookup Method

Address Resolution Type

ARP Timeout

Secured ARP

ICMP Mask Reply

IGMP Proxy

HSRP Groups

IP Multiplexing Table

IANA Type

Containing CTPs

Contained CTPs

IMO Name—IIPMuxEntry

Termination Point

Destination IP Subnet

IMO Name—IRoutingEntity

Routing Table Y
ARP Entity Y
Routing Table Changes

Name Y
Logical Sons Y
IMO Name—IRoutingEntry

Destination IP Subnet Y
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Table 4-5 IP Attribute Support on Cisco Security Appliances—Cisco ANA Version 3.6.6

Attribute

Next Hop IP Address

Type

Routing Protocol Type

Outgoing Interface Name

< << < ASAB550

IMO Name—IARPEntity

ARP Table

<

IMO Name—IARPEntry

IP Address

MAC Address

Port

Entry Type

<< =] =

IMO Name—IIPPool

IP Address Pool Entries

Name

Index

IMO Name—IIPRangeBasedIPPoolEntry

Start IP Address

End IP Address

Unused Addresses

Used Addresses

Reserved Addresses

IMO Name—IIPSubnetBasedIPPoolEn

t

=

y

IP Subnet

Unused Addresses

Used Addresses

Reserved Addresses

IMO Name—HSRPGroupEntry

Group Number

Port Description

Priority

Coupled Router

State

Tracking Interfaces

Virtual IP Address

Virtual MAC Address
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Table 4-5 IP Attribute Support on Cisco Security Appliances—Cisco ANA Version 3.6.6
(=]
o
[Tx)
Ty]

- &

Attribute 2

IMO Name—ITunnelGRE

Name

Tunnel Destination and Source
IP Address

IP Interface State

TIANA Type

Containing CTPs

Contained CTPs

Ethernet (IEEE 802.3)

Table 4-6 Ethernet (IEEE 802.3) Attribute Support on Cisco Security
Appliances—Cisco ANA Version 3.6.6

ASA5550

Attribute
IMO Name—ILagPortEntry

Actor and Partner Admin Keys

Actor and Partner Oper Keys

Selected and Attached
Aggregation Identification

Actor Port

Actor Port Priority

Partner Admin and Oper Port

Partner Admin and Oper Port
Priority

Actor and Partner Admin States

Actor and Partner Oper States
IMO Name—IEthernet

MAC Address Y
Duplex Mode

Output Flow Control

Input Flow Control
TANA Type Y
Containing CTPs
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Table 4-6 Ethernet (IEEE 802.3) Attribute Support on Cisco Security
Appliances—Cisco ANA Version 3.6.6 (Continued)

Attribute

ASA5550

Contained CTPs

IMO Name—IVlanlInterface

Mode

Native VLAN Identification

Virtual LAN Table

IANA Type

Containing CTPs

Contained CTPs

IMO Name—IVIanEncapMux

IANA Type

Containing CTPs

Contained CTPs

IMO Name—IIEEE802

VLAN Identification

Binding Information

Binding Status

TIANA Type

Containing CTPs

Contained CTPs

IMO Name—IStpService

Protocol Type

Current and Bridge Max Age

Current and Bridge Hello Time

Current and Bridge Forward
Delay

Instance Information Table

Same as ISystemService

IMO Name—IMstService

Protocol Properties

Same as IStpService

IMO Name—IMstProperties

Force Version

Configuration Format, Region
Name and Revision Level

External Root Cost
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Table 4-6 Ethernet (IEEE 802.3) Attribute Support on Cisco Security
Appliances—Cisco ANA Version 3.6.6 (Continued)

ASA5550

Attribute

Maximum Instances

IMO Name—IStpInstancelnfo

Object Identification

Identification

Priority

Designated Parent and Root
Bridges

Root Cost

Is Root

Root Port Identification

Port Information Table
STP Instance Id

Vlan Id

IMO Name—IMstInstancelnfo

Instance Identification

Same as IStpInstancelnfo

IMO Name—IPvstplnstancelnfo

Protocol Type

Current and Bridg Maximum
Age

Current and Bridge Hello Time

Current and Bridge Forward
Delay

Same as IStpInstancelnfo

IMO Name—IRstplnstancelnfo

Force Version

Same as IStpInstancelnfo
IMO Name—IStpPortinfo
Object Identification

Priority

State
Path Cost
Is Edge

Is Point to Point

Role
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Table 4-6 Ethernet (IEEE 802.3) Attribute Support on Cisco Security
Appliances—Cisco ANA Version 3.6.6 (Continued)

Attribute

ASA5550

IMO Name—IMstPortinfo

Hello Time

Same as IStpPortInfo

IMO Name—IEthernetChannel

Group Number

Bandwidth

Aggregation Protocol

TANA Type

Containing CTPs

Contained CTPs

Physical Equipment

Table 4-7 Physical Equipment Attribute Support on Cisco Security
Appliances—Cisco ANA Version 3.6.6

Attribute

ASA5550

IMO Name—IChassis

Description

Equipment Holder Type

Contained Equipment Holders

Contained Equipments

Serial Number

IMO Name—IShelf

Description

Status

Equipment Holder Type

Contained Equipment Holders

Contained Equipments

Serial Number

IMO Name—IModule

Module Name

=

Module Description
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Table 4-7 Physical Equipment Attribute Support on Cisco Security
Appliances—Cisco ANA Version 3.6.6 (Continued)

Attribute

Software Version

Operational Status

< | <~ ASAS5550

Hardware Type + Version
Managed IP Address
Redundant Equipment

Configured Redundancy

Redundancy Status

Operational Status Last Changed

Supported Physical Termination
Points

Serial Number (soft property) Y

Base Logical Components

Table 4-8 Base Logical Components Attribute Support on Cisco Security
Appliances—Cisco ANA Version 3.6.6

ASA5550

Attribute
IMO Name—IManagedElement
IP Address

Communication State

Investigation State

Element Category

Element Type and Key

Device Name

System Name

System Description

Up Time

Software Version

Vendor Identity

Memory and CPU Usage
DRAM Free

DRAM Used

<= = = = ] ] =] =] =] <
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Table 4-8 Base Logical Components Attribute Support on Cisco Security
Appliances—Cisco ANA Version 3.6.6 (Continued)

Attribute

Flash Device Size

NVRAM Size

<| ™ ASAS5550

Processor DRAM

Sys Contact

=<

Sys Location

=<

Serial Number

IMO Name—IContext

Name

Bounded Connections

IP Address Pools

Forwarding Components List

Traffic Descriptors List

Tunnel Containers List

Data Link Aggregation
Containers List

IMO Name—ISystemService

Type

Status

Up Time

Table 4-9 Common Attribute Support on Cisco Security Appliances—Cisco ANA Version 3.6.6

Attribute

ASA5550

IMO Name—IPhysicalLayer

Media Type

Clocking Source

Maximum Speed

<

Is Internal Port

Discarded Bandwidth

Dropped Bandwidth

Input Bandwidth
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Table 4-9 Common Attribute Support on Cisco Security Appliances—Cisco ANA Version 3.6.6
[—]
o
[Tx)
Ty]
i &
Attribute 2
Output Bandwidth

Discarded and Received Input
Data Counters

Dropped and Forward Output
Data Counters

<

Administrative Status

Operational Status Y
Last Changed
IANA Type Y
Containing CTPs
Contained CTPs
Port Alias

Location

Sending Alarms

Connector Description
Part ID

K= =] =] =]

Connectort Serial Num
IMO Name—IBridge
Bridge Table

Type

MAC Address

IP Interface

Name

Logical Sons
IMO Name—IBridgeEntry
Destination MAC

Outgoing Interface
IMO Name—IVcSwitchingEntity

Cross Connect Table

Logical Sons

Cisco Active Network Abstraction 3.6.6 VNE Reference Guide
m. 0L-1919-01 |



	Support Information for Cisco Security Appliances
	Cisco Adaptive Security Appliance 5550 Series
	Cisco ASA 5550 Series-Supported Software Versions
	Cisco ASA 5550 Series-Supported Topologies
	Cisco ASA 5550 Series-Supported Modules
	Cisco ASA 5550 Series-Supported Technologies
	Cisco ASA 5550 Series-Supported Service Events

	Supported Technologies on Cisco Security Appliances
	IP
	Ethernet (IEEE 802.3)
	Physical Equipment
	Base Logical Components
	Common




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


