APPENDIX B

Error Reference

The following topics provide details about the system and event messages in Cisco ANA:
e Error and Event Messages, page B-1
e Message Glossary, page B-8

Error and Event Messages

The following tables list errors and events supported by Cisco ANA and viewable in Cisco ANA
EventVision in the System tab. The listings are in two parts:

e System-Detected Error and Event Messages, Table B-1 on page B-2.
e Error and Event Messages, Table B-2 on page B-8.

See Message Glossary, page B-8, for explanations of abbreviations and acronyms used.
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Part 6: Appendix B

I Error and Event Messages

Table B-1 System-Detected Error and Event Messages
Source OID |Description Severity Cause Action
Category: MCReachability
IMC Agentvne_name, agent_ip isreachable: |CLEARED |The VNE is reachable. None needed.
DNA Unit = unit_ip AVM =avm_id
IMC Agent vne_name,agent_ip is MINOR Various causes; system or Contact Cisco
unreachable: DNA Unit = unit_ip AVM network failure. Support.
=avm_id
TAvm AVM unit_ip: avm_id (avm_key) is CLEARED |The AVM is reachable. None needed.
reachable
TAvm AVM unit_ip:avm_id (avm_key) is MINOR Network or machine failure. Contact Cisco
unreachable Support.
IMC Unit unit_ip reachable CLEARED |The MC is reachable. None needed.
IMC Unit unit_ip unreachable MINOR System, network, or machine Contact Cisco
failure. Support.
Category: alarm threshold
IAvm Violet threshold reached, alarms must |CRITICAL |There are too many alarms open |Remove alarms.
be deleted in the system.
TAvm Red threshold reached, deleting CRITICAL |There are too many alarms open |The system is
alarms!!! in the system and the user has not |deleting some of
removed them. the alarms.
Category: backup
IAvm Unable to backup the database because |MAJOR The database is not configured to [Change the
the database is not in archive mode work in archive log mode so the |database to archive
database cannot be backed up. log mode.
TAvm Unable to delete directory:path MAJOR Permission problems. Check the directory
permissions.
TAvm Unable to delete file:name MAIJOR Permission problems. Check the file
permissions.
IAvm Error deleting files from:path MAJOR Permission problems. Check the
permissions of the
directory
containing the files
and the permissions
on the files.
IAvm Error deleting files from:path MAJOR Permission problems. Check the file
permissions.
Category: bad alarms
TAvm Found alarms that do not refer to any |MINOR Element removed without first The system is
network element in the system. removing its alarms. removing the
Deleting count alarms. relevant alarms.
Category: bad oid
TAvm count bad oids found in table CRITICAL |Bad businessObjects were The system is

businessObject

inserted into the database.

removing them.

] Cisco Active Network Abstraction 3.6.6 User Guide

0L-19195-02 |

Error Reference |



| Part6: Appendix B Error Reference
Error and Event Messages W

Table B-1 System-Detected Error and Event Messages (continued)

Source 0ID |Description Severity Cause Action

Category: bos misconfiguration

IElementM |duplicate_value is configured as MAJOR XML files were edited manually |Fix XML file.

anagement |existing_element in Unit unit_ip AVM and incorrectly. Remove conflicting
avm_id 2.ln(‘1 a}:i)] 16\1; new_eleme.r;lt in Unit Note: The existing element is a entry.
new_unit_ip new_avm_t VNE. The duplicate value is

either the VNE’s name or its IP
address.

Category: drop affected

TAvm Dropping affected Message of size:size |CRITICAL |The system was shut down while |The system
the total affected waiting to be saved removing affected messages. removes the
is:count remaining affected

messages.

Category: event-rate-limiter

IAvm Dropped Events Report CRITICAL |There is an event burst in the Check the network

network. The number of events  |for the root cause of
Long Description received exceeded the the event burst.
List of dropped events, with the total C%SCO ANA threshold.
number of events dropped for each type Cisco ANA dropped the excess
of event. For example: events.
Count type (ID)
282 dotlgBridge trap
(dotlgBridge trap
601 generic trap (generic
trap)

TAvm number_of_seconds sec limiter for CLEARED |The rate of events received has None needed.
default event type reached CLEARED now dropped below the threshold
threshold and is normal.

TAvm number_of_seconds sec limiter for WARNING |The rate at events are being Check the network
default event type reached WARNING received is very close to the for the root cause of
threshold defined threshold value. There the event burst.

may be an event burst in the
network.

Category: free space

IAvm No room for tablespace CRITICAL |There is no free space on the disk |Free some space on
tablespace_name on the disk partition that the database the disk partition.

occupies.

IAvim No room for object_name in tablespace |MINOR There is not enough free table The system will
tablespace_name space to accommodate growth in |increase the table

the table space. space when the
table needs to grow.
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Part 6: Appendix B

I Error and Event Messages
Table B-1 System-Detected Error and Event Messages (continued)
Source 0ID |Description Severity Cause Action
Category: no stacktrace
TAvm Session discard a msg due to an MAJOR An exception occurred while If this event recurs
exception exception_msg handling an internal message. frequently, check
the logs for the
exception type.
Category: partitioning
IAvim Unable to split partition partition_name |CRITICAL |The system did not split the Contact Cisco
on table_name because it contains data! partition before the system Support.
started inserting data into it.
Category: queue-size-limiter
IAvm Queue Size Limiter Report CRITICAL |There was an event burst in the |Check the network
network. The number of events  |for the root cause of
received exceeded the the event burst.
Cisco ANA threshold.
Cisco ANA dropped the excess
events.
Category: session timeout
TAvm Session creator creator has timed out |MINOR The response to the last ping Notify Cisco
(session XID=session_xid) message was longer than the Support (low
threshold time. This can result priority).
from delays and errors in the
network or the application.
Category: severity
IAvim Found Integrity problem on problems |CRITICAL |There was a problem calculating |The system will fix
elements the severity. the inaccuracy.
Category: tickets capacity
IAvm Tickets capacity back to normal. CLEARED |The number of tickets None needed.
Cisco ANA is generating has
dropped below the defined
threshold value.
IAvm Tickets capacity overflow, red threshold |CRITICAL |The number of new tickets Check the network
reached. Cisco ANA is generating has for the root cause of
reached the defined threshold the event burst.
value.
Category: user disabled
TAvm Too many failed login, user disabled MINOR Too many failed login attempts  |Investigate the

username

caused Cisco ANA to set the user
ID to disabled.

reason for the user
login failures. If the
reason was
legitimate, reset the
user profile to
enabled.
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| Part6: Appendix B

Error Reference

Error and Event Messages

Table B-1 System-Detected Error and Event Messages (continued)
Source 0ID |Description Severity Cause Action
Category: Device System Events
IElementM |Agent agent_ip is not loading because |MINOR The polling group defined while |Verify the polling
anagement |of incorrect polling group. BOS Unit = adding the agent does not exist or |group definition
unit_ip AVM = avm_id is corrupt. and specify the
correct polling
group.
[ElementM |Configuration Error - Duplicate IP CRITICAL |The error can occur when: Remove the agent
anagement |[existing_ip]. Will unload device. « A duplicate agent IP was ;vPlth thf:fduﬁhcate
added by mistake, even if the > reCtT y that on
the device, and then
management [P address on d4d th -
the device is different; or add the agent again.
e Two devices have a duplicate
management IP address and
two agents for these two
devices were added.
[ElementM |Configuration Error - Duplicate Key CRITICAL |Cisco ANA found a duplicate Assign aunique key
anagement |[existing_key]. Will unload device. device key and will unload the to the device, then
device. reload it.
IElementM |Agent agent_ip is starting. BOS Unit = [MINOR The specified VNE is starting. None needed.
anagement |unit_ip AVM = avm_id
IElementM |Agent agent_ip is shutting down. BOS |MINOR The specified VNE is shutting None needed.
anagement |Unit = unit_ip AVM = avm_id down.
IElementM |Agent agent_ip not responding: BOS  |MAJOR The specified VNE is not Check AVM logs
anagement |Unit = unit_ip AVM = avm_id responding. for any errors or
memory issues.
[ElementM |Agentagent_ip suppressed: BOS Unit= |MAJOR The specified VNE is not Check the VNE and
anagement |unit_ip AVM = avm_id responding. Efforts to restart the |restart manually.
VNE have failed, so Cisco ANA
is now suppressing the VNE.
[ElementM |Out of Memory CRITICAL |The AVM memory is insufficient. |Increase the amount
anagement of memory
allocated to the
AVM.
Category: AVM System Events
IAvm AVM avm_id is starting. BOS Unit=  |MINOR The specified AVM is starting. None needed.
unit_ip
TAvm AVM avm_id is shutting down.BOS MINOR The specified AVM is shutting None needed.
Unit = unit_ip down.
TAvm AVM avm_id suppressed: BOS Unit = |MINOR The specified AVM is not Check AVM logs
unit_ip AVM = avm_id responding and Cisco ANA’s for any evident
efforts to restart it have failed errors, rectify those
multiple times. Cisco ANA is errors, and restart
now permanently suppressing the |manually.
AVM.
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Part 6: Appendix B

I Error and Event Messages

Table B-1 System-Detected Error and Event Messages (continued)

Source 0ID |Description Severity Cause Action

IAvm AVM avm_id not responding: BOS Unit |[MAJOR The specified AVM is not Check AVM logs
= unit_ip AVM = avm_id responding. for any evident

errors, rectify those
errors, and restart
manually.

IAvm Memory usage normal CLEARED |The amount of memory the AVM |None needed.
consumes has returned to normal
(occurs only after usage was set
to HIGH).

TAvm Memory usage high WARNING |The amount of memory the AVM |Considerincreasing
consumes exceeded the HIGH the amount of
threshold (set as a percentage of |memory for this
total memory; default is 85%). AVM.

TAvm AVM avm_id started. BOS Unit = MINOR The specified AVM has started. |None needed.

unit_ip

TAvm AVM avm_id shut down.BOS Unit = MINOR The specified AVM has shut None needed.
unit_ip down.

TAvm An outgoing frame_type frame to MAJOR There is insufficient buffer space |Note the machine’s
port_peer_description was dropped for outgoing transport frames. CPU usage and then

contact Cisco
Support.

TAvm repeat_count_frames were dropped in |MAJOR There is insufficient buffer space. |Note the machine’s
the last time seconds - for example an Repeated events were suppressed |CPU usage and then
outgoing frame_type frame to to avoid an event storm. contact Cisco
port_peer_description Support.

IAvm A deserialization error occurred: class |MAJOR Code incompatibility exists Contact Cisco
version error while deserializing a between the source’s AVM and  |Support.
frame_type_name frame from the target’s AVM.
transport_string to
transport_string:class_name

TAvm deserialization_error_repeat_count MAJOR A code incompatibility exists; Contact Cisco
deserialization errors occurred in the repeated events were suppressed. |Support.
last time seconds - for example: class
version error while deserializing a
frame_type_name frame from
transport_string to
transport_string:class_name

Category: Unit System Events

IMC Server unit_ip manual failover initiated. |MAJOR A manual failover was requested |[None needed.

Raising Redundant machine =
redundant_unit_ip

for unit unit_ip.Cisco ANA is
attempting to start the specified
standby machine.
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Error Reference

Error and Event Messages

Table B-1 System-Detected Error and Event Messages (continued)
Source 0ID |Description Severity Cause Action
IMC Server unit_ip not responding. Raising |MAJOR A manual failover was requested |None needed.
Redundant machine = for unit unit_ip.Cisco ANA is
redundant_unit_ip attempting to start the specified
standby machine.
IMC Server unit_ip manual failover initiated. |MAJOR The High Availability service Assign a machine
No Redundant machine available. cannot service the failover to serve as a
request because it cannot find an |standby unit.
assigned standby machine.
IMC Server unit_ip not responding. No MAJOR The High Availability service Assign a machine
Redundant machine available. cannot service the failover to serve as a
request because the assigned standby unit.
standby machine unit_ip is not
responding and there is no
machine assigned to replace it.
IMC Registry Possibly out of Sync. WARNING |The Registry service has detected |Reload the unit.
that the registry is not
synchronized with the golden
source.
IMC BOS Unit unit_ip is starting. MINOR The specified unit is starting. None needed.
IMC BOS Unit unit_ip is shutting down. MINOR The specified unit is shutting None needed.
down.
IMC Uplink to MINOR The administrator disabled the None needed.
peer_host_address/peer_AVM_id uplink to the specified host or
disabled peer AVM.
IMC Uplink to MINOR The administrator disabled the None needed.
peer_host_address/peer_AVM_id uplink to the specified host or
enabled peer AVM.
IMC Uplink to MINOR The uplink connection with the |None needed.
peer_host_address/peer_AVM_id specified host or peer AVM was
connected established.
IMC Uplink to MINOR The uplink to the specified host |Look for IP
peer_host_address/peer_AVM_id down or peer AVM was lost. connectivity
problems.
Category: Others
IManagedE |VNE definitions did not load properly |CRITICAL |Cisco ANA was unable to load Check the AVM
lement VNEs. logs for any evident

Long Description

VNE definitions did not load properly.
Reason: reason

errors, rectify those
errors, and restart
manually.
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B Message Glossary

Table B-2 Error and Event Messages

Description

Cause

Action

The key of AVM unit_ip:avmid (avmeap) was changed

to newkey

The Administrator changed the AVM
key.

None needed.

Full GC max time exceeded (reached seconds seconds)

The system moved some of the heap
to the swap.

Increase the amount of
physical memory or reduce
the amount of memory
allocated to the AVM.

AVM not responding, DNA Unit: unit_ip, AVM: avm_id

The High Availability service
determined that the AVM avm_id on
unit unit_ip is not responding.

None needed.

AVM suppressed, DNA Unit: unit_ip, AVM: avm_id

The High Availability service has
suppressed AVM avm_id on unit
unit_ip. This means that the AVM
will not be started again
automatically.

Resolve the problem that
caused the suppression, then
restart the AVM manually.

Out Of Memory, DNA Unit: unit_ip, AVM: avm_id

The specified AVM exceeded its
allocated memory.

Assign more memory to the
AVM, then restart the AVM.

A message was dropped from vne_xid’s mailbox:
message_class from XID to XID

There is insufficient buffer space in
the specified VNE’s message queue.

Contact Cisco Support.

number messages were dropped in the last number
seconds — for example this message from vne_xid’s
mailbox: message_class from XID to XID

There has been insufficient buffer
space in the specified VNE’s
message queue for the specified time,
and repeated events are being
suppressed.

Contact Cisco Support.

Dropped events report:
event type:number
event type:number

The event type reached its rate limit

and events of this type were dropped.

Contact Cisco Support.

period_in_seconds sec period limiter for event_type
event type reached WARNING threshold

The event type reached its warning
threshold.

Contact Cisco Support.

period_in_seconds sec period limiter for event_type
event type reached CLEARED threshold

The event type reached its cleared
threshold.

None needed.

Message Glossary

Term Definition

AVM Autonomous Virtual Machine

avim_id Autonomous Virtual Machine identifier
avm_key Autonomous Virtual Machine key

BOS Cisco ANA

DNA Cisco ANA
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MC Metro Central
VNE Virtual Network Element

Cisco Active Network Abstraction 3.6.6 User Guide
[ oL-19195-02 .m



Part 6: Appendix B Error Reference |

B Message Glossary

Cisco Active Network Abstraction 3.6.6 User Guide
m. 0L-19195-02 |



	Error Reference
	Error and Event Messages
	Message Glossary



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


