Task 7—Using HP OpenView to Create the
SNMP Framework

About HP OpenView

The primary function of HP OpenView (HPOV) is to manage faults.
In this case study, HP OpenView:
e Discovers all the devices in the network.

¢ Functions as the central-starting point for other element managers (EM). After HPOV is installed,
the remaining components of the network management architecture are built around HPOV.

¢ Resides on the same Unix workstation as CiscoWorks 2000 Resource Manager Essentials,
which gathers the following database information from HPOV:

— Device names and IP addresses

— Community strings

Figure 25  Other Element Managers Start from HPOV
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Note  This section assumes that HP Network Node Manager Release 5.0 is already installed on
a Solaris workstation.
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Il About HP OpenView

Describing the advanced capabilities of HPOV is outside the scope of this document. For more
information, go to http://ovweb.external.hp.com/lpe/doc_serv/ and http://www.openview.hp.com

For Cisco IOS SNMP configurations, see the “Task 1—Enabling SNMP in a Cisco IOS Device” section
on page 41.

Verifying the SNMP Configuration

To verify that the HPOV daemons are running and the SNMP configuration is correct, follow these
steps:

Step1  Start HPOV from the command line by entering the ovw& command from the /opt/OV/bin directory:

aurora:/opt/OV/bin ->ovw&
[1] 5079

Step2  Verify that all the HPOV daemons are running by entering the ovstatus command from the root
directory:

aurora:/ ->ovstatus
object manager name: OVsPMD
state: RUNNING
PID: 430
exit status: -

object manager name: ovwdb

state: RUNNING
PID: 431
last message: Initialization complete.

exit status: -

object manager name: ovtrapd

state: RUNNING
PID: 433
last message: Initialization complete.

exit status: -

object manager name: ovactiond

state: RUNNING
PID: 434
last message: Initialization complete.

exit status: -

object manager name: pmd

state: RUNNING
PID: 432
last message: Initialization complete.

exit status: -

object manager name: ovtopmd

state: RUNNING
PID: 435
last message: Connected to native database: "openview".

exit status: -

object manager name: netmon

state: RUNNING
PID: 450
last message: Initialization complete.

exit status: -
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Step 3

~

Note
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About HP OpenView M

object manager name: snmpCollect

state: RUNNING
PID: 451
last message: No values configured for collection.

exit status: -

object manager name: ovrepld

state: RUNNING
PID: 452
last message: Initialization Complete.

exit status: -

~

Note If a daemon is not running, try restarting it by using the commands ovstop
daemon-name and ovstart daemon-name. If a daemon is still not running, an
HPOV license issue may exist. For more information, go to
http://www.openview.hp.com

From HPOV, enter the SNMP community strings and target loopback IP addresses for each Cisco IOS
device. From the Options menu, select SNMP Configuration.

In the SNMP Configuration screen, enter the following information:
e Target field—The target loopback IP address (for example, 172.21.10.1)
e Community field—The Read-Only (RO) community string (for example, SurfShOp)
e Set Community field—The Read-Write (RW) community string (for example, Scrapmetal)

Accept the default SNMP parameters in the other fields in the SNMP Configuration
screen.

Caution

9 <

Do not use the SNMP community strings “public,” “private,” or “cisco.” These strings are
well-known within the industry, and they are common defaults. These strings are open
invitations to attacks—even if you use filters.
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Step 4

Figure 26  SNMP Configuration: Loopback IP Address and Community Strings
SNMP Configuration for aurora
Specific Nodes

Hode Community Set Community Prasxy Timeout Retry

Surfohip Sorapmetal

IP Address Wildcards

IP Wildcard Community Set Community Prosxy Timeout Retry
Default

Default Communi ty Set Community Prosxy Timeout Retry

Global Default public = {none> 0,8 2

SMNMP Parameters

Use Proxy to Access Target
Proxy |
Target 172.21.10.1
Community Eurfshop
Set Community Scrapmetal
Timeout !
Retry Count
Remote Port |

Status Polling
3 Anniy Close

Click Add and Apply to submit the entries.

Part  Polling

Port Polling

Port  Polling

Help

am

Add
Reset
Replace

Delete

Heordey

&) ¥

35437

i Basic Dial NMS Implementation Guide



| Task 7—Using HP OpenView to Create the SNMP Framework
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About SNMP Demand Polls

Perform an SNMP demand poll for a new managed device if you do not want to wait for the next
automatic topology poll. HPOV performs less frequent automatic topology demand polls as your
network and the HPOV device database becomes more static.

When the HPOV daemons start, HPOV discovers the devices in your network. Depending on which
discovery options are configured, the device map is based on Layer 2 or Layer 3 information.
Choosing discovery options is outside the scope of this document.

Depending on the number of devices that need to be discovered, it could take hours or even days for
HPOV to discover a device. If HPOV cannot find a device, enter the device manually in to the database.
See the “Using the HPOV CLI to Enter a Device into the Database” section on page 118.

To organize and adjust the top-level map, see the “Creating and Adjusting Maps” section on page 111.

Performing an SNMP Demand Poll

Step 1
Step 2

To perform an SNMP demand poll, follow these steps:

From the Root screen, double click the planet Earth Internet icon.

Inspect the top-level map of the discovered devices in your network.

Figure 27  The Top-Level Device Map
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M About SNMP Demand Polls

Map color legend:
e Green—The device is up.
¢ Yellow—Multiple interfaces are down.
e Light blue—One interface is down.
e Dark blue—The device is detected, but it has never been managed. The device is unreachable.
¢ Red—The device is down and unreachable.
Step3  Select a device icon in the map (single click).
Step4  Go to Fault.
Step5  Select Network Connectivity: Poll Node.

Figure 28  SNMP Walk-Polling Results
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Demand polls enable HPOV to:
e Detect the sysobjectID (vendor ID) for each Cisco device.
e Associate MIBs with each device.

¢ Collect interface information.

Table 31  Important Fields to Inspect In the Polling Results

Field Description

Changing SNMP sysobjectID |Indicates SNMP is working and the system identifier for the device
to .1.3.6.1.4.1.9.1.162 was found. This field appears only the first time a device is
successfully polled.

HPOV changes a generic router icon into a Cisco device icon after
the sysobjectID is found. The trailing number series, for example
.1.3.6.1.4.1.9.1.162, is the OID that identifies a node as a

Cisco device.

Supported versions Describes which versions of SNMP are supported by HPOV, such as
SNMPv1 and SNMPv2C.
Verify node name Verifies the node name is valid.
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Table 31  Important Fields to Inspect In the Polling Results (continued)

Field Description

Interface Confirms the interfaces were successfully pinged.

Get system description Verifies that the system description information was collected, so
you can identify the software version running on the device.

Testing SNMP Get Requests

Step 1
Step 2

To test that a device responds to SNMP Get requests, follow these steps:

Select a device icon in the map (single click).

From the Fault menu, select Test IP/TCP/SNMP.

Figure 29  Successful SNMP Test
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This action performs one ICMP echo, one TCP connection, and one SNMP get. SNMP is working if the
“OK” message appears under the SNMP Get field.

Table 32 describes the important fields in Figure 29.

Table 32  Test IP/TCP/SNMP Field Descriptions

Field Returned Value |Description

Node 172.21.102.33 | The target loopback IP address of the Cisco device.

ICMP Echo 26 ms HPOV successfully pinged the device.

TCP Connect |OK HPOV successfully made a TCP connection with the device.
SNMP Get OK HPOV successfully made an SNMP query to the device.
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Troubleshooting SNMP and a Demand Poll

Step 1
Step 2

Step 3
Step 4

A

If a device is not responding to a demand poll, follow these steps:

Poll a different device to see if it responds to SNMP. If the device responds, HPOV is not the problem.

Ping the device that is not responding. If the ping works, the devices are communicating.

~

Note A firewall in the communication path can block ping and SNMP packets.

Verify that the SNMP community strings are correct.

Try polling the device from the HPOV command line. For example, enter the commands snmpwalk and
snmpget.

The syntax for the snmpget command line is as follows:

snmpget [options] node object-id [object-id]...

Options:
-d dump ASN.1l packet trace
-v version protocol version (1 or 2c)
-c community community string
-p port remote port
-t timeout retransmission timeout (1/10th seconds)
-r retries maximum retransmission attempts

Caution

Overpolling the wrong OIDs overloads CPUs and crashes network devices.

Verifying that SNMP Traps Are Received

Traps appear in the All Events Browser, which reports what is happening in the network. The events are
updated every few seconds. Understanding the severity level of a trap is important. One trap can be
critical; whereas, another trap can be informative.

Other ways to look for traps include:
e Using a network analyzer to capture and inspect data on the line.
e Using the snoop Unix command to sniff the line and inspect data.

To monitor the limits of a network, configure thresholds to set off alarms. For example, set up an alarm
for a CPU that sustains a 98 percent utilization for a specific amount of time.

Common mistakes include:
e Setting thresholds too low.

e HPOV is in a constant alarm state because you do not understand how to operate or monitor the
dynamics of the equipment.
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Step 1

Step 2

About SNMP Demand Polls

Setting up alarms for different kinds of traps is outside the scope of this document.

To verify that HPOV is receiving traps from devices in the network, follow these steps:

Open the All Events Browser. From the Fault menu, select Events.

Figure 30

Traps in the All Events Browser

4\ All Events Browser |
File Actions View Help
hck Severity Date/Time Source Message
Major | Sat Apr 15 23 nlab-site.cisco.com  172.21,102.33 reports address FE1 for 172.21.102.1, nlab-sit reported 41F via SNMP
Major w0 nlab-site.cisco.com  172.21.102.32 reports address 0x003094D91F81 for 172.21.102.1, nlab-site.cisco.com reported 0xD0500BODI41F via SNMP
Nornal il 172.21.101.20 TCP connection has been terninated (tcpComnectClose Trap) tsLineUser
Magor 02 nlab-site.cisco.con  172.21.102.39 reports address 0x003094091F81 for 172.21.102.1, nlab-sit reported 41F via SNN®
Hornal 03 172.21.101.20 TCP connection has been terminated (tcpComnectClose Trap) tsLineUser
Nornal 05 172.21.101.20 TCP connection has been terninated. (tcplomnectClose Trap) tsLineUser
Hornal i 172.21.101.20 TCP comnection has been terminated (tepbomnectClose Trap) tsLineUser
Nornal 03 172.21.101.20 TCP connection has been terninated. (tcplomnectClose Trap) tsLineUser
Magor 10 nlab-site.cisco.com  172.21.102.30 reports address 0x003094D91F81 for 172.21.102.1, nlab-site.cisco.com reported 0x0DS00BODIAIF via SNMP
Mejor 1 nlab-site.cisco.com  172.21,102.36 reports address FE1 for 172.21.102.1, nlab-sit reported 41F via SNMP
Major 1 nlab-site.cisco.com  172.21.102.33 reports address 0x003094091F81 for 172.21.102.1, nlab-sit reported 41F via SNNP
Hornal 11 172.21.101.20 TCP connection has been terninated (tcpbomnectClose Trap) tsLineUser
Magor 1 nlab-site.cisco.con  172.21.102.32 reports address 0x003094091F81 for 172.21.102.1, nlab-sit reported 41F via SNN®
Major 12 nlab-site.cisco.com  172.21.102.33 reports address 0x003094091F81 for 172.21.102.1, nlab-sit reported 41F via sNI®
Major bt aurora Network Node Manager Licemse expires on Thu Jul 27 16
Major 11: nlab-site.cisco.com  172.21.102.36 reports address 0x003094091F81 for 172.21.102.1, nlab-site.cisco.com reported 0x00S00BODIAIF via SNMP
Nornal 11 172.21.199.1 TCP connection has been terninated. (tepfomnectClose Trap) tsLineUser
Hornal 11 172.21.199.1 TCP comnection has been terminated (tepComnectClose Trap) ksLineUser: (#2)
Nornal 11 172.21.199.1 TCP connection has been terninated (tepComnectClose Trap) ksLineUser: (#3)
Hornal 11 nlah-gu-server. cisco. com Hode added
Major 12 nlab-site.cisco.con  172.21.102.32 reports address 0x003094091F81 for 172.21.102.1, nlab-sit reported 41F via sNY®
Nornal 13 172.21.199.1 TCP connection has been terninated. (tcplomnectClose Trap) tsLineUser
Hornal 13 172.21.199.1 TCP comnection has been terminated (tepComnectClose Trap) ksLineUser: (#2)
Nornal 13 172.21.199.1 TCP connection has been terninated. (tcplonnectClose Trap) ksLineUser: (#3)
Magor Apr 24 14 nlab-site.cisco.com  172.21.102.30 reports address 0x003094D91F81 for 172.21.102.1, nlab-site.cisco.com reported 0xD0S00BODIAIF via SNMP
Nornal Mon Epr 24 15 172.21.102.30 TCP connection has been terninated (tcpbomnectClose Trap) tsLineUser
Major |Mon Apr 24 15 aurora Network Node Manager license expires on Thu Jul 27 16:59:59 2000
Major |Mon Apr 24 15:37:54 aurora Network Node Manager license expires on Thu Jul 27 16:59:59 2000
Varndng Yon Apr 24 15:39.17 172.21,189.1 Cisco Incorrect Comwnity Nane (suthenticationFailure Trap) authAddr: surora
Warning Mon Apr 24 15:39:19 172.21.199.1 Gisco Tneorrest Comnunity Wame (authenticationFailure Trap) authAddr: surera
Varndng Mon Apr 24 15:39.18 172.21,189.1 Cisco Incorrect Comwnity Nane (suthenticationFailure Trap) authAddr: surors (#2)
Mornal Mon Epr 24 15:40:50 172.21 1991 TCP comnection has been terminated (tepbomnectClose Trap) tsLineUser
Nornal Mon Epr 24 15:40:51 172.21.109.1 TCP connection has been terninated. (teplomnectClose Trap) tsLineUser
Mornal Mom Epr 24 15:40:51 172.21.199.1 TCP comnection has been terminated (tepCommectClose Trap) ksLineUser: (#2) -
=]
1220 Events - Criticalil8 Major:466 Minox:60 Warning:36 Nommal:640 A

Force a trap to be sent into the browser by manually causing a fault. Pull out a card on a Cisco device

or shut down an interface.

Caution

Step 3

Do not shut down a communication link that can cause a service outage.

Look for traps in the browser.
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Unmanaging the Dial Ports

Do not poll the asynchronous and serial interfaces on Cisco access servers. The reasons for this

recommendation include:

As remote users dial in to an access server, it is normal behavior for asynchronous and serial

interfaces to regularly go up and down.
On an average 20-minute call, one modem normally produces three alerts. At approximately 6

alerts per hour, one modem can produce up 144 events each day. One Cisco AS5800 fitted with

1296 modems can produce up to 186,624 modem events per day.

To unmanage the asynchronous and serial interfaces for a Cisco access server, follow these steps:

From the top-level map, double click on an access server icon. The available interfaces and ports appear.

Step 1

Available Interfaces and Ports for a Cisco AS5800

Figure 31
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Color legend:

Blue—The port is managed, but it is administratively down on the Cisco 10S.

Red—The port is managed, but it is in a down state.

Green—The port is managed, and it is up.

Tan—The port is unmanaged.
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Step 2

Step 3
Step 4

About SNMP Demand Polls

Find the following interfaces:
e Serial interface channels (B and D channels). For example, Se1/0/0:6 and Se1/0/0:23
e Asynchronous interfaces. For example, Async 1/2/1
Select a group of ports to unmanage. Draw a box around the ports, or select them individually.

From the Map menu, select Unmanage Objects. Unmange all ports except the T1 trunks, loopback
management interface, and Ethernet interface. Statistics are polled from managed ports.

You must unmanage the serial and asynchronous ports, which appear tan.

When the status of an object changes (to managed or unmanaged), HPOV switches to
synchronization mode.

Creating and Adjusting Maps

A

Maps provide a view of the network topology, and they enable you to quickly troubleshoot faults in the
network. HPOV automatically polls devices and builds maps for you; however, devices often get
stacked in the map, which is undesirable.

The following procedure saves you from having to refresh all your submaps each time a new device
appears in the network. After you implement the following procedure, new devices will appear in the
New Object Holding Area.

Caution

Deleting a device from a submap removes the device from the database. To load a device
back into the database, see the “Using the HPOV CLI to Enter a Device into the Database”
section on page 118.
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Il About Discovery Filters

Step 1

Step 2
Step 3
Step 4

To manually re-structure device maps to adequately represent your network and turn off the
automatic-layout function for the top-level map, follow these steps:

Re-structure the top-level map by selecting and moving device icons. For example, put a collapsed
backbone in the center of the map; then, position devices around the backbone.

Figure 32  Top-Level Map Adjustments
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Go to View.
Select Automatic Layout.
Choose Off For This Submap.

About Discovery Filters

A discovery filter is an ASCII file that HPOV reads to limit the discovery of devices on the network.
Use a discovery filter to:

e Define the subnets and devices you want to monitor.

¢ Avoid managing PCs and other non SNMP devices on the network.

Sometimes HPOV discovers too many devices. If HPOV discovers devices beyond your target network,
such as the entire Internet, the performance of the Unix host decreases significantly. If the device maps
begin filling up with networks, routers, and other devices that do not belong to you, use a discovery
filter.
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About Discovery Filters W

After a filter is set up, HPOV will not discover devices unless they are defined by the filter. Edit the
filter each time a new device is added to the network.

For more information about discovery filters, go to http://www.openview.hp.com

Setting Up and Editing a Discovery Filter

Note

The filter file is located in the /etc/opt/OV/share/conf/C directory. A sample file is shown in the
following step-by-step example. The file has been manually edited and abbreviated to include a specific
node list and filter list for this case study:

¢ Node list—A list of specific devices. In the example, the list is called TheNetNodes. There are two
devices in the list: AS5800-1 and AS5800-2.

¢ Filter list—A list of attributes for the specified devices. In the example, the list is called
TheNetFilters, which specifies the filtering attributes for the devices in the node list. For example,
all devices must be SNMP compliant and Cisco devices.

The following are examples of complete filter files. These filters are examples which may be useful in
your environment. Feel free to modify these filters or add your own.

The following example is the default filter file:

aurora:/etc/opt/OV/share/conf/C ->1s

filters oid_to_sym trapd.conf

aurora:/etc/opt/OV/share/conf/C ->cat filters

@ (#) SOV_CONF/SLANG/filters

@ (#)HP OpenView NNM Release B.05.01 Jun 21 1997

@ (#)Copyright (c) 1990-1997 Hewlett-Packard Company

SRevision: /main/TORNADO/NNM_NT/5 $ S$Dhate: 1997/01/13 19:35 UTC $

The behavior of topology filters in a distributed environment changed as of DFIX 5027.
This file documents the behavior as of that patch level. This should be considered the
correct specification of how topology filtering behaves in a distributed environment.

Sets are a simple way to list string values to test against in a filter. The IN operator tests a field value
for membership in a set defined in the following example:
servers "Set of Servers" { "svl", "sv2", "sv3" }

gateways "Backbone gateways " { "gwl", "gw2", "gw3" }
TheNetNodes "TheNet Node List" { "AS5800-1", AS5800-2" }

Filters and filter expressions are used as topology, discovery, map, or persistence filters. Applications
that use filters (like ipmap(1), ovtopmd(1m), ovtopodump(1), and ovtopofix(1m)) can take the name of
a filter or a filter expression.

The following filters are potentially useful as either discovery or topology filters, or components for
building map filters.

Discovery Filters

Networks and segments are not directly testing with discovery filters, so there is no need to include
isNetwork Il isSegment in these filters. You can include networks or segments in a discovery filter, but
they are not acted upon.
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Note

Because nodes are only discovered in managed networks, the network must already exist and be
managed before the filtering test can be applied. New networks connected to discovered nodes can be
discovered unmanaged. For discovery filters, a node and all its interfaces can be thought of as a single
object. If any interface or the node itself passes the filter, the node and all of its interfaces will pass the
filter.

The file called ovtopofix -f follows the discovery filter semantics and only applies to locally monitored
objects. However, if a network or segment is empty after the processing of the nodes with the -f option,
that segment or network is also removed. The ovtopodump(1) file also follows the discovery filter
semantic, and the filter only applies to nodes and interfaces.

The following are discovery filter examples:

Networks "Any network" { isNetwork }
Segments "Any segment" { isSegment }
Nodes "Any node" { isNode }

Map and Topology Filters

For these filters, all objects are subject to filtering. You must specify the networks and segments to be
passed. Furthermore, objects are displayed and included only if all their parent objects (submaps) pass
the map and topology filter. For example, if no networks would pass the filter (isNetwork is not
included), then all segments and non-gateways nodes would be filtered out. Like discovery filters, if any
interface or node passes a map filter, the node and all of its interfaces also pass the filter.

See the Filter Expressions section for map and topology filter examples.

Prior to DFIX 5027 topology, filtering behaved similar to discovery filtering.

The following filters are primarily for example purposes, though they might be useful as discovery
filters. They do not generally make sense as map or topology filters because they do not specify the
inclusion of networks and segments. They also make sense as parts of a filter expression.

Routers "Any Router" { isRouter }

IPRouters "Any IP Router" { isIPRouter }

Bridges "Any bridge" { isBridge }

Hubs "Any multi-port repeater" { isHub }

SNMPNode "Any node supporting SNMP" { isNode && isSNMPSupported }
LocalLAN "Nodes with interfaces on the 15.2.112-119 subnet" { "IP Addre}
NeighborLANs "Node with interfaces on the neighboring LANs on site"

{ "IP Address" ~ 192.1.2-10.* }
HPNodes "Hewlett-Packard nodes"

{ isNode && ( vendor == "Hewlett-Packard" ) }
UBNodes "Ungermann-Bass Nodes"

{ isNode && vendor == "Ungermann-Bass" }
NonHPNodes "Non-HP nodes"

{ isNode && ( vendor != "Hewlett-Packard" ) }

The following example filters use the sets defined above:
GatewaysSet "Any designated Gateway node" { "IP Hostname" in gateways }

ServersSet "Any designated Server node" { "IP Hostname" in servers }

The next two filters are useful for defining map and topology filters (see the Filter Expressions section).
They are not particularly useful as discovery filters because all networks and segments automatically
pass discovery filters. Nor are they useful as standalone map filters, since they do not pass any nodes.

NetsNSegs "All networks & segments" { isNetwork \\ isSegment }
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The network name below assumes an entry in /etc/networks. If no such entry exists, the actual network
name can be something like “15.2.112.”

MyNet "The network in which I'm interested"
{ isNetwork && "IP Network Name" == "yellow-lan" }

The next filter example shows a way to pass all objects contained in the subnet 15.2.112.0 with a subnet
mask of 255.255.248.0 (so the subnet range is 15.2.112.0 to 15.2.119.255). The inclusion of isSegment
is not a concern, because all segments outside of this network would be filtered out because the
networks containing them were filtered out. You must have some specification of segments if you want
the segment contents to be included.

EngrLan "The 15.2.112 subnet used by engineering"
{ ("IP Address" ~ 15.2.112-119.* ) || isSegment }

The following filter accomplishes the same thing as the above example but is more restrictive in the
specification of segments to only include segments in that engineering network. This assumes there is
an entry in /etc/networks to make sure that the subnet gets the name engr-LAN, and the segments in that
network all have a name of form engr-LAN.<variable>. Generally, the filter in the previous example can
accomplish most tasks, but using the following example might be necessary in some situations if you
want specific segments. In particular, it works well if you want to use this to EXCLUDE the objects in
this network. See the example in the Filter Expressions section below.
EngrLan2 "The 15.2.112 subnet used by engineering"

{ ( "IP Address" ~ 15.2.112-119.* ) ||
( "IP Segment Name" ~ "engr-LAN.*" ) }

The following filter example specifies that only objects that support IP should be included. This filter
should be used as a topology filter on any collection station discovering non-IP information (Level 2 or
IPX only nodes or networks) that is forwarding to an NNM 4.X management station. This filter does
not completely remove all non-IP information (for example, IPX interfaces on a node that also supports
IP do come through), but it does limit the impact on the management station and make migration to
NNM 5.X easier.

IPOnlyObjects "Only objects that support IP"

{ isIP || isSegment }

Filter Expressions

Filter expressions are simply combinations of filters defined in the same filter file (as above). Filter
expressions make it simple to combine filters without reproducing the expressions of each filter again.

The following example combines the two set filters defined above into one filter expression. It works
unmodified as a discovery filter. To make it work as a map filter, network and segment filtering must be
added (see below).

VitalNodes "All Gateways and Servers" { GatewaysSet || ServersSet }

You can turn the filters defined above into viable map or topology filters by simply adding the following
input:

|| NetsNSegs
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Note

Step 1

Step 2

Adding this input does not invalidate the filters as discovery filters; it just adds a superfluous test.

VitalNodesMap "All nets & segs, but only gateway and server nodes"
{ GatewaysSet || ServersSet || NetsNSegs}
LocalLANView "All nets & segs, but only local nodes"
{ LocallAN || NetsNSegs }
NetInfrastructure "Any network connecting device and what they connect"

{ Routers || Bridges || Hubs || NetsNSegs }
NetBackbone "Networks and gateways/routers"
{ Routers || Networks }

Using the filters defined above that include only a specific network, you can also exclude the specific
network. Note the use of the more specific form to exclude only the segments in the engineering LAN.
This could have been specified directly as a negation in the filter portion, but this form works well if

you have several networks to manipulate in this manner.

EverythingButEngr "Everything but the engineering LAN"
{ !'EngrLan2 }

In the filter expressions above, when used as map filters, you can pass all networks and segments. You
might want to see only a particular network. The following map filters accomplish this.

Though segments and nodes from other networks will pass the filters, IP Map will ignore
them because their parent networks will not pass.

These filters will not work as discovery filters because all network and segments
automatically pass discovery and topology filters.

MyNetMap "Only the network of interest and all its constituent parts"
{ MyNet || Segments || Nodes}
MyVitalNodesMap "Gateways, servers and segments in the net of interest"

{ MyNet || Segments || GatewaysSet || ServersSet }
TheNetNodeList "The this the filters for TheNet nodeslist
{ TheNetNodes || TheNetFilters }

The following example shows a map persistence filter, which ensures that all Ungermann-Bass are kept
in memory and up to date. This will also keep any containing submaps in memory.

PersFilter "Objects to keep in map memory" { UBNodes }

To set up and edit a discovery filter, follow these steps:

Find the filters file on your Unix workstation:

aurora:/etc/opt/OV/share/conf/C ->1s
filters oid_to_sym trapd.conf

Edit the filters file by using a text editor to include a node list and a filter list for your network
environment:

aurora:/etc/opt/0OV/share/conf/C ->vi filters

//

// @(#)SOV_CONF/S$SLANG/filters

// @(#)HP OpenView NNM Release B.05.01 Jun 21 1997

// @(#)Copyright (c) 1990-1997 Hewlett-Packard Company

// $Revision: /main/TORNADO/NNM_NT/5 $ S$Date: 1997/01/13 19:35 UTC $
//
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// This is the default filter file. These filters are examples
// which may be useful in your environment. Feel free to modify
// these filters and/or add your own. See OVfilterIntro(5)

// for more information on this file.

// NOTE: The behavior of topology filters in a distributed environment
// changed as of DFIX 5027. This file documents the behavior as of that
// patch level. This should be considered the correct specification of
// how topology filtering behaves in a distributed environment.

/7

// Sets are a simple way to list string values to test

// against in a filter. The "IN" operator tests a field value
// for membership in a set defined here.

//

Sets {

//

// These are simple examples of sets.

//

servers "Set of Servers" { "svl1", "sv2", "sv3" }

gateways "Backbone gateways " { "gwl", "gw2", "gw3" }
TheNetNodes "TheNet Node List" { "AS5800-1", “AS5800-2" }

FilterExpressions {
//
// The following combines the two set filters
// defined above into one FilterExpression.
// It works unmodified as a discovery filter.
// To work as a map filter, network and segment filtering
// must be added (see below).

VitalNodes "All Gateways and Servers" { GatewaysSet || ServersSet }
//

// One can turn the filters defined above into viable map or

// topology filters by simply adding "|| NetsNSegs". (Doing so

// does not invalidate the filters as discovery
// filters. It just adds a superfluous test.)
//
VitalNodesMap "All nets & segs, but only gateway and server nodes"
{ GatewaysSet || ServersSet || NetsNSegs}
LocalLANView "All nets & segs, but only local nodes"
{ LocallAN || NetsNSegs }
NetInfrastructure "Any network connecting device and what they connect"

{ Routers || Bridges || Hubs || NetsNSegs }
NetBackbone "Networks and gateways/routers"
{ Routers || Networks }

// Using the filters defined above that include only a specific
// network, we can also exclude the specific network like this
// Note the use of the more specific form to exclude only the segments
// in the engineering lan. This could have been specified directly
// as a negation in the filter part, but this form works well if you
// have several networks to manipulate in this manner.
EverythingButEngr "Everything but the engineering LAN"

{ !'EngrLan2 }

// Of course the above filter expressions, when used as

// map filters, pass all networks and segments. You

// may wish to see only a particular network. The following map
// filters accomplish this. Note that though segments
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// and nodes from other networks will pass the filters, IP Map
// will ignore them because their parent networks will not pass.
// NOTE: These filters will not work as Discovery

// filters because all network and segments automatically pass
// Discovery and Topology filters.

//
MyNetMap "Only the network of interest and all its constituent parts"
{ MyNet || Segments || Nodes}
MyVitalNodesMap "Gateways, servers and segments in the net of interest"
{ MyNet || Segments || GatewaysSet || ServersSet }
TheNetNodeList "This is the filter for TheNet nodeslist
{ TheNetNodes || TheNetFilters }

// This is a map persistence filter which ensures that

// all Ungermann-Bass are kept in memory and up to date.

// Note that this will also keep any containing submaps in memory.
//

PersFilter "Objects to keep in map memory" { UBNodes }

Using the HPOV CLI to Enter a Device into the Database

Step 1

Step 2

Step 3

Sometimes devices do not appear in the device map, or they are accidentally deleted from the HPOV
database.

To manually load devices in to the HPOV database by using the CLI, follow these steps:

This step ensures that new host entries are safely loaded in to the database. Shutdown the netmon
daemon by entering the ovstop netmon command from the root directory. All automatic network
polling and database updates stops.

aurora:/ ->ovstop netmon

aurora:/ ->ovstatus netmon
object manager name: netmon

state: NOT_RUNNING

PID: 450

last message: Exited due to user request
exit status: Exit (0)

To load new devices in to the database, enter the loadhosts -m command from the root directory
followed by a single netmask for the devices. Include an end of file statement (EOF) to enter multiple
lines with one return.

aurora:/ ->loadhosts -m 255.255.255.0 <<EOF

> 10.10.10.104 hostname
> 14.14.14.14 host2name
> EOF

aurora:/ ->

~

Note  Enter devices by using a DNS format (IP address then hostname). Use spaces (not
tabs) to separate IP addresses from hostnames.

Restart the netmon daemon by entering the following commands:

aurora:/ ->ovstart netmon
aurora:/ ->ovstatus netmon
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object manager name: netmon

state: RUNNING
PID: 12812
last message: Initialization complete.

exit status:

Stepd  Go to the GUI and look for the new devices that appear in the new object holding area.

Step5 Perform a demand poll on each device to get the sysobjectIDs. After the demand poll is performed,
HPOV puts each new device into its correct place in the map.

Basic Dial NMS Implementation Guide g



Task 7—Using HP OpenView to Create the SNMP Framework |

M About Discovery Filters

i Basic Dial NMS Implementation Guide



	Task 7-Using HP OpenView to Create the SNMP Framework
	About HP OpenView
	Verifying the SNMP Configuration

	About SNMP Demand Polls
	Performing an SNMP Demand Poll
	Testing SNMP Get Requests
	Troubleshooting SNMP and a Demand Poll
	Verifying that SNMP Traps Are Received
	Unmanaging the Dial Ports
	Creating and Adjusting Maps

	About Discovery Filters
	Setting Up and Editing a Discovery Filter
	Using the HPOV CLI to Enter a Device into the Database




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


