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The NETCONF over BEEP feature allows you to enable either the NETCONF server or the NETCONF 
client to initiate a connection, thus supporting large networks of intermittently connected devices and 
those devices that must reverse the management connection where there are firewalls and network 
address translators (NATs). 

The Network Configuration Protocol (NETCONF) defines a simple mechanism through which a network 
device can be managed, configuration data information can be retrieved, and new configuration data can 
be uploaded and manipulated. NETCONF uses Extensible Markup Language (XML)-based data 
encoding for the configuration data and protocol messages. 

Blocks Extensible Exchange Protocol (BEEP) can use the Simple Authentication and Security Layer 
(SASL) profile to provide simple and direct mapping to the existing security model. Alternatively, 
NETCONF over BEEP can use the transport layer security (TLS) to provide a strong encryption 
mechanism with either server authentication or server and client-side authentication. 

NETCONF over BEEP sends notifications of any configuration change over NETCONF. A notification 
is an event indicating that a configuration change has happened. The change can be a new configuration, 
deleted configuration, or changed configuration. The notifications are sent at the end of a successful 
configuration operation as one message showing the set of changes, rather than individual messages for 
each line in the configuration that is changed.

Finding Feature Information in This Module

Your Cisco IOS software release may not support all of the features documented in this module. To reach 
links to specific feature documentation in this module and to see a list of the releases in which each feature is 
supported, use the “Feature Information for NETCONF over BEEP” section on page 21.

Finding Support Information for Platforms and Cisco IOS and Catalyst OS Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS 
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An 
account on Cisco.com is not required. 

http://www.cisco.com/go/cfn
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Prerequisites for NETCONF over BEEP
• A vty line must be available for each NETCONF session as specified by the netconf max-session 

command.

• SASL must be configured for BEEP Listeners.

Restrictions for NETCONF over BEEP
You must be running a crypto image in order configure BEEP using TLS. 

Information About NETCONF over BEEP
To configure the NETCONF over BEEP feature, you should understand the following concepts:

• NETCONF over BEEP, page 2

• NETCONF Notifications, page 3

• Simple Authentication and Security Layer, page 3

• Transport Layer Security, page 3

• Access Lists, page 4

NETCONF over BEEP
The NETCONF over BEEP feature allows you to enable BEEP as the transport protocol to use during 
NETCONF sessions. Using NETCONF over BEEP, you can configure either the NETCONF server or 
the NETCONF client to initiate a connection, thus supporting large networks of intermittently connected 
devices, and those devices that must reverse the management connection where there are firewalls and 
NATs.

The BEEP protocol contains a framing mechanism that permits simultaneous and independent 
exchanges of messages between peers. These messages are usually structured using XML. All exchanges 
occur in the context of a binding to a well-defined aspect of the application, such as transport security, 
user authentication, or data exchange. This binding forms a channel; each channel has an associated 
profile that defines the syntax and semantics of the messages exchanged. 
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The BEEP session is mapped onto the NETCONF service. When a session is established, each BEEP 
peer advertises the profiles it supports. During the creation of a channel, the client (the BEEP initiator) 
supplies one or more proposed profiles for that channel. If the server (the BEEP listener) creates the 
channel, it selects one of the profiles and sends it in a reply. The server may also indicate that none of 
the profiles are acceptable, and decline creation of the channel. 

BEEP allows multiple data exchange channels to be simultaneously in use. 

Although BEEP is a peer-to-peer protocol, each peer is labelled according to the role it is performing at 
a given time. When a BEEP session is established, the peer that awaits new connections is the BEEP 
listener. The other peer, which establishes a connection to the listener, is the BEEP initiator. The BEEP 
peer that starts an exchange is the client, and the other BEEP peer is the server. Typically, a BEEP peer 
that acts in the server role also performs in the listening role. However, because BEEP is a peer-to-peer 
protocol, the BEEP peer that acts in the server role is not required to also perform in the listening role. 

NETCONF Notifications
NETCONF sends notifications of any configuration change over NETCONF if the NETCONF peer has 
requested notifications to be sent. A notification is an event indicating that a configuration change has 
occurred. The change can be a new configuration, deleted configuration, or changed configuration. The 
notifications are sent at the end of a successful configuration operation as one message that shows the 
set of changes, rather than showing individual messages for each line in the configuration that is 
changed. 

Simple Authentication and Security Layer 
The Simple Authentication and Security Layer (SASL) is an Internet standard method for adding 
authentication support to connection-based protocols. SASL can be used between a security appliance 
and an Lightweight Directory Access Protocol (LDAP) server to secure user authentication.

Transport Layer Security 
The Transport Layer Security (TLS) is an application-level protocol that provides for secure 
communication between a client and server by allowing mutual authentication, the use of hash for 
integrity, and encryption for privacy. TLS relies upon certificates, public keys, and private keys. 

Certificates are similar to digital ID cards. They prove the identity of the server to clients. Each 
certificate includes the name of the authority that issued it, the name of the entity to which the certificate 
was issued, the entity’s public key, and time stamps that indicate the certificate’s expiration date. 

Public and private keys are the ciphers used to encrypt and decrypt information. Although the public key 
is shared, the private key is never given out. Each public-private key pair works together. Data encrypted 
with the public key can be decrypted only with the private key.
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Access Lists
You can optionally configure access lists for use with NETCONF over BEEP sessions. An access list is 
a sequential collection of permit and deny conditions that apply to IP addresses. The Cisco IOS software 
tests addresses against the conditions in an access list one by one. The first match determines whether 
the software accepts or rejects the address. Because the software stops testing conditions after the first 
match, the order of the conditions is critical. If no conditions match, the software rejects the address.

The two main tasks involved in using access lists with NETCONF are as follows: 

1. Creating an access list by specifying an access list number or name and access conditions. 

2. Applying the access list to NETCONF. 

For more information about configuring access lists, see the “IP Access Lists” section of the Cisco IOS 
IP Application Services Configuration Guide, Release 12.4.

How to Configure NETCONF over BEEP
This section contains the following tasks:

• Configuring a SASL Profile, page 4

• Enabling NETCONF over BEEP, page 5

• Configuring the NETCONF Network Manager Application, page 8

• Formatting NETCONF Notifications, page 10

• Monitoring and Maintaining NETCONF Sessions, page 14

Configuring a SASL Profile
To enable NETCONF over BEEP using SASL, you must first configure a SASL profile, which specifies 
which users are allowed access into the router. 

Perform this task to configure a SASL Profile.

SUMMARY STEPS

1. enable

2. configure terminal

3. sasl profile profile-name 

4. mechanism digest-md5

5. server user-name password password

http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hiap_c/ch05/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hiap_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hiap_c/index.htm
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DETAILED STEPS

Enabling NETCONF over BEEP
Perform this task to enable NETCONF over BEEP.

Prerequisites

• There must at least as many vty lines configured as there are concurrent NETCONF sessions.

• If you configure NETCONF over BEEP using SASL, you must first configure a SASL profile.

Restrictions

• A minimum of four concurrent NETCONF sessions must be configured.

• A maximum of 16 concurrent NETCONF sessions can be configured.

SUMMARY STEPS

1. enable

2. configure terminal

3. crypto key generate rsa general-keys

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

• Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 sasl profile profile-name

Example:
Router(config)# sasl profile beep

Configures a SASL profile and enters SASL profile 
configuration mode.

Step 4 mechanism digest-md5

Example:
Router(config-SASL-profile)# mechanism 
digest-md5

Configures the SASL profile mechanism.

Step 5 server user-name password password

Example:
Router(config-SASL-profile)# server user1 
password password1

Configures a SASL server.
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4. crypto pki trustpoint name

5. enrollment url url

6. subject-name name

7. revocation-check method1 [method2[method3]]

8. exit

9. crypto pki authenticate name

10. crypto pki enroll name

11. netconf lock-time seconds

12. line vty line-number [ending-line-number] 

13. netconf max-sessions session

14. netconf beep initiator {hostname | ip-address} port-number user sasl-user password 
sasl-password [encrypt trustpoint] [reconnect-time seconds]

15. netconf beep listener [port-number] [acl access-list-number] [sasl sasl-profile] 
[encrypt trustpoint]

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

• Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 crypto key generate rsa general-keys

Example:
Router(config)# crypto key generate rsa 
general-keys

Generates Rivest, Shamir, and Adelman (RSA) key pairs 
and specifies that the general-purpose key pair should be 
generated. 

Perform this step only once.

Step 4 crypto pki trustpoint name

Example:
Router(config)# crypto pki trustpoint 
my_trustpoint

Declares the trustpoint that your router should use and 
enters ca-trustpoint configuration mode.

Step 5 enrollment url url

Example:
Router(ca-trustpoint)# enrollment url 
http://10.2.3.3:80

Specifies the enrollment parameters of a certification 
authority (CA).
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Step 6 subject-name name

Example:
Router(ca-trustpoint)# subject-name 
CN=dns_name_of_host.com

Specifies the subject name in the certificate request.

Note The subject name should be the DNS name of the 
device.

Step 7 revocation-check method1 [method2[method3]]

Example:
Router(ca-trustpoint)# revocation-check none

Checks the revocation status of a certificate.

Step 8 exit

Example:
Router(ca-trustpoint)# exit

Exits ca-trustpoint configuration mode and returns to global 
configuration mode.

Step 9 crypto pki authenticate name

Example:
Router(config)# crypto pki authenticate 
my_trustpoint

Authenticates the certification authority (by getting the 
certificate of the CA).

Step 10 crypto pki enroll name

Example:
Router(config)# crypto pki enroll my_trustpoint

Obtains the certificate(s) for your router from the certificate 
authority (CA).

Step 11 netconf lock-time seconds

Example:
Router(config)# netconf lock-time 60

(Optional) Specifies the maximum time a NETCONF 
configuration lock is in place without an intermediate 
operation. The valid value range for the seconds argument 
is 1 to 300 seconds. The default value is 10 seconds.

Step 12 line vty line-number [ending-line-number]

Example:
Router(config)# line vty 0 15

Identifies a specific virtual terminal line for remote console 
access.

You must configure the same number of vty lines as 
maximum NETCONF sessions. 

Step 13 netconf max-sessions session

Example:
Router(config)# netconf max-sessions 16

(Optional) Specifies the maximum number of concurrent 
NETCONF sessions allowed.

Command or Action Purpose
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Configuring the NETCONF Network Manager Application
Notifications are a Cisco extension to the NETCONF standard and are sent only if the NETCONF peer 
requests notifications to be sent. 

Use the following XML string to enable the NETCONF Network Manager application to send and 
receive NETCONF notifications:

<?xml version="1.0" encoding="UTF-8"?><rpc> 
message-id="netconf.8.0"><notification-on/></rpc>

Use the following XML string to stop the NETCONF Network Manager application from sending or 
receiving NETCONF notifications:

<?xml version="1.0" encoding="UTF-8"?><rpc> 
message-id="netconf.8.12"><notification-off/></rpc>

Use the following XML to deliver the NETCONF payload to the Network Manager application:

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="http://www.cisco.com/cpi_10/schema" 
elementFormDefault="qualified" attributeFormDefault="unqualified" 
xmlns="http://www.cisco.com/cpi_10/schema" xmlns:xs="http://www.w3.org/2001/XMLSchema">
   <!--The following elements define the cisco extensions for the content of the filter 
element in a <get-config> request. They allow the client to specify the format of the 
response and to select subsets of the entire configuration to be included.-->
   <xs:element name="config-format-text-block">
      <xs:annotation>
         <xs:documentation>If this element appears in the filter, then the cllient is 
requesting that the response data be sent in config command block 
format.</xs:documentation>
      </xs:annotation>
      <xs:complexType>
         <xs:sequence>
            <xs:element ref="text-filter-spec" minOccurs="0"/>
         </xs:sequence>
      </xs:complexType>
   </xs:element>
   <xs:element name="config-format-text-cmd">
      <xs:complexType>

Step 14 netconf beep initiator {hostname | ip-address} 
port-number user sasl-user password 
sasl-password [encrypt trustpoint] 
[reconnect-time seconds]

Example:
Router(config)# netconf beep initiator host1 23 
user user1 password password1 encrypt 23 
reconnect-time 60

(Optional) Specifies BEEP as the transport protocol for 
NETCONF sessions and configures a peer as the BEEP 
initiator.

Note Perform this step to configure a NETCONF BEEP 
initiator session. You can also optionally configure 
a BEEP listener session.

Step 15 netconf beep listener [port-number] [acl 
access-list-number] [sasl sasl-profile] 
[encrypt trustpoint]

Example:
Router(config)# netconf beep listener 26 acl 
101 sasl profile1 encrypt 25

(Optional) Specifies BEEP as the transport protocol for 
NETCONF and configures a peer as the BEEP listener.

Note Perform this step to configure a NETCONF BEEP 
listener session. You can also optionally configure a 
BEEP initiator session. 

Command or Action Purpose
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         <xs:sequence>
            <xs:element ref="text-filter-spec"/>
         </xs:sequence>
      </xs:complexType>
   </xs:element>
   <xs:element name="config-format-xml">
      <xs:annotation>
         <xs:documentation>When this element appears in the filter of a get-config 
request, the results are to be returned in E-DI XML format. The content of this element is 
treated as a filter.</xs:documentation>
      </xs:annotation>
      <xs:complexType>
         <xs:complexContent>
            <xs:extension base="xs:anyType"/>
         </xs:complexContent>
      </xs:complexType>
   </xs:element>
   <!--These elements are used in the filter of a <get> to specify operational data to 
return.-->
   <xs:element name="oper-data-format-text-block">
      <xs:complexType>
         <xs:sequence>
            <xs:element name="show" type="xs:string" maxOccurs="unbounded"/>
         </xs:sequence>
      </xs:complexType>
   </xs:element>
   <xs:element name="oper-data-format-xml">
      <xs:complexType>
         <xs:sequence>
            <xs:any/>
         </xs:sequence>
      </xs:complexType>
   </xs:element>
   <!--When confing-format-text format is specified, the following describes the content 
of the data element in the response-->
   <xs:element name="cli-config-data">
      <xs:complexType>
         <xs:sequence>
            <xs:element name="cmd" type="xs:string" maxOccurs="unbounded">
               <xs:annotation>
                  <xs:documentation>Content is a command. May be multiple 
lines.</xs:documentation>
               </xs:annotation>
            </xs:element>
         </xs:sequence>
      </xs:complexType>
   </xs:element>
   <xs:element name="cli-config-data-block" type="xs:string">
      <xs:annotation>
         <xs:documentation>The content of this element is the device configuration as it 
would be sent to a terminal session. It contains embedded newline characters that must be 
preserved as they represent the boundaries between the individual command 
lines</xs:documentation>
      </xs:annotation>
   </xs:element>
   <xs:element name="text-filter-spec">
      <xs:annotation>
         <xs:documentation>If this element is included in the config-format-text element, 
then the content is treated as if the string was appended to the "show running-config" 
command line.</xs:documentation>
      </xs:annotation>
   </xs:element>
   <xs:element name="cli-oper-data-block">
      <xs:complexType>
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         <xs:annotation>
            <xs:documentation> This element is included in the response to get operation. 
Content of this element is the operational data in text format.</xs:documentation>
         </xs:annotation>
         <xs:sequence>
            <xs:element name="item" maxOccurs="unbounded">
               <xs:complexType>
                  <xs:sequence>
                     <xs:element name="show"/>
                     <xs:element name="response"/>
                  </xs:sequence>
               </xs:complexType>
            </xs:element>
         </xs:sequence>
      </xs:complexType>
   </xs:element>
   <xs:element name="xml-oper-data">
      <xs:complexType>
         <xs:annotation>
            <xs:documentation> This element is included in the response to get operation. 
Content of this element is the operational data in xml format.</xs:documentation>
         </xs:annotation>
         <xs:sequence>
            <xs:any/>
         </xs:sequence>
      </xs:complexType>
   </xs:element>
   <xs:element name="xml-config-data">
      <xs:complexType>
         <xs:annotation>
            <xs:documentation> This element is included in the response to get-config and 
get operations. Content of this element is the configuration data in xml 
format.</xs:documentation>
         </xs:annotation>
         <xs:sequence>
            <xs:any/>
         </xs:sequence>
      </xs:complexType>

Formatting NETCONF Notifications
The NETCONF Network Manager application uses .xsd schema files to describe the format of the XML 
NETCONF notification messages being sent between a NETCONF Network Manager application and a 
router running NETCONF over BEEP. These files can be displayed in a browser or a schema reading 
tool. You can use these schema to validate that the XML is correct. These schema describe the format, 
not the content, of the data being exchanged.

NETCONF uses the <edit-config> function to load all of a specified configuration to a specified target 
configuration. When this new configuration is entered, the target configuration is not replaced. The 
target configuration is changed according to the data and requested operations of the requesting source.

The following are schemas for the NETCONF <edit-config> function in command-line interface (CLI), 
CLI block, and XML format:

NETCONF <edit-config> Request: CLI Format
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:cpi="http://www.cisco.com/cpi_10/schema">
   <edit-config>
      <target>



NETCONF over BEEP
  How to Configure NETCONF over BEEP

11
NETCONF over BEEP

         <running/>
      </target>
      <config>
         <cpi:config-format-xml xmlns="http://www.cisco.com/edi_20/Cat3550/12.1">
            <Hostname>test</Hostname>
            <Interface>
               <InterfaceName>fastEthernet0/1</InterfaceName>
               <IP>
                  <Address>
                     <IPAddress>192.168.1.1</IPAddress>
                     <Mask>255.255.255.0</Mask>
                  </Address>
               </IP>
            </Interface>
         </cpi:config-format-xml>
      </config>
   </edit-config>
</rpc>

NETCONF <edit-config> Response: CLI Format
<rpc-reply>
   <ok/>
</rpc-reply>

NETCONF <edit-config> Request: CLI-Block Format
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:cpi="http://www.cisco.com/cpi_10/schema">
   <edit-config>
      <target>
         <running/>
      </target>
      <config>
         <cpi:config-format-ios-text-block>
            hostname test
            interface fastEthernet0/1
            ip address 192.168.1.1 255.255.255.0
         </cpi:config-format-ios-text-block>
      </config>
   </edit-config>
</rpc>

NETCONF <edit-config> Response: CLI-Block Format
<rpc-reply>
   <ok/>
</rpc-reply>

NETCONF <edit-config> Request: XML Format
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:cpi="http://www.cisco.com/cpi_10/schema">
   <edit-config>
      <target>
         <running/>
      </target>
      <config>
         <cpi:config-format-xml xmlns="http://www.cisco.com/edi_20/Cat3550/12.1">
            <Hostname>test</Hostname>
            <Interface>
               <InterfaceName>fastEthernet0/1</InterfaceName>
               <IP>
                  <Address>
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                     <IPAddress>192.168.1.1</IPAddress>
                     <Mask>255.255.255.0</Mask>
                  </Address>
               </IP>
            </Interface>
         </cpi:config-format-xml>
      </config>
   </edit-config>
</rpc>

NETCONF <edit-config> Response: XML Format
<rpc-reply>
   <ok/>
</rpc-reply>

NETCONF uses the <get-config> function to retrieve all or part of a configuration. The <source> 
element is the name of the configuration database being queried. The <filter> element identifies the 
portions of the device configuration to retrieve. If the <filter> element is empty or unspecified, the entire 
configuration is returned.

The following are schemas for the NETCONF <get-config> function in CLI and CLI-block format:

NETCONF <get-config> Request: CLI Format
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:cpi="http://www.cisco.com/cpi_10/schema">
   <get-config>
      <source>
         <running/>
      </source>
      <filter>
         <cpi:config-format-ios-text-cmd>
            <cpi:ios-text-filter-spec> | interface </cpi:ios-text-filter-spec>
         </cpi:config-format-ios-text-cmd>
</filter>
   </get-config>
</rpc>

NETCONF <get-config> Response: CLI Format
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:cpi="http://www.cisco.com/cpi_10/schema">
   <data>
      <cpi:cli-data>
         <cpi:cmd>interface fastEthernet0/1</cpi:cmd>
         <cpi:cmd>interface fastEthernet0/2</cpi:cmd>
      </cpi:cli-data>
   </data>
</rpc-reply>

NETCONF <get-config> Request: CLI-Block Format
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:cpi="http://www.cisco.com/cpi_10/schema">
   <get-config>
      <source>
         <running/>
      </source>
      <filter>
         <cpi:config-format-ios-text-block>
            <cpi:ios-text-filter-spec> | interface </cpi:ios-text-filter-spec>
         </cpi:config-format-ios-text-block>
      </filter>
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   </get-config>
</rpc>

NETCONF <get-config> Response: CLI-Block Format
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:cpi="http://www.cisco.com/cpi_10/schema">
   <data>
      <cpi:cli-data-block>
         interface fastEthernet0/1
         interface fastEthernet0/2
      </cpi:cli-data-block>
   </data>
</rpc-reply>

NETCONF uses the <get> function to retrieve configuration and device-state information. The 
NETCONF <get> format is the equivalent of a Cisco IOS show command. The <filter> parameter 
specifies the portion of the system configuration and device-state data to retrieve. If the <filter> 
parameter is empty, nothing is returned. 

The following are schemas for the <get> function in CLI and CLI-block format:

NETCONF <get> Request: CLI Format
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:cpi="http://www.cisco.com/cpi_10/schema">
    <get>
       <filter>
          <cpi:config-format-cli-ios-text-cmd>
             <ios-filter-text-spec> | include interface </ios-filter-text-spec>
          </cpi:config-format-cli-ios-text-cmd>
          <cpi:cli-operational-data>
             <show>interfaces</show>
             <show>arp</show>
          </cpi:cli-operational-data>
       </filter>
    </get>
 </rpc>

NETCONF <get> Response: CLI Format
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:cpi="http://www.cisco.com/cpi_10/schema">
    <data>
       <cpi:cli-data>
          <cpi:cmd>interface fastethernet0/1</cpi:cmd>
          <cpi:cmd>interface loopback</cpi:cmd>
          <cpi:cmd>interface gigabit</cpi:cmd>
       </cpi:cli-data>
       <cpi:cli-operational-data>
          <item>
             <show>interfaces</show>
             <response>
                <!-- output of "show interfaces" ------>
             </response>
          <show>arp</show>
          <item>
             <show>arp</show>
             <response>
                <!-- output of "show arp" ------>
             </response>
          </item>
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       </cpi:cli-operational-data>
    </data>
</rpc-reply>

NETCONF <get> Request: CLI-Block Format
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:cpi="http://www.cisco.com/cpi_10/schema">
    <get>
       <filter>
          <cpi:config-format-cli-ios-text-block>
             <ios-filter-text-spec> | include interface </ios-filter-text-spec>
          </cpi:config-format-cli-ios-text-block>
          <cpi:cli-operational-data>
             <show>interfaces</show>
             <show>arp</show>
          </cpi:cli-operational-data>
       </filter>
    </get>
 </rpc>

NETCONF <get> Response: CLI-Block Format
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:cpi="http://www.cisco.com/cpi_10/schema">
    <data>
       <cpi:cli-data-block>
          interface fastethernet0/1
          interface loopback
          interface gigabit
       </cpi:cli-data-block>
       <cpi:cli-operational-data>
          <item>
             <show>interfaces</show>
             <response>
                <!-- output of "show interfaces" ------>
             </response>
          <show>arp</show>
          <item>
             <show>arp</show>
             <response>
                <!-- output of "show arp" ------>
             </response>
          </item>
       </cpi:cli-operational-data>
    </data>
</rpc-reply>

Monitoring and Maintaining NETCONF Sessions
Perform this task to monitor and maintain NETCONF sessions.

Restrictions

• A minimum of four concurrent NETCONF sessions must be configured.

• A maximum of 16 concurrent NETCONF sessions can be configured.
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SUMMARY STEPS

1. enable

2. show netconf {counters | session}

3. debug netconf {all | error}

4. clear netconf {counters | sessions}

DETAILED STEPS

Configuration Examples for NETCONF over BEEP
This section provides the following configuration example:

• Configuring NETCONF over BEEP: Example, page 15

Configuring NETCONF over BEEP: Example
The following example shows how to configure NETCONF over BEEP:

configure terminal 

crypto key generate rsa general-keys
crypto pki trustpoint my_trustpoint 
enrollment url http://10.2.3.3:80
subject-name CN=dns_name_of_host.com
revocation-check none 

crypto pki authenticate my_trustpoint 
crypto pki enroll my_trustpoint 
line vty 0 15 

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

• Enter your password if prompted.

Step 2 show netconf {counters | session}

Example:
Router# show netconf counters

Clears NETCONF statistics counters and NETCONF 
sessions and frees associated resources and locks.

Step 3 debug netconf {all | error}

Example:
Router# debug netconf error

Enables debugging of NETCONF sessions.

Step 4 clear netconf {counters | sessions}

Example:
Router# clear netconf sessions

Clears NETCONF statistics counters and NETCONF 
sessions and frees associated resources and locks.
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netconf lock-time 60 
netconf max-sessions 16 

netconf beep initiator host1 23 user my_user password my_password encrypt my_trustpoint 
reconnect-time 60

netconf beep listener 23 sasl user1 encrypt my_trustpoint

Additional References
The following sections provide references related to NETCONF over BEEP.

Related Documents

Standards

MIBs

Related Topic Document Title

NETCONF over SSHv2 NETCONF over SSHv2

Secure Shell and Secure Shell Version 2 “Configuring Secure Shell” and “Configuring Secure Shell Version 
2 Support” sections of “Part 6: Other Security Features” in the 
Cisco IOS Security Configuration Guide, Release 12.4.

Security Commands Cisco IOS Security Command Reference, Release 12.4.

IP Access Lists “Configuring IP Access Lists” section of the Cisco IOS IP 
Application Services Configuration Guide, Release 12.4.

IP Access Lists Commands Cisco IOS IP Application Services Command Reference, 
Release 12.4 T.

Standard Title

None —

MIB MIBs Link

None To locate and download MIBs for selected platforms, Cisco IOS 
releases, and feature sets, use Cisco MIB Locator found at the 
following URL:

http://www.cisco.com/go/mibs

http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hsec_c/part25/ch10/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hsec_c/part25/ch10/h_ssh2.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hsec_c/part25/ch10/h_ssh2.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hsec_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cr/hsec_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hiap_c/ch05/hipaclis.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hsec_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hsec_c/index.htm
http://www.cisco.com/go/mibs
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RFCs

Technical Assistance

Command Reference
This section documents new commands.

• netconf beep initiator

• netconf beep listener

RFC Title

2222 Simple Authentication and Security Layer (SASL) 

2246 The TLS Protocol Version 1.0

3080 The Blocks Extensible Exchange Protocol Core 

Description Link

The Cisco Technical Support & Documentation 
website contains thousands of pages of searchable 
technical content, including links to products, 
technologies, solutions, technical tips, and tools. 
Registered Cisco.com users can log in from this page to 
access even more content.

http://www.cisco.com/techsupport 

http://www.cisco.com/public/support/tac/home.shtml
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netconf beep initiator
To configure Blocks Extensible Exchange Protocol (BEEP) as the transport protocol for Network 
Configuration Protocol (NETCONF), and to configure a peer as the BEEP initiator, use the netconf beep 
initiator command in global configuration mode. To disable the BEEP initiator, use the no form of this 
command.

netconf beep initiator {hostname | ip-address} port-number user sasl-user password 
sasl-password [encrypt trustpoint] [reconnect-time seconds]

no netconf beep initiator {hostname | ip-address} port-number

Syntax Description

Command Default BEEP is not enabled as the transport protocol for NETCONF sessions.

Command Modes Global configuration

Command History

Usage Guidelines Use the netconf beep initiator command to specify BEEP as the transport protocol for NETCONF 
sessions and to specify a peer as the BEEP listener. BEEP is a peer-to-peer client-server protocol. Each 
peer is labeled in the context of the role it plays at a given time. When a BEEP session is established, 
the peer that awaits new connections is the BEEP listener. The other peer, which establishes a connection 
to the listener, is the BEEP initiator. The BEEP peer that starts an exchange is the client; similarly, the 
other BEEP peer is the server. Typically, a BEEP peer that acts in the server role also performs in the 
listening role. However, because BEEP is a peer-to-peer protocol, the BEEP peer that acts in the server 
role is not required to also perform in the listening role.

Use the optional encrypt keyword to configure BEEP to use transport layer security (TLS) to provide 
simple security for NETCONF sessions.

hostname Hostname of the remote device.

ip-address IP address of the remote device. 

port-number Specifies the BEEP port to use. The valid range is 1 to 65535.

user sasl-user Specifies the SASL user on the far end for this NETCONF session.

password 
sasl-password

Sets the password for the SASL user on the far end.

encrypt trustpoint (Optional) Configures transport layer security (TLS) on this NETCONF 
session.

reconnect-time 
seconds

(Optional) Specifies the retry timeout for the NETCONF session. The range 
is 3 to 3600 seconds.

Release Modification

12.4(9)T This command was introduced.
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Examples The following example shows how to enable NETCONF over BEEP and to configure a BEEP peer as 
the BEEP initiator:

netconf beep initiator host1 25 user user1 password password1 encrypt 23 reconnect-time 60

Related Commands Command Description

netconf beep listener Configures BEEP as the transport protocol for NETCONF and configures a 
peer as the BEEP listener.
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netconf beep listener
To configure Blocks Extensible Exchange Protocol (BEEP) as the transport protocol for Network 
Configuration Protocol (NETCONF), and to configure a peer as the BEEP listener, use the netconf beep 
listener command in global configuration mode. To disable the BEEP listener, use the no form of this 
command.

netconf beep listener [port-number] [acl access-list-number] [sasl sasl-profile] 
[encrypt trustpoint]

no netconf beep listener

Syntax Description

Command Default BEEP is not enabled as the transport protocol for NETCONF sessions.

Command Modes Global configuration

Command History

Usage Guidelines Use the netconf beep listener command to specify BEEP as the transport protocol for NETCONF 
sessions and to specify a peer as the BEEP listener. 

BEEP is a peer-to-peer client-server protocol. Each peer is labeled in the context of the role it plays at a 
given time. When a BEEP session is established, the peer that awaits new connections is the BEEP 
listener. The other peer, which establishes a connection to the listener, is the BEEP initiator. The BEEP 
peer that starts an exchange is the client; similarly, the other BEEP peer is the server. Typically, a BEEP 
peer that acts in the server role also performs in the listening role. However, because BEEP is a 
peer-to-peer protocol, the BEEP peer that acts in the server role is not required to also perform in the 
listening role.

You must configure a SASL profile before you can configure NETCONF over BEEP to use SASL during 
session establishment.

port-number (Optional) Specifies which BEEP port on which to listen.

acl access-list-number (Optional) Specifies the access-control list to be applied to restrict incoming 
client connections. 

sasl sasl-profile (Optional) Configures a Simple Authentication and Security Layer (SASL) 
profile to use during session establishment.

encrypt trustpoint (Optional) Configures transport layer security (TLS) on a NETCONF 
session.

Release Modification

12.4(9)T This command was introduced.
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Examples The following example shows how to configure NETCONF over BEEP and to specify a peer as the BEEP 
listener:

sasl profile beep
mechanism digest-md5
server user user1 password password1
exit

netconf beep listener 23 acl 1 sasl beep encrypt 25

Related Commands

Feature Information for NETCONF over BEEP
Table 1 lists the release history for this feature.

Not all commands may be available in your Cisco IOS software release. For release information about a 
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support. 
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images 
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to 
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given 
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco IOS 
software release train also support that feature.

Command Description

netconf beep initiator Configures BEEP as the transport protocol for NETCONF and configures a 
peer as the BEEP initiator.

Table 1 Feature Information for NETCONF over SSHv2

Feature Name Releases Feature Information

NETCONF over BEEP 12.4(9)T The NETCONF over BEEP feature allows you to enable 
either the NETCONF server or the NETCONF client to 
initiate a connection, thus supporting large networks of 
intermittently connected devices and those devices that 
must reverse the management connection where there are 
firewalls and network address translators (NATs). 

The Network Configuration Protocol (NETCONF) defines a 
simple mechanism through which a network device can be 
managed, configuration data information can be retrieved, 
and new configuration data can be uploaded and 
manipulated. NETCONF uses Extensible Markup Language 
(XML)-based data encoding for the configuration data and 
protocol messages. 

• In 12.4(9)T, this feature was introduced.

http://www.cisco.com/go/cfn
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Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and 
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and 
coincidental.

© 2006 Cisco Systems, Inc. All rights reserved.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco IOS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, IOS,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient,
and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. 

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (0711R)


	NETCONF over BEEP
	Contents
	Prerequisites for NETCONF over BEEP
	Restrictions for NETCONF over BEEP
	Information About NETCONF over BEEP
	NETCONF over BEEP
	NETCONF Notifications
	Simple Authentication and Security Layer
	Transport Layer Security
	Access Lists

	How to Configure NETCONF over BEEP
	Configuring a SASL Profile
	Enabling NETCONF over BEEP
	Prerequisites
	Restrictions

	Configuring the NETCONF Network Manager Application
	Formatting NETCONF Notifications
	Monitoring and Maintaining NETCONF Sessions
	Restrictions


	Configuration Examples for NETCONF over BEEP
	Configuring NETCONF over BEEP: Example

	Additional References
	Related Documents
	Standards
	MIBs
	RFCs
	Technical Assistance

	Command Reference
	netconf beep initiator
	netconf beep listener
	Feature Information for NETCONF over BEEP



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


