About This Book

This preface describes who should read the Cisco GGSN Release 10.1 Configuration Guide, Cisco 10S
Release 12.4(24)YE3, how it is organized, and its document conventions.

Document Revision History

The following table lists the major changes made to this document each release, with the most recent
changes listed first.

Revision Date Change Summary

OL-19936-06 2/24/2011 Release 10.1, Cisco I0OS 12.4(24)YE3. Information for
the following features was added:

e RADIUS Controlled Redirection

e Enhancements to the show gprs gtp pdp-context
msidn command output.

OL-19936-05 12/07/2010 Release 10.0, Cisco I0S 12.4(24)YE2. Information for
the “Overlapping Local IP Address Pools” feature was
added.

OL-19936-04 02/25/2010 Release 10.0, Cisco I0S 12.4(24)YE. Information for

the following features was added:

¢ Single IP operation and management of the Cisco
SAMI

e Enhanced prepaid subscriber features
e Dynamic IP address management

e Cisco Content Services Gateway - 2nd
Generation (CSG2) load balancing

¢ Online Charging System (OCS) load balancing

OL-19936-03 12/07/2009 Release 9.2, Cisco I0OS 12.4(22)YE2. Enhanced Quota
Server Interface feature information was added.
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Revision Date Change Summary

OL-19936-02 08/04/2009 Release 9.0, Cisco 10S 12.4(22)YE1. Layer 3
Geographical Redundancy and Passive Route
Suppression feature information was added.

OL-19936-01 04/15/2009 First publication.

Audience

This publication is designed for network administrators and other people who are responsible for setting

up, installing, configuring, and operating the Cisco Gateway GPRS Support Node (GGSN).
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Organization

This publication is organized as follows:

Chapter

Description

Chapter 1, “Overview of GPRS and UMTS”

Briefly introduces the 2.5G general packet radio service (GPRS) and the
3G Universal Mobile Telecommunications System (UMTS) technologies,
and their implementation in Cisco GGSN software

Chapter 3, “Planning to Configure the GGSN”

This chapter provides information that you should know before configuring
a Cisco GGSN.

Chapter 4, “Configuring GTP Services on the
GGSN”

Describes how to enable a Cisco GGSN and how to configure GPRS
tunneling protocol (GTP) options.

Chapter 5, “Configuring IPv6 PDP Support on
the GGSN”

Describes how to configure support for Internet Protocol Version 6 (IPv6)
packet data protocol (PDP) contexts on a Cisco GGSN.

Chapter 6, “Configuring GGSN GTP Session
Redundancy”

Describes how to configure GTP session redundancy (GTP-SR) between
two GGSNs.

Chapter 7, “Configuring Charging on the
GGSN”

Describes how to configure the charging function on a gateway GPRS
support node (GGSN).

Chapter 8, “Implementing Enhanced
Service-Aware Billing”

Describes how to implement the Cisco GGSN as a enhanced service-aware
GGSN that is capable of real-time credit-control for prepaid subscribers
and service-aware billing for postpaid and prepaid subscribers.

Chapter 9, “Configuring Network Access to the
GGSN”

Describes how to configure access from the Cisco GGSN to a serving GPRS
support node (SGSN), public data network (PDN), and optionally to a
Virtual Private Network (VPN). This chapter also includes information
about configuring access points on the GGSN.

Chapter 10, “Configuring PPP Support on the
GGSN”

Describes the different methods of Point-to-Point Protocol (PPP) support
on the GGSN and how to configure those methods.

Chapter 11, “Configuring QoS on the GGSN”

Describes how to configure Quality of Service (QoS) functions to
differentiate traffic flow through the Cisco GGSN.

Chapter 12, “Configuring Security on the
GGSN”

Describes how to configure security features on the Cisco GGSN, including
Authentication, Authorization, and Accounting (AAA), and Remote
Authentication Dial-In User Service (RADIUS).

Chapter 13, “Configuring Dynamic Addressing
on the GGSN”

Describes how to configure dynamic IP addressing on the Cisco GGSN.

Chapter 14, “Configuring Load Balancing on
the GGSN”

Describes how to configure a Cisco GGSN to support load balancing
functions using the Cisco IOS software Server Load Balancing (SLB)
feature.

Appendix A, “Monitoring Notifications”

Describes enabling and monitoring Cisco GGSN SNMP notifications in
order to manage GPRS/UMTS-related issues.
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Conventions

This publication uses the following conventions:

Note

o

Tip

A

Convention

Description

boldface font

Commands and keywords are in boldface.

italic font

Arguments for which you supply values are in italics.

[ ]

Elements in square brackets are optional.

{xlylz} Alternative keywords are grouped in braces and
separated by vertical bars.

[x1ylz] Optional alternative keywords are grouped in brackets
and separated by vertical bars.

string A nonquoted set of characters. Do not use quotation

marks around the string or the string will include the
quotation marks.

screen font

Terminal sessions and information that the system
displays are in screen font.

boldface screen
font

Information that you must enter is in boldface screen
font.

italic screen font

Arguments for which you supply values are in italic
screen font.

The symbol ” represents the key labeled Control—for
example, the key combination ~D in a screen display
means hold down the Control key while you press the D
key.

Nonprinting characters, such as passwords are in angle
brackets.

Notes use the following conventions:

Means reader take note. Notes contain helpful suggestions or references to material not covered in the

publication.

Tips use the following conventions:

Means the following information will help you solve a problem. The tips information might not be
troubleshooting or even an action, but could be useful information.

Cautions use the following conventions:

Caution

Means reader be careful. In this situation, you might do something that could result in equipment

damage or loss of data.
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Related Documentation

For more detailed installation and configuration information, see the following publications:
e Release Notes for Cisco GGSN Release 10.0 on the Cisco SAMI, Cisco I0S Release 12.4(24)YE
e Cisco Service and Application Module for IP User Guide
e Cisco 10S Network Management Configuration Guide
e Release Notes for Cisco 10S Release 12.2SR for the Cisco 7600 Series Routers
e Cisco 7600 Series Cisco 10S Software Configuration Guide
e Cisco 7600 Series Cisco 10S Command Reference
e Cisco 10S Quality of Service Solutions Configuration Guide, Cisco I0S Release 12.4
e For information about MIBs, see:
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

e Cisco IOS Configuration Guides and Command References, Release 12.4

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Cisco GGSN Release 10.1 Configuration Guide, Cisco 10S Release 12.4(24)YE3
| 0L-19936-05 .m


http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

About This Book |

Cisco GGSN Release 10.1 Configuration Guide, Cisco 10S Release 12.4(24)YE3
m. 0L-19936-05 |



	About This Book


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


