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The MPLS LSR MIB- RFC 3813 (MPLS-LSR-STD-MIB) allows you to use the Simple Network
Management Protocol (SNMP) to remotely monitor a label switch router (LSR) that is using the
Multiprotocol Label Switching (MPLS) technology.

Thisdocument describesthe MPLS-LSR-STD-MIB. The document al so describes the major differences
between the MPLS-L SR-STD-MIB and draft Version 5 of the MPLS-L SR-MIB.

The MPLS EM—MPLS LSR MIB - RFC 3813 feature introduces the MPLS-L SR-STD-MIB, which is
an upgrade from draft Version 5 of the MPL S-L SR-M B to an implementation of the Multiprotocol Label
Switching (MPLS) Label Switching Router (LSR) Management I nformation Base (MIB), RFC 3813. This
feature also introduces the VPN Aware LSR MIB feature that enables the MPLS-L SR-STD-MIB to get
VPN context information.

Cisco |0S MPL S Embedded Management (EM) is a set of standards and value-added services that
facilitate the deployment, operation, administration, and management of MPL S-based networksin line
with the fault, configuration, accounting, performance, and security (FCAPS) model.

Finding Feature Information in This Module

Your Cisco |0S software rel ease may not support all of the features documented in thismodule. Toreach
linksto specific feature documentation in this module and to see alist of thereleasesin which each featureis
supported, use the “ Feature Information for MPLS EM—MPLSLSR MIB - RFC 3813” section on page 39.

Finding Support Information for Platforms and Cisco 10S and Catalyst OS Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco |OS and Catalyst OS
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An
account on Cisco.com is not required.

» Prerequisitesfor MPLSEM—MPLSLSR MIB - RFC 3813, page 2
- Information About MPLS EM—MPLS LSR MIB - RFC 3813, page 2
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Prerequisites for MPLS EM—MPLS LSR MIB - RFC 3813

The MPLS-LSR-STD-MIB requires the following:
- SNMPinstalled and enabled on the LSR
-« MPLS enabled on the LSR
- MPLS Forwarding Infrastructure (MFI)

Restrictions for MPLS EM—MPLS LSR MIB - RFC 3813

« Theimplementation of the MPLS-LSR-STD-MIB (RFC 3815) for Cisco |OS Release 12.2(38)SRB
is limited to read-only (RO) permission for MIB objects.

« Thefollowing MIB objects are not supported in Cisco |OS Release 12.2(33)SRB:
— mplsinterfaceTotalBandwidth (MPLS interface table)
— mplsinterfaceAvailableBandwidth (MPLS interface table)
— mplsinterfacePerflnL abel L ookupFailures (MPLS interface performance table)
— mplslnterfacePerf OutFragmentedPkts (MPLS interface performance table)
—  mplsinSegmentTrafficParamPtr (MPL S in-segment table)
— mplsinSegmentPerfDiscards (MPLS in-segment performance table)
» The following notifications are not supported:
— mplsXCUp
— mplsXCDown

Information About MPLS EM—MPLS LSR MIB - RFC 3813

Before you configure SNMP and the MPLS-L SR-STD-MIB to remotely manage an MPLS L SR, you
should understand the following concepts:

« MPLS-LSR-STD-MIB Benefits, page 3

» Label Switching Information Managed by the MPLS-L SR-STD-MIB, page 3
e MPLS-LSR-STD-MIB Elements, page 4

» Brief Description of MPLS-LSR-STD-MIB Tables, page 5

e MPLSLSR Information Available Through the MPLS-LSR-STD-MIB, page 5

Cisco I0S Release 12.2(33)SRB
[ 2 | I



| MPLS EM—MPLS LSR MIB - RFC 3813

Information About MPLS EM—MPLS LSR MIB - RFC 3813 M

« Information from MPLS-LSR-STD-MIB Scalar Objects, page 10

e MPLS-LSR-STD-MIB Indexing—Linking Table Elements, page 11

» Interface Configuration Table and Interface MIB Links, page 12

e MPLS-LSR-STD-MIB Structure, page 13

e CLI Commands and the MPLS-LSR-MIB, page 14

< VPN Aware LSR MIB, page 16

- Major Differences Between the MPLS-LSR-STD-MIB and the MPLS-L SR-MIB, page 17

MPLS-LSR-STD-MIB Benefits
The benefits described in the following paragraphs are available to you with the MPLS-LSR-STD-MIB.

LSR Problem Troubleshooting

By monitoring the cross-connect entries and the associated incoming and outgoing segments, you can
see which labels are installed and how they are being swapped. Use the MPLS-L SR-STD-MIB in place
of the show mpls forwarding command-line interface (CLI) command.

LSR Traffic Load Monitoring

By monitoring interface and packet operations on an MPLS L SR, you can identify high- and low-traffic
patterns, and traffic distributions.

Improvement of Network Performance

By identifying potentially high-traffic areas, you can set up load sharing to improve network
performance.

Verification of LSR Configuration

By comparing results from SNMP get commands and the show mpls forwarding CLI command, you
can verify your LSR configuration.

Active Label Switched Paths Monitoring

By monitoring the cross-connect entries and the associated incoming segments and outgoing segments,
you can determine the active L SPs.

Label Switching Information Managed by the MPLS-LSR-STD-MIB

The MPLS-LSR-STD-MIB contains managed objects that support the retrieval of label switching
information from arouter. The MIB is based on RFC 3813. This implementation enables a network
administrator to get information on the status, character, and performance of the following:

» MPLS-capable interfaces on the LSR
» Incoming MPLS segments (labels) at an L SR and their associated parameters
» Qutgoing segments (labels) at an L SR and their associated parameters

In addition, the network administrator can retrieve the status of cross-connect table entries that associate
MPL S segments with each other.

Figure 1 shows the association of the cross-connect table with incoming and outgoing segments (labels).

Cisco I0S Release 12.2(33)SRB
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Figure 1 Label Forwarding with the Cross-Connect Table
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Cross-connect table

The out-segment table does not display “no label” entries. Labels that are displayed as “POP” are the
special MPLS label 3.

The notation used in the MPLS-L SR-STD-MIB follows the conventions defined in Abstract System
Notation One (ASN.1). ASN.1 defines an Open Systems Interconnection (OSI) language used to
describe datatypesindependently from particular computer structures and presentation techniques. Each
object in the MIB incorporates a DESCRIPTION field that includes an explanation of the object’s
meaning and usage, which, together with the other characteristics of the object (SYNTAX,
MAX-ACCESS, and INDEX) provides sufficient information for management application development,
aswell as for documentation and testing.

The MPLS-LSR-STD-MIB represents an ASN.1 notation that represents an idealized MPLS L SR.

A network administrator can access the entries (objects) in the MPLS-LSR-STD-MIB by means of any
SNM P-based network management system (NMS). The network administrator can retrieve information
in the MPLS-LSR-STD-MIB using standard SNMP get and getnext commands.

Typically, SNMP runs as a low-priority process. The response time for the MPLS-LSR-STD-MIB is
expected to be similar to that for other MIBs. The size and structure of the MIB and other MIBs in the
system influence response time when you retrieve information from the management database. Traffic
through the L SR also affects SNMP performance. The busier the switch is with forwarding activities,
the greater the possibility of lower SNMP performance.

MPLS-LSR-STD-MIB Elements

The top-level components of the MPLS-LSR-STD-MIB are:
» Tables and scalars (mplsL srObjects)
« Notifications (mplsLsrNotifications)
» Conformance (mplsL srConformance)

i Cisco I0S Release 12.2(33)SRB



| MPLS EM—MPLS LSR MIB - RFC 3813

Information About MPLS EM—MPLS LSR MIB - RFC 3813 M

Brief Description of MPLS-LSR-STD-MIB Tables

This section lists and briefly describes of the main and supplementary tables in the
MPLS-LSR-STD-MIB.

The Cisco implementation of the MPLS-LSR-STD-MIB supports four main tables:
« MPLS interface table (mplslnterfaceTable)—Contains entries for all MPL S-capable interfaces on

the LSR.

« MPLS in-segment table (mplslnSegmentTable)—Contains a description of incoming labels on the
LSR.

» Mpls out-segment table (mplsOutSegmentTable)—Contains a description of outgoing labels on the
LSR.

» MPLS cross-connect table (mplsX CTable)—Contains the connections between the in-segments and
out-segments on the LSR. A single cross-connect entry is equivalent to a single entry in the Label
Forwarding Information Base (L FIB), showing an in-label being switched to an out-label. A
Cross-connect entry can exist where no corresponding in-segment exists. For example, only the
outgoing label exists at the head end of a traffic engineering (TE) tunnel.

Three tables manage labels, the MPL S in-segment table, the MPL S out-segment table, and the MPLS
Cross-connect tables.

The MIB contains three supplementary tables to supply performance information:

- MPLS interface performance table (mplslnterfacePerf Table)—Augments the MPL S interface table.
Provides objects to measure performance for MPL S-capable interfaces on the L SR.

« MPLSin-segment performance table (mplslnSegmentPerf Table)—A ugments the MPL Sin-segment
table. Provides performance information and counters for incoming segments on the LSR.

« MPLS out-segment performance table (mplsOutSegmentPerf Table)—Augments the MPLS
out-segment table. Provides performance information and counters for outgoing segments on the
LSR.

MPLS LSR Information Available Through the MPLS-LSR-STD-MIB

You can use SNMP get and getnext commands to gather label switching information for an MPLS LSR
available through the MPLS-L SR-STD-MIB tables. This section describes the MPLS L SR information
available from each table:

« MPLS Interface Table (mplslinterfaceTable), page 6

 MPLS Interface Performance Table (mplslnterfacePerf Table), page 6

« MPLS In-Segment Table (mplslnSegmentTable), page 7

- MPLS In-Segment Performance Table (mplslnSegmentPerfTable), page 7

» MPLS Out-Segment Table (mplsOutSegmentTable), page 8

« MPLS Out-Segment Performance Table (mplsOutSegmentPerfTable), page 8
e MPLS Cross-Connect Table (mplsXCTable), page 9

e MPLS Label Stack Table (mplsL abel StackTable), page 10

« MPLS In-Segment Map Table (mplsinSegmentMapTable), page 10

Cisco I0S Release 12.2(33)SRB
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MPLS Interface Table (mplsinterfaceTable)

Table 1 liststhe MPLS L SR information and associated MIB objects provided by the MPLS interface
table (mplsinterfaceTable).

Table 1 MPLS Interface Table—MPLS LSR Information and Associated MIB Object

MPLS LSR Information MIB Object

Minimum value for an MPL S label that can be received on |mplsinterfacel abelMinin
the interface

Maximum value for an MPL S label that can bereceived on |mplslnterfacel abelMaxIn
the interface

A unique MPL S-enabled interface index or 0 mpl sl nterfacel ndex

Minimum value for an MPLS label that the LSR can send |mplsinterfacel abelMinOut
from the interface

Maximum value for an MPLS label that the LSR can send |mplsinterfacel abelMaxOut
from the interface

Per platform (0) or per interface (1) setting mpl sl nterfacel abel ParticipationType

The following MIB objects and associated MPLS L SR information from the MPL S interface table are
not supported:

» mplslinterfaceTotal Bandwidth—The total usable bandwidth on the interface.

» mplslnterfaceAvail ableBandwidth—The difference between the total usable bandwidth and the
bandwidth in use.

MPLS Interface Performance Table (mplsinterfacePerfTable)

Table 2 liststhe MPLS LSR information and associated MIB objects provided by the MPLS interface
performance table (mplslnterfacePerfTable).

Table 2 MPLS Interface Performance Table—MPLS LSR Information and Associated MIB
Object

MPLS LSR Information MIB Object

Number of labels in the incoming direction in use mplsinterfacePerfInL abelsinUse

Number of top-most labelsin outgoing label stacksinuse |mplslinterfacePerfOutlL abelsinUse

The following MIB objects and associated MPLS L SR information from the MPL S interface
performance table are not supported:

- mplslnterfacePerflnL abel L ookupFailures—The number of labeled packets discarded because no
Cross-connect entries exist.

« mplslnterfacePerf OutFragmentedPkts—The number of outgoing MPLS packets requiring
fragmentation for transmission.

Cisco I0S Release 12.2(33)SRB
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MPLS In-Segment Table (mplsinSegmentTable)

Table 3 liststhe MPLS L SR information and associated MIB objects provided by the MPL S in-segment

table (mplsinSegmentTable).

Table 3
Object

MPLS In-Segment Table—MPLS LSR Information and Associated MIB

MPLS LSR Information

MIB Object

Unique index identifier

mpl slnSegment| ndex

Interface index for the incoming MPLS interface

mplslnSegmentinterface

Incoming |abel

mplslnSegmentL abel

Pointer to an external table containing the label, if not
represented fully in the mplsinSegmentL abel object

mplslnSegmentL abel Ptr

Number of labels to pop (remove) from the incoming
segment

mplslnSegmentNPop

An address family number from the Internet Assigned
Number Authority (IANA)

mplslnSegmentAddrFamily

Segment cross-connect entry association

mplslnSegmentX Clndex

Segment owner

mplslnSegmentOwner

Status of the table row

mplslnSegmentRowStatus

Storage type

mplslnSegmentStorageType

The following MIB object and associated MPLS LSR information from the MPLS in-segment table is

not supported:

« mplsinSegmentTrafficParamPtr—A pointer to atraffic parameter table entry (set to the default 0.0).

MPLS In-Segment Performance Table (mplsinSegmentPerfTable)

Table 4 liststhe MPLS L SR information and associated M 1B objects provided by the MPL S in-segment

performance table (mplslnSegmentPerfTable).

Table 4
Object

MPLS In-Segment Performance Table—MPLS LSR Information and Associated MIB

MPLS LSR Information

MIB Object

Number of 32-bit octets received

mplslnSegmentPerfOctets

Number of 64-bit octets received

mplslnSegmentPerfHOctets

Total number of packets received

mpl sl nSegmentPerf Packets

Number of packets with errors

mplslnSdegmentPerfErrors

Time of the last system failure that corresponded to one
or more incoming segment discontinuities

mpl sl nSegmentPerfDiscontinuity Time

Cisco I0S Release 12.2(33)SRB
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The following MIB object and associated MPLS LSR information from the MPLS in-segment

performance table is not supported:

- mplsinSegmentPerfDiscards—The number of labeled packets discarded with no errors.

MPLS Out-Segment Table (mplsOutSegmentTable)

Table 5liststhe MPL S L SR information and associated M 1B objects provided by the M PL S out-segment

table (mplsOutSegmentTable).

Table 5
Object

MPLS Out-Segment Table—MPLS LSR Information and Associated MIB

MPLS LSR Information

MIB Object

Unique index identifier

mplsOutSegmentIndex

Interface index of the outgoing interface

mplsOutSegmentinterface

Indication of whether atop label is pushed onto the
outgoing packet’s label stack

mplsOutSegmentPushToptL abel

Label to push onto the outgoing packet’s label stack (if
the mplsOutSegmentPushToptL abel is true)

mplsOutSegmentToptL abel

Pointer to an external table containing the label, if not
represented fully in the mplsOutSegmentTopL abel
object (set to the default 0.0)

mplsOutSegmentTopL abel Ptr

Next-hop Internet address type (unknown [0], ipv4 [1],
ipv6 [2])

mplsOutSegmentNextHopAddrType

Internet address of the next hop

mplsOutSegmentNextHopAddr

Segment cross-connect entry association

mplsOutSegmentX Clndex

Segment owner

mpl sOutSegmentOwner

Status of the table row

mpl sOutSegmentRow Status

Storage type

mplsOutSegmentStorageType

The following MIB object and associated MPLS L SR information from the8—A pointer to atraffic

parameter table entry (set to the default 0.0).

MPLS Out-Segment Performance Table (mplsOutSegmentPerfTable)

Table 6 liststhe MPL S L SR information and associated M 1B objects provided by the M PL S out-segment

performance table (mplsOutSegmentPerfTable).

Table 6
Object

MPLS Out-Segment Performance Table—MPLS LSR Information and Associated MIB

MPLS LSR Information

MIB Object

Number of 32-bit octets sent

mplsOutSegmentPerfOctets

Total number of packets sent

mpl sOutSegmentPerfPackets

Number of packets that could not be sent because of
errors

mplsOutSegmentPerfErrors

i Cisco I0S Release 12.2(33)SRB
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Table 6 MPLS Out-Segment Performance Table—MPLS LSR Information and Associated MIB

Object (continued)

MPLS LSR Information

MIB Object

Number of 64-bit octets sent

mplsOutSegmentPerfHOctets

The time of the last system failure that corresponded to
one or more outgoing segment discontinuities

mplsOutSegmentPerfDiscontinuity Time

The following MIB object and associated MPLS L SR information from the MPL S out-segment

performance table is not supported:

- mplsOutSegmentPerfDiscards—The number of packets discarded with no errors.

MPLS Cross-Connect Table (mplsXCTable)

Table 7 liststhe MPLS LSR information and associated MIB objects provided by the MPLS

Note

cross-connect table (mplsXCTable).

Table 7 MPLS Cross-Connect Table—MPLS LSR Information and Associated MIB Object
MPLS LSR Information MIB Object
Unique index identifier for a group of cross-connect mplsX Clndex

segments

In-segment label index

mplsX ClnSegmentl ndex

Out-segment index

mplsX COutSegmentindex

Label switched path (L SP) to which the cross-connect
entry belongs

mplsXCLspld

Index to the MPLS label stack table that identifies the
stack of labels to be pushed under the top label

mplsX CL abel Stackl ndex

Cross-connect owner

mplsXCOwner

Status of table row

mplsX CRowStatus

Storage type

mplsX CStorageType

Administrative status (if up)

mlpsX CAdminStatus

Operational status (if up)

mplsX COperStatus

The administrative status and operational status are always up in the Cisco implementation. Otherwise,

these status entries do not appear in the table.

Cisco I0S Release 12.2(33)SRB
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MPLS Label Stack Table (mplsLabelStackTable)

Table 8 liststhe MPLS L SR information and associated MIB objects provided by the MPLS label stack

table (mplsLabel Stack Table).
Table 8 MPLS Label Stack Table—MPLS LSR Information and Associated MIB Object
MPLS LSR Information MIB Object

Primary index for a stack of labelsto be pushed onan | mplsLabel Stacklndex
outgoing packet

Secondary index identifying one label of the stack mpl sL abel StackL abel I ndex
Label to be pushed mplsLabel StackL abel

Pointer to an extenal table containing the label, if not mpl sL abel StackL abel Ptr
represented fully in the mplsLabel StackL abel object

Status of the table row mplsL abel StackRowStatus
Storage type mplsL abel Stack StorageType

MPLS In-Segment Map Table (mplsinSegmentMapTable)

Table 9 liststhe MPLS L SR information and associated MIB objects provided by the MPL S in-segment

map table.

Table 9 MPLS In-Segment Map Table—MPLS LSR Information and Associated MIB Object
MPLS LSR Information MIB Object

Index containing the same value as the mpl sl nSegmentM apl nterface

mplslnSegmentinterface in the MPLS in-segment table

Index containing the same value as the mplslnSegmentM apL abel
mplsinSegmentL abel in the MPLS in-segment table

Pointer to an extenal table containing the label, if the mpl sl nSegmentM apL abel PtrIndex
label for the in-segment cannot be represented fully in
the mplslnSegmentL abel object

The mplsinSegmentindex that corresponds to the mplslnSegmentM apl ndex
mplslnSegmentl nterface and mplslnSegmentL abel
objects or the mplslnSegmentInterface and
mplslnSegmentL abel Ptr objects

Information from MPLS-LSR-STD-MIB Scalar Objects

The MPLS-LSR-STD-MIB supports several scalar objects. In the Cisco implementation of the MIB for
Cisco |0OS Release 12.2(33)SRB, the following scalar objects are hard-coded to the value indicated and
are read-only objects. This symbol (“ ") indicates an empty string.

- mplsinSegmentindexNext (“ ”)—The value for the in-segment index when the L SR creates an entry
inthe MPLS in-segment table. The* ” indicates that thisis not implemented because modifications
to this table are not allowed.

Cisco I0S Release 12.2(33)SRB
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- mplsOutSegmentIndexNext (* ”)—The value for the out-segment index when an L SR creates a new
entry in the MPLS out-segment table. The “ " indicates that this is not implemented because
modifications to this table are not allowed.

» mplsXCTIndexNext (* ”)—The value for the cross-connect index when an L SR creates an entry in
the MPLS cross-connect table. The“ ” indicates that no unassigned values are available.

» mplsMaxL abel StackDepth (6)—The value for the maximum stack depth.

- mplsLabelStacklndexNext (“ ”)—The value for the label stack index when an LSR creates entries
inthe MPLS label stack table. The “ ” indicates that no unassigned values are available.

« mplsXCNotificationEnable (fal se)—Cross-connect natifications are not sent when thisvalueis
false.

The following notifications are not supported:
-« mplsXCUp
» mplsXCDown

MPLS-LSR-STD-MIB Indexing—Linking Table Elements

In the MPLS cross-connect table, cross-connect entries associate incoming segments with outgoing
segments. The following objects index the cross-connect entry:

» Cross-connect index (mplsX Clndex)—A uniqueidentifier for agroup of cross-connect entriesin the
cross-connect table.

= In-segment index (mplsXClnSegmentindex)—The value of this object is the same value as for the
mplslnSegmentindex in the in-segment table.

The in-segment table (mplslnSegmentTable) is indexed by the incoming label. The
mplsinSegmentindex is a 4-byte octet string containing the local label.

» Out-segment index (mplsX COutSegmentlndex)—The value of this object is the same value as for
the mplsOutSegmentindex in the out-segment table.

The following figure shows the relationship among the indexes of the mplslnSegmentTable, the
mplsXCTable, and the mplsOutSegmentTable.

Figure 2 MPLS-LSR-STD-MIB Indexing
In-segment table Cross-connect table Out-segment table
In-segment index XC index, In-segment index, Out-segment index Out-segment index

A A A A

230236

The mplsinSegmentindex, mplsXCindex, and mplsOutSegmentlndex values are defined as an
MplslndexType, which is a variable-length octet string that can be used to specify an interface index, a
physical card or device, or an application ID.

Cisco I0S Release 12.2(33)SRB
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MPLS In-Segment Table Index
The mplsinSegmentindex is a 4-byte octet string containing the local |abel.

MPLS Cross-Connect Table Index

The mplsXClndex isavariable-length octet string, the size of which depends on the application type that
isrepresented and the amount of information needed to represent the label for that application type. The
application type is based on a forwarding path identifier (FPI) type that is supported by the MFI. The
Cisco implementation of the MPLS-LSR-STD-MIB for Cisco 10S Release 12.2(33)SRB supports the
following FPI types: LABEL, TE, and IPV4.

Figure 3 shows how the MPLS-L SR-STD-MIB represents the application types for the cross-connect
mplsX Clndex object.

Figure 3 MPLS-LSR-STD-MIB Application Type Representation for mplsXCindex Object

Legend:

=1 Byte

FPI - refers to the forwarding path identifier type

LABEL (Length = 5 Bytes) (FPI = 0):
<-FPIl->< Label >

TE (Length =5 Bytes) (FPI = 1):
<-FPI->< TE id >
I I I I | |

IPv4 (Length = 6 Bytes) (FPI = 2):

<-FPl->< Prefix ><mask->

230237

MPLS Out-Segment Table Index

The mplsOutSegmentindex is a variable-length octet string. The description of thisindex isidentical to
that of the mplsXClndex except the mplsOutSegmentindex is two bytes longer in length. The last two
bytes in the out-segment index contains the MPLS output information (MOI) list index.

Interface Configuration Table and Interface MIB Links

The MPL S interface configuration table lists interfaces that support MPL S technology. An L SR creates
an entry dynamically in this table for each MPL S-capable interface. An interface becomes

MPL S-capable when MPL Sisenabled on that interface. A nonzero index for an entry in thistable points
to the ifIndex for the corresponding interface entry in the MPL S-layer in the if Table of the Interfaces
Group MIB.

The ifTable contains information on each interface in the network. Its definition of an interface includes
any sublayers of the internetwork layer of the interface. MPLS interfaces fit into this definition of an
interface. Therefore, each MPL S-enabled interface is represented by an entry in the ifTable.

Cisco I0S Release 12.2(33)SRB
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Theinterrelation of entriesin theifTableis defined by the interfaces stack group of the Interfaces Group
MIB. Figure 4 shows how the stack table might appear for MPL S interfaces. The underlying layer refers
to any interface that is defined for MPL S internetworking, for example, ATM, Frame Relay, or Ethernet.

Figure 4 Interface Group MIB Stack Table for MPLS Interfaces

MPLS-interface ifType = mpls(166)

Underlying Layer . ..

51273

Tunnel interfaces are included in the MPLS list for the current implementation.

MPLS-LSR-STD-MIB Structure

MIB structure is represented by atree hierarchy. Branches along the tree have short text strings and
integers to identify them. Text strings describe object names, and integers allow computer software to
encode compact representations of the names.

The MPLS-LSR-STD-MIB falls on the branch of the Internet MIB hierarchy represented by the object
identifier 1.3.6.1.2.1.10.166. This branch can also be represented by its object name
iso.org.dod.internet.mgmt.mib-2.transmission.mplsStdM I B. The MPLS-L SR-STD-MIB isidentified by
the object name mplsLsrStdMIB, which is denoted by the number 2. Therefore, objectsin the
MPLS-LSR-MIB can be identified in either of the following ways:

e The object identifier—1.3.6.1.2.1.10.166.2.[MIB-variabl €]

» The object name—
iso.org.dod.internet.mgmt.mib-2.transmission.mplsStdM I B.mplsLsrStdM | B.[M I B-variabl €]

Todisplay aMIB-variable, you enter an SNM P get command with an object identifier. Object identifiers
are defined by the MPLS-L SR-STD-MIB.

Figure 5 shows the position of the MPLS-LSR-STD-MIB in the Internet MI1B hierarchy.
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Figure 5 MPLS-LSR-STD-MIB in the Internet MIB Hierarchy

| «—— Label from the root to
! this point is 1.3.6.1.2.1.10.166

MPLS-LSR-STD-MIB
2

LsrObjects
1

0 2

— MPLS interface configuration table (1)
— MPLS interface performance table (2)
—— MPLS in-segment index next (3)

— MPLS in-segment table (4)

— MPLS in-segment performance table (5)
— MPLS out-segment index next (6)

— MPLS out-segment table (7)

— MPLS out-segment performance table (8)
—— MPLS cross-connect index next (9)

— MPLS cross-connect table (10)

— MPLS label stack depth (11)

— MPLS label stack index next (12)

—— MPLS label stack table (13)

— MPLS in-segment map table (14)

230240

L— MPLS cross-connect notifications enable (15)

CLI Commands and the MPLS-LSR-MIB

The MPLSLFIB isthe component of the Cisco MPL S subsystem that contai ns management information
for LSRs. You can access this management information by means of either of the following:

« Using the show mpls forwarding-table CLI command
« Entering SNMP get commands on a hetwork manager
The following examples show how you can gather L SR management information using both methods.

Cisco 10S Release 12.2(33)SRB
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CLI Command Output

A show mpls forwarding-table CLI command allows you to display label forwarding information for
a packet on a specific MPLS LSR:

Router# show mpls forwarding-table

Local Outgoing Prefix Bytes Label Outgoing Next Hop
Label Label or VC or Tunnel Id Switched interface

16 Pop Label IPv4 VRF [V] 1000 aggregate/vpnl

17 Pop Label 10.0.0.3/32 0 PO7/1/0 point2point
18 Pop Label 10.30.1.0/16 0 PO7/1/0 point2point
19 17 10.0.0.1/32 0 PO7/1/0 point2point
20 No Label 10.9.0.0/16[V] 0 GE3/1 10.30.2.2
21 No Label 10.0.0.7/32[V] 128856 GE3/1 10.30.2.2

MPLS-LSR-STD-MIB Output

SNMP commands on MIB objects also allow you to display the label forwarding information for a
specific MPLS LSR.

You can do a walk-through of the MIB by running a command such as getmany -v2c public

mplsL srStdM | B on a hetwork manager where getmany does repeated SNMP getnext operations to
retrieve the contents of the MPLS-L SR-STD-MIB. Figure 6 shows index information for the

mplsX COperStatus MPL S-L SR-STD-MIB object and how to read the information in the MI1B output
that follows.

Figure 6 Index Information for the mplsXCOperStatus MPLS-LSR-STD-MIB Object

mplsXCOperStatus.|5.0.0.0.0.16/4.0.0.0.16[[7.0.0.0.0.16.0.1] = up

Cross-connect index  In-segment index  Out-segment index

length = 5 octets length = 4 octets length = 7 octets
type = label (0) type = label (0) type = label (0)
label = 16 label = 16 label = 16

230448

MPLS output information = 1

mplsXCOperStatus.5.0.0.0.0.0.4.0.0.0.0.7.0.0.0.0.0.0.1 = up
mplsXCOperStatus.5.0.0.0.0.1.4.0.0.0.1.1.0 = up
mplsXCOperStatus.5.0.0.0.0.2.4.0.0.0.2.7.0.0.0.0.2.0.1 = up
mplsXCOperStatus.5.0.0.0.0.3.4.0.0.0.3.1.0 = up
mplsXCOperStatus.5.0.0.0.0.16.4.0.0.0.16.7.0.0.0.0.16.0.1 = up
mplsXCOperStatus.5.0.0.0.0.17.4.0.0.0.17.7.0.0.0.0.17.0.1 = up
mplsXCOperStatus.5.0.0.0.0.18.4.0.0.0.18.7.0.0.0.0.18.0.1 = up
mplsXCOperStatus.5.0.0.0.0.19.4.0.0.0.19.7.0.0.0.0.19.0.1 = up
mplsXCOperStatus.5.0.0.0.0.20.4.0.0.0.20.1.0 = up
mplsXCOperStatus.5.0.0.0.0.21.4.0.0.0.21.1.0 = up
mplsXCOperStatus.6.2.10.0.0.3.32.1.0.8.2.10.0.0.3.32.0.1 = up
mplsXCOperStatus.6.2.10.30.0.16.1.0.8.2.30.1.0.0.16.0.1 = up

You can continue to scan the output of the getmany command for the following MIB objects from the
MPLS out-segment table:

» Out-segment’s top label objects (mplsOutSegmentTopL abel)

mplsOutSegmentTopLabel.7.0.0.0.0.0.0.1 3
mplsOutSegmentToplLabel.7.0.0.0.0.2.0.1 = 3

Cisco I0S Release 12.2(33)SRB
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mplsOutSegmentTopLabel.7.0
mplsOutSegmentTopLabel.7.0
mplsOutSegmentTopLabel.7.0
mplsOutSegmentTopLabel.7.0.
2
2
2

oooo

[

oo
w

mplsOutSegmentTopLabel.8.2.10.0.0.1.32.0.1
mplsOutSegmentTopLabel.8.2.10.0.0.3.32.0.1
mplsOutSegmentTopLabel.8.2.10.30.0.16.0.1 = 3

o
w

« Out-segment’s interface (mplsOutSegmentl! | nterface)

mplsOutSegmentInterface.7.0.0.0.0.0.0.1 = 0
mplsOutSegmentInterface.7.0.0.0.0.2.0.1 = 0
mplsOutSegmentInterface.7.0.0.0.0.16.0.1 = 0
mplsOutSegmentInterface.7.0.0.0.0.17.0.1 = 55
mplsOutSegmentInterface.7.0.0.0.0.18.0.1 = 55
mplsOutSegmentInterface.7.0.0.0.0.19.0.1 = 55
mplsOutSegmentInterface.8.2.10.0.0.1.32.0.1 = 55
mplsOutSegmentInterface.8.2.10.0.0.3.32.0.1 = 55
mplsOutSegmentInterface.8.2.10.30.0.16.0.1 = 55

For more information on how to read the indexing for MPLS-L SR-STD-MIB objects, see Figure 2 and
the “MPLS-LSR-STD-MIB Indexing—L inking Table Elements” section on page 11.

VPN Aware LSR MIB

SNMP Contexts

Cisco 10S Release 12.2(33)SRB includes the VPN Aware LSR MIB feature that enables the
MPLS-LSR-STD-MIB to get VPN context information. This feature adds support for different contexts
for different MPLS VPNSs. Users of the MIB can display per-VPN entriesin the MPLS-LSR-STD-MIB
tables. The VPN Aware LSR MIB feature does not change the syntax of the MPLS-LSR-STD-MIB. It
changes the number and types of entries within the tables.

The MPLS-LSR-STD-MIB can show information about only one context at atime. You can specify
either aglobal context or an MPLS VPN context using an SMNP security name. The security name must
match the SNM P community name when an SNMP request is performed on a MIB entry.

SNMP contexts provide VPN users with a secure way of accessing MIB data. When aVPN isassociated
with a context, that VPN’s specific MIB data exists in that context. Associating a VPN with a context
enables service providers to manage networks with multiple VPNs. Creating and associating a context
with aVPN enables a provider to prevent the users of one VPN from accessing information about users
of other VPNs on the same networking device.

VPN-aware SNMP requires that SNMP manager and agent entities operating in a VPN environment
agree on mapping between the SNM P security name and the VPN name. This mapping is created by you
using different contexts for the SNM P data of different VPNs, which is accomplished through the
configuration of the SNMP View-based Access Control Model MIB (SNMP-VACM-MIB). The
SNMP-VACM-MIB is configured with views so that a user on a VPN with a security name is allowed
access to the restricted object space within the context of only that VPN.

SNMP request messages undergo three phases of security and access control before a response message
is sent back with the object values within a VPN context:

» Thefirst security phase is authentication of the username. During this phase, the user is authorized
for SNMP access.

» Thesecond phaseis access control. During this phase, the user is authorized for SNMP accessto the
group objects in the requested SNM P context.

Cisco I0S Release 12.2(33)SRB
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« Inthethird phase, the user can access a particular instance of atable entry. With this third phase,
complete retrieval can be based on the SNMP context name.

I P access lists can be configured and associated with SNM P community strings. This feature enablesyou
to configure an association between VRF instances and SNM P community strings. When aV RF instance
is associated with an SNMP community string, SNMP processes requests coming in for a particular
community string only if they are received from the configured VRF. If the community string contained
in the incoming packet has no VRF associated with it, it is processed only if it came in through a
non-VRF interface.

Major Differences Between the MPLS-LSR-STD-MIB and the MPLS-LSR-MIB

The MPLS-LSR-STD-MIB based on RFC 3813 provides the same basic functionality as the
MPLS-LSR-MIB based on Version 05 of the [IETF MPLS-LSR-MIB. They both provides an interface
for managing label switching through the use of SNMP.

After theimplementation of the MPLS-LSR-STD-MIB (RFC 3813) in Cisco | OS Release 12.2(33)SRB,
the MPLS-LSR-MIB will exist for a period of time before support is completely removed. This gives
you the chance to migrate to the MPLS-LSR-STD-MIB. Both MIBs can coexist in the same image
because the MPLS-LSR-STD-MIB and the MPLS-L SR-MIB have different root object identifiers
(OIDs).

The following sections contain information about the major differences between the
MPLS-LSR-STD-MIB and the MPLS-L SR-MIB:

e MPLS-LSR-MIB and the MPLS-LSR-STD-MIB Scalar Object Differences, page 17
e MPLS-LSR-MIB and the MPLS-L SR-STD-MIB Table Object Differences, page 18
e MPLS-LSR-MIB and MPLS-LSR-STD-MIB Notification Differences, page 21

e MPLS-LSR-MIB and MPLS-LSR-STD-MIB Indexing Differences, page 22

MPLS-LSR-MIB and the MPLS-LSR-STD-MIB Scalar Object Differences

Table 10 shows the major difference between the MPLS-LSR-MIB objects and the
MPLS-LSR-STD-MIB objects for each scalar object.

Table 10 Scalar Objects: MPLS-LSR-MIB and MPLS-LSR-STD-MIB Object Differences
MPLS-LSR-MIB Object MPLS-LSR-STD-MIB Object Difference
mplsTrafficParamlndexNext — Object deleted.
mplslnSegmentTrapEnable — Object deleted.
mplsOutSegmentTrapEnable — Object deleted.

— mpl slnSegmentindexNext New object.

mplsOutSegmentl ndexNext

mplsOutSegment| ndexNext

Syntax change. Formerly
integer 32, now is
MplslindexType, which isan
octet string.

mplsX ClndexNext

mplsX CIndexNext

Syntax change. Formerly
integer 32, now is
MplsindexType, which is an
octet string.
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MPLS-LSR-MIB and the MPLS-LSR-STD-MIB Table Object Differences

The following tables show the major differences between the MPLS-LSR-MIB and the
MPLS-LSR-STD-MIB for each table.

MPLS Interface Table (mplsinterfaceTable) Differences

Table 11 shows the difference between MPLS-L SR-MIB and MPLS-LSR-STD-MIB objects for the
MPLS interface table (mplsinterfaceTable), formerly called the MPL S interface configuration table
(mplsinterfaceConfTable).

Table 11 MPLS Interface Table: MPLS-LSR-MIB and MPLS-LSR-STD-MIB Object Differences
MPLS-LSR-MIB Object MPLS-LSR-STD-MIB Object Difference
mplslnterfaceTotal Buffer — Object deleted.
mpl sl nterfaceAvailableBuffer — Object deleted.
mplsInterfaceConfStorageType |— Object deleted.
mpl sl nterfaceConflndex mpl sl nterfacel ndex Object name changed.

MPLS Interface Performance Table (mplsinterfacePerfTable) Differences
Table 12 shows the major difference between MPLS-LSR-MIB and MPLS-LSR-STD-MIB objects for
the MPLS interface performance table (mplslnterfacePerfTable).

Table 12 MPLS Interface Performance Table: MPLS-LSR-MIB and MPLS-LSR-STD-MIB Object
Differences
MPLS-LSR-MIB Object MPLS-LSR-STD-MIB Object Difference
mplsl nterfacel nPackets — Object deleted.
mpl sl nterfacel nDiscards — Object deleted.
mpl sl nterfacel nL abel sUsed mpl sl nterfacePerflnLabelsinUse Object name changed.
mplsinterfaceFailedL abel L ookup | mplslnterfacePerflnLabelLookupFailures |Object name changed.
mpl sl nterfaceOutPackets — Object deleted.
mpl sl nterfaceOutDiscard — Object deleted.
mpl sl nterfaceOutL abel sUsed mpl sl nterfacePerfOutL abelsinUse Object name changed.
mpl sl nterfaceOutFragments mpl sl nterfacePerf OutFragmentedPkts Object name changed.

MPLS In-Segment Table (mplsinSegmentTable) Differences
Table 13 shows the major difference between MPLS-LSR-MIB and MPLS-LSR-STD-MIB objects for
the MPLS in-segment table (mplslnSegmentTable).

Table 13 MPLS In-Segment Table: MPLS-LSR-MIB and MPLS-LSR-STD-MIB Object Differences
MPLS-LSR-MIB Object MPLS-LSR-STD-MIB Object Difference
mplslnSegmentAdminStatus — Object deleted.
mplslnSegmentOper Status — Object deleted.
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Table 13 MPLS In-Segment Table: MPLS-LSR-MIB and MPLS-LSR-STD-MIB Object Differences
MPLS-LSR-MIB Object MPLS-LSR-STD-MIB Object Difference
mplslnSegmentl flndex mplslnSegmentinterface Object name changed. Formerly

not accessible (was used asindex
into the table). Now itisan
object in the table.

— mpl slnSegmentlndex New object. Used as an index
into the table.

— mplslnSegmentL abel Ptr New object.

mplslnSegmentL abel mplslnSegmentL abel Formerly not accessible (was

used as index into the table).
Now it is an object in the table.

mplslnSegmentX Clndex mplslnSegmentX Clndex Syntax change. Formerly
Integer32, now Mplsindextype,
which is an Octet String.

MPLS In-Segment Performance Table (mplsinSegmentPerfTable) Differences

Table 14 shows the major difference between MPLS-LSR-MIB and MPLS-LSR-STD-MIB objects for
the MPL S in-segment performance table (mplslnSegmentPerf Table).

Table 14 MPLS In-Segment Performance Table: MPLS-LSR-MIB and MPLS-LSR-STD-MIB Object
Differences

MPLS-LSR-MIB Object MPLS-LSR-STD-MIB Object Difference

mplslnSegmentOctets mplslnSegmentPerfOctets Object hame changed.
mplslnSegmentPackets mplslnSegmentPerfPackets Object name changed.
mplslnSegmentErrors mplslnSegmentPerfErrors Object name changed.
mplsinSegmentDiscards mplslnSegmentPerfDiscards Object name changed.
mplslnSegmentHCOctets mplslnSegmentPerf HCOctets Object nhame changed.

MPLS Out-Segment Table (mplsOutSegmentTable) Differences

Table 15 shows the major difference between MPLS-LSR-MIB and MPLS-LSR-STD-MIB objects for
the MPL S out-segment table (mplsOutSegmentTable).

Table 15 MPLS Out-Segment Table: MPLS-LSR-MIB and MPLS-LSR-STD-MIB Object
Differences

MPLS-LSR-MIB Object MPLS-LSR-STD-MIB Object Difference

mplsOutSegmentA dminStatus — Object deleted.

mplsOutSegmentOper Status — Object deleted.

mplsOutSegmentI ndex mplsOutSegmentIndex Syntax changed.

Formerly Integer32,
now MplslndexType,
which isan octet string.

mplsOutSegment! flndex mplsOutSegmentInterface Object name changed.

Cisco I0S Release 12.2(33)SRB
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Table 15 MPLS Out-Segment Table: MPLS-LSR-MIB and MPLS-LSR-STD-MIB Object
Differences (continued)

MPLS-LSR-MIB Object MPLS-LSR-STD-MIB Object Difference

— mplsOutSgementTopL abel Ptr New object.

mplsOutSegmentNextHopl pAddrType

mplsOutSegmentNextHopAddrType

Object name changed.

mplsOutSegmentNextHopl pv4Addr
mplsOutSegmentNextHopl pv6Addr

mplsOutSegmentNextHopAddr

Formerly two objects,
now one object with
the syntax of
InetAddress.

mplsOutSegmentX Clndex

mplsOutSegmentX Clndex

Syntax changed.

Formerly Integer32,
now MplslndexType,
which isan octet string.

MPLS Out-Segment Performance Table (mplsOutSegmentPerfTable) Differences

Table 16 shows the major difference between MPLS-LSR-MIB and MPLS-LSR-STD-MIB objects for
the MPL S out-segment performance table (mplsOutSegmentPerf Table).

Table 16 MPLS Out-Segment Performance Table: MPLS-LSR-MIB and MPLS-LSR-STD-MIB

Object Differences

MPLS-LSR-MIB Object

MPLS-LSR-STD-MIB Object

Difference

mplsOutSegmentOctets mplsOutSegmentPerfOctets Object name changed.
mplsOutSegmentPackets mplsOutSegmentPerfPackets Object name changed.
mplsOutSegmentErrors mplsOutSegmentPerfErrors Object name changed.
mplsOutSegmentDiscards mplsOutSegmentPerfDiscards | Object name changed.
mplsOutSegmentHCOctets mplsOutSegmentPerfHCOctets | Object name changed.

MPLS Cross-Connect Table (mplsXCTable) Differences

Table 17 shows the major difference between MPLS-LSR-MIB and MPLS-LSR-STD-MIB objects for
the MPL S cross-connect table (mplsXCTable).

Table 17 MPLS Cross-Connect Table: MPLS-LSR-MIB and MPLS-LSR-STD-MIB Object
Differences

MPLS-LSR-MIB Object MPLS-LSR-STD-MIB Object Difference

mplsX ClsPersistent — Object deleted.

mplsX Clndex

mplsX Clndex

Syntax changed. Formerly
Integer32, now MplslindexType,
which is an octet string.

mplsX ClnSegmentlndex

New object, an index into the
mplsXCTable.

i Cisco I0S Release 12.2(33)SRB



| MPLS EM—MPLS LSR MIB - RFC 3813

Information About MPLS EM—MPLS LSR MIB - RFC 3813 M

Table 17 MPLS Cross-Connect Table: MPLS-LSR-MIB and MPLS-LSR-STD-MIB Object
Differences (continued)

MPLS-LSR-MIB Object MPLS-LSR-STD-MIB Object Difference

— mplsX COutSegmentl ndex New object, an index into the
mplsXCTable.

mplsX CL abel Stackl ndex mplsX CL abel Stackl ndex Syntax changed. Formerly
Integer32, now MplslndexType,
which is an octet string.

MPLS Label Stack Table (mplsLabelStackTable) Differences
Table 18 shows the major difference between MPLS-LSR-MIB and MPLS-L SR-STD-MIB objects for
the MPLS label stack table (mplslLabel StackTable).

Table 18 MPLS Label Stack Table: MPLS-LSR-MIB and MPLS-LSR-STD-MIB Object Differences
MPLS-LSR-MIB Object MPLS-LSR-STD-MIB Object Difference
mpl sL abel Stacklndex mpl sL abel Stackl ndex Syntax changed. Formerly

Integer32, now MplslndexType,
which is an octet string.

— mplsL abel StackL abel Ptr New object.

MPLS In-Segment Map Table (mplsinSegmentMapTable) Differences

Table 19 shows the major difference between MPLS-LSR-MIB and MPLS-LSR-STD-MIB objects for
the MPL S in-segment map table (mplslnSegmentMapTable). The MPL S in-segment map table is a new
table introduced with the MPLS-LSR-STD-MIB.

Table 19 MPLS In-Segment Map Table: MPLS-LSR-MIB and MPLS-LSR-STD-MIB Object
Differences

MPLS-LSR-MIB Object MPLS-LSR-STD-MIB Object Difference

— mplslnSegmentM apl nterface New object.

— mplslnSegmentM apL abel New object.

— mplsinSegmentMapL abel Ptrindex |New object.

— mpl slnSegmentM apl ndex New object.

MPLS Traffic Parameters Table (mplsTrafficParamTable) Differences
The MPL Straffic parameterstable was not supported in Cisco | OSimplementation of MPLS-L SR-MIB.
It has been removed from the MPLS-L SR-STD-MIB.

MPLS-LSR-MIB and MPLS-LSR-STD-MIB Notification Differences
Table 20 shows the difference between MPLS-L SR-MIB and MPLS-L SR-STD-MIB notifications.

Cisco I0S Release 12.2(33)SRB
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Note

Table 20 MPLS-LSR-MIB and MPLS-LSR-STD-MIB Notification Differences
MPLS-LSR-MIB Notification |MPLS-LSR-STD-MIB Notification |Difference
mplslnSegmentUp — Object deleted.
mplslnSegmentDown — Object deleted.
mplsOutSegmentUp — Object deleted.
mplsOutSegmentDown — Object deleted.
mplsXCUp mplsXCUp Returned objects changed.
mplsXCDown mplsXCDown Returned objects changed.

The following notifications were not supported for MPLS-LSR-MIB and are not supported for the
MPLS-LSR-STD-MIB in Cisco 10S Release 12.2(33)SRB:

- mplsXCUp
« mplsXCDown

For scalability reasons, none of the notifications were implemented in the Cisco 10S software from the
MPLS-LSR-MIB. For the same reason, the notifications from the MPLS-LSR-STD-MIB are not
implemented in Cisco |OS Release 12.2(33)SRB.

MPLS-LSR-MIB and MPLS-LSR-STD-MIB Indexing Differences

One of the mgjor differences between the MPLS-LSR-MIB and the MPLS-LSR-STD-MIB isthe
indexing used for the three main tables that manage labels for the MPLS LSR in the MPLS-LSR-MIB
and the MPLS-LSR-STD-MIB: the MPLS in-segment table (mplsinSegmentTable), the MPLS
cross-connect table (mplsXCTable), and the MPL S out-segment table (mplsOutSegmentTable).

All entriesin each table are uniquely identified by one or more indexes. Theindexes determine the order
in which entries are displayed in aMIB walk.

Table 21 compares indexing characteristics of the draft Version 05 MPLS-L SR-MIB implementation
with indexing characteristics of the MPLS-LSR-STD-MIB (RFC 3813) implementation.

Table 21 Comparison of Indexing Characteristics of the MPLS-LSR-MIB and the MPLS-LSR-STD-MIB
MPLS-LSR-MIB Draft Version 05 MPLS-LSR-STD-MIB RFC 3813
Object Compared Implementation Implementation

Index type definition

A 32-bit integer type is used to define the
indexing into the tables that manage label
switching in the MPLS L SR.

An octet string is used to define the
indexing into the tables that manage label
switching inthe MPLS L SR.

MPLS in-segment table index

The MPLS in-segment table is indexed by
the SNMP interface index (ifIndex) and the
incoming label (mplslnSegmentL abel).

The MPLS in-segment table is indexed by
the mplslnSegmentindex. The
mplslnSegmentl ndex isa4-byte octet string
representing the local label
(mplslnSegmentL abel).
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Table 21 Comparison of Indexing Characteristics of the MPLS-LSR-MIB and the MPLS-LSR-STD-MIB (continued)
MPLS-LSR-MIB Draft Version 05 MPLS-LSR-STD-MIB RFC 3813
Object Compared Implementation Implementation

MPLS cross-connect table index

The MPL S cross-connect tableindexing has
four indexes: mplsXClndex, iflndex,
mplslnSegmentL abel, and
mplsOutSegmentindex. The SNMP
interface index and incoming label are
identical to the in-segment table. The
mplsX Cindex and mplsOutSegmentlndex
values are defined as arbitrary unsigned
32-bit quantities.

The MPL S cross-connect tableindexing has
three indexes: mplsXClndex,

mplsX ClnSegmentindex, and

mplsX COutSegmentindex. The

mplsX ClnSegmentindex is the same as the
mplslnSegmentindex in the in-segment
table. The mplsXCOutSegmentindex is the
same as the mplsOutSegmentindex in the
out-segment table.

MPLS out-segment table index

The MPLS out-segment table is indexed by
the mplsOutSegmentIndex, which
corresponds to the mplsOutSegmentIndex
used in the MPLSS cross-connect table.

The MPLS out-segment table is indexed by
the mplsOutSegmentindex, which
corresponds to the mplsX Clndex with the
addition of two bytes that contain an MOI
list index.

For more information about the relationship between the indexes for the MPLS-LSR-STD-MIB
implementation, see the “MPLS-L SR-STD-MIB Indexing—Linking Table Elements” section on

page 11.

How to Configure SNMP for the MPLS EM—MPLS LSR MIB -

RFC 3813

This section contains tasks to configure the MPLS EM—MPLS LSR MIB (RFC 3813) feature.

The SNMP agent for the MPLS-LSR-STD-MIB is disabled by default and must be enabled for you to
use SNMP to monitor and manage the MPLS L SRs on your network. Perform these task to enable the
SNMP Agent and verify that it is enabled:

« Enabling the SNMP Agent, page 24 (required)
« Verifying That the SNMP Agent Is Enabled, page 26 (optional)

Perform the following task to configure a VPN context for the MPLS-L SR-STD-MIB:
» Configuring a VPN-Aware LSR MIB, page 26 (optional)

Prerequisites

The MPLS-LSR-STD-MIB requires the following:
« SNMP installed and enabled on the LSR
« MPLS enabled on the LSR

< MFI
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Enabling the SNMP Agent

To enable the SNMP agent, perform the following task.
The SNMP agent for the MPLS-LSR-STD-MIB is disabled by default.

SUMMARY STEPS
1. enable
2. show running-config
3. configureterminal
4, snmp-server community string [view view-name] [ro | rw] [ipv6 nacl] [access-list-number]
5. end
6. save running-config startup-config
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
- Enter your password if prompted.
Example:
Router> enable
Step2  show running-config Displays the running configuration of the router to
determine if an SNMP agent is already running on
) the device.
Example:
Router# show running-config If no SNMP information is displayed, continue with
the next step.

If any SNMP information is displayed, you can
modify the information or change it as desired.

Step3  configure terminal Enters global configuration mode.

Example:
Router# configure terminal

Cisco I0S Release 12.2(33)SRB
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Command or Action Purpose
Step4  snmp-server community string [view view-name] [ro | Sets up the community access string to permit access
rw] [ipv6é nacl] [access-list-number] to SNMP.

« The string argument is a community string that
Example: consistsof from 1 to 32 alphanumeric characters
Router (config)# snmp-server community public ro and functions much like a password, permitting
access to the SNMP protocol. Blank spaces are
not permitted in the community string.

» The view view-name keyword-argument pair is
the name of apreviously defined view. The view
defines the objects available to the SNMP
community.

- Thero keyword specifies read-only access.
Authorized management stations can retrieve
only MIB objects.

- Therw keyword specifies read-write access.
Authorized management stations can retrieve
and modify MIB objects.

« Theipv6 nacl keywords specify the | Pv6 named
access list.

» The access-list-number argument is an integer
from 1to 99. It specifiesastandard access|ist of
IP addresses or a string (not to exceed 64
characters) that is the name of a standard access
list of 1P addresses allowed access to the SNMP

agent.

Alternatively, an integer from 1300 to 1999 that
specifies alist of 1P addresses in the expanded
range of standard accesslist numbers. Devicesat
these addresses are allowed to use the
community string to gain access to the SNMP

agent.
Step5 end Exits to privileged EXEC mode.
Example:
Router (config)# end
Step6  save running-config startup-config Saves the modified SNMP configuration into

NVRAM of the router, permanently saving the

Example: SNMP settings.

Router# save running-config startup-config

Cisco I0S Release 12.2(33)SRB
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Verifying That the SNMP Agent Is Enabled

To verify that the SNMP agent is enabled, perform the following task.

SUMMARY STEPS
1. telnet device-ip-address
2. enable
3. show running-config
4. exit
DETAILED STEPS

Stepl  telnet device-ip-address

Use this command to access the router through a Telnet session. For example:

Prompt> telnet 10.15.230.20

where 10.15.20.20 represents the | P address of the target device.
Step2  enable

Use this command to enable privileged EXEC mode. Enter your password, if prompted. For example;

Router> enable
Router#

Step3  show running-config

Use this command to display the running configuration. Look for SNM P information. For example:

Router# show running-config

snmp-server community public RO

If you see any “snmp-server” statements, SNM P has been enabled on the router.
Step4  exit

Use this command to exit privileged EXEC mode. For example:

Router# exit
Router>

Configuring a VPN-Aware LSR MIB

To configure a VPN-aware LSR MIB, perform the following tasks:
» Configuring SNMP Support for a VPN, page 27 (required)
» Configuring an SNMP Context for a VPN, page 28 (required)
- Configuring a VPN-Aware SNMP Context for SNMPv1 or SNMPv2, page 30 (required)

Cisco I0S Release 12.2(33)SRB
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Configuring SNMP Support for a VPN

To configure SNMP support for aVPN (or aremote VPN), perform the following task. SNMP support
for VPNs allows users of the MPLS-LSR-STD-MIB to display per-VPN entriesin the
MPLS-LSR-STD-MIB tables.

SUMMARY STEPS
1. enable
2. configureterminal
3. snmp-server enginel D remote {ipv4-address | ipv6-address} [udp-port udp-port-number]
[vrf vrf-name] engineid-string
4. end
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  snmp-server engineID remote {ipvé4-address | Specifies the SNMP engine ID of aremote SNMP device.
ipv6-address} [udp-port udp-port-number] [vrE .
vrf-namel engineid-string « Theipv4-address argument is the IPv4 address of the
device that contains the remote copy of SNMP.
Example: . Thg ipv6—addres§ argument is the I1Pv6 address of the
Router (config)# snmp-server engineID remote device that contains the remote copy of SNMP.

172.16.20.3 vrf customerl

£0000005030000B064EFEL00 » Theudp-port keyword specifies a User Datagram

Protocol (UDP) port of the host to use.

« The udp-port-number argument is the socket number
on the remote device that contains the remote copy of
SNMP. The default is 161.

- Thevrf keyword specifies an instance of arouting
table.

« Thevrf-name argument is the name of the VRF table to
use for storing data.

« Theengineid-string is astring of a maximum of
24 characters that identifies the engine ID.

Step4  end Exits to privileged EXEC mode.

Example:
Router (config)# end
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What to Do Next

Proceed to the ““ Configuring an SNMP Context for a VPN” section on page 28.

Configuring an SNMP Context for a VPN

To configure an SNMP context for a VPN, perform the following task. This sets up a unique SNMP
context for a VPN that allows you to access the per-VPN entriesin the VRF table.

SNMP Context

SNMP contexts provide VPN users with a secure way of accessing MIB data. When aVPN isassociated
with a context, that VPN’s specific MIB data exists in that context. Associating a VPN with a context
enables service providers to manage networks with multiple VPNs. Creating and associating a context
with aVPN enables a provider to prevent the users of one VPN from accessing information about users
of other VPNs on the same networking device.

VPN Route Distinguishers

A route distinguisher (RD) creates routing and forwarding tables for a VPN. Cisco 10S software adds
the RD to the beginning of the customer’s |Pv4 prefixes to change them into globally unique VPN-1Pv4
prefixes.

Either the RD is an autonomous system number (ASN)-relative RD, in which case it is composed of an
autonomous system number and an arbitrary number, or it is an | P-address-relative RD, in which caseiit
is composed of an IP address and an arbitrary number. You can enter an RD in either of these formats:

e 16-hit ASN: your 32-bit number, for example, 101:3.
- 32-bit IP address: your 16-bit number, for example, 192.168.122.15:1.

SUMMARY STEPS

enable

configure terminal

snmp-server context context-name

ip vrf vrf-name

rd route-distinguisher

context context-name

route-target {import | export | both} route-target-ext-community

©® N o g M w NP

end
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DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure terminal Enters global configuration mode.
Example:

Router# configure terminal

Step 3 snmp-server context context-name Creates an SNMP context.

« The context-name argument is the name of the SNMP
Example: context being created.

Router (config)# snmp-server context
context-vpnl

Step4  ip vrf vrf-name Configures a VRF table and enters VRF configuration
mode.

Example: « Thevrf-name argument is the name assigned to a VRF.
Router (config)# ip vrf customerl

Step5 rd route-distinguisher Creates routing and forwarding tables for a VRF.

« The route-distinguisher argument specifies to add an

Example: 8-byte value to an IPv4 prefix to create a VPN |Pv4
Router (config-vrf)# rd 100:1 preﬁX.

Step6  context context-name Associates an SNM P context with a particular VRF.

« The context-name argument is the name of the SNMP
Example: VPN context, up to 32 characters.
Router (config-vrf)# context context-vpnl

Step7  route-target {import | export | both} (Optional) Creates aroute-target extended community for a
route-target-ext-community VRF.

- Theimport keyword specifies to import routing

Example: information from the target VPN extended community.
Router (config-vrf)# route-target export 100:1 . .
- The export keyword specifies to export routing

information to the target VPN extended community.

« Theboth keyword specifies to import both import and
export routing information to the target VPN extended
community.

« The route-target-ext-community argument adds the
route-target extended community attributes to the
VRF'slist of import, export, or both (import and export)
route-target extended communities.

Step8  end Exitsto privileged EXEC mode.

Example:
Router (config-vrf)# end
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What to Do Next

Proceed to the “ Configuring a VPN-Aware SNMP Context for SNMPv1 or SNMPv2” section on
page 30.

Configuring a VPN-Aware SNMP Context for SNMPv1 or SNMPv2

To configure a VPN-aware SNMP context for SNMPv1 or SNMPv2, perform the following task. This
allows you to access per-VPN entries in the MPLS-L SR-STD-MIB tables using SNMPv1 or SNMPv2.

SNMPv1 or SNMPV2 Security
SNMPv1 and SNMPv2 are not as secure as SNM Pv3. SNMP Versions 1 and 2 use plain text communities
and do not perform the authentication or security checks that SNMP Version 3 performs.

To configure the VPN Aware LSR MIB feature when using SNMP Version 1 or SNMP Version 2, you
need to associate a community name with a VPN. This association causes SNMP to process requests
coming in for a particular community string only if they come in from the configured VRF. If the
community string contained in the incoming packet does not have an associated V RF, the packet is
processed only if it came in through a non-V RF interface. This process prevents users outside the VPN
from using a clear text community string to query the VPN data. However, thisis not as secure as using
SNMPv3.

SUMMARY STEPS

1. enable
2. configureterminal

3. snmp-server user username group-name [remote host [udp-port port]] {v1|v2c|v3[encrypted]
[auth {md5 | sha} auth-password]} [access access-list]

4, snmp-server group group-name {v1l |v2c |v3{auth | noauth | priv}} [context context-name]
[read readview] [write writeview] [notify notifyview] [access access-list]

5. snmp-server view view-name oid-tree {included | excluded}

6. snmp mib community-map community-name [context context-name] [engineid engine-id]
[security-name security-name] target-list vpn-list-name

7. snmp mib target list vpn-list-name {vrf vrf-name | host ip-address}
8. end
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Command or Action

Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode.

« Enter your password if prompted.

Step2  configure terminal

Example:
Router# configure terminal

Enters global configuration mode.
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Command or Action Purpose
Step 3 snmp-server user username group-name [remote Configures a new user to an SNMP group.
host [udp-port port]] {vl | v2ec | v3 .
lencrypted] [auth {md5 | sha} auth-password] } « The username argument is the name of the user on the
laccess access-list] host that connects to the agent.

» The group-name argument is the name of the group to
Example: which the user belongs.

Router (config)# snmp-server user vrfcomm-vpnl

group-vpnl vac » Theremote host keyword and argument specify a

remote SNMP entity to which the user belongs, and the
hostname or 1Pv6 address or 1Pv4 |P address of that
entity. If both an |Pv6 address and |Pv4 | P address are
being specified, the IPv6 host must be listed first.

e Theudp-port port keyword and argument specify the
UDP port number of the remote host. The default is
UDP port 162.

« Thevi keyword specifies that SNMPv1 should be used.

* Thev2c keyword specifies that SNM Pv2c should be
used.

« Thev3 keyword specifies that the SNMPv3 security
model should be used. Allows the use of the encrypted
and or auth keywords.

» Theencrypted keyword specifies whether the
password appears in encrypted format (a series of
digits, masking the true characters of the string).

- Theauth keyword specifies which authentication level
should be used.

e The md5 keyword is the HMAC-MD5-96
authentication level.

« Theshakeywordisthe HM AC-SHA-96 authentication
level.

« The auth-password argument is a string (not to exceed
64 characters) that enables the agent to receive packets
from the host. The minimum length for a password is
one character. The recommended length of a password
is at least eight characters, and should include both
letters and numbers.

» The access access-list keyword and argument specify
an access list to be associated with this SNMP user.

Cisco I0S Release 12.2(33)SRB
[ 32 | I



| MPLS EM—MPLS LSR MIB - RFC 3813

Step 4

How to Configure SNMP for the MPLS EM—MPLS LSR MIB-RFC 3813 M

Command or Action

Purpose

snmp-server group group-name {vl | v2ec | v3
{auth | noauth | priv}} [context context-namel
[read readview] [write writeview] [notify
notifyview] [access access-1ist]

Example:

Router (config)# snmp-server group group-vpnl
v2c context context-vpnl read view-vpnl write
view-vpnl notify
*tv.00000000.00040000.00000000.0 access
context-vpnl

Configures a new SNMP group or atable that maps SNMP
users to SNMP views.

The group-name argument is the name of the group.

The vi keyword specifies that SNM Pv1 should be used
for the group.

The v2c keyword specifies that SNM Pv2c should be
used for the group. The SNMPv2c security model

allows for the transmission of informs, and supports
64-character strings (instead of 32-character strings).

The v3 keyword specifies that the SNMPv3 should be
used for the group. SMNPv3 is the most secure of the
supported security models, because it allows you to

explicitly configure the authentication characteristics.

The auth keyword specifies authentication of a packet
without encrypting it.

The noauth keyword specifies no authentication of a
packet.

The priv keyword specifies authentication of a packet
with encryption.

The context context-name keyword and argument
associate the specified SNMP group with a configured
SNMP context.

The read readview keyword and argument specify a
read view for the SNMP group. The readview argument
represents a string (not to exceed 64 characters) that is
the name of the view that enables you to display only
the contents of the agent.

The write writeview keyword and argument specify a
write view for the SNMP group. The writeview
argument represents a string (not to exceed 64
characters) that isthe name of the view that enablesyou
to enter data and configure the contents of the agent.

The notify notifyview keyword and argument specify a
notify view for the SNMP group. The writeview
argument represents a string (not to exceed 64
characters) that isthe name of the view that enablesyou
to specify a notify, inform, or trap.

The access access-list keyword and argument specify a
standard access list (a standard ACL) to associate with
the group.
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Step 5

Step 6

Command or Action

Purpose

snmp-server view view-name oid-tree {included
excluded}

Example:
Router (config)# snmp-server view view-vpnl iso
included

Creates or updates a view entry.

The view-name argument is the label for the view
record that you are updating or creating. The nameis
used to reference the record.

The oid-tree argument is the object identifier of the
ASN.1 subtree to be included or excluded from the
view. To identify the subtree, specify atext string
consisting of numbers, such as 1.3.6.2.4, or aword,
such as system. Replace a single subidentifier with the
asterisk (*) wildcard to specify a subtree family; for
example 1.3.* .4.

Theincluded keyword configuresthe OI D (and subtree
OIDs) specified in the oid-tree argument to be included
in the SNMP view.

The excluded keyword configuresthe OID (and subtree
OIDs) specified in the oid-tree argument to be
explicitly excluded from the SNMP view.

snmp mib community-map community-name [context
context-name] [engineid engine-1id]
[security-name security-name] target-list

vpn-1list-name

Example:

Router (config)# snmp mib community-map
vrfcomm-vpnl context context-vpnl target-list
targ-vpnl

Associates an SNMP community with an SNMP context,
Engine ID, or security name.

The community-name argument is an SNMP
community string.

The context context-name keyword and argument
specify an SNMP context name to be mapped to the
SNMP community.

The engineid engine-id keyword and argument specify
an SNMP engine ID to be mapped to the SNMP
community.

The security-name security-name keyword and
argument specify the security name to be mapped to the
SNMP community.

The target-list vpn-list-name keyword and argument
specify the VRF list to be mapped to the SNMP
community. The list name should correspond to alist
name used in the snmp mib target list command.
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Command or Action

Purpose

Step 7 snmp mib target list vpn-list-name {vrf
vrf-name | host ip-address}

Example:
Router (config)# snmp mib target list targ-vpnl
vrf customerl

Creates alist of target VRFs and hosts to associate with an
SNMP community.

The vpn-list-name argument is the name of the target
list.

Thevrf keyword adds a specified VRF to the target list.

Thevrf-name argument isthe name of aVRF to include
in the list.

The host keyword adds a specified host to the target
list.

The ip-address argument is the I P address of the host.

Step8  end

Example:
Router (config) end

Exits to privileged EXEC mode.

Configuration Examples for the MPLS EM—MPLS LSR MIB -

RFC 3813

This section contains the following configuration examples for the MPLS EM—MPLS LSR MIB -

RFC 3813 feature:

» Enabling the SNMP Agent: Examples, page 35

» Configuring a VPN-Aware LSR MIB: Example, page 36

Enabling the SNMP Agent; Examples

The following example shows how to enable an SNM P agent.

Router# configure terminal

Router (config)# snmp-server community

In the following example, SNMPv1 and SNMPv2C are enabled. The configuration permits any SNMP
manager to access all objects with read-only permissions using the community string public.

Router (config)# snmp-server community public

In the following example, read-only access is allowed for all objects to members of access list 4 that
specify the comaccess community string. No other SNM P managers have access to any objects.

Router (config)# snmp-server community comaccess ro 4
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Configuring a VPN-Aware LSR MIB: Example

This section contains the following examples for configuring a VPN-aware LSR MIB:
» Configuring SNMP Support for a VPN: Example, page 36
» Configuring an SNMP Context for a VPN: Example, page 36
- Configuring a VPN-Aware SNMP Context for SNMPv1 or SNMPv2: Example, page 36

Configuring SNMP Support for a VPN: Example

The following example shows how to configure SNMP support for a VPN:

configure terminal

!

snmp-server engineID remote 172.16.20.3 vrf vrf customerl 80000009030000B064EFE100
end

Configuring an SNMP Context for a VPN: Example

The following example shows how to configure an SNMP context for a VPN. In this example, the VPN
vrflis associated with the SNMP context contextl.

configure terminal

!

snmp-server context context-vpnl
ip vrf customerl

rd 100:1

context context-vpnl
route-target export 100:1

end

Configuring a VPN-Aware SNMP Context for SNMPv1 or SNMPv2: Example

Thefollowing configuration example shows how to configure aV PN-aware SNMP context for the MPLS
LSR MIB with SNMPv1 or SNMPv2:

snmp-server context context-vpnl

ip vrf customerl

rd 100:1

context context-vpnl
route-target export 100:1
route-target import 100:1

|

!

interface Ethernetl/0

ip vrf forwarding customerl

ip address 10.99.99.100 255.0.0.0
mpls label protocol 1ldp

mpls ip

|

1

interface Serial3/0

ip vrf forwarding customerl

ip address 10.60.1.1 255.0.0.0
mpls label protocol 1ldp

mpls ip

serial restart-delay 0
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!

ip access-list standard context-vpnl

!

snmp-server group group-vpnl v2c context context-vpnl read view-vpnl notify
*tv.00000000.00040000.00000000.0 access context-vpnl

!

snmp-server view view-vpnl iso included

!

snmp-server community public RW

snmp-server community vrfcomm-vpnl RW1

!

snmp-server user vrfcomm-vpnl vrfcomm-vpnl vl

snmp-server user vrfcomm-vpnl group-vpnl v2c
!

snmp mib community-map vrfcomm-vpnl context context-vpnl target-list targ-vpnl
!

snmp mib target list targ-vpnl host 0.0.0.0

snmp mib target list targ-vpnl vrf customerl
!

Additional References

The following sections provide references related to the MPLS EM—MPLS LSR MIB - RFC 3813
feature.

Related Documents

Related Topic Document Title

Configuring SNMP using Cisco 10S software “ Configuring SNMP Support” chapter in the Cisco 10S Network
Management Configuration Guide, Release 12.4

SNMP command descriptions Cisco |OS Networ k Management Command Reference, Release 12.4

SNMP support for VPNs SNMP Noatification Support for VPNs

SNMP context support for VPNs configuration tasks |SNMP Support over VPNs—Context Based Access Control

MPLS concepts and configuration tasks “Configuring Multiprotocol Label Switching” chapter in the
Cisco |OS Multiprotocol Label Switching Configuration Guide,
Release 12.4

Standards

Standard Title

No new or modified standards are supported by this | —
feature, and support for existing standards has not been
modified by this feature.
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http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/120newft/120limit/120s/120s23/cs23vpn.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123t/123t_2/gtsnmpvp.htm
http://cisco.com/en/US/products/ps6350/products_configuration_guide_chapter09186a00800ca7fb.html
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MIBs

MIB MIBs Link
e MPLS-LSR-MIB To locate and download MIBs for selected platforms, Cisco |OS
« MPLSLSR-STD-MIB releases, and feature sets, use Cisco MIB Locator found at the
following URL:
http://www.cisco.com/go/mibs

RFCs

RFC Title

RFC 3291 Textual Conventions for Internet Network Addresses

RFC 3413 Simple Network Management Protocol (SNMP) Applications

RFC 3812 Multiprotocol Label Switching (MPLS) Traffic Engineering (TE)
Management Information Base (MIB)

RFC 3813 Multiprotocol Label Switching (MPLS) Label Switching Router
(LSR) Management Information Base (MIB)

Technical Assistance

Description Link

The Cisco Support website provides extensive online | http://www.cisco.com/techsupport
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies. Access to most tools
on the Cisco Support website requires a Cisco.com user
ID and password. If you have a valid service contract
but do not have a user ID or password, you can register
on Cisco.com.

Command Reference

This feature uses no new or modified commands.
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Table 22 lists the release history for this feature.

Not all commands may be available in your Cisco | OS software release. For release information about a
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco 10S and Catalyst OS software images
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is hot required.

Note  Table 22 lists only the Cisco 10S software release that introduced support for a given feature in agiven
Cisco 10S software release. Unless noted otherwise, subsequent releases of that Cisco 10S software

release also support that feature.

Table 22 Feature Information for MPLS EM—MPLS LSR MIB - RFC 3813
Feature Name Releases Feature Information
MPLSEM—MPLSLSR MIB - RFC 3813 12.2(33)SRB |The MPLSLSR MIB- RFC 3813 (MPLS-LSR-STD-MIB)

allows you to use the Simple Network Management
Protocol (SNMP) to remotely monitor alabel switch router
(LSR) that is using the Multiprotocol Label Switching
(MPLS) technology.

This document describes the MPLS-L SR-STD-MIB. The
document also describes the major differences between the
MPLS-LSR-STD-MIB and draft Version 5 of the
MPLS-LSR-MIB.

The MPLS EM—MPLS LSR MIB - RFC 3813 feature
introduces the MPLS-L SR-STD-MIB, which is an upgrade
from draft Version 5 of the MPLS-LSR-MIB to an
implementation of the Multiprotocol Label Switching
(MPLYS) Label Switching Router (LSR) Management
Information Base (MIB), RFC 3813. This feature also
introduces the VPN Aware LSR MIB feature that enables
the MPLS-LSR-STD-MIB to get VPN context information.

Cisco 10S MPL S Embedded Management (EM) is a set of
standards and value-added services that facilitate the
deployment, operation, administration, and management of
MPL S-based networks in line with the fault, configuration,
accounting, performance, and security (FCAPS) model.

In 12.2(33)SRB, this feature was introduced.

The following sections provide information about this
feature:

e MPLS-LSR-STD-MIB Benefits, page 3

» Label Switching Information Managed by the
MPLS-LSR-STD-MIB, page 3

Cisco I0S Release 12.2(33)SRB


http://www.cisco.com/go/cfn

MPLS EM—MPLS LSR MIB - RFC 3813 |

M Feature Information for MPLS EM—MPLS LSR MIB - RFC 3813

Table 22 Feature Information for MPLS EM—MPLS LSR MIB - RFC 3813 (continued)

Feature Name

Releases

Feature Information

MPLS-LSR-STD-MIB Elements, page 4
Brief Description of MPLS-LSR-STD-MIB Tables,
page 5

MPLS LSR Information Available Through the
MPLS-LSR-STD-MIB, page 5

Information from MPLS-LSR-STD-MIB Scalar
Objects, page 10

MPLS-LSR-STD-MIB Indexing—Linking Table
Elements, page 11

Interface Configuration Table and Interface MIB Links,
page 12
MPLS-LSR-STD-MIB Structure, page 13

Major Differences Between the MPLS-LSR-STD-MIB
and the MPLS-LSR-MIB, page 17

Enabling the SNMP Agent, page 24
Verifying That the SNMP Agent Is Enabled, page 26
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Glossary M

cross-connect (XC)—An association of in-segments and incoming MPL S interfaces to out-segments
and outgoing MPLS interfaces.

FPl—forwarding path identifier. An identifier required to locate MPL S forwarding information for a
FEC. Examples of types of FPIssupported by the MPL S Forwarding Infrastructure (MFI) are |Pv4, | Pv6,
LABEL, SSS, and TE.

| ET F—Internet Engineering Task Force. A task force (consisting of more that 80 working groups) that
is developing standards for the Internet and the | P suite of protocols.

inSegment—A label on an incoming packet that is used to determine the forwarding of the packet.
label—A short, fixed-length identifier that is used to determine the forwarding of a packet.

label switching—A term used to describe the forwarding of |P (or other network layer) packets using a
label swapping algorithm based on network layer routing algorithms. The forwarding of these packets
uses the exact match algorithm and rewrites the label.

L DP—L abel Distribution Protocol. A standard protocol between MPL S-enabled routersthat is used for
the negotiation of the labels (addresses) used to forward packets.

L FIB—L abel Forwarding Information Base. A data structure and way of managing forwarding in which
destinations and incoming labels are associated with outgoing interfaces and labels.

L SP—Iabel switched path. A sequence of hops in which a packet travels from one router to another
router by means of label switching mechanisms. A label-switched path can be established dynamically,
based on normal routing mechanisms, or through configuration.

L SR—Iabel switching router. A device that forwards MPL S packets based on the val ue of afixed-length
label encapsulated in each packet.

MFI—MPLS Forwarding Infrastructure. In the Cisco MPL S subsystem, the data structure for storing
information about incoming and outgoing labels and associated equivalent packets suitable for labeling.

M| B—Management Information Base. Database of network management information that is used and
maintained by anetwork management protocol such as SNMP. The value of aMIB object can be changed
or retrieved by means of SNM P commands, usually through a network management system. M 1B objects
are organized in atree structure that includes public (standard) and private (proprietary) branches.

MOI—MPLS output information. The MOI includes the next hop, outgoing interface, and outgoing
label.

M PL S—Multiprotocol Label Switching. MPLS is a method for forwarding packets (frames) through a
network. It enables routers at the edge of a network to apply labels to packets (frames). ATM switches
or existing routers in the network core can switch packets according to the labels with minimal lookup
overhead.

MPL S interface—An interface on which MPL S traffic is enabled.

NM S—Network Management Station. A device (usually aworkstation) that performs SNM P queries to
the SNMP agent of a managed device in order to retrieve or modify information.

notification request—M essage sent by an SNMP agent to a network management station, console, or
terminal, indicating that asignificant event occurred. SNM P notification requests are more reliable than
traps, because a notification request from an SNM P agent requires that the SNM P manager acknowledge
receipt of the notification request. The manager replies with an SNMP response protocol data unit
(PDU). If the manager does not receive a notification message from an SNMP agent, it does not send a
response. If the sender (SNMP agent) never receives a response, the notification request can be sent
again. Thus, a notification request is more likely than a trap to reach its intended destination.
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Note

outSegment—A label on an outgoing packet.

SNM P—Simple Network Management Protocol. Management protocol used almost exclusively in
TCP/IP networks. SNMP provides a means for monitoring and controlling network devices, and for
managing configurations, statistics collection, performance, and security.

trap—Message sent by an SNMP agent to a network management station, console, or terminal,
indicating that asignificant event occurred. Traps are lessreliabl e than notification requests, because the
receiver does not send an acknowledgment when it receives a trap. The sender cannot determine if the
trap was received.

See Internetworking Terms and Acronyms for terms not included in this glossary.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, 10S,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient,
and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.
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Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and
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