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M Prerequisites for RADIUS-Based Lawful Intercept

Prerequisites for RADIUS-Based Lawful Intercept

Before enabling a RADIUS-based lawful intercept solution, ensure that your network supports the
following features:

e Intercept requests in Access-Accept packets, which allow data interception to start at the beginning
of a session.

¢ Intercept requests in CoA packets, which allow data interception to start or stop during an existing
session.

e PPP packet interception.

Restrictions for RADIUS-Based Lawful Intercept

e The RADIUS-Based Lawful Intercept feature cannot honor both CoA requests and lawful intercept
requests simultaneously. When a CoA-Request packet is identified as a lawful intercept request, the
packet is consumed by the lawful intercept functionality, and it is not passed to other CoA packets.

e If there are attributes other than the required four LI attributes and the Acct-Session-ID attribute 44,
the CoA-Request packet is rejected. However, Access-Accept packets can contain attributes that are
not related to lawful intercept.

e When using the IP address, the tap must be set by using the Simple Network Management Protocol
(SNMP); the tap cannot be set by using RADIUS.

Information About RADIUS-Based Lawful Intercept

To configure the RADIUS-Based Lawful Intercept feature, you need to understand the following
concepts:

e RADIUS-Based Lawful Intercept Solutions, page 2
e RADIUS Attributes Used to Specify an Intercept Request, page 3
e Intercept Operation, page 4

RADIUS-Based Lawful Intercept Solutions

A RADIUS-based lawful intercept solution enables intercept requests to be sent (via Access-Accept
packets or CoA-Request packets) to the NAS or to the LAC from the RADIUS server. All traffic data
going to or from a PPP or L2TP session is passed to a mediation device. Another advantage of
RADIUS-based lawful intercept is the synchronicity of the solution—the tap is set with Access-Accept
packets so that all target traffic is intercepted.

Without a RADIUS-based solution, Cisco’s lawful intercept implementation must use the

CISCO-TAP-MIB. Intercept requests are initiated by the mediation device via SNMPv3 messages, and
all traffic data going to or from a given IP address is passed to a mediation device. Interception based on
IP addresses prevents a session from being tapped until an IP address has been assigned to the session.

Cisco 10S Security Configuration Guide
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Information About RADIUS-Based Lawful Intercept

RADIUS Attributes Used to Specify an Intercept Request

Table 1 describes the four attributes that are required to specify an intercept request in Access-Accept
packets or in CoA-Request packets. CoA-Request packets must have attribute 44, Acct-Session-ID, to
identify the user session to which the Lawful Intercept feature should be applied. If a packet contains
more than four attributes, the RADIUS packet is ignored. If an attribute name is misspelled, the security
for that RADIUS profile will be affected when the debug radius command is entered.

Note  The RADIUS server must support encoding and decoding of salt-encrypted attributes.
Each attribute (except for CoA-Request attribute 44) is salt-encrypted. The salt field ensures that the
uniqueness of the encryption key is used to encrypt each instance of the vendor-specific attribute (VSA).
The first and most significant bit of the salr field must be set to 1. Cisco VSA type 36 specifies the
intercept attributes. See Figure 1.
Table 1 Intercept Request RADIUS Attribute Field Descriptions
Attribute Name Length |Vendor-Length |Attribute String Description
Intercept-Identifier 42 36 intercept-id=value Identifies the intercepted target
value is eight digits, session. Send a unique.
Intercept-Identifier attribute for all
tapped sessions; otherwise, the session
is not tapped. (The mediation device is
responsible for ensuring that this
attribute is unique for all tapped
sessions.)
LI-Action 26 20 li-action=0, 1, or 2. Specifies one of the following
intercept actions:
e (—Stop interception of a session.
e 1—Start interception of a session.
e 2—No action; a dummy
interception is ignored. Check to
see if a subscriber is logged on.
When LI-Action is in Access-Accept
packets, only 1 starts the tap.
When LI-Action is in CoA-Request
packets, you can enter any action.
MD-IP-Address 42 or 36 or more md-ip-addr=address Specifies the IP address of the
more address is a Version 4 IP dmedll.atlorz1 cilewce that receives the
address in dotted format. uplicated data.
Note The IP address cannot be
255.255.255.255 or 0.0.0.0.
MD-Port-Number 26 20 md-port=port Specifies the User Data Protocol
port is 1 through 5. (UDP) port number of the mfedlatlon
device that receives the duplicated
data.
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Figure 1 Encrypted String VSA Format

Encrypted String VSA

| Type(26) | Length Vendor-ID (9)
Vendor-ID (cont.) Vendor-type (36) | Vendor-length
| Salt | Salt (cont.) Attribute string .... g

Intercept Operation

This section describes the following:
e How Intercept Requests Work Within Access-Accept Packets, page 4
e How Intercept Requests Work Within CoA-Request Packets, page 4

How Intercept Requests Work Within Access-Accept Packets

When an intercept target begins to establish a connection, an Access-Request packet is sent to the
RADIUS server. The RADIUS server responds with an Access-Accept packet containing the four
RADIUS attributes that are listed in Table 1.

The NAS or the LAC receives the LI-Action attribute with the value 1, allowing the NAS or LAC to
duplicate the traffic data at the start of the new session and forward the duplicated data to the mediation
device that was specified via the attributes MD-IP-Address and MD-Port-Number.

Note If the NAS or LAC cannot start intercepting traffic data for a new session, the session will not be
established.

If accounting is enabled (via the aaa accounting network command and the aaa accounting send
stop-record authentication failure command), an Accounting-Stop packet will not be sent with the
Acct-Termination-Cause attribute (attribute 49) set to 15 (which means that service is not available).

How Intercept Requests Work Within CoA-Request Packets

After a session has been established for the intercept target, CoA-Request packets can be used for the
following tasks:

e Starting the interception of an existing session. The LI-Action attribute is set to 1.
¢ Stopping the interception of an existing session. The LI-Action attribute is set to 0.

e Issuing a “dummy” intercept request. The LI-Action attribute is set to 2. The NAS or LAC should
not perform any session interception; instead, it searches the session on the basis of the
Acct-Session-ID attribute value that was specified in the CoA-Request packets. If a session is found,
the NAS or LAC sends a CoA acknowledgment (ACK) response to the RADIUS server. If a session
is not found, the NAS or LAC issues a “session not found” error message.

Cisco 10S Security Configuration Guide
[ 4 | |



| RADIUS-Based Lawful Intercept

~

Note

How to Configure RADIUS-Based Lawful Intercept

Errors are in the CoA-ACK packet attribute 101. Following are possible CoA-ACK settings that the
Lawful Intercept feature can set:

401:
402:
404:
501:
503:
506:
200:

Unsupported Attribute (There is a non-LI attribute, except for 44 which is allowed.)
Missing Attribute (One of the four LI attributes is missing.)

Invalid Request (An LI attribute is malformed or duplicated.)

Administratively Prohibited (AAA Intercept is not configured.)

Session Context Not Found (Session does not exist.)

Resources Unavailable (Memory is low.)

Success (There are no errors; the CoA-Request was accepted and acted on.)

In each case, the RADIUS server must send CoA-Request packets (code 43) with the attributes identified
in Table 1 plus the Acct-Session-ID attribute (attribute 44). Each of these attributes must be in the
packet.

The Acct-Session-ID attribute identifies the session that will be intercepted. The Acct-Session-ID
attribute can be obtained from either the Access-Request packet or the Accounting-Stop packet by
entering the radius-server attribute 44 include-in-access-req command.

When a session is being tapped and the session terminates, the tap stops. The session does not start when
the subscriber logs back in unless the Access-Accept indicates a start tap or a CoA-Request is sent to
start the session.

The frequency of CoA-Request packets should not exceed a rate of one request every 10 minutes.

How to Configure RADIUS-Based Lawful Intercept

This section contains the following procedure:

Enabling Lawful Intercept, page 5 (required)

Enabling Lawful Intercept

SUMMARY STEPS

To enable a RADIUS-Based Lawful Intercept solution on your router, perform the following steps.

O N S e B~ w N

enable

configure terminal

aaa intercept

aaa authentication ppp {default | list-name} group radius

aaa accounting send stop-record authentication failure

aaa accounting network {default | list-name} start-stop group {radius | group-name}

radius-server attribute 44 include-in-access-req

radius-server host {hostname | ip-address} [auth-port port-number] [acct-port port-number]
[timeout seconds] [retransmit retries] [key string] [alias {hostname | ip-address}]

Cisco 10S Security Configuration Guide g
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9. aaa server radius dynamic-author
10. client ip-address

11. server-key [0 | 7] word

12. port port-number

13. exit

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

aaa intercept

Example:
Router (config)# aaa intercept

Enables lawful intercept on a router.

Note  You should associate this command with high
administrative security so that unauthorized
personnel cannot stop intercepts if this command is

removed.

aaa authentication ppp {default | list-name}
group radius

Rouuter (config)# aaa authentication ppp default
group radius

Specifies one or more authentication, authorization, and
accounting methods for use on serial interfaces that are
running PPP.

Note This command is required because tap information
resides only on the RADIUS server. You can
authenticate with locally configured information,
but you cannot specify a tap with locally configured

information.

aaa accounting send stop-record authentication
failure

Example:
Router (config)# aaa accounting send stop-record
authentication failure

(Optional) Generates accounting stop records for users who
fail to authenticate either while logging in or during session
negotiation.

If an LI-action of 1 does not start the tap, the stop record
contains Acct-Termination-Cause, attribute 49, set to 15
(Service Unavailable).

aaa accounting network {default | list-name}
start-stop group {radius | group-name}

Example:
Router (config)# aaa accounting network default
start-stop group radius

(Optional) Enables accounting for all network-related
service requests. This command is required only for
determining the reason why a desired tap did not start.

[l Cisco 10S Security Configuration Guide
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Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

How to Configure RADIUS-Based Lawful Intercept

Command or Action

Purpose

radius-server attribute 44
include-in-access-req

Example:
Router (config)# radius-server att
include-in-access-req

ribute 44

(Optional) Sends RADIUS attribute 44 (Accounting
Session ID) in access request packets before user
authentication (including requests for preauthentication.

Note We recommend that you enter this command to
obtain attribute 44 from the Access-Request packet;
otherwise, you will have to wait for the accounting
packets to be received before you can determine the
value of attribute 44.

radius-server host {hostname | ip-address}

[auth-port port-number] [acct-port port-number]

[timeout seconds] [retransmit retries] [key
string] [alias {hostname | ip-address}]

Example:
Router (config)# radius-server hos

t hostl

(Optional) Specifies a RADIUS server host.

aaa server radius dynamic-author

Example:
Router (config)# aaa server radius
dynamic-author

Configures a device (such as an Intelligent Service Gateway
[ISG]) as an AAA server to facilitate interaction with an
external policy server and enters dynamic authorization
local server configuration mode.

Note  This command is optional if taps are always started
when a session starts. The command is required for
starting and stopping taps on existing sessions by
using CoA-Requests.

client ip-address

Example:
Router (config-locsvr-da-radius) #
10.0.0.2

client

(Optional) Specifies a RADIUS client from which a device
will accept CoA-Request packets.

server-key [0 | 7] word

Example:
Router (config-locsvr-da-radius) #
cisco

server-key

(Optional) Configures the RADIUS key to be shared
between a device and RADIUS clients.

port port-number

(Optional) Specifies a RADIUS client from which a device
will accept CoA-Request packets.

Example:

Router (config-locsvr-da-radius)# port 1600

exit Exits dynamic authorization local server configuration
mode and returns to global configuration mode.

Example:

Router (config-locsvr-da-radius)# exit

Cisco 10S Security Configuration Guide g
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Troubleshooting Tips

You can use the following commands to troubleshoot your lawful intercept configuration:
¢ debug aaa accounting
¢ debug aaa authentication
¢ debug aaa coa
e debug ppp authentication

e debug radius

Configuration Examples for RADIUS-Based Lawful Intercept

This section provides the following configuration example:

e Enabling RADIUS-Based Lawful Intercept on a Router: Example, page 8

Enabling RADIUS-Based Lawful Intercept on a Router: Example

The following example shows the configuration of a RADIUS-Based Lawful Intercept solution on a
router acting as NAS device employing an Ethernet PPP connection over ATM (PPPoEoA) link:

aaa new-model

!

aaa intercept

|

aaa group server radius SG

server 10.0.56.17 auth-port 1645 acct-port 1646
|

aaa authentication login LOGIN group SG
aaa authentication ppp default group SG
aaa authorization network default group SG
aaa accounting send stop-record authentication failure
aaa accounting network default start-stop group SG
|

aaa server radius dynamic-author

client 10.0.56.17 server-key cisco

|

vpdn enable

|

bba-group pppoe PPPOEOA-TERMINATE
virtual-template 1

|

interface Loopback0

ip address 10.1.1.2 255.255.255.0

|

interface FastEthernet4/1/0

description To RADIUS server

ip address 10.0.56.20 255.255.255.0

duplex auto

|

interface FastEthernet4d/1/2

description To network

ip address 10.1.1.1 255.255.255.0

duplex auto

|

interface ATM5/0/0

Cisco 10S Security Configuration Guide
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description To subscriber

no ip address
!

Additional References

interface ATM5/0/0.1 point-to-point

pvc 10/808

protocol pppoe group PPPOEOA-TERMINATE

interface Virtual-Templatel

ip unnumbered Loopback0

ppp authentication chap
|

radius-server attribute 44 include-in-access-reg
radius-server attribute nas-port format d
radius-server host 10.0.56.17 auth-port 1645 acct-port 1646

radius-server key cisco

Additional References

The following sections provide references related to the RADIUS-Based Lawful Intercept feature.

Related Documents

Related Topic

Document Title

RADIUS attributes and VSA overview information

The section “RADIUS Attributes” in the Cisco IOS Security
Configuration Guide, Release 12.4

Lawful Intercept Architecture

Lawful Intercept Architecture

Standards

Standard Title

No new or modified standards are supported by this —
feature.

MiBs

MIBs MIBs Link

No new or modified MIBs are supported by this
feature.

To locate and download MIBs for selected platforms, Cisco 10S
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

Cisco 10S Security Configuration Guide g


http://www.cisco.com/go/mibs
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_lawful_intercept.html

RADIUS-Based Lawful Intercept |

B Command Reference

RFCs

RFC Title

RFC 2865 Remote Authentication Dial In User Service (RADIUS)

RFC 2868 RADIUS Attributes for Tunnel Protocol Support

RFC 3576 Dynamic Authorization Extensions to Remote Authentication Dial In

User Service (RADIUS)

Technical Assistance

Description

Link

The Cisco Technical Support & Documentation
website contains thousands of pages of searchable
technical content, including links to products,
technologies, solutions, technical tips, and tools.
Registered Cisco.com users can log in from this page to
access even more content.

http://www.cisco.com/techsupport

Command Reference

This section documents new and modified commands only.

e aaa intercept

e aaa server radius dynamic-author

e client

e debug ssm
* port

e server-key
e show ssm

¢ show subscriber session

[l Cisco 10S Security Configuration Guide
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aaaintercept M

aaa intercept

Syntax Description

Command Default

Command Modes

To enable lawful intercept on a router, use the aaa intercept command in global configuration mode. To
disable lawful intercept, use the no form of this command.

aaa intercept

no aaa intercept

This command has no arguments or keywords.

Lawful intercept is not enabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(28)SB This command was introduced.

Use the aaa intercept command to enable a RADIUS-Based Lawful Intercept solution on your router.
Intercept requests are sent (via Access-Accept packets or CoA-Request packets) to the network access
server (NAS) or the Layer 2 Tunnel Protocol (L2TP) access concentrator (LAC) from the RADIUS
server. All data traffic going to or from a PPP or L2TP session is passed to a mediation device.

Configure this command with high administrative security so that unauthoried people cannot remove the
command.

The following example shows the configuration of a RADIUS-Based Lawful Intercept solution on a
router acting as NAS device employing an Ethernet PPP connection over ATM (PPPoEoA) link:

aaa new-model

!

aaa intercept

|

aaa group server radius SG

server 10.0.56.17 auth-port 1645 acct-port 1646

|

aaa authentication login LOGIN group SG

aaa authentication ppp default group SG

aaa authorization network default group SG

aaa accounting send stop-record authentication failure
aaa accounting network default start-stop group SG
|

aaa server radius dynamic-author

client 10.0.56.17 server-key cisco

|

vpdn enable

|

bba-group pppoe PPPOEOA-TERMINATE

Cisco 10S Security Configuration Guide g
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virtual-template 1

|

interface Loopback0

ip address 10.1.1.2 255.255.255.0

|

interface FastEthernet4/1/0
description To RADIUS server

ip address 10.0.56.20 255.255.255.0
duplex auto

|

interface FastEthernet4d/1/2
description To network

ip address 10.1.1.1 255.255.255.0
duplex auto

!

interface ATM5/0/0

description To subscriber

no ip address

|

interface ATM5/0/0.1 point-to-point
pvc 10/808

protocol pppoe group PPPOEOA-TERMINATE
|

interface Virtual-Templatel

ip unnumbered Loopback0

ppp authentication chap

!

radius-server attribute 44 include-in-access-req
radius-server attribute nas-port format d
radius-server host 10.0.56.17 auth-port 1645 acct-port 1646
radius-server key cisco

Cisco 10S Security Configuration Guide
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aaa server radius dynamic-author

aaa server radius dynamic-author

Syntax Description

Command Default

Command Modes

To configure a device as an authentication, authorization, and accounting (AAA) server to facilitate
interaction with an external policy server, use the aaa server radius dynamic-author command in
global configuration mode. To remove this configuration, use the no form of this command.

aaa server radius dynamic-author

no aaa server radius dynamic-author

This command has no arguments or keywords.

The device will not function as a server when interacting with external policy servers.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(28)SB This command was introduced.

Dynamic authorization allows an external policy server to dynamically send updates to a device.

Dynamic Authorization for the Intelligent Service Gateway (ISG)

ISG works with external devices, referred to as policy servers, that store per-subscriber and per-service
information. ISG supports two models of interaction between the ISG device and external policy servers:
initial authorization and dynamic authorization.

The dynamic authorization model allows an external policy server to dynamically send policies to the
Intelligent Service Gateway (ISG). These operations can be initiated in-band by subscribers (through
service selection) or through the actions of an administrator, or applications can change policies on the
basis of an algorithm (for example, change session quality of service (QoS) at a certain time of day).
This model is facilitated by the Change of Authorization (CoA) RADIUS extension. CoA introduced
peer-to-peer capability to RADIUS, enabling ISG and the external policy server each to act as a RADIUS
client and server.

The following example configures the ISG to act as a AAA server when interacting with the client at IP
address 10.12.12.12:

aaa server radius dynamic-author
client 10.12.12.12 key cisco
message-authenticator ignore

Cisco 10S Security Configuration Guide g
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W aaa server radius dynamic-author

Related Commands = Command Description

client Specifies a RADIUS client from which a device will accept CoA and
disconnect requests.

Cisco 10S Security Configuration Guide
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client

client

To specify a RADIUS client from which a device will accept Change of Authorization (CoA) and
disconnect requests, use the client command in dynamic authorization local server configuration mode.
To remove this specification, use the no form of this command.

client {name | ip-address} [key [0 | 7] word] [vrf vrf-id]

no client {name | ip-address} [key [0 | 7 ] word] [vrf vrf-id]

Syntax Description

Command Default

Command Modes

name Hostname of the RADIUS client.

ip-address IP address of the RADIUS client.

key (Optional) Configures the RADIUS key to be shared between a device and a
RADIUS client.

0 (Optional) Specifies that an unencrypted key will follow.

7 (Optional) Specifies that a hidden key will follow.

word (Optional) Unencrypted server key.

vrf vrf-id (Optional) Virtual Routing and Forwarding (VRF) ID of the client.

CoA and disconnect requests are dropped.

Dynamic authorization local server configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(28)SB This command was introduced.

A device (such as a router) can be configured to allow an external policy server to dynamically send
updates to the router. This functionality is facilitated by the CoA RADIUS extension. CoA introduced
peer-to-peer capability to RADIUS, enabling a router and external policy server each to act as a RADIUS
client and server. Use the client command to specify the RADIUS clients for which the router will act
as server.

The following example configures the router to accept requests from the RADIUS client at IP address
10.0.0.1:

aaa server radius dynamic-author
client 10.0.0.1 key cisco
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W client

Related Commands = Command Description

aaa server radius dynamic-author Configures an ISG as a AAA server to facilitate interaction
with an external policy server.

Cisco 10S Security Configuration Guide
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debug ssm

debugssm W

To display diagnostic information about the Segment Switching Manager (SSM) for switched Layer 2
segments, use the debug ssm command in privileged EXEC mode. To disable debugging, use the no

form of this command.

debug ssm {cm errors | cm events | fhm errors | fhm events | sm errors | sm events | sm counters

| xdr}

no debug ssm {cm errors | cm events | fhm errors | fhm events | sm errors | sm events | sm

counters | xdr}

Syntax Description

cm errors Displays Connection Manager errors.

cm events Displays Connection Manager events.

fhm errors Displays Feature Handler Manager errors.
fhm events Displays Feature Handler Manager events.
Sm errors Displays Segment Handler Manager errors.
sm events Displays Segment Handler Manager events.

sm counters

Displays Segment Handler Manager counters.

xdr Displays external data representation (XDR) messages, which have to do
with traffic being sent across the backplane between route processors and
linecards.
Command Modes Privileged EXEC
Command History Release Modification
12.0(26)S This command was introduced.
12.2(25)S This command was integrated to Cisco IOS Release 12.2(25)S.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.

Usage Guidelines

Examples

The SSM manages the data-plane component of the L2ZVPN configuration. The CM tracks the
connection-level errors and events that occur on an xconnect. The SM tracks the per-segment events and

errors on the xconnect.

Use the debug ssm command to troubleshoot problems in bringing up the data plane.

This command is generally used only by Cisco engineers for internal debugging of SSM processes.

The following example shows sample output for the debug ssm xdr command.

Router# debug ssm xdr

SSM xdr debugging is on

2w5d: SSM XDR:

[4096] deallocate segment, len 16
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debug ssm

2w5d: SSM XDR: [8193] deallocate segment, len 16

2w5d: $LINK-3-UPDOWN: Interface FastEthernet2/1, changed state to down
2w5d: %SLINK-3-UPDOWN: Interface FastEthernet2/1, changed state to up
2w5d: SSM XDR: [4102] provision segment, switch 4101, len 106

2w5d: SSM XDR: [4102] update segment status, len 17

2w5d: SSM XDR: [8199] provision segment, switch 4101, len 206

2w5d: SSM XDR: [4102] update segment status, len 17

2w5d: %$SYS-5-CONFIG_I: Configured from console by console

2w5d: %SLINK-3-UPDOWN: Interface FastEthernet2/1, changed state to down
2w5d: SSM XDR: [4102] update segment status, len 17

2w5d: $LINK-3-UPDOWN: Interface FastEthernet2/1, changed state to up
2w5d: SSM XDR: [4102] deallocate segment, len 16

2w5d: SSM XDR: [8199] deallocate segment, len 16

2w5d: SSM XDR: [4104] provision segment, switch 4102, len 106

2wbd: SSM XDR: [4104] update segment status, len 17

2w5d: SSM XDR: [8201] provision segment, switch 4102, len 206

2w5d: SSM XDR: [4104] update segment status, len 17

2w5d: SSM XDR: [4104] update segment status, len 17

2w5d: %$SYS-5-CONFIG_I: Configured from console by console

The following example shows the events that occur on the segment manager when an Any Transport over
MPLS (AToM) virtual circuit (VC) configured for Ethernet over MPLS is shut down and then enabled:

Router# debug ssm sm events
SSM Connection Manager events debugging is on

Router (config)# interface fastethernet 0/1/0.1
Router (config-subif)# shutdown

09:13:38.159: SSM SM: [SSS:AToM:36928] event Unprovison segment
09:13:38.159: SSM SM: [SSS:Ethernet Vlan:4146] event Unbind segment
09:13:38.159: SSM SM: [SSS:AToM:36928] free segment class

09:13:38.159: SSM SM: [SSS:AToM:36928] free segment

09:13:38.159: SSM SM: [SSS:AToM:36928] event Free segment

09:13:38.159: SSM SM: last segment class freed

09:13:38.159: SSM SM: [SSS:Ethernet Vlan:4146] segment ready
09:13:38.159: SSM SM: [SSS:Ethernet Vlan:4146] event Found segment data

Router (config-subif)# no shutdown

09:13:45.815: SSM SM: [SSS:AToM:36929] event Provison segment
09:13:45.815: label_oce_get_label_bundle: flags 14 label 16
09:13:45.815: SSM SM: [SSS:AToM:36929] segment ready
09:13:45.815: SSM SM: [SSS:AToM:36929] event Found segment data
09:13:45.815: SSM SM: [SSS:AToM:36929] event Bind segment
09:13:45.815: SSM SM: [SSS:Ethernet Vlan:4146] event Bind segment

The following example shows the events that occur on the connection manager when an AToM VC
configured for Ethernet over MPLS is shut down and then enabled:

Router (config)# interface fastethernet 0/1/0.1
Router (config-subif)# shutdown

09:17:20.179: SSM CM: [AToM] unprovision segment, id 36929

09:17:20.179: SSM CM: CM FSM: state Open - event Free segment

09:17:20.179: SSM CM: [SSS:AToM:36929] unprovision segment 1

09:17:20.179: SSM CM: [SSS:AToM] shQ request send unprovision complete event
09:17:20.179: SSM CM: [SSS:Ethernet Vlan:4146] unbind segment 2
09:17:20.179: SSM CM: [SSS:Ethernet Vlan] shQ request send ready event
09:17:20.179: SSM CM: SM msg event send unprovision complete event
09:17:20.179: SSM CM: SM msg event send ready event

Router (config-subif)# no shutdown

Cisco 10S Security Configuration Guide
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09
09
09
09
09
09

:17
:17
:17
:17
:17
:17
09:
09:

17
17

:35.
:35.
:35.
:35.
:35.
:35.
:35.
:35.

879:
879:
879:
879:
879:
879:
883:
883:

SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM

CM:
CM:
CM:
CM:
CM:
CM:
CM:
CM:

debugssm W

Query AToM to Ethernet Vlan switching, enabled
[AToM] provision second segment, id 36930

CM FSM: state Down - event Provision segment
[SSS:AToM:36930] provision segment 2

[AToM] send client event 6, id 36930
[SSS:AToM] shQ request send ready event

SM msg event send ready event

[AToM] send client event 3, id 36930

The following example shows the events that occur on the connection manager and segment manager
when an AToM VC is provisioned and then unprovisioned:

Router# debug ssm cm-ev

SSM Connection Manager events debugging is on

Router# debug ssm sm-ev

SSM Segment Manager events debugging is on

Router# configure terminal
Router (config)# interface ethernetl/O0
Router (config-if)# xconnect 55.55.55.2 101 pw-class mpls

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57

:34:
:34:
:34:
:34:
:34:
:34:
:34:
:34:
:34:
:34:
134
:34:
:34:
134
:34:
:34:
:34:
:34:
:34:
:34:
:34:
:34:
:34:

SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM

label_oce_get_label_bundle:

SSM
SSM
SSM
SSM
SSM
SSM
SSM

CM:
CM:
CM:
CM:
SM:
CM:
CM:
SM:
SM:
CM:
CM:
CM:
CM:
SM:
CM:

CM:
CM:
SM:
SM:
SM:
SM:
CM:

provision switch event,

switch id 86040

[Ethernet] provision first segment, id 12313

CM FSM:

state Idle - event Provision segment

[SSS:Ethernet:12313] provision segment 1
:Ethernet:12313] event Provison segment
:Ethernet] shQ request send ready event
SM msg event send ready event
:Ethernet:12313] segment ready
:Ethernet:12313] event Found segment data
Query AToM to Ethernet switching, enabled

[SSs
[SSS

[SSS
[SSS

[AToM]
CM FSM:

provision second segment, id 16410
state Down - event Provision segment

[SSS:AToM:16410] provision segment 2
:AToM:16410] event Provison segment

[SSS

[AToM] send client event 6,

[SSS

[SSsS
[SSS
[SSS
[SSsS

id 16410

flags 14 label 19

:AToM] shQ request send ready event
SM msg event send ready event
:AToM:16410] segment ready
:AToM:16410] event Found segment data
:AToM:16410] event Bind segment
:Ethernet:12313] event Bind segment
[AToM] send client event 3,

Router# configure terminal
Router (config) # interface el/0
Router (config-if)# no xconnect

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

57
57
57
57
57
57
57
57
57
57
57
57

126
:26:
:26:
126
:26:
:26:
126
:26:
:26:
126
:26:
:26:

SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM

CM:
CM:
CM:
SM:
CM:
CM:
SM:
CM:
SM:
SM:
SM:
SM:

id 16410

Ethernet] shQ request send unprovision complete event

[Ethernet] unprovision segment, id 16387

CM FSM: state Open - event Free segment
[SSS:Ethernet:16387] unprovision segment 1
[SSS:Ethernet:16387] event Unprovison segment
[SSS:

[SSS:AToM:86036] unbind segment 2
[SSS:AToM:86036] event Unbind segment

SM msg event send unprovision complete event
[SSS:Ethernet:16387] free segment class
[SSS:Ethernet:16387] free segment
[SSS:Ethernet:16387] event Free segment

last segment class freed
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W debugssm

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

57

57:

57
57
57
57
57
57
57
57
57
57
57
57

:26:
26:
:26:
:26:
:26:
:26:
:26:
126
:26:
:26:
126
:26:
:26:
126

SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM
SSM

CM:
CM:
CM:
SM:
CM:
CM:
CM:
SM:
CM:
CM:
SM:
SM:
SM:
SM:

unprovision switch event, switch id 12290

[SSS:

AToM] shQ request send unready event

SM msg event send unready event

[SSS:

AToM:86036] event Unbind segment

[AToM] unprovision segment, id 86036
CM FSM: state Down - event Free segment

[SSS:
[SSS:
[SSS:

AToM:86036] unprovision segment 2
AToM:86036] event Unprovison segment
AToM] shQ request send unprovision complete event

SM msg event send unprovision complete event

[SSS:
[SSS:
[SSS:
last

AToM:86036] free segment class
AToM:86036] free segment
AToM:86036] event Free segment
segment class freed

Related Commands Command

Description

show ssm

Displays SSM information for switched Layer 2 segments.
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port

port H

To specify the port on which a device listens for RADIUS requests from configured RADIUS clients,
use the port command in dynamic authorization local server configuration mode. To restore the default,
use the no form of this command.

port port-number

no port port-number

Syntax Description

Command Default

Command Modes

port-number Port number. The default value is port 1700.

The device listens for RADIUS requests on the default port (port 1700).

Dynamic authorization local server configuration

Command History

Usage Guidelines

Examples

Release Modification
12.2(28)SB This command was introduced.

A device (such as a router) can be configured to allow an external policy server to dynamically send
updates to the router. This functionality is facilitated by the CoA RADIUS extension. CoA introduced
peer-to-peer capability to RADIUS, enabling a router and external policy server each to act as a RADIUS
client and server. Use the port command to specify the ports on which the router will listen for requests
from RADIUS clients.

The following example specifies port 1650 as the port on which the device listens for RADIUS requests:

aaa server radius dynamic-author
client 10.0.0.1
port 1650

Related Commands

Command Description

aaa server radius dynamic-author Configures a device as a AAA server to facilitate interaction
with an external policy server.
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W server-key

server-key

To configure the RADIUS key to be shared between a device and RADIUS clients, use the server-key
command in dynamic authorization local server configuration mode. To remove this configuration, use
the no form of this command.

server-key [0 | 7] word

no server-key [0 | 7] word

Syntax Description 0 (Optional) An unencrypted key will follow.
7 (Optional) A hidden key will follow.
word Unencrypted server key.
Command Default A server key is not configured.
Command Modes Dynamic authorization local server configuration
Command History Release Modification
12.2(28)SB This command was introduced.
Usage Guidelines A device (such as a router) can be configured to allow an external policy server to dynamically send

updates to the router. This functionality is facilitated by the CoA RADIUS extension. CoA introduced
peer-to-peer capability to RADIUS, enabling a router and external policy server each to act as a RADIUS
client and server. Use the server-key command to configure the key to be shared between the ISG and
RADIUS clients.

Examples The following example configures “cisco” as the shared server key:

aaa server radius dynamic-author
client 10.0.0.1
server-key cisco

Related Commands = Command Description

aaa server radius dynamic-author Configures a device as a AAA server to facilitate interaction
with an external policy server.

Cisco 10S Security Configuration Guide
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show ssm

showssm W

To display Segment Switching Manager (SSM) information for switched Layer 2 segments, use the show
ssm command in privileged EXEC mode.

show ssm {cdb | feature id [feature-id] | id | memory [chunk variable {feature | queue | segment}
| detail] | segment id [segment-id] | switch id [switch-id]}

Syntax Description

Command Modes

cdb Displays information about the SSM capabilities database.
feature id Displays information about SSM feature settings.
feature-id (Optional) Displays information for a specific feature ID.
id Displays information for all SSM IDs.

memory Displays memory usage information.

chunk variable

(Optional) Displays memory usage information for memory consumed by
variable chunks.

feature Displays information about memory consumed by the feature.
queue Displays information about memory consumed by the queue.
segment Displays information about memory consumed by the segment.
detail (Optional) Displays detailed memory usage information.
segment id Displays information about SSM segment settings.

segment-id (Optional) Displays information for a specific SSM segment.
switch id Displays information about SSM switch settings.

switch-id (Optional) Displays information for a specific SSM switch ID.

Privileged EXEC

Command History

Usage Guidelines

Examples

Release Modification
12.2(22)S This command was introduced.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.

Use the show ssm command to determine the segment ID for an active switched Layer 2 segment. The
segment ID can be used with the debug condition xconnect command to filter debug messages by

segment.

The following example shows sample output for the show ssm ¢db command. The output for this
command varies depending on the type of hardware being used.

Router# show ssm cdb

Switching paths active for class SSS:
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show ssm
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Switching paths active for class ADJ:

|FR |Eth|Vlan|ATM|HDLC |PPP/AC|L2TP|L2TPv3 |L2F | PPTP|ATM/AALS | ATM/VCC |

[£a]
MoE | M
| N I |
NS SN N N
[Ea a3 IR S 3]
[£a]
MoE | M
[£a)
MoEE S M
I
NS S N N
I I ca IR S 3]
[£a)
MoE RS M
——
MOEE S M
———
MOE RS M
O
<
q O >~
S 0= Jd /A
MO A BEQ A
R >

Cisco 10S Security Configuration Guide




showssm W

| RADIUS-Based Lawful Intercept
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| ATM/Cell|AToM | PPP | PPPOE | PPPoA|Lterm|TC |IP-If|IP-SIP|VFI|

FR
Eth

Vlan
ATM

HDLC

L2TP

L2TPv3
L2F

PPTP

E
E
E
E

ATM/AALS
ATM/VCC
ATM/VPC

ATM/Cell

AToM
PPP

TC

VFI

Key:

- switching type is not available

- switching type is available but not enabled

- switching type is enabled

R
g
D

- switching type is disabled

The following example displays SSM output of the show ssm id command on a device with one active

Layer 2 Tunnel Protocol Version 3 (L2TPv3) segment and one active Frame Relay segment. The segment

ID field is in shown in bold.

Router# show ssm id

1 switch

Switch-ID 4096 State:

SSM Status:

Open

L2TPv3[8]

8193 Type:

Segment-ID:

4096

Switch-ID:

Remote

Physical intf:

This CPU
SSS

Allocated By:

Class:
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show ssm

State:

L2X switching context:

Active

Session ID Local 16666 Remote 54742

TxSeq 0 RxSeq 0

Tunnel end-point addr Local 10.1.1.2 Remote 10.1.1.1
SSS Info Switch Handle 0x98000000 Ciruit 0x1B19510

L2X Encap [24 bytes]

45 00 00 00 00 00 00 00 FF 73 B7 86 01 01 01 02

01 01 01 01 00 00 D5 D6
Class:
State:

ADJ
Active

L2X H/W Switching Context:
Session Id Local 16666 Remote 54742
Tunnel Endpoint Addr Local 10.1.1.2 Remote 10.1.1.1

Adjacency 0x1513348
L2X Encap [24 bytes]

[complete]

PW IP, Virtual3:16666

45 00 00 00 00 00 00 00 FF 73 B7 86 01 01 01 02

01 01 01 01 00 00 D5 D6

Segment-ID:
Switch-ID:
Physical intf:
Allocated By:

Class:
State:
AC Switching Context:

4096 Type: FRI[1]

SSS Info - Switch Handle=

Interworking 0 Encap Len
Class:

State:

AC Adjacency context:

adjacency = 0x1513618

4096
Local
This CPU
SSS
Active
Se2/0:200
0x98000000 Ckt=0x1B194BO
0 Boardencap Len 0 MTU 1584
ADJ
Active

[complete] RAW Serial2/0:200

Additional output displayed by this command is either self-explanatory or used only by Cisco engineers
for internal debugging of SSM processes.

The following example shows sample output for the show ssm memory command:

Router# show ssm memory

Allocator-Name

large segment
medium segment
segment info c
small segment
interrupt msgs
large chunk ms
msgs

small chunk ms
DP inQ msg chunks
Generic CM Message
HW Class Context

ID entries

ID tree

INFOTYPE freelist DB
SEG Base

SEG freelist DB

SH inQ chunk msgs

SH inQ interrupt chun
SW Base

SW freelist DB
connection manager
seg upd info

In-use/Allocated

208/33600 ( 0%) [
144/20760 ( %) [
104/160 ( 65%) [
0/19040 ( 0%) [
0/20760 ( %) [
0/33792 ( 0%) [
104/160 ( 65%) [
0/20760 ( 0%) [
0/10448 ( 0%) [
0/3952 ( 0%) [
64/10832 ( %) [
144/11040 ( 1%) [
24/80 ( 30%) [
1848/2016 (91%) [
240/34064 ( 0%) [
5424/5592 (96%) [
0/5472 ( 0%) [
0/5472 ( 0%) [
56/10920 ( 0%) [
5424/5592 (96%) [
816/1320 ( 61%) [
0/2464 ( 0%) [

Count
1] Chunk
1] Chunk
1]
0] Chunk
0] Chunk
0] Chunk
1]
0] Chunk
0] Chunk
0] Chunk
1] Chunk
3] Chunk
1]
3]
2] Chunk
3]
0] Chunk
0] Chunk
1] Chunk
3]
9]
0] Chunk
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showssm W

Total allocated: 0.246 Mb, 252 Kb, 258296 bytes

Related Commands = Command Description

debug condition xconnect Displays conditional xconnect debug messages.
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B show subscriber session

show subscriber session

To display information about subscriber sessions on an Intelligent Service Gateway (ISG), use the show
subscriber session command in privileged EXEC mode.

show subscriber session [identifier {authen-status {authenticated | unauthenticated} |
authenticated-domain domain-name | authenticated-username username | dnis dnis | media
type | nas-port identifier | protocol type | source-ip-address ip-address subnet-mask | timer
timer-name | tunnel-name name | unauthenticated-domain domain-name |
unauthenticated-username username} | uid session-identifier | username username]

[detailed]

Syntax Description  identifier

(Optional) Displays information about subscriber sessions that match
the specified identifier.

authen-status

(Optional) Displays information about sessions with a specified
authentication status.

authenticated (Optional) Displays information for sessions that have been
authenticated.
unauthenticated (Optional) Displays information for sessions that have not been

authenticated.

authenticated-domain
domain-name

(Optional) Displays information for sessions with a specific
authenticated domain name.

authenticated-username

(Optional) Displays information for sessions with a specific

username authenticated username.

dnis dnis (Optional) Displays information for sessions with a specific Dialed
Number Identification Service (DNIS) number.

media rype (Optional) Displays information for sessions that use a specific type of

access media.

nas-port identifier

(Optional) Displays information for sessions with a specific network
access server (NAS) port identifier. The identifier argument can be one
or more of the following values:

e adapter adapter-number

e channel channel-number

e ipaddr ip-address

e port port-number

o shelf shelf-number

e slot slot-number

e sub-interface sub-interface-number
e type interface-type

e vci vci-number

e vlan vian-id

e vpi vpi-number

protocol type

(Optional) Displays information for sessions that use a specific type of
access protocol.
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Command Modes

show subscriber session 1l

source-ip-address ip-address (Optional) Displays information for sessions associated with a

subnet-mask specified source IP address.

timer timer-name (Optional) Displays information for sessions that use a specified timer.

tunnel-name name (Optional) Displays information for sessions associated with a specific
VPDN tunnel.

unauthenticated-domain (Optional) Displays information for sessions with a specific

domain-name unauthenticated domain name.

unauthenticated-username (Optional) Displays information for sessions with a specific

username unauthenticated username.

uid session-identifier (Optional) Displays information for sessions with a specific unique
identifier.

username username (Optional) Displays information for sessions associated with a specific
username.

detailed (Optional) Displayed detailed information about sessions.

Privileged EXEC

Command History

Usage Guidelines

Examples

Release Modification
12.2(28)SB This command was introduced.

If the show subscriber session command is entered without any keywords or arguments, information is
displayed for all sessions on the ISG. When an identifier is specified, information is displayed for only
those sessions that match the identifier.

The following example shows sample output for the show subscriber session command:

Router# show subscriber session

Current Subscriber Information: Total sessions 1

Uniqg ID Interface State Service Identifier Up-time

6 Traffic-Cl unauthen Ltm Internal rouble-pppoe 00:09:04
5 Vi3 authen Local Term rouble-pppoe 00:09:04

The following example shows sample output for the show subscriber session command with an
identifier specified. In this case, information is displayed for the session with the session identifier 3.

Router# show subscriber session identifier uid 3

Current Subscriber Information: Total sessions 1
Uniqg ID Interface State Service Identifier Up-time
Unique Session ID: 3

Identifier: 10.0.0.2

SIP subscriber access type(s): IP

Current SIP options: Req Fwding/Reqg Fwded

Session Up-time: 00:00:15, Last Changed: 00:00:15
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B show subscriber session

Policy information:
Authentication status:
Rules, actions and conditions executed:
subscriber rule-map RULEB

condition always event session-start

1 authorize identifier source-ip-address

authen

Configuration sources associated with this session:
Interface: Ethernet0/0, Active Time = 00:00:15

Table 2 describes the significant fields shown in the displays.

Table 2 show subscriber session Field Descriptions
Field Description
Total Sessions Number of main sessions on the ISG.
Uniq ID Session identifier.
Interface For main sessions, the interface is displayed. For traffic
flows, the value “Traffic-CI” is displayed.
State Indicates whether the session has been authenticated or is
unauthenticated.
Service May be one of the following values:
e Local Term—the session is terminated locally.
e Ltm Internal—a flow that was created internally.
Identifier Username that is used for authorization.
Up-time Length of time the session has been up.

Unique Session ID

Session identifier.

SIP subscriber access type(s)

Subscriber’s access protocol.

Rules, actions and conditions executed:

Control policy rules, actions, and control class maps
(conditions) that have been executed for the session.

Configuration sources associated with
this session:

Sources of configuration that have been applied to the
session.
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Feature Information for RADIUS-Based Lawful Intercept 1l

Feature Information for RADIUS-Based Lawful Intercept

Note

Table 3 lists the release history for this feature.

Not all commands may be available in your Cisco IOS software release. For details on when support for
a specific command was introduced, see the command reference documentation.

Cisco IOS software images are specific to a Cisco IOS software release, a feature set, and a platform.
Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Table 3 lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco I0S
software release train also support that feature.

Table 3 Feature Information for MPLS Traffic Engineering (TE)—IP Explicit Address Exclusion
Feature Name Releases Feature Configuration Information
Radius-Based Lawful Intercept 12.2(28)SB | The RADIUS-Based Lawful Intercept feature provides a

method of conducting lawful interception of data.

CCDE, CCENT, CCSI, Cisco Eos, Cisco HealthPresence, Cisco IronPort, the Cisco logo, Cisco Lumin, Cisco Nexus, Cisco Nurse Connect,

Cisco StackPower, Cisco StadiumVision, Cisco TelePresence, Cisco Unified Computing System, Cisco WebEx, DCE, Flip Channels, Flip for Good,
Flip Mino, Flip Video, Flip Video (Design), Flipshare (Design), Flip Ultra, and Welcome to the Human Network are trademarks; Changing the Way
We Work, Live, Play, and Learn, Cisco Store, and Flip Gift Card are service marks; and Access Registrar, Aironet, AsyncOS, Bringing the Meeting
To You, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco 10S,
Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Collaboration Without Limitation, EtherFast, EtherSwitch,
Event Center, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, IOS, iPhone, iQuick Study, IronPort, the
IronPort logo, LightStream, Linksys, MediaTone, MeetingPlace, MeetingPlace Chime Sound, MGX, Networkers, Networking Academy,

Network Registrar, PCNow, PIX, PowerPanels, ProConnect, ScriptShare, SenderBase, SMARTnet, Spectrum Expert, StackWise, The Fastest Way to
Increase Your Internet Quotient, TransPath, WebEx, and the WebEx logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the
United States and certain other countries.

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply
a partnership relationship between Cisco and any other company. (0907R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any
examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only.
Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2006-2009 Cisco Systems, Inc. All rights reserved.

Cisco 10S Security Configuration Guide g


http://www.cisco.com/go/fn

RADIUS-Based Lawful Intercept |

M Feature Information for RADIUS-Based Lawful Intercept

Cisco 10S Security Configuration Guide
[ 32 | |



	RADIUS-Based Lawful Intercept
	Contents
	Prerequisites for RADIUS-Based Lawful Intercept
	Restrictions for RADIUS-Based Lawful Intercept
	Information About RADIUS-Based Lawful Intercept
	RADIUS-Based Lawful Intercept Solutions
	RADIUS Attributes Used to Specify an Intercept Request
	Intercept Operation
	How Intercept Requests Work Within Access-Accept Packets
	How Intercept Requests Work Within CoA-Request Packets


	How to Configure RADIUS-Based Lawful Intercept
	Enabling Lawful Intercept
	Troubleshooting Tips


	Configuration Examples for RADIUS-Based Lawful Intercept
	Enabling RADIUS-Based Lawful Intercept on a Router: Example

	Additional References
	Related Documents
	Standards
	MIBs
	RFCs
	Technical Assistance

	Command Reference
	aaa intercept
	aaa server radius dynamic-author
	client
	debug ssm
	port
	server-key
	show ssm
	show subscriber session
	Feature Information for RADIUS-Based Lawful Intercept



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


