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Configuring Cisco Discovery Protocol

This chapter describes how the Cisco Discovery Protocol (CDP) works with Simple Network 
Management Protocol (SNMP) to identify other devices in your network in Cisco IOS Release 12.2. 

For further details on the commands mentioned in this chapter, refer to the Cisco IOS Configuration 
Fundamentals Command Reference. 

Configuring the Cisco Discovery Protocol
CDP is primarily used to obtain protocol addresses of neighboring devices and discover the platform of 
those devices. CDP can also be used to display information about the interfaces your router uses. CDP 
is media- and protocol-independent, and runs on all Cisco-manufactured equipment including routers, 
bridges, access servers, and switches.

Use of SNMP with the CDP MIB allows network management applications to learn the device type and 
the SNMP agent address of neighboring devices, and to send SNMP queries to those devices. CDP uses 
the CISCO-CDP-MIB.

CDP runs on all media that support Subnetwork Access Protocol (SNAP), including LAN, Frame Relay, 
and ATM physical media. CDP runs over the data link layer only. Therefore, two systems that support 
different network-layer protocols can learn about each other.

Each device configured for CDP sends periodic messages, known as advertisements, to a multicast 
address. Each device advertises at least one address at which it can receive SNMP messages. The 
advertisements also contain time-to-live, or holdtime, information, which indicates the length of time a 
receiving device should hold CDP information before discarding it. Each device also listens to the 
periodic CDP messages sent by others in order to learn about neighboring devices and determine when 
their interfaces to the media go up or down.

CDP Version-2 (CDPv2) is the most recent release of the protocol and provides more intelligent device 
tracking features. These features include a reporting mechanism that allows for more rapid error 
tracking, thereby reducing costly downtime. Reported error messages can be sent to the console or to a 
logging server, and cover instances of unmatching native VLAN IDs (IEEE 802.1Q) on connecting ports, 
and unmatching port duplex states between connecting devices. Refer tothe Cisco IOS Software System 
Error Messages document for detailed examples of CDP error messages.

CDPv2 show commands can provide detailed output on VLAN Trunking Protocol (VTP) management 
domain and duplex modes of neighbor devices, CDP-related counters, and VLAN IDs of connecting 
ports. 
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VTP is a discovery technique deployed by switches where each switch advertises its management 
domain on its trunk ports, its configuration revision number, and its known VLANs and their specific 
parameters. A VTP domain is made up of one or more interconnected devices that share the same VTP 
domain name. A switch can be configured to be in only one VTP domain.

Type-Length-Value fields (TLVs) are blocks of information embedded in CDP advertisements. Table 19 
summarizes the TLV definitions for CDP advertisements.

CDP Configuration Task List
To configure CDP, perform any of the optional tasks in the following sections:

• Setting the CDP Transmission Timer and Hold Time

• Reenabling CDP on a Local Router

• Reenabling CDP Version-2 Advertisements

• Reenabling CDP on an Interface

• Monitoring and Maintaining CDP

The the end of this chapter for “CDP Configuration Examples.”

Table 21 Type-Length-Value Definitions for CDPv2

TLV Definition

Device-ID TLV Identifies the device name in the form of a character string.

Address TLV Contains a list of network addresses of both receiving and 
sending devices.

Port-ID TLV Identifies the port on which the CDP packet is sent.

Capabilities TLV Describes the functional capability for the device in the form of 
a device type, for example, a switch.

Version TLV Contains information about the software release version on 
which the device is running.

Platform TLV Describes the hardware platform name of the device, for 
example, Cisco 4500.

IP Network Prefix TLV Contains a list of network prefixes to which the sending device 
can forward IP packets. This information is in the form of the 
interface protocol and port number, for example, Eth 1/0.

VTP Management Domain TLV Advertises the system’s configured VTP management domain 
name-string. Used by network operators to verify VTP domain 
configuration in adjacent network nodes.

Native VLAN TLV Indicates, per interface, the assumed VLAN for untagged packets 
on the interface. CDP learns the native VLAN for an interface. 
This feature is implemented only for interfaces that support the 
IEEE 802.1Q protocol.

Full/Half Duplex TLV Indicates status (duplex configuration) of CDP broadcast 
interface. Used by network operators to diagnose connectivity 
problems between adjacent network elements.
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Note The cdp enable, cdp timer, and cdp run global configuration commands affect the operation of the 
IP on-demand routing feature (that is, the router odr global configuration command). For more 
information on the router odr command, see the “On-Demand Routing Commands” chapter in the 
Release 12.2 Cisco IOS IP Command Reference, Volume 2 of 3: Routing Protocols document.

Setting the CDP Transmission Timer and Hold Time
To set the frequency of CDP transmissions and the hold time for CDP packets, use the following 
commands in global configuration mode:

Reenabling CDP on a Local Router
CDP is enabled on Cisco devices by default. If you prefer not to use the CDP device discovery capability, 
you can disable it with the no cdp run command.

To reenable CDP after disabling it, use the following command in global configuration mode:

Reenabling CDP Version-2 Advertisements
The broadcasting of CDPv2 advertisements is enabled on Cisco routers by default. You can disable 
CDPv2 advertisements with the no cdp advertise-v2 command.

To reenable CDPv2 advertisements, use the following command in global configuration mode:

Reenabling CDP on an Interface
CDP is enabled by default on all supported interfaces (except for Frame Relay multipoint subinterfaces) 
to send and receive CDP information. However, some interfaces, such as ATM interfaces, do not support 
CDP. 

You can disable CDP on an interface that supports CDP by using the no cdp enable command.

Command Purpose

Step 1 Router(config)# cdp timer seconds Specifies frequency of transmission of CDP updates.

Step 2 Router(config)# cdp holdtime seconds Specifies the amount of time a receiving device should hold the 
information sent by your device before discarding it.

Command Purpose

Router(config)# cdp run Enables CDP on the system.

Command Purpose
Router(config)# cdp advertise-v2 Enables CDPv2 advertising functionality on the system.
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To reenable CDP on an interface after disabling it, use any of the following command in interface 
configuration mode, as needed:

Monitoring and Maintaining CDP
To monitor and maintain CDP on your device, use one or more of the following commands in privileged 
EXEC mode:

CDP Configuration Examples
The following sections provide CDP configuration examples:

• Example: Setting the CDP Transmission Timer and Hold Time 

•

Example: Setting the CDP Transmission Timer and Hold Time 
In the following example, the user sets the cdp timer to send updates every 30 seconds to neighboring 
routers and sets the router to show that the updates are working correctly:

Command Purpose
Router(config-if)# cdp enable Enables CDP on an interface.

Command Purpose
Router# clear cdp counters Resets the traffic counters to zero.

Router# clear cdp table Deletes the CDP table of information about neighbors.

Router# show cdp Displays the interval between transmissions of CDP 
advertisements, the number of seconds the CDP advertisement is 
valid for a given port, and the version of the advertisement.

Router# show cdp entry device-name [protocol | 
version]

Displays information about a specific neighbor. Display can be 
limited to protocol or version information.

Router# show cdp interface [type number] Displays information about interfaces on which CDP is enabled.

Router# show cdp neighbors [type number] [detail] Displays the type of device that has been discovered, the name 
of the device, the number and type of the local interface (port), 
the number of seconds the CDP advertisement is valid for the 
port, the device type, the device product number, and the port ID. 
Issuing the detail keyword displays information on the native 
VLAN ID, the duplex mode, and the VTP domain name 
associated with neighbor devices.

Router# show cdp traffic Displays CDP counters, including the number of packets sent 
and received and checksum errors.

Router# show debugging Displays information about the types of debugging that are 
enabled for your router. Refer to the Cisco IOS Debug Command 
Reference for more information about CDP debug commands.
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Router(config)# cdp timer 30
Router(config)# exit
Router# show cdp interface
Serial0 is up, line protocol is up
Encapsulation is HDLC
Sending CDP packets every 30 seconds
Holdtime is 180 seconds

In the following example, the user sets the holdtime to be 90 seconds and sets the router to show that the 
updates are working correctly:

Router(config)# cdp holdtime 90
Router(config)# exit
Router# show cdp interface
Serial0 is up, line protocol is up
Encapsulation is HDLC
Sending CDP packets every 30 seconds
Holdtime is 90 seconds

Example: Monitoring and Maintaining CDP 
The following example shows a typical series of steps for viewing information about CDP neighbors.

Table 20 describes the significant fields shown in the output of the show cdp neighbors command.

C3660-2> show cdp   
Global CDP information:
        Sending CDP packets every 60 seconds
        Sending a holdtime value of 180 seconds
        Sending CDPv2 advertisements is  enabled

C3660-2> show cdp neighbors 
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
                  S - Switch, H - Host, I - IGMP, r - Repeater

Device ID        Local Intrfce     Holdtme    Capability  Platform  Port ID
C2950-1          Fas 0/0            148         S I       WS-C2950T-Fas 0/15
RX-SWV.cisco.com Fas 0/1            167         T S       WS-C3524-XFas 0/13

C3660-2> show cdp neighbors detail 
-------------------------
Device ID: C2950-1
Entry address(es): 
Platform: Cisco WS-C2950T-24,  Capabilities: Switch IGMP 
Interface: FastEthernet0/0,  Port ID (outgoing port): FastEthernet0/15
Holdtime : 139 sec

Version :
Cisco IOS C2950 Software (C2950-I6Q4L2-M), Version 12.1(9)EA1, RELEASE SOFTWARE
.
.
.
C3660-2> show cdp traffic 
CDP counters :
        Total packets output: 81684, Input: 81790
        Hdr syntax: 0, Chksum error: 0, Encaps failed: 0
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        No memory: 0, Invalid packet: 0, Fragmented: 0
        CDP version 1 advertisements output: 0, Input: 0
        CDP version 2 advertisements output: 81684, Input: 81790
C3660-2>
Table 20 describes the significant fields shown in the output of the show cdp neighbors command.

Table 22 show cdp neighbors Field Descriptions

Field Definition

Device ID The name of the neighbor device and either the MAC address or 
the serial number of this device.

Local Intrfce The protocol being used by the connectivity media.

Holdtme The remaining amount of time (in seconds) the current device 
will hold the CDP advertisement from a sending router before 
discarding it.

Capability (Capability Codes) Capability (type of routing device) of the listed 
neighboring device.

The capability types that can be discovered are:

R—Router

T—Transparent bridge

B—Source-routing bridge

S—Switch

H—Host

I— device is using IGMP 

r—Repeater

Platform The product number of the device.

Port ID The protocol and port number of the device.


	Configuring Cisco Discovery Protocol
	Configuring the Cisco Discovery Protocol
	CDP Configuration Task List
	Setting the CDP Transmission Timer and Hold Time
	Reenabling CDP on a Local Router
	Reenabling CDP Version-2 Advertisements
	Reenabling CDP on an Interface
	Monitoring and Maintaining CDP

	CDP Configuration Examples
	Example: Setting the CDP Transmission Timer and Hold Time
	Example: Monitoring and Maintaining CDP




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


