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mac packet-classify
To classify Layer 3 packets as Layer 2 packets, use themacpacket-classify command in interface configuration
mode. To return to the default settings, use the no form of this command.

mac packet-classify [bpdu]

no mac packet-classify [bpdu]

Syntax Description (Optional) Specifies Layer 2 policy enforcement for
BPDU packets.

bpdu

Command Default Layer 3 packets are not classified as Layer 2 packets.

Command Modes Interface configuration (config-if)

Command History ModificationRelease

Support for this command was introduced on the Supervisor Engine
720.

12.2(18)SXD

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

Added support for MAC ACLs on BPDU packets.12.2(50)SY

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor Engine 2.

You can configure these interface types for multilayerMAC access control list (ACL) quality of service (QoS)
filtering:

• VLAN interfaces without Layer 3 addresses

• Physical LANports that are configured to support Ethernet overMultiprotocol Label Switching (EoMPLS)

• Logical LAN subinterfaces that are configured to support EoMPLS

The ingress traffic that is permitted or denied by a MAC ACL on an interface configured for multilayer MAC
ACL QoS filtering is processed by egress interfaces as MAC-layer traffic. You cannot apply egress IP ACLs
to traffic that was permitted or denied by a MAC ACL on an interface configured for multilayer MAC ACL
QoS filtering.

Microflow policing does not work on interfaces that have themacpacket-classify command enabled.

Themacpacket-classify command causes the Layer 3 packets to be classified as Layer 2 packets and disables
IP classification.
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Traffic is classified based on 802.1Q class of service (CoS), trunk VLAN, EtherType, and MAC addresses.

Examples This example shows how to classify incoming and outgoing Layer 3 packets as Layer 2 packets:

Router(config-if)# mac packet-classify
Router(config-if)#
This example shows how to disable the classification of incoming and outgoing Layer 3 packets as Layer 2
packets:

Router(config-if)# no mac packet-classify
Router(config-if)#
This example shows how to enforce Layer 2 policies on BPDU packets:

Router(config-if)# mac packet-classify bpdu
Router(config-if)#
This example shows how to disable Layer 2 policies on BPDU packets:

Router(config-if)# no mac packet-classify bpdu
Router(config-if)#

Related Commands DescriptionCommand

Enables VLAN-based QoS filtering in the MAC
ACLs.

mac packet-classify use vlan
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mac packet-classify use vlan
To enable VLAN-based quality of service (QoS) filtering in the MAC access control lists (ACLs), use the
macpacket-classifyusevlan command in global configuration mode. To return to the default settings, use the
no form of this command.

mac packet-classify use vlan

no mac packet-classify use vlan

Syntax Description This command has no arguments or keywords.

Command Default VLAN-based QoS filtering in the MAC ACLs is disabled.

Command Modes Global configuration (config)

Command History ModificationRelease

Support for this command was introduced on the Supervisor Engine 720
and the Supervisor Engine 2.

12.2(18)SXD

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

Usage Guidelines This command is supported in PFC3BXL or PFC3B mode only.

This command is not supported on Cisco 7600 series routers that are configured with a Supervisor Engine 2.

You must use the nomacpacket-classifyusevlan command to disable the VLAN field in the Layer 2 key if
you want to apply QoS to the Layer 2 Service Advertising Protocol (SAP)-encoded packets (for example,
Intermediate System-to-Intermediate System [IS-IS] and Internet Packet Exchange [IPX]).

QoS does not allow policing of non-Advanced Research Protocol Agency (ARPA) Layer 2 packets (for
example, IS-IS and IPX) if the VLAN field is enabled.

Examples This example shows how to enable Layer 2 classification of IP packets:

Router(config)# mac packet-classify use vlan
Router(config)
This example shows how to disable Layer 2 classification of IP packets:

Router(config)# no mac packet-classify use vlan
Router(config)
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Related Commands DescriptionCommand

Classifies Layer 3 packets as Layer 2 packets.mac packet-classify
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map ip
T o classify either all the IPv4 packets, or the IPv4 packets based on either differentiated service code point
(DSCP) values or precedence values into high priority or low priority for POS, channelized, and clear-channel
SPAs, use the following forms of themapip command in ingress class-map mode. Use the no forms of this
command listed here to remove the IPv4 settings.

Command to Classify all the IPv4 Packets

map ip all queue {strict-priority| 0}

no map ip all queue {strict-priority| 0}

Command to Classify IPv4 Packets Based on DSCP Values

map ip {dscp-based| dscp {dscp-value| dscp-range} queue {strict-priority| 0}}

no map ip {dscp-based| dscp {dscp-value| dscp-range} queue {strict-priority| 0}}

Command to Classify IPv4 Packets Based on Precedence Values

map ip {precedence-based| precedence {precedence-value| precedence-range} queue strict-priority| 0}

no map ip {precedence-based| precedence {precedence-value| precedence-range} queue strict-priority|
0}

Syntax Description Implies the high priority or low priority configuration
of all the IPv4 packets.

all queue

Classifies all the IPv4 packets as high priority
(strict-priority).

strict-priority

Classifies all the IPv4 packets as low priority.0

Enables classification based on DSCP value in IPv4.dscp-based

Allows you to configure the DSCP value or range as
high priority or low priority for IPv4 packets.

dscp

DSCP value for which the priority is to be configured
as high or low.

dscp-value

Range of dscp-values for which the priority is to be
configured as high or low.

dscp-range

Enables the classification of an entire queue, DSCP
values, or precedence values as high priority or low
priority.

queue

Enables the classification based on IPv4 precedence
values.

precedence-based
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Allows you to configure an IPv4 precedence value
or range as high priority or low priority for IPv4
packets.

precedence

Precedence-value for which the priority is to be
configured as high or low.

precedence-value

Range of precedence-values for which the priority is
to be configured as high or low.

precedence-range

Command Default If there is no configuration of IPv4 DSCP value or precedence values map to high priority specified, the
system treats packets with DSCP range EF as high priority and precedence range 6-7 as high priority.

Command Modes Ingress-class-map configuration mode

Command History ModificationRelease

This command was introduced to classify either all the IPv4 packets, or the IPv4
packets based on either DSCP value or precedence values as high or low for POS,
channelized, and clear-channel SPAs.

3.1S

Usage Guidelines To classify all IPv4 packets as high or low for POS, channelized, or clear-channel SPA, use the
mapipallqueuecommand,

To classify IPv4 packets with specific DSCP values, enable the DSCP classification using the
mapipdscp-basedcommand. To classify IPV4 packets with specific DSCP values as high or low, use the
mapipdscp {{dscp-value | dscp-range} queue {strict-priority | 0}} command.

To classify IPv4 packets with specific precedence values, enable the precedence classification using the
mapipprecedence-basedcommand. To classify IPv4 packets with specific precedence values as high or low,
use themapipprecedence {{precedence-value | precedence-range} queue {strict-priority | 0}} command.

Examples The following example shows how to classify all the IPv4 Packets as high priority using the
mapipallqueuestrict-prioritycommand:

Router# config
Router(config)# ingress-class-map 1
Router(config-ing-class-map)# map ip all queue strict-priority
The following example shows how to classify IPv4 Packets with DSCP value of cs1 as high priority:

Router# config
Router(config)# ingress-class-map 1
Router(config-ing-class-map)# map ip dscp-based
Router(config-ing-class-map)# map ip dscp cs1 queue strict-priority
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The following example shows how to classify IPv4 Packets with a precedence value 3 and 5 as high priority:

Router# config
Router(config)# ingress-class-map 1
Router(config-ing-class-map)# map ip precedence-based
Router(config-ing-class-map)# map ip precedence 3 5 queue strict-priority

Related Commands DescriptionCommand

Attaches the classification template to an interface.plim qos input class-map
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map ipv6
T o classify either all the IPv6 packets, or IPv6 packets based on specific traffic class (TC) values as high
priority or low priority in the context of POS, channelized, and clear-channel SPAs use the following forms
ofmapipv6 commands in ingress class-map mode. Use the no forms of this command listed here to remove
the IPv6 settings.

Command to Classify all the IPv6 Packets

map ipv6 all queue {strict-priority| 0}

no map ipv6 all queue {strict-priority| 0}

Command to Classify IPv6 Traffic-Class values as High Priority or Low Priority

map ipv6 tc {tc-value| tc-range} queue {strict-priority| 0}

no map ipv6 tc {tc-value| tc-range} queue {strict-priority| 0}

Syntax Description Implies the high priority or low priority configuration
of all the IPv6 packets.

all queue

Classifies all the IPv6 packets as high priority
(strict-priority).

strict-priority

Classifies all the IPv6 Packets as low priority.0

Allows you to configure the traffic class value or
range as high priority or low priority for IPv6 packets.

tc

Specific traffic-class value for which the priority is
to be configured as either high or low(0).

tc-value

Range of traffic-class values for which the priority is
to be configured as either high or low(0).

tc-range

Enables classification of the entire queue, traffic-class
values, or range of traffic-class values as either high
priority or low priority.

queue

Command Default If a user does not configure which IPv6 traffic class values map to high priority, the system treats packets the
packets with traffic class EF as high priority.

Command Modes Ingress-class-map configuration mode
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Command History ModificationRelease

This command was introduced to classify, all the IPv6 packets or the IPv6 packets
based on traffic class values as high priority or low priority for POS, channelized,
and clear-channel SPAs.

3.1S

Usage Guidelines To classify all the IPv6 packets as high priority or low priority in the context of POS, channelized, or
clear-channel SPAs, use themapipv6allqueuecommand.

To classify the IPv6 packets with specific traffic class values, use the
mapipv6tccs2queuestrict-prioritycommand.

Examples The following example shows how to classify all the IPv6 packets as high priority using the
mapipv6allqueuestrict-priority command:

Router# config
Router(config)# ingress-class-map 1
Router(config-ing-class-map)# map ipv6 all queue strict-priority
The following example shows how to classify the IPv6 packets with traffic-class values cs2 as high priority:

Router# config
Router(config)# ingress-class-map 1
Router(config-ing-class-map)# map ip tc cs2 queue strict-priority

Related Commands DescriptionCommand

Attaches the classification template to an interface.plim qos input class-map
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map mpls
T o classify either all the Multiprotocol Label Switching (MPLS) packets or MPLS packets with specified
EXP values or range as high priority or low priority for POS, channelized, and clear-channel SPAs the following
forms of themapmpls command are used in ingress class-map mode. Use the no forms of this command
listed here to remove the MPLS settings.

Command to Classify all the MPLS EXP Values as High Priority or Low Priority

map mpls all queue {strict-priority| 0}

no map mpls all queue

Command to Classify the MPLS EXP Values as High Priority or Low Priority

map mpls exp {exp-value| exp-range} queue {strict-priority| 0}

no map mpls exp {exp-value| exp-range} queue {strict-priority| 0}

Syntax Description Implies the high priority or low priority configuration
of all the MPLS Packets.

all queue

Classifies either all the MPLS packets or the MPLS
packets with specific EXP values as high priority
(strict priority).

strict-priority

Classifies MPLS packets as low priority.0

Allows you to configure an EXP value or a range of
EXP values as high priority or low priority for MPLS
packets. The valid range for EXP values is 0 to 7.

exp

A specific EXP value for which the priority is to be
configured as high or low(0).

exp-value

A range of EXP values for which the priority is to be
configured as high or low(0). The valid range for EXP
values is 0 to 7.

exp-range

Enables the classification priority of an entire queue,
EXP values, or range of EXP values as high priority
or low priority.

queue

Command Default If a user does not configure which MPLS EXP values map to high priority, the system treats packets with an
EXP value of 6-7 as high priority.
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Command Modes Ingress-class-map configuration mode

Command History ModificationRelease

This command was introduced to classify either all the MPLS packets or MPLS
packets based on EXP values as high priority or low priority for POS, channelized,
and clear-channel SPAs.

3.1S

Usage Guidelines To classify all the MPLS packets as high priority or low priority for POS, channelized, or clear-channel SPA,
use themapmplsallqueuecommand.

To classify the MPLS packets with specific EXP values, use the
mapmplsexp{exp-value|exp-range}queue{strict-priority|0} command.

Examples The following example shows how to classify all the MPLS packets as high priority using the
mapmplsallqueuestrict-priority command:

Router# config
Router(config)# ingress-class-map 1
Router(config-ing-class-map)# map mpls all queue strict-priority
The following example shows how to classify the MPLS packets with EXP value of 4 as high priority:

Router# config
Router(config)# ingress-class-map 1
Router(config-ing-class-map)# map mpls exp 4 queue strict-priority

Related Commands DescriptionCommand

Attaches the classification template to an interface.plim qos input class-map
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match access-group
To configure the match criteria for a class map on the basis of the specified access control list (ACL), use the
match access-group command in QoS class-map configuration or policy inline configuration mode. To
remove the ACL match criteria from a class map, use the no form of this command.

match access-group {access-group| name access-group-name}

no match {access-group| name access-group-name}

Syntax Description A numbered ACL whose contents are used as the
match criteria against which packets are checked to
determine if they belong to the same class. The range
is from 1 to 2699.

access-group

Specifies a named ACL whose contents are used as
the match criteria against which packets are checked
to determine if they belong to the same class. The
name can be up to 40 alphanumeric characters.

name access-group-name

Command Default No match criteria are configured.

Command Modes QoS class-map configuration (config-cmap)

Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.12.0(5)T

This command was integrated into Cisco IOS Release 12.0(5)XE.12.0(5)XE

This command was integrated into Cisco IOS Release 12.0(7)S.12.0(7)S

This command was modified. This command was enhanced to
include matching of access lists on the Cisco 10000 series routers.

12.0(17)SL

This command was integrated into Cisco IOS Release 12.1(1)E.12.1(1)E

This command was modified. This command was enhanced to
support the zone-based policy firewall.

12.4(6)T

This commandwas integrated into Cisco IOSRelease 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(31)SB.12.2(31)SB
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ModificationRelease

This command was integrated into the Cisco IOS Release 12.2SX
train. Support in a specific 12.2SX release of this train depends on
your feature set, platform, and platform hardware.

12.2SX

This command was integrated into Cisco IOS Release 15.1(3)T for
Cisco Performance Monitor. Support was added for policy inline
configuration mode.

15.1(3)T

This command was integrated into Cisco IOS Release 12.2(58)SE
for Cisco Performance Monitor.

12.2(58)SE

Usage Guidelines Thematch access-group command specifies a numbered or named ACL whose contents are used as the
match criteria against which packets are checked to determine if they belong to the class specified by the class
map.

A traffic rate is generated for packets that match an access group. In zone-based policy firewalls, only the
first packet that creates a session matches the configured policy. Subsequent packets in the flow do not match
the filters in the configured policy, but instead match the session directly. The statistics related to subsequent
packets are shown as part of the inspect action.

Zone-based policy firewalls support only thematch access-group, match class-map, andmatch protocol
commands. If you specify more than onematch command in a class map, only the last command that you
specified will be applied to the class map. The lastmatch command overrides the previously enteredmatch
commands.

Thematch access-group command specifies the numbered access list against whose contents packets are
checked to determine if they match the criteria specified in the class map. Access lists configured with the
log keyword of the access-list command are not supported when you configure the match criteria. For more
information about the access-list command, refer to theCisco IOS IP Application Services Command Reference.

When this command is configured in Cisco IOS Release 15.0(1)M and later releases, the firewall inspects
only Layer 4 policy maps. In releases prior to Cisco IOS Release 15.0(1)M, the firewall inspects both Layer
4 and Layer 7 policy maps.

For class-based weighted fair queueing (CBWFQ), you can define traffic classes based on the match criteria
that include ACLs, experimental (EXP) field values, input interfaces, protocols, and quality of service (QoS)
labels. Packets that satisfy the match criteria for a class constitute the traffic for that class.

In zone-based policy firewalls, this command is not applicable for CBWFQ.Note

This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration modes in which you can issue this command.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

To use thematch access-group command, youmust configure the service-policy type performance-monitor
inline command.
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Supported Platforms Other than Cisco 10000 Series Routers

To use thematch access-group command, you must configure the class-map command to specify the name
of the class whose match criteria you want to establish. After you identify the class, you can use one of the
following commands to configure its match criteria:

• match access-group

• match input-interface

• match mpls experimental

• match protocol

Cisco 10000 Series Routers

To use thematch access-group command, you must first enter the class-map command to specify the name
of the class whose match criteria you want to establish.

Thematch access-group command specifies the numbered access list against whose contents packets are
checked to determine if they match the criteria specified in the class map. Access lists configured with
the log keyword of the access-list command are not supported when you configure the match criteria.

Note

Cisco ASR 1000 Series Aggregation Services Routers

Cisco ASR 1000 Series Routers do not support more than 16 match statements per class map. An interface
with more than 16 match statements rejects the service policy.

Examples The following example shows how to specify a class map named acl144 and to configure the ACL numbered
144 to be used as the match criterion for that class:
Device(config)# class-map acl144
Device(config-cmap)# match access-group 144
The following example shows how to define a class map named c1 and configure the ACL numbered 144 to
be used as the match criterion for that class:

Device(config)# class-map type inspect match-all c1
Device(config-cmap)# match access-group 144

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

The following example shows how to configure a service policy for the Performance Monitor in policy inline
configuration mode. The policy specifies that packets traversing Ethernet interface 0/0 must match ACL144.

Device(config)# interface ethernet 0/0
Device(config-if)# service-policy type performance-monitor inline input
Device(config-if-spolicy-inline)# match access-group name ACL144
Device(config-if-spolicy-inline)# exit

Related Commands DescriptionCommand

Defines an extended IP access list.access-list (IP extended)
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DescriptionCommand

Defines a standard IP access list.access-list (IP standard)

Creates a class map to be used for matching packets
to a specified class.

class-map

Configures the match criteria for a class map on the
basis of the specified ACL.

match access-group

Uses a traffic class as a classification policy.match class-map

Configures a class map to use the specified input
interface as a match criterion.

match input-interface

Configures a class map to use the specified EXP field
value as a match criterion.

match mpls experimental

Configures the match criteria for a class map on the
basis of the specified protocol.

match protocol

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor
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match application (class-map)
To use the metadata application as a match criterion for control plane classification, use thematch application
command in QoS class-map configuration mode. To remove a previously configured metadata application
from being used as a match criterion for control plane classification, use the no form of this command.

match application {application-group application-group-name | attribute {category
{business-and-productivity-tools| voice-and-video}| device-class device-class-type |media-typemedia-type|
sub-category {remote-access-terminal| voice-video-chat-collaboration}}| application-name [source {msp
| nbar | rsvp}| vendor vendor-name version version-number]}

no match application {application-group application-group-name | attribute {category
{business-and-productivity-tools| voice-and-video}| device-class device-class-type |media-typemedia-type|
sub-category {remote-access-terminal| voice-video-chat-collaboration}}| application-name [source {msp
| nbar | rsvp}| vendor vendor-name version version-number]}

Syntax Description Specifies the application group that the control plane
classification engine must match. Use one of the
following values to specify the relevant application
group: telepresence-group, vmware-group,
webex-group.

application-group application-group-name

Specifies the relevant attribute to match.attribute

Specifies the category type that the control plane
classification engine must match.

category

Specifies the business and productivity tools.business-and-productivity-tools

Specifies the voice and video category.voice-and-video

Specifies the device class to match. Use one of the
following values to specify the relevant device class:
desktop-conferencing, desktop-virtualisation,
physical-phone, room-conferencing,
software-phone, surveillance.

device-class device-class-type

Specifies the type of media to match. Use one of the
following values to specify the relevant media type:
audio, audio-video control, data, andvideo.

media-type media-type

Specifies the subcategory to match.sub-category

Specifies the remote access terminal subcategory.remote-access-terminal

Specifies the voice, video, and collaboration
subcategory.

voice-video-chat-collaboration
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Name of the application that the control plane
classification engine must match. The following
applications are supported: cisco-phone, citrix, h323,
jabber, rtp, rtsp, sip, telepresence-control,
telepresence-data, telepresence-media,
vmware-view, webex-data, webex-meeting,
webex-streaming, webex-video, webex-voice,
wyze-zero-client.

application-name

(Optional) Specifies the source of the application.source

Specifies the application source as Media-Proxy
Services (MSP).

msp

Specifies the application source as Network Based
Application Recognition (NBAR).

nbar

Specifies the application source as the Resource
Reservation Protocol (RSVP).

rsvp

(Optional) Specifies the name of the vendor. Enter ?
after the vendor keyword to get a list of supported
vendors for the respective application name.

vendor vendor-name

(Optional) Specifies the version number.version version-number

Command Default Metadata-based control plane classification is disabled.

Command Modes QoS class-map configuration (config-cmap)

Command History ModificationRelease

This command was introduced.15.2(1)T

This command was integrated into Cisco IOS Release 15.1(1)SY.15.1(1)SY

This commandwas modified. The source,msp, nbar, and rsvp keywords
were added.

15.3(1)T

Usage Guidelines Enabling metadata-based control plane classification on a per-platform, per-line card basis for Quality of
Service (QoS) policies involves the following key steps:

• Creating a class map with metadata-based filters.

• Creating a policy map that uses classes.
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• Attaching a policy map to the target.

You can use thematch application command to enable metadata-based filters that can be applied to a class
map. Specifying the required application name ensures that the respective policies can be applied only to those
flows that match the application name. The classification engine makes its first match.

You can use thematch application command in conjunction with the any othermatch commands for
specifying match criteria for classes. For example, you can use thematch dscp command along with the
match application command as the classification criteria for flows.

You can use the showmetadata flow classification table command to check the metadata-based classification
information.

You can use the debugmetadata flow all command to check if a particular classification has been successfully
created.

With CSCub24690, the webex-data, webex-streaming, webex-video, and webex-voice keywords are
not supported in thematch application application-name command.

Note

Examples The following example shows how to configure a class map c1 and specifymetadata applicationwebex-meeting
as the matching criterion, thus achieving control plane classification. Only those flows that match the metadata
application webex-meeting will be considered for the appropriate action.

Device(config)# class-map c1
Device(config-cmap)# match application webex-meeting

The following configuration is provided for the completeness of the example.

A policy map p1 that uses the previously configured class c1 is created. The requirement in this example is
to provide a guaranteed bandwidth of 1 Mb/s to all the flows that match the criterion defined for class c1:
Device(config)# policy-map p1
Device(config-pmap)# class c1
Device(config-pmap-c)# priority 1
The following configuration example shows how to attach a policy to a target interface:
Device(config)# interface gigabitethernet 0/0
Device(config-if)# service-policy output p1

Related Commands DescriptionCommand

Specifies the name of the class whose policy you want
to create or change.

class (policy-map)

Creates a class map to be used for matching packets
to a specified class.

class-map

Enables debugging for metadata flow.debug metadata

Enters metadata application entry configurationmode
and creates new metadata application parameters.

metadata application-params
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DescriptionCommand

Enters policy-map configurationmode and creates or
modifies a policy map that can be attached to one or
more interfaces to specify a service policy.

policy-map

Gives priority to a class of traffic belonging to a
policy map.

priority

Attaches a policy map to an input interface, a VC, an
output interface, or a VC that will be used as the
service policy for the interface or VC.

service-policy

Displays metadata flow information.show metadata flow
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match any
To configure the match criteria for a class map to be successful match criteria for all packets, use thematchany
command in class-map configuration or policy inline configuration mode. To remove all criteria as successful
match criteria, use the no form of this command.

match any

no match any

Syntax Description This command has no arguments or keywords.

Command Default No match criteria are specified.

Command Modes Class-map configuration (config-cmap) Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.12.0(5)XE

This command was integrated into Cisco IOS Release 12.0(5)T.12.0(5)T

This command was integrated into Cisco IOS Release 12.1(1)E.12.1(1)E

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(31)SB and
implemented on the Cisco 10000 series routers.

12.2(31)SB

This command is supported in the Cisco IOS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.2SX

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
PerformanceMonitor. Support was added for policy inline configurationmode.

15.1(3)T

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE

Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policytypeperformance-monitorinlinecommand.

Cisco IOS Quality of Service Solutions Command Reference    
23

match access-group through mls ip pbr
match any



Examples In the following configuration, all packets traversing Ethernet interface 1/1 will be policed based on the
parameters specified in policy-map class configuration mode:

Router(config)# class-map matchany
Router(config-cmap)# match any
Router(config-cmap)# exit
Router(config)# policy-map policy1
Router(config-pmap)# class class4
Router(config-pmap-c)# police 8100 1500 2504 conform-action transmit exceed-action
set-qos-transmit 4
Router(config-pmap-c)# exit
Router(config)# interface ethernet1/1
Router(config-if)# service-policy output policy1

Examples The following example shows how to use the policy inline configuration mode to configure a service policy
for PerformanceMonitor. The policy specifies that all packets traversing Ethernet interface 0/0 will be matched
and monitored based on the parameters specified in the flow monitor configuration namedfm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match any
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# exit

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor

Configures a class map to use the specified input
interface as a match criterion.

match input-interface

Configures the match criteria for a class map on the
basis of the specified protocol.

match protocol
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match atm-clp
To enable packet matching on the basis of the ATM cell loss priority (CLP), use thematchatm-clpcommand
in class-map configuration mode. To disable packet matching on the basis of the ATM CLP, use the no form
of this command.

match atm-clp

no match atm-clp

Syntax Description This command has no arguments or keywords.

Command Default Packets are not matched on the basis of the ATM CLP.

Command Modes Class-map configuration (config-cmap)

Command History ModificationRelease

This command was introduced.12.0(28)S

This command was integrated into Cisco IOS Release 12.2(28)SB.12.2(28)SB

This command was integrated into Cisco IOS Release 12.2(33)SRB.12.2(33)SRB

Support for the Cisco 7600 series router was added.12.2(33)SRC

This command was integrated into Cisco IOS Release 12.4(15)T2.12.4(15)T2

Support for the Cisco 7300 series router was added.12.2(33)SB

This command was integrated into Cisco IOS XE Release 2.3.Cisco IOS XE Release 2.3

Usage Guidelines This command is supported on policy maps that are attached to ATM main interfaces, ATM subinterfaces,
or ATM permanent virtual circuits (PVCs). However, policy maps (containing thematchatm-clp command)
that are attached to these types of ATM interfaces can be input policy maps only .

This command is supported on the PA-A3 adapter only .

Examples In the following example, a class called “class-c1” has been created using the class-map command, and the
matchatm-clp command has been configured inside that class. Therefore, packets are matched on the basis
of the ATM CLP and are placed into this class.

Router> enable
Router# configure terminal
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Router(config)# class-map class-c1

Router(config-cmap)# match atm-clp
Router(config-cmap)# end

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Displays all ATM PVCs and traffic information.show atm pvc

Displays the packet statistics of all classes that are
configured for all service policies either on the
specified interface or subinterface or on a specific
PVC on the interface.

show policy-map interface
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match atm oam
To enable the control traffic classification on an ATM interface, use thematchatmoamcommand in class-map
configuration mode. To disable the control traffic classification, use the no form of this command.

match atm oam

no match atm oam

Syntax Description This command has no arguments or keywords.

Command Default No default behavior or values

Command Modes Class-map configuration

Command History ModificationRelease

This command was introduced.12.0(30)S

Usage Guidelines Use this command for policy maps attached to ATM interfaces or ATM permanent virtual circuits (PVCs).
Policy maps containing thematchatmoam command attached to ATM interfaces or ATM PVCs can be input
policy maps only.

Examples The following example shows the control traffic classification being configured as the match criterion in a
class map. The policy map containing this class map is then applied to the ATM interface.

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# class-map class-oam

Router(config-cmap)# match atm oam

Router(config-cmap)# exit

Related Commands DescriptionCommand

Displays all class maps and their matching criteria.show class-map

Displays all policy maps.show policy-map
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DescriptionCommand

Displays the packet statistics of all classes that are
configured for all service policies either on the
specified ATM interface or on a specific PVC on the
interface.

show policy-map interface
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match atm-vci
To enable packet matching on the basis of the ATM virtual circuit interface (VCI), use the
matchatm-vcicommand in class map configuration mode. To disable packet matching on the basis of the
ATM VCI, use thenoform of this command.

match atm-vci vc-id [ -vc-id ]

no match atm-vci

Syntax Description The VC number assigned to the virtual circuit
between two provider edge routers. You can specify
one VC or a range of VCs.

vc-id

(Optional) The second VC number, separated from
the first by a hyphen. If two VC numbers are
specified, the range is 32 to 65535.

- vc-id

Command Default No match criteria are configured.

Command Modes Class map configuration (config-cmap)

Command History ModificationRelease

This command was introduced.Cisco IOS XE Release 2.3

This command was modified. This command was integrated into
Cisco IOS Release 12.2(33)SRE.

12.2(33)SRE

Usage Guidelines When you configure thematchatm-vcicommand in class map configuration mode, you can add this class
map to a policy map that can be attached only to an ATM permanent virtual path (PVP).

On the Cisco 7600 series router, thematchatm-vcicommand is supported only in the ingress direction on
an ATM VP.

Note

You can use thematchnot command to match any VC except those you specify in the command.
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Examples The following example enables matching on VC ID 50:

Router(config)# class-map map1
Router(config-cmap)# match atm-vci 50

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Specifies a single match criterion value to use as an
unsuccessful match criterion.

match not
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match class-map
To use a traffic class as a classification policy, use thematch class-map command in class-map or policy
inline configuration mode. To remove a specific traffic class as a match criterion, use the no form of this
command.

match class-map class-map-nam e

no match class-map class-map-name

Syntax Description Name of the traffic class to use as a match criterion.class-map-name

Command Default No match criteria are specified.

Command Modes Class-map configuration (config-cmap)

Command History ModificationRelease

This command was introduced.12.0(5)XE

This command was integrated into Cisco IOS Release 12.1(1)E.12.1(1)E

This command was integrated into Cisco IOS Release 12.1(5)T.12.1(5)T

This command was enhanced to support Zone-Based Policy Firewall.12.4(6)T

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was implemented on the Cisco 10000 series.12.2(31)SB

This command is supported in the Cisco IOS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set,
platform, and platform hardware.

12.2SX

This command was integrated into Cisco IOS XE Release 3.2S.Cisco IOS XE Release 3.2S

Usage Guidelines The only method of including both match-any and match-all characteristics in a single traffic class is to use
thematch class-map command. To combine match-any and match-all characteristics into a single class, do
one of the following:

• Create a traffic class with the match-anyinstruction and use a class configured with the match-all
instruction as a match criterion (using thematch class-map command).
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• Create a traffic class with the match-allinstruction and use a class configured with the match-any
instruction as a match criterion (using thematch class-map command).

You can also use thematch class-map command to nest traffic classes within one another, saving users the
overhead of re-creating a new traffic class when most of the information exists in a previously configured
traffic class.

When packets are matched to a class map, a traffic rate is generated for these packets. In a zone-based firewall
policy, only the first packet that creates a session matches the policy. Subsequent packets in this flow do not
match the filters in the configured policy, but instead match the session directly. The statistics related to
subsequent packets are shown as part of the 'inspect' action.

Examples

Examples In the following example, the traffic class called class1 has the same characteristics as traffic class called
class2, with the exception that traffic class class1 has added a destination address as a match criterion. Rather
than configuring traffic class class1 line by line, you can enter thematch class-map class2 command. This
command allows all of the characteristics in the traffic class called class2 to be included in the traffic class
called class1, and you can simply add the new destination address match criterion without reconfiguring the
entire traffic class.

Router(config)# class-map match-any class2
Router(config-cmap)# match protocol ip
Router(config-cmap)# match qos-group 3
Router(config-cmap)# match access-group 2
Router(config-cmap)# exit
Router(config)# class-map match-all class1
Router(config-cmap)# match class-map class2
Router(config-cmap)# match destination-address mac 1.1.1
Router(config-cmap)# exit
The following example shows how to combine the characteristics of two traffic classes, one with match-any
and one with match-all characteristics, into one traffic class with thematch class-map command. The result
of traffic class called class4 requires a packet to match one of the following three match criteria to be considered
a member of traffic class called class 4: IP protocol and QoS group 4, destination MAC address 1.1.1, or
access group 2. Match criteria IP protocol and QoS group 4 are required in the definition of the traffic class
named class3 and included as a possible match in the definition of the traffic class named class4 with the
match class-map class3 command.

In this example, only the traffic class called class4 is used with the service policy called policy1.

Router(config)# class-map match-all class3
Router(config-cmap)# match protocol ip
Router(config-cmap)# match qos-group 4
Router(config-cmap)# exit
Router(config)# class-map match-any class4
Router(config-cmap)# match class-map class3
Router(config-cmap)# match destination-address mac 1.1.1
Router(config-cmap)# match access-group 2
Router(config-cmap)# exit
Router(config)# policy-map policy1
Router(config-pmap)# class class4
Router(config-pmap-c)# police 8100 1500 2504 conform-action transmit exceed-action
set-qos-transmit 4
Router(config-pmap-c)# exit
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Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map
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match cos
To match a packet on the basis of a Layer 2 class of service (CoS)/Inter-Switch Link (ISL) marking, use the
matchcos command in class-map configuration or policy inline configuration mode. To remove a specific
Layer 2 CoS/ISL marking as a match criterion, use the no form of this command.

match cos cos-value [cos-value [cos-value [cos-value]]]

no match cos cos-value [cos-value [cos-value [cos-value]]]

Syntax Description Supported Platforms Other Than the Cisco 10000
Series Routers

Specific IEEE 802.1Q/ISL CoS value. The cos-value
is from 0 to 7; up to four CoS values, separated by a
space, can be specified in onematchcos statement.

cos-value

Cisco 10000 Series Routers

Specific packet CoS bit value. Specifies that the
packet CoS bit value must match the specified CoS
value. The cos-value is from 0 to 7; up to four CoS
values, separated by a space, can be specified in one
matchcos statement.

cos-value

Command Default Packets are not matched on the basis of a Layer 2 CoS/ISL marking.

Command Modes Class-map configuration (config-cmap) Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.12.1(5)T

This command was integrated into Cisco IOS Release 12.0(25)S.12.0(25)S

This command was integrated into Cisco IOS Release 12.2(28)SB.12.2(28)SB

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(31)SB and
implemented on the Cisco 10000 series routers.

12.2(31)SB

This command is supported in the Cisco IOS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.2SX
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ModificationRelease

This commandwas integrated into Cisco IOSRelease 12.2(33)SRC and support
for the Cisco 7600 series routers was added.

12.2(33)SRC

This command was integrated into Cisco IOS Release 12.4(15)T2.12.4(15)T2

This commandwas integrated into Cisco IOSRelease 12.2(33)SB and support
for the Cisco 7300 series router was added.

12.2(33)SB

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
PerformanceMonitor. Support was added for policy inline configurationmode.

15.1(3)T

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE

This command was integrated into Cisco IOS Release 12.2(33)SCF.12.2(33)SCF

This command was integrated into Cisco IOS XE Release 3.2SE.3.2SE

This commandwas integrated into Cisco ASR 901 Series Aggregation Services
Routers.

15.1(2)SNG

Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policytypeperformance-monitorinlinecommand.

Examples In the following example, the CoS values of 1, 2, and 3 are successful match criteria for the interface that
contains the classification policy named cos:

Router(config)# class-map cos
Router(config-cmap)# match cos 1 2 3
In the following example, classes named voice and video-n-data are created to classify traffic based on the
CoS values. QoS treatment is then given to the appropriate packets in the CoS-based-treatment policy map
(in this case, the QoS treatment is priority 64 and bandwidth 512). The service policy configured in this
example is attached to all packets leaving Fast Ethernet interface 0/0.1. The service policy can be attached to
any interface that supports service policies.

Router(config)# class-map voice
Router(config-cmap)# match cos 7
Router(config)# class-map video-n-data
Router(config-cmap)# match cos 5
Router(config)# policy-map cos-based-treatment
Router(config-pmap)# class voice
Router(config-pmap-c)# priority 64
Router(config-pmap-c)# exit
Router(config-pmap)# class video-n-data
Router(config-pmap-c)# bandwidth 512
Router(config-pmap-c)# exit
Router(config-pmap)# exit
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Router(config)# interface fastethernet0/0.1
Router(config-if)# service-policy output cos-based-treatment

Examples The following example shows how to use the policy inline configuration mode to configure a service policy
for Performance Monitor. The policy specifies that packets traversing Ethernet interface 0/0 that match the
criteria of a CoS value of 2 will be monitored based on the parameters specified in the flow monitor
configuration namedfm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match cos 2
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# exit

Examples The following example shows how to match traffic classes for the 802.1p domain with packet CoS values:

Router> enable
Router# config terminal
Router(config)# class-map cos7
Router(config-cmap)# match cos 2
Router(config-cmap)# exit

Related Commands
DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor

Creates or modifies a policy map that can be attached
to one or more interfaces to specify a service policy.

policy-map

Attaches a policy map to an input interface or VC, or
an output interface or VC, to be used as the service
policy for that interface or VC.

service-policy

Sets the Layer 2 CoS value of an outgoing packet.set cos

Displays all class maps and their matching criteria.show class-map
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match cos inner
To match the inner cos of QinQ packets on a Layer 2 class of service (CoS) marking, use the
matchcosinnercommand in class-map configuration mode. To remove a specific Layer 2 CoS inner tag
marking, use the no form of this command.

match cos cos-value

no match cos cos-value

Syntax Description Specific IEEE 802.1Q/ISL CoS value. The cos-value
is from 0 to 7; up to four CoS values can be specified
in onematchcos statement.

cos-value

Command Default No match criteria are specified.

Command Modes Class-map configuration

Command History ModificationRelease

This command was introduced.12.2(18)SXE

This commandwas integrated into Cisco IOS Release 12.2(33)SRB.12.2(33)SRB

Examples In the following example, the inner CoS-values of 1, 2, and 3 are successful match criteria for the interface
that contains the classification policy called cos:

Router(config)# class-map cos

Router(config-cmap)# match cos inner 1 2 3

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Creates or modifies a policy map that can be attached
to one or more interfaces to specify a service policy.

policy-map
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DescriptionCommand

Attaches a policy map to an input interface or VC, or
an output interface or VC, to be used as the service
policy for that interface or VC.

service-policy

Sets the Layer 2 CoS value of an outgoing packet.set cos

Displays all class maps and their matching criteria.show class-map
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match destination-address mac
To use the destination MAC address as a match criterion, use thematchdestination-addressmaccommand
in class-map configuration or policy inline configuration mode. To remove a previously specified destination
MAC address as a match criterion, use the noform of this command.

match destination-address mac address

no match destination-address mac address

Syntax Description Destination MAC address to be used as a match
criterion.

address

Command Default No destination MAC address is specified.

Command Modes Class-map configuration (config-cmap) Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.12.0(5)XE

This command was integrated into Cisco IOS Release 12.1(1)E.12.1(1)E

This command was integrated into Cisco IOS Release 12.1(5)T.12.1(5)T

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(31)SB and
implemented on the Cisco 10000 series.

12.2(31)SB

This command is supported in the Cisco IOS Release 12.2SX train. Support in
a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.2SX

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
PerformanceMonitor. Support was added for policy inline configuration mode.

15.1(3)T

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE

Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.
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Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policytypeperformance-monitorinlinecommand.

Examples The following example specifies a class map named macaddress and specifies the destination MAC address
to be used as the match criterion for this class:

Router(config)# class-map macaddress
Router(config-cmap)# match destination-address mac 00:00:00:00:00:00

Examples The following example shows how to use the policy inline configuration mode to configure a service policy
for Performance Monitor. The policy specifies that packets traversing Ethernet interface 0/0 that match the
specified destination MAC address will be monitored based on the parameters specified in the flow monitor
configuration namedfm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match
destination-address mac 00:00:00:00:00:00
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# exit

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor
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match discard-class
To specify a discard class as amatch criterion, use thematchdiscard-class command in class-map configuration
or policy inline configuration mode. To remove a previously specified discard class as a match criterion, use
the no form of this command.

match discard-class class-number

no match discard-class class-number

Syntax Description Number of the discard class being matched. Valid
values are 0 to 7.

class-number

Command Default Packets will not be classified as expected.

Command Modes Class-map configuration (config-cmap) Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.12.2(13)T

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(31)SB and
implemented on the Cisco 10000 series routers.

12.2(31)SB

This command is supported in the Cisco IOS Release 12.2SX train. Support in
a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.2SX

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
PerformanceMonitor. Support was added for policy inline configuration mode.

15.1(3)T

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE

Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.

A discard-class value has no mathematical significance. For example, the discard-class value 2 is not greater
than 1. The value simply indicates that a packet marked with discard-class 2 should be treated differently than
a packet marked with discard-class 1.
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Packets that match the specified discard-class value are treated differently from packets marked with other
discard-class values. The discard-class is a matching criterion only, used in defining per hop behavior (PHB)
for dropping traffic.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policytypeperformance-monitorinlinecommand.

Examples The following example shows that packets in discard class 2 are matched:

Router(config)# class-map d-class-2
Router(config-cmap)# match discard-class 2

Examples The following example shows how to use the policy inline configuration mode to configure a service policy
for Performance Monitor. The policy specifies that packets traversing Ethernet interface 0/0 that match the
criteria specified by discard-class 2 will be monitored based on the parameters specified in the flow monitor
configuration namedfm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match
discard-class 2
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# exit

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor

Marks a packet with a discard-class value.set discard-class
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match dscp
To identify one or more differentiated service code point (DSCP), Assured Forwarding (AF), and Certificate
Server (CS) values as a match criterion, use thematch dscp command in class-map configuration or policy
inline configuration mode. To remove a specific DSCP value from a class map, use the no form of this
command.

match [ip] dscp dscp-value [dscp-value dscp-value dscp-value dscp-value dscp-value dscp-value dscp-value]

no match [ip] dscp dscp-value

Syntax Description (Optional) Specifies that the match is for IPv4 packets
only. If not used, the match is on both IPv4 and IPv6
packets.

For the Cisco 10000 series routers, the ip
keyword is required.

Note

ip

The DSCP value used to identify a DSCP value. For
valid values, see the “Usage Guidelines” section.

dscp-value

Command Default No match criteria are configured.

Command Modes class-map configuration (config-cmap) policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced. This command replaces thematch ip dscp
command.

12.2(13)T

This command was integrated into Cisco IOS Release 12.0(28)S for support
in IPv6.

12.0(28)S

This command was integrated into Cisco IOS Release 12.0(17)SL and
implemented on the Cisco 10000 series routers.

12.0(17)SL

This command was integrated into Cisco IOS Release 12.2(31)SB.12.2(31)SB

This commandwas integrated into Cisco IOSXERelease 2.1 and implemented
on Cisco ASR 1000 Series Routers.

Cisco IOS XE Release 2.1

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
Performance Monitor. Support was added for policy inline configuration
mode.

15.1(3)T
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ModificationRelease

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE

Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policy type performance-monitor inline command.

DSCP Values

You must enter one or more differentiated service code point (DSCP) values. The command may include any
combination of the following:

• Numbers (0 to 63) representing differentiated services code point values

• AF numbers (for example, af11) identifying specific AF DSCPs

• CS numbers (for example, cs1) identifying specific CS DSCPs

• default—Matches packets with the default DSCP.

• ef—Matches packets with EF DSCP.

For example, if you wanted the DCSP values of 0, 1, 2, 3, 4, 5, 6, or 7 (note that only one of the IP DSCP
values must be a successful match criterion, not all of the specified DSCP values), enter thematch dscp
01234567 command.

This command is used by the class map to identify a specific DSCP value marking on a packet. In this context,
dscp-value arguments are used as markings only and have no mathematical significance. For instance, the
dscp-value of 2 is not greater than 1. The value simply indicates that a packet marked with the dscp-value of
2 is different than a packet marked with the dscp-value of 1. The treatment of these marked packets is defined
by the user through the setting of Quality of Service (QoS) policies in policy-map class configuration mode.

Match Packets on DSCP Values

To match DSCP values for IPv6 packets only, thematch protocol ipv6 command must also be used. Without
that command, the DSCP match defaults to match both IPv4 and IPv6 packets.

To match DSCP values for IPv4 packets only, use the ip keyword. Without the ip keyword the match occurs
on both IPv4 and IPv6 packets. Alternatively, thematch protocol ip command may be used withmatch dscp
to classify only IPv4 packets.

After the DSCP bit is set, other QoS features can then operate on the bit settings.

The network can give priority (or some type of expedited handling) to marked traffic. Typically, you set the
precedence value at the edge of the network (or administrative domain); data is then queued according to the
precedence. Weighted fair queueing (WFQ) can speed up handling for high-precedence traffic at congestion
points. Weighted Random Early Detection (WRED) can ensure that high-precedence traffic has lower loss
rates than other traffic during times of congestion.

Cisco 10000 Series Routers

The Cisco 10000 series routers support DSCPmatching of IPv4 packets only. Youmust include the ip keyword
when specifying the DSCP values to use as match criterion.
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You cannot use the set ip dscp command with the set ip precedence command to mark the same packet. DSCP
and precedence values are mutually exclusive. A packet can have one value or the other, but not both.

Examples The following example shows how to set multiple match criteria. In this case, two IP DSCP values and one
AF value.

Router(config)# class-map map1
Router(config-cmap)# match dscp 1 2 af11

Examples The following example shows how to use the policy inline configuration mode to configure a service policy
for Performance Monitor. The policy specifies that packets traversing Ethernet interface 0/0 that match the
criterion specified by DSCP value 2 will be monitored based on the parameters specified in the flow monitor
configuration named fm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match dscp 2
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# end

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Matches DSCP values for packets.match protocol ip

Matches DSCP values for IPv6 packets.match protocol ipv6

Creates or modifies a policy map that can be attached
to one or more interfaces to specify a service policy.

policy-map

Attaches a policy map to an input interface or VC, or
an output interface or VC, to be used as the service
policy for that interface or VC.

service-policy

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor

Marks the DSCP value for packets within a traffic
class.

set dscp

Displays all class maps and their matching criteria.show class-map
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match field

Effective with Cisco IOS Release 15.2(4)M, thematch field command is not available in Cisco IOS
software.

Note

To configure the match criteria for a class map on the basis of the fields defined in the protocol header
description files (PHDFs), use thematch field command in class-map configuration mode. To remove the
specified match criteria, use the no form of this command.

match field protocol protocol-field {eq [mask]| neq [mask]| gt| lt| range range| regex string} value [next
next-protocol]

nomatch field protocol protocol-field {eq [mask]| neq [mask]| gt| lt| range range| regex string} value [next
next-protocol]

Syntax Description Name of protocol whose PHDF has been loaded onto
a router.

protocol

Match criteria is based upon the specified f ieldwithin
the loaded protocol.

protocol field

Match criteria is met if the packet is equal to the
specified value or mask.

eq

Match criteria is met if the packet is not equal to the
specified value or mask.

neq

(Optional) Can be used when the eq or the neq
keywords are issued.

mask mask

Match criteria is met if the packet does not exceed
the specified value.

gt

Match criteria is met if the packet is less than the
specified value.

lt

Match criteria is based upon a lower and upper
boundary protocol field range.

range range

Match criteria is based upon a string that is to be
matched.

regex string

Value for which the packet must be in accordance
with.

value
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Specify the next protocol within the stack of protocols
that is to be used as the match criteria.

next next-protocol

Command Default No match criteria are configured.

Command Modes Class-map configuration

Command History ModificationRelease

This command was introduced.12.4(4)T

This command was integrated into Cisco IOS Release 12.2(18)ZY on the
Catalyst 6500 series of switches equippedwith the Programmable Intelligent
Services Accelerator (PISA).

12.2(18)ZY

This command was integrated into Cisco IOS XE Release 2.2.Cisco IOS XE 2.2

This command was removed from the Cisco IOS software.15.2(4)M

Usage Guidelines Before issuing thematch-field command, you must load a PHDF onto the router via the load protocol
command. Thereafter, you must first enter the class-map command to specify the name of the class whose
match criteria you want to establish.

Match criteria are defined via a start point, offset, size, value to match, and mask. A match can be defined on
a pattern with any protocol field.

Examples The following example shows how to configure FPM for blaster packets. The class map contains the following
match criteria: TCP port 135, 4444 or UDP port 69; and pattern 0x0030 at 3 bytes from start of IP header.

load protocol disk2:ip.phdf
load protocol disk2:tcp.phdf
load protocol disk2:udp.phdf
class-map type stack match-all ip-tcp
match field ip protocol eq 0x6 next tcp
class-map type stack match-all ip-udp
match field ip protocol eq 0x11 next udp
class-map type access-control match-all blaster1
match field tcp dest-port eq 135
match start 13-start offset 3 size 2 eq 0x0030
class-map type access-control match-all blaster2
match field tcp dest-port eq 4444
match start 13-start offset 3 size 2 eq 0x0030
class-map type access-control match-all blaster3
match field udp dest-port eq 69
match start 13-start offset 3 size 2 eq 0x0030
policy-map type access-control fpm-tcp-policy
class blaster1
drop
class blaster2
drop
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policy-map type access-control fpm-udp-policy
class blaster3
drop
policy-map type access-control fpm-policy
class ip-tcp
service-policy fpm-tcp-policy
class ip-udp
service-policy fpm-udp-policy
interface gigabitEthernet 0/1
service-policy type access-control input fpm-policy

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Loads a PHDF onto a router.load protocol

Configures the match criteria for a class map on the
basis of the datagram header (Layer 2) or the network
header (Layer 3).

match start
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match flow pdp
To specify a Packet Data Protocol (PDP) flow as a match criterion in a class map, use thematchflowpdp
command in class-map configuration mode. To remove a PDP flow as a match criterion, use the no form of
this command.

match flow pdp

no match flow pdp

Syntax Description This command has no arguments or keywords.

Command Default A PDP flow is not specified as a match criterion.

Command Modes Class-map configuration (config-cmap)

Command History ModificationRelease

This command was introduced.12.3(8)XU

This command was integrated into Cisco IOS Release 12.3(11)YJ.12.3(11)YJ

This command was integrated into Cisco IOS Release 12.3(14)YQ.12.3(14)YQ

This command was integrated into Cisco IOS Release 12.3(14)YU.12.3(14)YU

This command was integrated into Cisco IOS Release 12.4(2)XB.12.4(2)XB

This command was integrated into Cisco IOS Release 12.4(9)T.12.4(9)T

Usage Guidelines Thematchflowpdp command allows you to match and classify traffic on the basis of a PDP flow.

Thematchflowpdp command is included with the Flow-Based QoS for GGSN feature available with Cisco
IOS Release 12.4(9)T. The Flow-Based QoS for GGSN feature is designed specifically for the Gateway
General Packet Radio Service (GPRS) Support Node (GGSN).

Per-PDP Policing

The Flow-Based QoS for GGSN feature includes per-PDP policing (session-based policing).

Thematchflowpdp command (when used in conjunction with the class-map command, the policy-map
command, the policeratepdp command, and the service-policy command) allows you to configure per-PDP
policing (session-based policing) for downlink traffic on a GGSN.

Note the following points related to per-PDP policing:
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• When using the class-map command to define a class map for PDP flow classification, do not use the
match-anykeyword.

• Per-PDP policing functionality requires that you configure Universal Mobile Telecommunications
System (UMTS) quality of service (QoS). For information on configuring UMTS QoS, see the
“Configuring QoS on the GGSN” section of the Cisco GGSN Release 6.0 Configuration Guide , Cisco
IOS Release 12.4(2)XB.

• The policy map created to configure per-PDP policing cannot contain multiple classes within which
only thematchflowpdp command has been specified. In other words, if there are multiple classes in
the policy map, thematchflowpdpcommand must be used in conjunction with another match statement
(for example,matchprecedence) in at least one class.

For More Information

For more information about the GGSN, along with the instructions for configuring the Flow-Based QoS for
GGSN feature, see the Cisco GGSN Release 6.0 Configuration Guide , Cisco IOS Release 12.4(2)XB.

To configure the Flow-Based QoS for GGSN feature, follow the instructions in the section called “
Configuring Per-PDP Policing .”

Note

For more information about the GGSN-specific commands, see the Cisco GGSN Release 6.0 Command
Reference , Cisco IOS Release 12.4(2)XB.

Examples The following example specifies PDP flows as the match criterion in a class map named “class-pdp”:

class-map class-pdp
match flow pdp

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Identifies IP precedence values as match criteria.match precedence

Configures PDP traffic policing using the police rate.police rate pdp

Creates or modifies a policy map that can be attached
to one or more interfaces to specify a service policy.

policy-map

Attaches a policy map to an interface.service-policy
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match fr-dlci
To specify the Frame Relay data-link connection identifier (DLCI) number as a match criterion in a class
map, use thematchfr-dlcicommand in class-map configuration or policy inline configuration mode. To
remove a previously specified DLCI number as a match criterion, use the no form of this command.

match fr-dlci dlci-number

no match fr-dlci dlci-number

Syntax Description Number of the DLCI associated with the packet.dlci-number

Command Default No DLCI number is specified.

Command Modes Class-map configuration (config-cmap) Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.12.2(13)T

This command was integrated into Cisco IOS Release 12.2(28)SB.12.2(28)SB

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
Performance Monitor. Support was added for policy inline configuration
mode.

15.1(3)T

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE

Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.

This match criterion can be used in main interfaces and point-to-multipoint subinterfaces in Frame Relay
networks, and it can also be used in hierarchical policy maps.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policytypeperformance-monitorinlinecommand.
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Examples In the following example a class map named “class1” has been created and the Frame Relay DLCI number of
500 has been specified as a match criterion. Packets matching this criterion are placed in class1.

Router(config)# class-map class1
Router(config-cmap)# match fr-dlci 500

Examples The following example shows how to use the policy inline configuration mode to configure a service policy
for Performance Monitor. The policy specifies that packets traversing Ethernet interface 0/0 that match the
Frame Relay DLCI number of 500 will be monitored based on the parameters specified in the flow monitor
configuration namedfm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match
fr-dlci 500
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# exit

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor

Displays all class maps and their matching criteria.show class-map

Displays the packet statistics of all classes that are
configured for all service policies either on the
specified interface or subinterface or on a specific
PVC on the interface.

show policy-map interface
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match input vlan
To configure a class map to match incoming packets that have a specific virtual local area network (VLAN)
ID, use thematchinputvlancommand in class map configuration mode. To remove the matching of VLAN
IDs, use the no form of this command.

match input vlan input-vlan-list

no match input vlan input-vlan-list

Syntax Description One or more VLAN IDs to be matched. The valid
range for VLAN IDs is from 1 to 4094, and the list
of VLAN IDs can include one or all of the following:

• Single VLAN IDs, separated by spaces. For
example: 100 200 300

• One or more ranges of VLAN IDs, separated
by spaces. For example: 1-1024 2000-2499

input-vlan-list

Command Default By default, no matching is done on VLAN IDs.

Command Modes Class map configuration

Command History ModificationRelease

This command was introduced for Cisco Catalyst 6500 series switches
and Cisco 7600 series routers.

12.2(18)SXE

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

Usage Guidelines Thematchinputvlan command allows you to create a class map that matches packets with one or more
specific VLAN IDs, as they were received on the input (ingress) interface. This enables hierarchical Quality
of Service (HQoS) for Ethernet over MPLS (EoMPLS) Virtual Circuits (VC), allowing parent and child
relationships between QoS class maps and policy maps. This in turn enables service providers to easily classify
and shape traffic for a particular EoMPLS network.

In EoMPLS applications, the parent class map typically specifies the maximum bandwidth for all of the VCs
in a specific EoMPLS network. Then the child class maps perform other QoS operations, such as traffic
shaping, on a subset of this traffic.

Do not confuse thematchinputvlan command with thematchvlan command, which is also a class-map
configuration command.
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• Thematchvlan command matches the VLAN ID on packets for the particular interface at which the
policy map is applied. Policy maps using thematchvlan command can be applied to either ingress or
egress interfaces on the router, using the service-policy {input | output} command.

• Thematchinputvlan command matches the VLAN ID that was on packets when they were received
on the ingress interface on the router. Typically, policy maps using thematchinputvlan command are
applied to egress interfaces on the router, using the service-policyoutput command.

Thematchinputvlan command can also be confused with thematchinput-interfacevlan command, which
matches packets being received on a logical VLAN interface that is used for inter-VLAN routing.

Because class maps also support thematchinput-interface command, you cannot abbreviate the input
keyword when giving thematchinputvlan command.

Tip

Thematchinputvlan command cannot be used only on Layer 2 LAN ports on FlexWAN, Enhanced
FlexWAN, and Optical Service Modules (OSM) line cards.

Note

The following restrictions apply when using thematchinputvlan command:

• You cannot attach a policy withmatchinputvlan to an interface if you have already attached a service
policy to a VLAN interface (a logical interface that has been created with the interfacevlan command).

• Class maps that use thematchinputvlan command support only thematch-any option. You cannot use
thematch-all option in class maps that use thematchinputvlan command.

• If the parent class contains a class map with amatchinputvlan command, you cannot use amatchexp
command in a child class map.

Examples The following example creates a class map and policy map that matches packets with a VLAN ID of 1000.
The policy map shapes this traffic to a committed information rate (CIR) value of 10 Mbps (10,000,000 bps).
The final lines then apply this policy map to a specific gigabit Ethernet WAN interface.

Router# configure terminal

Router(config)# class-map match-any vlan1000

Router(config-cmap)# match input vlan 1000

Router(config-cmap)# exit

Router(config)# policy-map policy1000

Router(config-pmap)# class vlan1000

Router(config-pmap-c)# exit

Router(config-pmap)# shape average 10000000

Router(config-pmap)# interface GE-WAN 3/0

Router(config-if)# service-policy output policy1000

Router(config-if)#

   Cisco IOS Quality of Service Solutions Command Reference
54

match access-group through mls ip pbr
match input vlan



The following example shows a class map being configured to match VLAN IDs 100, 200, and 300:

Router# configure terminal

Router(config)# class-map match-any hundreds

Router(config-cmap)# match input vlan 100 200 300

Router(config-cmap)#
The following example shows a class map being configured to match all VLAN IDs from 2000 to 2999
inclusive:

Router# configure terminal

Router(config)# class-map match-any vlan2000s

Router(config-cmap)# match input vlan 2000-2999

Router(config-cmap)#
The following example shows a class map being configured to match both a range of VLAN IDs, as well as
specific VLAN IDs:

Router# configure terminal

Router(config)# class-map match-any misc

Router(config-cmap)# match input vlan 1 5 10-99 2000-2499

Router(config-cmap)#

Related Commands DescriptionCommand

Clears Cisco Express Forwarding (CEF) information
on one or more line cards, but does not clear the CEF
information on the main route processor (RP). This
forces the line cards to synchronize their CEF
information with the information that is on the RP.

clear cef linecard

Identifies a specified QoS group value as a match
criterion.

match qos-group

Sets the trusted state of an interface, to determine
which incoming QoS field on a packet, if any, should
be preserved.

mls qos trust

Creates or modifies a policy map that can be attached
to one or more interfaces to specify a service policy.

policy-map

Attaches a policy map to an input interface or VC, or
an output interface or VC, to be used as the service
policy for that interface or VC.

service-policy

Displays the configuration of all classes for a
specified service policy map or all classes for all
existing policy maps.

show policy-map
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DescriptionCommand

Displays the configuration of all classes configured
for all service policies on the specified interface or
displays the classes for the service policy for a
specific PVC on the interface.

show policy-map interface

Displays the type and number of policy maps that are
configured on the router.

show platform qos policy-map
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match input-interface
To configure a class map to use the specified input interface as a match criterion, use thematch input-interface
command in class-map configuration or policy inline configuration mode. To remove the input interface match
criterion from a class map, use the no form of this command.

match input-interface interface-name

no match input-interface interface-name

Syntax Description Name of the input interface to be used as match
criteria.

interface-name

Command Default No match criteria are specified.

Command Modes Class-map configuration (config-cmap)

Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.12.0(5)T

This command was integrated into Cisco IOS Release 12.0(5)XE.12.0(5)XE

This command was integrated into Cisco IOS Release 12.0(7)S.12.0(7)S

This command was enhanced to include matching on the input interface.12.0(17)SL

This command was integrated into Cisco IOS Release 12.1(1)E.12.1(1)E

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(31)SB and
implemented on the Cisco 10000 series routers.

12.2(31)SB

This command is supported in the Cisco IOS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.2SX

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
PerformanceMonitor. Support was added for policy inline configurationmode.

15.1(3)T

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE
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Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.

With CSCtx62310, the minimum string youmust enter to uniquely identify this command ismatch input-.
The device no longer acceptsmatch input as an abbreviated version of this command.

Note

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

To enter policy inline configuration mode, you must first enter the service-policy type performance-monitor
inline command.

Supported Platforms Other Than Cisco 10000 Series Routers

For class-based weighted fair queueing (CBWFQ), you define traffic classes based onmatch criteria including
input interfaces, access control lists (ACLs), protocols, quality of service (QoS) labels, and experimental
(EXP) field values. Packets satisfying the match criteria for a class constitute the traffic for that class.

Thematch input-interface command specifies the name of an input interface to be used as the match criterion
against which packets are checked to determine if they belong to the class specified by the class map.

To use thematch input-interface command, you must first enter the class-map command to specify the
name of the class whose match criteria you want to establish. After you identify the class, you can use one of
the following commands to configure its match criteria:

• match access-group

• match input-interface

• match mpls experimental

• match protocol

If you specify more than one command in a class map, only the last command entered applies. The last
command overrides the previously entered commands.

Cisco 10000 Series Routers

For CBWFQ, you define traffic classes based on match criteria including input interfaces, ACLs, protocols,
QoS labels, and EXP field values. Packets satisfying the match criteria for a class constitute the traffic for
that class.

To use thematch input-interface command, you must first enter the class-map command to specify the
name of the class whose match criteria you want to establish.

Examples The following example specifies a class map named ethernet1 and configures the input interface named
ethernet1 to be used as the match criterion for this class:

Router(config)# class-map ethernet1
Router(config-cmap)# match input-interface ethernet1
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Examples The following example shows how to use the policy inline configuration mode to configure a service policy
for Performance Monitor. The policy specifies that packets traversing Ethernet interface 0/0 that match the
criteria of the input interface named ethernet1 will be monitored based on the parameters specified in the flow
monitor configuration named fm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match input-interface ethernet 1
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# exit

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Configures the match criteria for a class map based
on the specified ACL.

match access-group

Configures a class map to use the specified EXP field
value as a match criterion.

match mpls experimental

Configures the match criteria for a class map on the
basis of the specified protocol.

match protocol

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor
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match ip dscp
Thematchipdscpcommand is replaced by the match dscpcommand. See the match dscpcommand for more
information.
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match ip precedence
Thematchipprecedencecommand is replaced by the match precedencecommand. See the match
precedencecommand for more information.
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match ip rtp
To configure a class map to use the Real-Time Protocol (RTP) port as the match criterion, use the
matchiprtpcommand in class-map configuration or policy inline configuration mode. To remove the RTP
port match criterion, use the no form of this command.

match ip rtp starting-port-number port-range

no match ip rtp

Syntax Description The starting RTP port number. Values range from
2000 to 65535.

starting-port-number

The RTP port number range. Values range from 0 to
16383.

port-range

Command Default No match criteria are specified.

Command Modes Class-map configuration (config-cmap) Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.12.1(2)T

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(31)SB and
implemented on the Cisco 10000 series routers.

12.2(31)SB

This command is supported in the Cisco IOS Release 12.2SX train. Support in
a specific 12.2SX release of this train depends on your feature set, platform, and
platform hardware.

12.2SX

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
Performance Monitor. Support was added for policy inline configuration mode.

15.1(3)T

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE

Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.
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This command is used to match IP RTP packets that fall within the specified port range. It matches packets
destined to all even User Datagram Port (UDP) port numbers in the range from the starting port number
argument to the starting port number plus the port range argument.

Use of an RTP port range as the match criterion is particularly effective for applications that use RTP, such
as voice or video.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policytypeperformance-monitorinlinecommand.

Examples The following example specifies a class map named ethernet1 and configures the RTP port number 2024 and
range 1000 to be used as the match criteria for this class:

Router(config)# class-map ethernet1
Router(config-cmap)# match ip rtp 2024 1000

Examples The following example shows how to use the policy inline configuration mode to configure a service policy
for Performance Monitor. The policy specifies that packets traversing Ethernet interface 0/0 that match the
criteria of RTP port number 2024 and range 1000 will be monitored based on the parameters specified in the
flow monitor configuration namedfm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match
ip rtp 2024 1000
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# exit

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor

Reserves a strict priority queue for a set of RTP
packet flows belonging to a range of UDP destination
ports.

ip rtp priority

Configures the match criteria for a class map based
on the specified ACL number.

match access-group

Cisco IOS Quality of Service Solutions Command Reference    
63

match access-group through mls ip pbr
match ip rtp



match mpls experimental
To configure a class map to use the specified value or values of the experimental (EXP) field as a match
criteria, use thematchmplsexperimentalcommand in class-map configuration mode. To remove the EXP
field match criteria from a class map, use the no form of this command.

match mpls experimental number

no match mpls experimental number

Syntax Description EXP field value (any number from 0 through 7) to be
used as a match criterion. You can specify multiple
values, separated by a space (for example, 3 4 7).

number

Command Default No match criteria are specified.

Command Modes Class-map configuration

Command History ModificationRelease

This command was introduced.12.0(7)XE1

This command was integrated into Cisco IOS Release 12.1(1)E.12.1(1)E

This command was integrated into Cisco IOS Release 12.1(5)T.12.1(5)T

This command was implemented on the Cisco MGX 8850 switch and the
MGX 8950 switch with a Cisco MGX RPM-PR card.

12.2(4)T

This command was implemented on the Cisco 7500 series.12.2(4)T2

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(31)SB and
implemented on the Cisco 10000 series.

12.2(31)SB

This command is supported in the Cisco IOS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.2SX

Usage Guidelines Supported Platforms Other Than the Cisco 10000 Series
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For class-based weighted fair queueing (CBWFQ), you define traffic classes based on match criteria such as
input interfaces, access control lists (ACLs), protocols, quality of service (QoS) labels, and experimental
(EXP) field values. Packets satisfying the match criteria for a class constitute the traffic for that class.

Thematchmplsexperimental command specifies the name of an EXP field value to be used as the match
criterion against which packets are compared to determine if they belong to the class specified by the class
map.

To use thematchmplsexperimental command, you must first enter the class-map command to specify the
name of the class whose match criteria you want to establish. After you identify the class, you can use one of
the following commands to configure its match criteria:

• match access-group

• match input-interface

• match mpls experimental

• match protocol

If you specify more than one command in a class map, only the last command entered applies. The last
command overrides the previously entered commands.

Cisco 10000 Series

This command is available only on the ESR-PRE1 module.

For CBWFQ, you define traffic classes based on match criteria such as input interfaces, ACLs, protocols,
QoS labels, and EXP field values. Packets satisfying the match criteria for a class constitute the traffic for
that class.

To use thematchmplsexperimental command, you must first enter the class-map command to specify the
name of the class whose match criteria you want to establish.

Examples The following example specifies a class map called ethernet1 and configures theMultiprotocol Label Switching
(MPLS) experimental values of 1 and 2 to be used as the match criteria for this class:

Router(config)# class-map ethernet1
Router(config-cmap)# match mpls experimental 1 2

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Configures the match criteria for a class map based
on the specified ACL.

match access-group

Configures a class map to use the specified input
interface as a match criterion.

match input-interface

Matches the EXP value in the topmost label.match mpls experimental topmost

Matches traffic by a particular protocol.match protocol
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DescriptionCommand

Configures the match criteria for a class map based
on the specified protocol.

match qos-group
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match mpls experimental topmost
To match the experimental (EXP) value in the topmost label header, use the
matchmplsexperimentaltopmostcommand in class-map configuration or policy inline configuration mode.
To remove the EXP match criterion, use the no form of this command.

match mpls experimental topmost number

no match mpls experimental topmost number

Syntax Description Multiprotocol Label Switching (MPLS) EXP field in
the topmost label header. Valid values are 0 to 7.

number

Command Default No EXP match criterion is configured for the topmost label header.

Command Modes Class-map configuration (config-cmap) Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.12.2(13)T

This command was integrated into Cisco IOS Release 12.2(31)SB.12.2(31)SB

This command was integrated into Cisco IOS XE Release 2.3.Cisco IOS XE Release 2.3

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
Performance Monitor. Support was added for policy inline configuration
mode.

15.1(3)T

This command was integrated into Cisco IOS Release 12.2(58)SE for
Cisco Performance Monitor.

12.2(58)SE

This command was integrated into Cisco IOS Release 12.2(33)SCF.12.2(33)SCF

Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.

You can enter this command on the input interfaces and the output interfaces. It will match only on MPLS
packets.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policytypeperformance-monitorinlinecommand.

Cisco IOS Quality of Service Solutions Command Reference    
67

match access-group through mls ip pbr
match mpls experimental topmost



Examples The following example shows that the EXP value 3 in the topmost label header is matched:

Router(config)# class-map mpls exp
Router(config-cmap)# match mpls experimental topmost 3

Examples The following example shows how to use the policy inline configuration mode to configure a service policy
for Performance Monitor. The policy specifies that packets traversing Ethernet interface 0/0 that match the
criteria of a EXP value of 3 in the topmost label header will be monitored based on the parameters specified
in the flow monitor configuration namedfm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match mpls experimental topmost 3
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# exit

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor

Sets theMPLS EXP field value in the topmostMPLS
label header at the input or output interfaces.

set mpls experimental topmost
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match not
To specify the singlematch criterion value to use as an unsuccessful match criterion, use thematchnotcommand
inclass-map configuration or policy inline configuration mode. To remove a previously specified source value
to not use as a match criterion, use the noform of this command.

match not match-criterion

no match not match-criterion

Syntax Description The match criterion value that is an unsuccessful
match criterion. All other values of the specified
match criterion will be considered successful match
criteria.

match-criterion

Command Default No unsuccessful match criterion is configured.

Command Modes Class-map configuration (config-cmap) Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.12.0(5)XE

This command was integrated into Cisco IOS Release 12.0(5)T.12.0(5)T

This command was integrated into Cisco IOS Release 12.1(1)E.12.1(1)E

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(31)SB and
implemented on the Cisco 10000 series routers.

12.2(31)SB

This command is supported in the Cisco IOS Release 12.2SX train. Support in
a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.2SX

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
PerformanceMonitor. Support was added for policy inline configuration mode.

15.1(3)T

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE
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Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.

Thematchnotcommand is used to specify a quality of service (QoS) policy value that is not used as a match
criterion. When thematchnot command is used, all other values of that QoS policy become successful match
criteria.

For instance, if thematchnotqos-group4 command is issued in QoS class-map configuration mode, the
specified class will accept all QoS group values except 4 as successful match criteria.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policytypeperformance-monitorinlinecommand.

Examples In the following traffic class, all protocols except IP are considered successful match criteria:

Router(config)# class-map noip
Router(config-cmap)# match not protocol ip

Examples The following example shows how to use the policy inline configuration mode to configure a service policy
for Performance Monitor. The policy specifies that packets traversing Ethernet interface 0/0 for all protocols
except IP will be monitored based on the parameters specified in the flow monitor configuration namedfm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match not protocol ip
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# exit

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor
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match packet length (class-map)
To specify the Layer 3 packet length in the IP header as a match criterion in a class map, use the
matchpacketlength command in class-map configuration or policy inline configuration mode. To remove a
previously specified Layer 3 packet length as a match criterion, use the no form of this command.

match packet length {maxmaximum-length-value [minminimum-length-value]|minminimum-length-value
[max maximum-length-value]}

nomatch packet length {maxmaximum-length-value [minminimum-length-value]|minminimum-length-value
[max maximum-length-value]}

Syntax Description Indicates that a maximum value for the Layer 3 packet
length is to be specified.

max

Maximum length value of the Layer 3 packet length,
in bytes. The range is from 1 to 2000.

maximum-length-value

Indicates that a minimum value for the Layer 3 packet
length is to be specified.

min

Minimum length value of the Layer 3 packet length,
in bytes. The range is from 1 to 2000.

minimum-length-value

Command Default The Layer 3 packet length in the IP header is not used as a match criterion.

Command Modes Class-map configuration (config-cmap) Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.12.2(13)T

This command was integrated into Cisco IOS Release 12.2(18)SXE.12.2(18)SXE

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS XE Release 2.2 and
implemented on the Cisco ASR 1000 Series Routers.

Cisco IOS XE Release 2.2

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
Performance Monitor. Support was added for policy inline configuration
mode.

15.1(3)T
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ModificationRelease

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE

Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.

This command considers only the Layer 3 packet length in the IP header. It does not consider the Layer 2
packet length in the IP header.

When using this command, you must at least specify the maximum or minimum value. However, you do have
the option of entering both values.

If only the minimum value is specified, a packet with a Layer 3 length greater than the minimum is viewed
as matching the criterion.

If only the maximum value is specified, a packet with a Layer 3 length less than the maximum is viewed as
matching the criterion.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policytypeperformance-monitorinlinecommand.

Examples In the following example a class map named “class 1” has been created, and the Layer 3 packet length has
been specified as a match criterion. In this example, packets with a minimum Layer 3 packet length of 100
bytes and a maximum Layer 3 packet length of 300 bytes are viewed as meeting the match criteria.

Router(config)# class-map match-all class1
Router(config-cmap)# match packet length min 100 max 300

Examples The following example shows how to use the policy inline configuration mode to configure a service policy
for Performance Monitor. The policy specifies that packets traversing Ethernet interface 0/0 that match the
criteria of a minimum Layer 3 packet length of 100 bytes and a maximum Layer 3 packet length of 300 bytes
will be monitored based on the parameters specified in the flow monitor configuration namedfm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match packet length min 100 max 300
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# exit

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor

Displays all class maps and their matching criteria.show class-map
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DescriptionCommand

Displays the packet statistics of all classes that are
configured for all service policies either on the
specified interface or subinterface or on a specific
PVC on the interface.

show policy-map interface

Cisco IOS Quality of Service Solutions Command Reference    
73

match access-group through mls ip pbr
match packet length (class-map)



match port-type
To match the access policy on the basis of the port for a class map, use thematchport-type command in
class-map configuration mode. To delete the port type, use the no form of this command.

match port-type {routed| switched}

no match port-type {routed| switched}

Syntax Description Matches the routed interface. Use this keyword if the
class map has to be associated with only a routed
interface.

routed

Matches the switched interface. Use this keyword if
the class map has to be associated with only a
switched interface.

switched

Command Default Access policy is not matched.

Command Modes Class-map configuration

Command History ModificationRelease

This command was introduced.12.4(6)T

Usage Guidelines This command is used because, on the basis of the port on which a user is connecting, the access policies that
are applied to it can be different.

Examples The following example shows that an access policy has been matched on the basis of the port for a class map:

Router(config-cmap)#matchport-typerouted

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Specifies the tag to be matched for a tag type of class
map.

match tag (class-map)
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match precedence
To identify IP precedence values to use as thematch criterion, use thematchprecedence command in class-map
configuration or policy inline configuration mode. To remove IP precedence values from a class map, use the
no form of this command.

match [ip] precedence {precedence-criteria1| precedence-criteria2| precedence-criteria3|
precedence-criteria4}

no match [ip] precedence {precedence-criteria1| precedence-criteria2| precedence-criteria3|
precedence-criteria4}

Syntax Description (Optional) Specifies that the match is for IPv4 packets
only. If not used, the match is on both IPv4 and IPv6
packets.

For the Cisco 10000 series routers, the ip
keyword is required.

Note

ip

Identifies the precedence value. You can enter up to
four different values, separated by a space. See the
“Usage Guidelines” section for valid values.

precedence-criteria1

precedence-criteria2

precedence-criteria3

precedence-criteria4

Command Default No match criterion is configured.

Command Modes class-map configuration (config-cmap) policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced. This command replaces the
matchipprecedence command.

12.2(13)T

This command was integrated into Cisco IOS Release 12.0(17)SL and
implemented on the Cisco 10000 series routers.

12.0(17)SL

This command was integrated into Cisco IOS Release 12.0(28)S for IPv6.12.0(28)S

This command was integrated into Cisco IOS Release 12.2(31)SB.12.2(31)SB

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
Performance Monitor. Support was added for policy inline configuration
mode.

15.1(3)T
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ModificationRelease

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE

This command was implemented on the Cisco ASR 903 Router.Cisco IOS XE Release 3.6

Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.

You can enter up to four matching criteria, a number abbreviation (0 to 7) or criteria names (critical, flash,
and so on), in a single match statement. For example, if you wanted the precedence values of 0, 1, 2, or 3
(note that only one of the precedence values must be a successful match criterion, not all of the specified
precedence values), enter thematchipprecedence0123command. The precedence-criteria numbers are not
mathematically significant; that is, the precedence-criteria of 2 is not greater than 1. The way that these
different packets are treated depends upon quality of service (QoS) policies, set in policy-map configuration
mode.

You can configure a QoS policy to include IP precedence marking for packets entering the network. Devices
within your network can then use the newly marked IP precedence values to determine how to treat the packets.
For example, class-based weighted random early detection (WRED) uses IP precedence values to determine
the probability that a packet is dropped. You can also mark voice packets with a particular precedence. You
can then configure low-latency queueing (LLQ) to place all packets of that precedence into the priority queue.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policytypeperformance-monitorinline command.

Matching Precedence for IPv6 and IPv4 Packets on the Cisco 7600 and 10000 and Series Routers

On the Cisco 7600 series and 10000 series routers, you set matching criteria based on precedence values for
only IPv6 packets using thematchprotocolcommand with the ipv6 keyword. Without that keyword, the
precedencematch defaults to match both IPv4 and IPv6 packets. You set matching criteria based on precedence
values for IPv4 packets only using the ip keyword. Without the ip keyword the match occurs on both IPv4
and IPv6 packets.

Precedence Values and Names

The following table lists all criteria conditions by value, name, binary value, and recommended use. You may
enter up to four criteria, each separated by a space. Only one of the precedence values must be a successful
match criterion. The table below lists the IP precedence values.

Table 1: IP Precedence Values

Recommended UseBinary ValuePrecedence NamePrecedence Value

Default marking value000routine0

Data applications001priority1

Data applications010immediate2

Call signaling011flash3
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Recommended UseBinary ValuePrecedence NamePrecedence Value

Video conferencing and
streaming video

100flash-override4

Voice101critical5

Network control traffic
(such as routing, which is
typically precedence 6)

110internet (control)6

111network (control)7

Do not use IP precedence 6 or 7 to mark packets, unless you are marking control packets.

Examples

Examples The following example shows how to configure the service policy named priority50 and attach service policy
priority50 to an interface, matching for IPv4 traffic only. In a network where both IPv4 and IPv6 are running,
you might find it necessary to distinguish between the protocols for matching and traffic segregation. In this
example, the class map named ipprec5 will evaluate all IPv4 packets entering Fast Ethernet interface 1/0/0
for a precedence value of 5. If the incoming IPv4 packet has been marked with the precedence value of 5, the
packet will be treated as priority traffic and will be allocated with bandwidth of 50 kbps.

Router(config)# class-map ipprec5
Router(config-cmap)# match ip precedence 5
Router(config)# exit
Router(config)# policy-map priority50
Router(config-pmap)# class ipprec5
Router(config-pmap-c)# priority 50
Router(config-pmap-c)# exit
Router(config-pmap)# exit
Router(config)# interface fa1/0/0
Router(config-if)# service-policy input priority50

Examples The following example shows the same service policy matching on precedence for IPv6 traffic only. Notice
that thematch protocol command with the ipv6 keyword precedes thematch precedence command. The
match protocol command is required to perform matches on IPv6 traffic alone.

Router(config)# class-map ipprec5
Router(config-cmap)# match protocol ipv6
Router(config-cmap)# match precedence 5
Router(config)# exit
Router(config)# policy-map priority50
Router(config-pmap)# class ipprec5
Router(config-pmap-c)# priority 50
Router(config-pmap-c)# exit
Router(config-pmap)# exit
Router(config)# interface fa1/0/0
Router(config-if)# service-policy input priority50

Examples The following example shows how to use policy inline configuration mode to configure a service policy for
PerformanceMonitor. The policy specifies that packets traversing Ethernet interface 0/0 that match the criterion
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of a match precedence of 4 will be monitored based on the parameters specified in the flow monitor
configuration named fm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match precedence 4
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# end

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Configures the match criteria for a class map on the
basis of a specified protocol.

match protocol

Creates or modifies a policy map that can be attached
to one or more interfaces to specify a service policy.

policy-map

Attaches a policy map to an input interface or VC, or
an output interface or VC, to be used as the service
policy for that interface or VC.

service-policy

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor

Sets the precedence value in the IP header.set ip precedence

Displays all class maps and their matching criteria,
or a specified class map and its matching criteria.

show class-map
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match protocol
To configure the match criterion for a class map on the basis of a specified protocol, use thematchprotocol
command in class-map configuration or policy inline configuration mode. To remove the protocol-based
match criterion from the class map, use the no form of this command.

match protocol protocol-name

no match protocol protocol-name

Syntax Description Name of the protocol (for example, bgp) used as a
matching criterion. See the “Usage Guidelines” for a
list of protocols supported by most routers.

protocol-name

Command Default No match criterion is configured.

Command Modes Class-map configuration (config-cmap) Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.12.0(5)T

This command was integrated into Cisco IOS Release 12.0(5)XE.12.0(5)XE

This command was integrated into Cisco IOS Release 12.0(7)S.12.0(7)S

This command was integrated into Cisco IOS Release 12.1(1)E.12.1(1)E

This command was integrated into Cisco IOS Release 12.1(13)E and
implemented on Catalyst 6000 family switches without FlexWAN modules.

12.1(13)E

This command was integrated into Cisco IOS Release 12.2(8)T.12.2(8)T

This command was modified to remove apollo, vines, and xns from the list of
protocols used as matching criteria. These protocols were removed because
Apollo Domain, Banyan VINES, and Xerox Network Systems (XNS) were
removed in this release. The IPv6 protocol was added to support matching on
IPv6 packets.

12.2(13)T

This command was integrated into Cisco IOS Release 12.0(28)S for IPv6.12.0(28)S

This command was integrated into Cisco IOS Release 12.2(14)S.12.2(14)S

This command was integrated into Cisco IOS Release 12.2(17a)SX1.12.2(17a)SX1
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ModificationRelease

This command was integrated into Cisco IOS Release 12.2(18)SXE and
implemented on the Supervisor Engine 720.

12.2(18)SXE

This command was modified. The Napster protocol was removed because it is
no longer supported.

12.4(6)T

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(31)SB2 and
implemented on the Cisco 10000 series routers.

12.2(31)SB2

This command was integrated into Cisco IOS Release 12.2(18)ZY. This
command was modified to enhance Network-Based Application Recognition
(NBAR) functionality on the Catalyst 6500 series switch that is equipped with
the Supervisor 32/programmable intelligent services accelerator (PISA) engine.

12.2(18)ZY

This command was integrated into Cisco IOS Release 12.4(15)XZ.12.4(15)XZ

This command was integrated into Cisco IOS Release 12.4(20)T and
implemented on the Cisco 1700, Cisco 1800, Cisco 2600, Cisco 2800, Cisco
3700, Cisco 3800, Cisco 7200, and Cisco 7300 series routers.

12.4(20)T

This commandwas integrated into Cisco IOSXERelease 2.2 and implemented
on the Cisco ASR 1000 Series Routers.

Cisco IOS XE Release 2.2

This command was modified. Support for more protocols was added.Cisco IOSXERelease 3.1S

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
PerformanceMonitor. Support was added for policy inline configurationmode.

15.1(3)T

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE

Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policytypeperformance-monitorinlinecommand.

Supported Platforms Other Than Cisco 7600 Routers and Cisco 10000 Series Routers

For class-based weighted fair queueing (CBWFQ), you define traffic classes based on match criteria protocols,
access control lists (ACLs), input interfaces, quality of service (QoS) labels, and Experimental (EXP) field
values. Packets satisfying the match criteria for a class constitute the traffic for that class.

Thematchprotocol command specifies the name of a protocol to be used as the match criteria against which
packets are checked to determine if they belong to the class specified by the class map.

Thematchprotocolipx command matches packets in the output direction only.
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To use thematchprotocol command, you must first enter the class-map command to specify the name of
the class whose match criteria you want to establish. After you identify the class, you can use one of the
following commands to configure its match criteria:

• match access-group

• match input-interface

• match mpls experimental

If you specify more than one command in a class map, only the last command entered applies. The last
command overrides the previously entered commands.

To configure NBAR to match protocol types that are supported by NBAR traffic, use the
matchprotocol(NBAR)command.

Cisco 7600 Series Routers

Thematchprotocol command in QoS class-map configuration configures NBAR and sends all traffic on the
port, both ingress and egress, to be processed in the software on theMultilayer Switch Feature Card 2 (MSFC2).

For CBWFQ, you define traffic classes based on match criteria like protocols, ACLs, input interfaces, QoS
labels, and Multiprotocol Label Switching (MPLS) EXP field values. Packets satisfying the match criteria for
a class constitute the traffic for that class.

Thematchprotocolcommand specifies the name of a protocol to be used as the match criteria against which
packets are checked to determine if they belong to the class specified by the class map.

If you want to use thematchprotocolcommand, you must first enter the class-map command to specify the
name of the class to which you want to establish the match criteria.

If you specify more than one command in a class map, only the last command entered applies. The last
command overrides the previously entered commands.

This command can be used to match protocols that are known to the NBAR feature. For a list of protocols
supported by NBAR, see the “Classification” part of the Cisco IOS Quality of Service Solutions Configuration
Guide.

Cisco 10000 Series Routers

For CBWFQ, you define traffic classes based on match criteria including protocols, ACLs, input interfaces,
QoS labels, and EXP field values. Packets satisfying the match criteria for a class constitute the traffic for
that class.

Thematchprotocol command specifies the name of a protocol to be used as the match criteria against which
packets are checked to determine if they belong to the class specified by the class map.

Thematchprotocolipx command matches packets in the output direction only.

To use thematchprotocol command, you must first enter the class-map command to specify the name of
the class whose match criteria you want to establish.

If you are matching NBAR protocols, use thematchprotocol(NBAR) command.

Match Protocol Command Restrictions (Catalyst 6500 Series Switches Only)

Policy maps contain traffic classes. Traffic classes contain one or morematch commands that can be used to
match packets (and organize them into groups) on the basis of a protocol type or application. You can create
as many traffic classes as needed.
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Cisco IOS Release 12.2(18)ZY includes software intended for use on the Catalyst 6500 series switch that is
equipped with a Supervisor 32/PISA engine. For this release and platform, note the following restrictions for
using policy maps andmatchprotocol commands:

• A single traffic class can be configured to match a maximum of 8 protocols or applications.

• Multiple traffic classes can be configured to match a cumulativemaximum of 95 protocols or applications.

Supported Protocols

The table below lists the protocols supported by most routers. Some routers support a few additional protocols.
For example, the Cisco 7600 router supports the AARP and DECnet protocols, while the Cisco 7200 router
supports the directconnect and PPPOE protocols. For a complete list of supported protocols, see the online
help for thematchprotocol command on the router that you are using.

Table 2: Supported Protocols

DescriptionProtocol Name

IEEE 802.11Wireless Local Area NetworksWorking
Group Internet Access Point Protocol

802-11-iapp

ACE Server/Propagationace-svr

America-Online Instant Messengeraol

Apple QuickTimeappleqtc

IP Address Resolution Protocol (ARP)arp *

Border Gateway Protocolbgp

Biff mail notificationbiff

Bootstrap Protocol Clientbootpc

Bootstrap Protocol Serverbootps

bridgingbridge *

CD Database Protocolcddbp

Cisco Discovery Protocolcdp *

CIFScifs

Cisco FNATIVEcisco-fna

cisco-net-mgmtcisco-net-mgmt

Cisco license/perf/GDP/X.25/ident svcscisco-svcs
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DescriptionProtocol Name

Cisco SYSMAINTcisco-sys

cisco-tdpcisco-tdp

Cisco TNATIVEcisco-tna

Citrix Systems Metaframecitrix

Citrix IMA Clientcitriximaclient

ISO Connectionless Network Serviceclns *

ISO CLNS End Systemclns_es *

ISO CLNS Intermediate Systemclns_is *

Cisco Line Protocolclp

ISO Connection-Mode Network Servicecmns *

Cluster Membership Protocolcmp

Compressed TCPcompressedtcp *

Creative Partnercreativepartnr

Creative Servercreativeserver

CU-SeeMe desktop video conferencecuseeme

Daytime (RFC 867)daytime

dBASE Unixdbase

Oracle Database Control Agentdbcontrol_agent

Dynamic DNS Version 3ddns-v3

Dynamic Host Configurationdhcp

DHCP Failoverdhcp-failover

Direct Connectdirectconnect

Discard portdiscard

Domain Name Server lookupdns
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DescriptionProtocol Name

DNSIX Security Attribute Token Mapdnsix

Echo portecho

eDonkeyedonkey

Exterior Gateway Protocolegp

Enhanced Interior Gateway Routing Protocoleigrp

Entrust KM/Admin Service Handlerentrust-svc-handler

Entrust sps/aaas/aamsentrust-svcs

Remote Process Executionexec

Microsoft RPC for Exchangeexchange

FastTrack Traffic (KaZaA, Morpheus, Grokster, and
so on)

fasttrack

FCIPfcip-port

Fingerfinger

File Transfer Protocolftp

FTP over TLS/SSLftps

Group Domain of Interpretationgdoi

Oracle GIOP/SSLgiop

Gnutella Version 2 Traffic (BearShare, Shareeza,
Morpheus, and so on)

gnutella

Gophergopher

Generic Routing Encapsulationgre

GPRS Tunneling Protocol Version 0gtpv0

GPRS Tunneling Protocol Version 1gtpv1

H225 RAS over Unicasth225ras

H323 Protocolh323
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DescriptionProtocol Name

H323 Call Signal Alternateh323callsigalt

HP Performance data alarm managerhp-alarm-mgr

HP Performance data collectorhp-collector

HP Performance data managed nodehp-managed-node

Hot Standby Router Protocolhsrp

Hypertext Transfer Protocolhttp

Secure Hypertext Transfer Protocolhttps

ica (Citrix)ica

icabrowser (Citrix)icabrowser

Internet Control Message Protocolicmp

Authentication Serviceident

IGMP over UDP for SSMigmpv3lite

Internet Message Access Protocolimap

Interactive Mail Access Protocol 3imap3

IMAP over TLS/SSLimaps

IP (version 4)ip *

IPASSipass

IP in IP (encapsulation)ipinip

IP Security Protocol (ESP/AH)ipsec

Microsoft IPsec NAT-Tipsec-msft

IP (version 6)ipv6 *

IPXipx

Internet Relay Chatirc

IRC-SERVirc-serv
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DescriptionProtocol Name

IRC over TLS/SSLircs

IRCUircu

ISAKMPisakmp

iSCSIiscsi

iSCSI portiscsi-target

Kazaa Version 2kazaa2

Kerberoskerberos

Layer 2 Tunnel Protocoll2tp

Lightweight Directory Access Protocolldap

LDAP admin server portldap-admin

LDAP over TLS/SSLldaps

llc2llc2 *

Remote loginlogin

Lotus Mail Tracking Agent Protocollotusmtap

Lotus Noteslotusnote

Media Gateway Control Protocolmgcp

Microsoft-DSmicrosoft-ds

Microsoft Exchange Routingmsexch-routing

MSN Instant Messengermsnmsgr

Microsoft Remote Procedure Callmsrpc

MSRPC over TCP port 445msrpc-smb-netbios

MS Cluster Netms-cluster-net

Microsoft .NETster Portms-dotnetster

Microsoft SNA Server/Basems-sna
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DescriptionProtocol Name

Microsoft SQLms-sql

Microsoft SQL Monitorms-sql-m

MySQLmysql

N2H2 Filter Service Portn2h2server

NCP (Novell)ncp

Oracle Net8 Cman/Adminnet8-cman

Network Basic Input/Output Systemnetbios

NETBIOS Datagram Servicenetbios-dgm

NETBIOS Name Servicenetbios-ns

NETBIOS Session Servicenetbios-ssn

Microsoft Netshownetshow

Variant of systatnetstat

Network File Systemnfs

Network News Transfer Protocolnntp

Novadigm Enterprise Desktop Manager (EDM)novadigm

Network Time Protocolntp

OEM Agent (Oracle)oem-agent

Oracleoracle

Oracle EM/VPoracle-em-vp

Oracle Namesoraclenames

Oracle SQL*Net v1/v2orasrv

Open Shortest Path Firstospf

Packet assembler/disassembler (PAD) linkspad *

Symantec pcANYWHEREpcanywhere
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DescriptionProtocol Name

pcANYWHEREdatapcanywheredata

pcANYWHEREstatpcanywherestat

Post Office Protocolpop3

POP3 over TLS/SSLpop3s

Point-to-Point Protocol over Ethernetpppoe

Point-to-Point Tunneling Protocolpptp

Print spooler/ldpprinter

Password Generator Protocolpwdgen

Quick Mail Transfer Protocolqmtp

RADIUS & Accountingradius

Berkeley Software Distribution (BSD) r-commands
(rsh, rlogin, rexec)

rcmd

Oracle RDBrdb-dbs-disp

RealNetwork’s Realmedia Protocolrealmedia

ISS Real Secure Console Service Portrealsecure

Routing Information Protocolrip

Local Routing Processrouter

Remote Source-Route Bridgingrsrb *

RSVDrsvd

Resource Reservation Protocolrsvp

RSVP ENCAPSULATION-1/2rsvp-encap

RSVP Tunnelrsvp_tunnel

Oracle RTC-PM portrtc-pm-port

Remote Telnet Servicertelnet

Real-Time Protocolrtp
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DescriptionProtocol Name

Real-Time Streaming Protocolrtsp

remote-winsockr-winsock

FTP over Transport Layer Security/Secure Sockets
Layer (TLS/SSL)

secure-ftp

Secured HTTPsecure-http

Internet Message Access Protocol over TLS/SSLsecure-imap

Internet Relay Chat over TLS/SSLsecure-irc

Lightweight DirectoryAccess Protocol over TLS/SSLsecure-ldap

Network News Transfer Protocol over TLS/SSLsecure-nntp

Post Office Protocol over TLS/SSLsecure-pop3

Telnet over TLS/SSLsecure-telnet

SENDsend

Remote commandshell

Session Initiation Protocolsip

Session Initiation Protocol-Transport Layer Securitysip-tls

Skinny Client Control Protocolskinny

SMS RCINFO/XFER/CHATsms

Simple Mail Transfer Protocolsmtp

Snapshot routing supportsnapshot

Simple Network Protocolsnmp

SNMP Trapsnmptrap

Sockets network proxy protocol (SOCKS)socks

Structured Query Language (SQL)*NET for Oraclesqlnet

SQL Servicessqlserv

SQL Servicesqlsrv
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DescriptionProtocol Name

Microsoft SQL Serversqlserver

Secure shellssh

SSLshellsshell

State Sync Protocolssp

Xing Technology StreamWorks playerstreamwork

cisco Serial Tunnelstun

Sun remote-procedure call (RPC)sunrpc

System Logging Utilitysyslog

Reliable Syslog Servicesyslog-conn

Login Host Protocol (TACACS)tacacs

TACACS-Database Servicetacacs-ds

Tarantellatarantella

Transport Control Protocoltcp

Telnettelnet

Telnet over TLS/SSLtelnets

Trivial File Transfer Protocoltftp

Timetime

Time servertimed

cisco RSRBtr-rsrb

Oracle TTC/SSLtto

User Datagram Protocoludp

UUCPD/UUCP-RLOGINuucp

VDOLive streaming videovdolive

Voice over Frame Relayvofr *
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DescriptionProtocol Name

VLAN Query Protocolvqp

Network Dictionarywebster

Who’s servicewho

Microsoft WINSwins

X Window Systemx11

XDM Control Protocolxdmcp

X-Windows remote accessxwindows *

Yahoo! Instant Messengerymsgr

* This protocol is not supported on the Catalyst 6500 series switch that is equipped with a Supervisor 32/PISA
engine.

Examples The following example specifies a class map named ftp and configures the FTP protocol as a match criterion:

Router(config)# class-map ftp
Router(config-cmap)
#
match protocol ftp
Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

The following example shows how to use the policy inline configuration mode to configure a service policy
for PerformanceMonitor. The policy specifies that packets traversing Ethernet interface 0/0 for the IP protocol
will be monitored based on the parameters specified in the flow monitor configuration namedfm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match protocol ip
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# exit

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor

Configures the match criteria for a class map based
on the specified ACL.

match access-group
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DescriptionCommand

Configures a class map to use the specified input
interface as a match criterion.

match input-interface

Configures a class map to use the specified value of
the experimental field as a match criterion.

match mpls experimental

Identifies IP precedence values as match criteria.match precedence

Configures NBAR to match traffic by a protocol type
known to NBAR.

match protocol (NBAR)

Configures a class map to use the specified EXP field
value as a match criterion.

match qos-group
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match protocol attribute application-group
To configure the match criterion for a class map based on the specified application group, use thematch
protocol attribute application-group command in class-map configuration mode. To remove the
application-group match criterion from the class map, use the no form of this command.

match protocol attribute application-group application-group [application-name]

no match protocol attribute application-group application-group

Syntax Description Name of the application group as amatching criterion.
See the "Usage Guidelines" section for a list of
application groups supported by most routers.

application-group

(Optional) Name of the application. When the
application name is specified, the application is
configured as the match criterion instead of the
application group.

application-name

Command Default No match criterion is configured.

Command Modes Class-map configuration (config-cmap)

Command History ModificationRelease

This command was introduced.Cisco IOS XE Release 3.4S

Usage Guidelines Policy maps contain traffic classes. Traffic classes contain one or morematch commands that can be used to
match packets (and organize them into groups) based on an application group. Multiple traffic classes can be
created. The following table lists the supported application groups.

Table 3: Supported Application Groups

DescriptionApplication Group

AppleTalk-related applications.apple-talk-group

Banyan-related applications.banyan-group

Bittorrent-related applications.bittorrent-group
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DescriptionApplication Group

Corba-related applications.corba-group

edonkey-emule-related applications.edonkey-emule-group

Fasttrack-related applications.fasttrack-group

Flash-related applications.flash-group

Fring-related applications.fring-group

FTP-related applications.ftp-group

Gnutella-related applications.gnutella-group

I Seek You (ICQ)-related applications.icq-group

Internet Message Access Protocol (IMAP)-related
applications.

imap-group

Internet Relay Chap (IRC)-related applications.irc-group

Kerberos-related applications.kerberos-group

Lightweight Directory Access Protocol
(LDAP)-related applications.

ldap-group

My-jabber-related applications.my-jabber-group

NetBIOS-related applications.netbios-group

Network News Transfer Protocol (NNTP)-related
applications.

nntp-group

Network Peripheral Management Protocol
(NPMP)-group related objectives.

npmp-group

Other applications.other

Post Office Protocol 3 (pop3)-related applications.pop3-group

Performance Report Message (PRM)-related
applications.

prm-group

Skinny-related applications.skinny-group

Skype-related applications.skype-group
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DescriptionApplication Group

Simple Mail Transfer Protocol (SMTP)-related
applications.

smtp-group

Simple Network Management Protocol
(SNMP)-related applications.

snmp-group

Structured Query Language (SQL)-server-related
applications.

sqlsvr-group

Telepresence-related applications.telepresence-group

TFTP-related applications.tftp-group

Wireless Application Protocol (WAP)-related
applications.

wap-group

Webex-related applications.webex-group

Windows-live-messenger-related applications.windows-live-messenger-group

Xerox Network Services (XNS)-xerox related
applications.

xns-xerox-group

Yahoo Messenger-related applications.yahoo-messenger-group

Examples The following example shows how to configure an application group as a match criterion:

Router(config)# class-map apps
Router(config-cmap)# match protocol attribute application-group skype-group

Related Commands DescriptionCommand

Configures NBAR to match traffic by a protocol type
known to NBAR.

match protocol (NBAR)
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match protocol attribute category
To configure the match criterion for a class map based on the specified application category, use thematch
protocol attribute category command in class-map configuration mode. To remove the application category
match criterion from the class map, use the no form of this command.

match protocol attribute category application-category [application-name]

no match protocol attribute category application-category

Syntax Description Name of the application category used as a matching
criterion. See the "Usage Guidelines" section for a
list of application categories supported by most
routers.

application-category

(Optional) Name of the application. When the
application name is specified, the application is
configured as the match criterion instead of the
application category.

application-name

Command Default No match criterion is configured.

Command Modes Class-map configuration (config-cmap)

Command History ModificationRelease

This command was introduced.Cisco IOS XE Release 3.4S

Usage Guidelines Policy maps contain traffic classes. Traffic classes contain one or morematch commands that can be used to
match packets (and organize them into groups) based on an application category. You can create as many
traffic classes as needed.

The following table lists the supported application categories.

Table 4: Supported Application Categories

DescriptionCategory Name

Browsing-related applications.browsing

Business and productivity tools-related applications.business-and-productivity-tools
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DescriptionCategory Name

Email-related applications.email

File-sharing related applications.file-sharing

Gaming-related applications.gaming

Industrial protocols-related applications.industrial-protocols

Instant messaging-related applications.instant-messaging

Internet privacy-related applications.internet-privacy

Layer2 non-ip-related applications.layer2-non-ip

Layer3-over-IP-related applications.layer3-over-ip

Location-based services-related applications.location-based-services

Net-admin-related applications.net-admin

Newsgroup-related applications.newsgroup

Obsolete applications.obsolete

Other applications.other

Trojan-related applications.trojan

Voice and video-related applications.voice-and-video

Examples The following example shows how to configure email-related applications as a match criterion:

Router(config)# class-map mygroup
Router(config-cmap)# match protocol attribute category email

Related Commands DescriptionCommand

Configures the match criterion for a specified
application subcategory.

match protocol attribute sub-category
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match protocol attribute encrypted
To configure the match criterion for a class map based on encryption, use thematch protocol attribute
encrypted command in class-map configuration mode. To remove the encryption match criterion from the
class map, use the no form of this command.

match protocol attribute encrypted {encrypted-no| encrypted-unassigned| encrypted-yes}
[application-name]

no match protocol attribute encrypted {encrypted-no| encrypted-unassigned| encrypted-yes}

Syntax Description Specifies applications without encryption.encrypted-no

Specifies applications without an encrypted
networking protocol application tag.

encrypted-unassigned

Specifies encrypted applications.encrypted-yes

(Optional) Name of the application. When the
application name is specified, the application within
the specified encrypted status is configured as the
match criterion instead of all the applications within
the group.

application-name

Command Default No match criterion is configured.

Command Modes Class-map configuration (config-cmap)

Command History ModificationRelease

This command was introduced.Cisco IOS XE Release 3.4S

Usage Guidelines Policy maps contain traffic classes. Traffic classes contain one or morematch commands that can be used to
match packets (and organize them into groups) based on encryption. Multiple traffic classes can be created.

Examples The following examples show how to specify a class map with encryption as a match criterion:

Router(config)# class-map my-class
Router(config-cmap)# match protocol attribute encrypted encrypted-no ayiya-ipv6-tunneled

Router(config)# class-map my-class
Router(config-cmap)# match protocol attribute encrypted encrypted-unassigned aurora-cmgr
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Router(config)# class-map my-class
Router(config-cmap)# match protocol attribute encrypted encrypted-yes citrix

Related Commands DescriptionCommand

Configures NBAR to match traffic by a protocol type
known to NBAR.

match protocol (NBAR)
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match protocol attribute sub-category
To configure the match criterion for a class map based on the specified application subcategory, use thematch
protocol attribute sub-category command in class-map configuration mode. To remove the application
subcategory match criterion from the class map, use the no form of this command.

match protocol attribute sub-category sub-category-name [aplication-name]

no match protocol attribute sub-category sub-category-name

Syntax Description Name of the application subcategory used as a
matching criterion. See the "Usage Guidelines"
section for a list of application subcategories
supported by most routers.

sub-category-name

(Optional) Name of the application. When the
application name is specified, the application is
configured as the match criterion instead of the
subcategory.

application-name

Command Default No match criterion is configured.

Command Modes Class-map configuration (config-cmap)

Command History ModificationRelease

This command was introduced.Cisco IOS XE Release 3.4S

Usage Guidelines Policy maps contain traffic classes. Traffic classes contain one or morematch commands that can be used to
match packets (and organize them into groups) based on an application subcategory. You can create as many
traffic classes as needed.

lists the supported application subcategories.

Table 5: Supported Application Subcategories

DescriptionSub-Category Name

Authentication services-related applications.authentication-services

Backup systems-related applications.backup-systems
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DescriptionSub-Category Name

Client-server-related applications.client-server

Commercial media distribution-related applications.commercial-media-distribution

Control and signaling-related applications.control-and-signaling

Database-related applications.database

Epayement-related applications.epayement

Inter-process remote procedure call-related
applications.

inter-process-rpc

License manager-related applications.license-manager

Naming services-related applications.naming-services

Network management-related applicationsnetwork-management

Network protocol-related applications.network-protocol

Other related applications.other

Peer-to-peer file transfer-related applications.p2p-file-transfer

Peer-to-peer networking-related applications.p2p-networking

Remote access terminal-related applications.remote-access-terminal

Rich media HTTP content-related applications.rich-media-http-content

Routing protocol-related applications.routing-protocol

Storage-related applications.storage

Streaming-related applications.streaming

Terminal-related applications.terminal

Tunneling protocols-related applications.tunneling-protocols

Voice-video chat collaboration-related applications.voice-video-chat-collaboration

Examples The following example shows how to configure client-server applications as a match criterion:

Router(config)# class-map newmap
Router(config-cmap)# match protocol attribute sub-category client-server
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Related Commands DescriptionCommand

Configures the match criterion for a specified
application category.

match protocol attribute category
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match protocol attribute tunnel
To configure the match criterion for a class map based on tunneling, use thematch protocol attribute tunnel
command in class-map configuration mode. To remove the tunneling match criterion from the class map, use
the no form of this command.

match protocol attribute tunnel {tunnel-no| tunnel-unassigned| tunnel-yes} [application-name]

no match protocol attribute tunnel {tunnel-no| tunnel-unassigned| tunnel-yes} [application-name]

Syntax Description Specifies the applications without tunneling.tunnel-no

Specifies the unassigned tunneled applications.tunnel-unassigned

Specifies tunneled applications.tunnel-yes

(Optional) Name of the application. When the
application name is specified, the application within
the specified tunneling status is configured as the
match criterion instead of all the applications within
the tunneling group.

application-name

Command Default No match criterion is configured.

Command Modes Class-map configuration (config-cmap)

Command History ModificationRelease

This command was introduced.Cisco IOS XE Release 3.4S

Usage Guidelines Policy maps contain traffic classes. Traffic classes contain one or morematch commands that can be used to
match packets (and organize them into groups) based on tunneling. Multiple traffic classes can be created.

Examples The following examples show how to specify a class map with tunneling as a match criterion:

Router(config)# class-map mygroup
Router(config-cmap)# match protocol attribute tunnel tunnel-no agentx

Router(config)# class-map mygroup
Router(config-cmap)# match protocol attribute tunnel tunnel-unassigned aris

Router(config)# class-map mygroup
Router(config-cmap)# match protocol attribute tunnel tunnel-yes rsvp_tunnel
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Related Commands DescriptionCommand

Configures NBAR to match traffic by a protocol type
known to NBAR.

match protocol (NBAR)
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match protocol (NBAR)
To configure Network-Based Application Recognition (NBAR) to match traffic by a protocol type that is
known to NBAR, use thematchprotocolcommandinclass map configuration mode. To disable NBAR from
matching traffic by a known protocol type, use the no form of this command.

match protocol protocol-name [variable-field-name value]

no match protocol protocol-name [variable-field-name value]

Syntax Description Particular protocol type that is known to NBAR.
These known protocol types can be used to match
traffic. For a list of protocol types that are known to
NBAR, see the table below in “Usage Guidelines.”

protocol-name

(Optional and usable only with custom protocols)
Predefined variable that was createdwhen you created
a custom protocol. The value for the
variable-field-nameargument will match the
field-name variable entered when you created the
custom protocol using theip nbar customcommand.

variable-field-name

(Optional and usable only with custom protocols)
Specific value in the custom payload to match. A
value can be entered along with a value for the
variable-field-nameargument only. The value can be
expressed in decimal or hexadecimal format.

value

Command Default Traffic is not matched by a protocol type that is known to NBAR.

Command Modes Class map configuration (config-cmap)

Command History ModificationRelease

This command was introduced.12.0(5)XE2

This command was integrated into Cisco IOS Release 12.1(1)E, and the
variable-field-namevalueargument was added.

12.1(1)E

This command was integrated into Cisco IOS Release 12.1(5)T.12.1(5)T

This command was implemented on Catalyst 6000 family switches without
FlexWAN modules.

12.1(13)T
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ModificationRelease

This command was integrated into Cisco IOS Release 12.2(14)S.12.2(14)S

This command was integrated into Cisco IOS Release 12.2(17a)SX1.12.2(17a)SX1

This command was modified to include support for additional protocols, such
as the BitTorrent protocol.

12.4(2)T

This command was modified to include support for additional protocols, such
as the Skype and DirectConnect protocols.

12.4(4)T

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(18)ZY. This
command was modified to enhance NBAR functionality on the Catalyst 6500
series switch that is equipped with the Supervisor 32/programmable intelligent
services accelerator (PISA) engine.

12.2(18)ZY

This commandwasmodified to integrate NBAR and Firewall ServiceModule
(FWSM) functionality on the Catalyst 6500 series switch that is equipped with
a Supervisor 32/PISA engine and to recognize additional protocols as noted
in the table below in “Usage Guidelines.”

12.2(18)ZYA

This commandwas integrated into Cisco IOSXERelease 2.1 and implemented
on Cisco ASR 1000 Series Aggregation Services Routers.

Cisco IOS XE Release 2.1

This command was modified to recognize additional protocols as noted in the
table below in “Usage Guidelines.”

12.2(18)ZYA1

This command was modified to recognize additional protocols as noted in the
table below in “Usage Guidelines.”

Cisco IOS XE Release 2.3

This command was modified to recognize additional protocols, such as the
TelePresence protocol.

12.2(18)ZYA2

This command was modified to recognize additional protocols as noted in the
table below in “Usage Guidelines.”

Cisco IOS XE Release 2.5

This command was modified to recognize additional protocols as noted in the
table below in “Usage Guidelines.”

12.2XN

This command was modified to recognize additional protocols as noted in the
table below in “Usage Guidelines.”

12.4(24)T

This command was modified to recognize additional protocols as noted in the
table below in “Usage Guidelines.”

12.4(24)MDA

This command was modified to recognize additional protocols as noted in the
table below in “Usage Guidelines.”

Cisco IOS XE Release 3.4S
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ModificationRelease

This command was modified. Support was removed from Cisco 7200 series
routers.

15.1(3)S

Usage Guidelines Use thematchprotocol(NBAR) command to match protocol types that are known to NBAR. NBAR is capable
of classifying the following types of protocols:

• Non-UDP and non-TCP IP protocols

• TCP and UDP protocols that use statically assigned port numbers

• TCP and UDP protocols that use statically assigned port numbers but still require stateful inspection

• TCP and UDP protocols that dynamically assign port numbers and therefore require stateful inspection

The table below lists the NBAR-supported protocols available in Cisco IOS software, sorted by category. The
table also provides information about the protocol type, the well-known port numbers (if applicable), and the
syntax for entering the protocol in NBAR. The table is modified as new protocols are added or supported by
different releases.

The table below includes the NBAR-supported protocols available with the 12.2(18)ZY and 12.2(18)ZYA
releases. Protocols included in the 12.2(18)ZY and 12.2(18)ZYA releases are supported on the Catalyst
6500 series switch that is equipped with a Supervisor 32/PISA engine.

Note
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Table 6: NBAR-Supported Protocols

Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
2.3

novadigmNovadigm
Enterprise
Desktop
Manager
(EDM)

3460-3465TCP/ UDPNovadigmEnterprise
Applications

12.1(2)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.5

citrix citrix
app citrix
ica-tag

Citrix ICA
traffic

TCP: 1494,
2512, 2513,
2598 UDP:
1604

TCP/ UDPCitrix (ICA,
CGP, IMA,
SB)

Cisco IOS
XE Release
2.3

ora-srvOracle1525TCPOracle

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

pcanywhereSymantic
PCAnywhere

TCP: 5631,
65301 UDP:
22, 5632

TCP/UDPPCAnywhere

12.1E 12.2T
12.3 12.3T
12.2(18)ZYA1
Cisco IOS
XE Release
2.5

sapApplication
server to
application
server traffic
(sap-pgm.pdlm)

Client to
application
server traffic
(sap-app.pdlm)

Client to
message
server traffic
(sap-msg.pdlm)

3300-3315
3200-3215
3600-3615

TCPSAP

exchangeMS-RPC for
Exchange

135TCPExchange 1
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZY
12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
2.5

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

bgpBorder
Gateway
Protocol

179TCP/ UDPBGPRouting
Protocols

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

egpExterior
Gateway
Protocol

8IPEGP

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

eigrpEnhanced
Interior
Gateway
Routing
Protocol

88IPEIGRP

12.3(8)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

ospfOpen
Shortest Path
First

89IPOSPF

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

ripRouting
Information
Protocol

520UDPRIP
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

12.2(18)ZYA
12.2(18)ZYA1

cifsCommon
Internet File
System

139, 445TCPCIFSDatabase

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1

sqlserverMicrosoft
SQL Server
Desktop
Videoconferencing

1433TCPMS-SQLServer

Cisco IOS
XE Release
2.3

sqlexecSQL Exec9088TCP/UDPSQL-exec

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.5

sqlnetSQL*NET
for Oracle

1521TCP/ UDPSQL*NET

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
2.5

fixFinancial
Information
Exchange

HeuristicTCPFIXFinancial

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

greGeneric
Routing
Encapsulation

47IPGRESecurity and
Tunneling

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

ipinipIP in IP4IPIPINIP
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

ipsecIP
Encapsulating
Security
Payload/
Authentication-
Header

50, 51
TCP-Heuristic

IP/TCPIPsec

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

l2tpL2F/L2TP
Tunnel

1701UDPL2TP

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

pptpPoint-to-Point
Tunneling
Protocol for
VPN

1723TCPPPTP

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

secure-ftpSecure FTP990TCPSFTP

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.1 Cisco
IOS XE
Release 2.3

secure-httpSecure
HTTP

443TCPSHTTP
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
2.3

secure-telnetSecure
Telnet

992TCPSTELNET

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

secure-imapSecure
Internet
Message
Access
Protocol

585, 993TCP/ UDPSIMAP

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

secure-ircSecure
Internet
Relay Chat

994TCP/ UDPSIRC

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

secure-ldapSecure
Lightweight
Directory
Access
Protocol

636TCP/ UDPSLDAP

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

secure-nntpSecure
Network
News
Transfer
Protocol

563TCP/ UDPSNNTP

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

socksFirewall
Security
Protocol

1080TCPSOCKS
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

secure-pop3Secure POP3995TCP/ UDPSPOP3

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

sshSecured
Shell

22TCPSSH

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

secure-telnetSecure
Telnet

992TCPSTELNET

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

icmpInternet
Control
Message
Protocol

1IPICMPNetwork
Management

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

snmpSimple
Network
Management
Protocol

161, 162TCP/ UDPSNMP

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

syslogSystem
Logging
Utility

514UDPSyslog
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

imapInternet
Message
Access
Protocol

143, 220TCP/ UDPIMAPNetwork
Mail
Services

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

notesLotus Notes1352TCP/ UDPNotes

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.1 Cisco
IOS XE
Release 2.3

pop3Post Office
Protocol

110,
Heuristic

TCP/ UDPPOP3

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

smtpSimple Mail
Transfer
Protocol

25, HeuristicTCPSMTP
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.1

dhcpDynamic
Host
Configuration
Protocol/Bootstrap
Protocol

67, 68UDPDHCP/
BOOTP

Directory

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.1

dnsDomain
Name
System

53TCP/ UDPDNS

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

fingerFinger User
Information
Protocol

79TCPFinger

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

kerberosKerberos
Network
Authentication
Service

88, 749TCP/ UDPKerberos

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

ldapLightweight
Directory
Access
Protocol

389TCP/ UDPLDAP
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.1

ftpFile Transfer
Protocol

21, 21000,
Heuristic

TCPFTPInternet

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

gopherInternet
Gopher
Protocol

70TCP/ UDPGopher

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.1 Cisco
IOS XE
Release 2.5

httpHypertext
Transfer
Protocol

802,

Heuristic

TCPHTTP

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

ircInternet
Relay Chat

194TCP/ UDPIRC

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

nntpNetwork
News
Transfer
Protocol

119,
Heuristic

TCP/ UDPNNTP

telnetTelnet
Protocol

23TCPTelnet
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.1

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.5

tftpTrivial File
Transfer
Protocol

69UDPTFTP

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

appleqtcApple Quick
Time

458TCP/UDPAppleQTCSignaling

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

chargenCharacter
Generator

19TCP/UDPChargen

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

clearcaseClear Case
Protocol
Software
Informer

371TCP/UDPClearCase

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

corba-iiopCorba
Internet
Inter-Orb
Protocol
(IIOP)

683, 684TCP/UDPCorba

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

daytimeDaytime
Protocol

13TCP/UDPDaytime

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

doomDoom666TCP/UDPDoom
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

echoEcho
Protocol

7TCP/UDPEcho

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

ibm-db2IBM
Information
Management

523TCP/UDPIBM DB2

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

server-ipxInternet
Packet
Exchange

213TCP/UDPIPX

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

isakmpInternet
Security
Association
and Key
Management
Protocol

500TCP/UDPISAKMP

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

isi-glInteroperable
Self
Installation
Graphics
Language

55TCP/UDPISI-GL
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

kloginKLogin543TCPKLogin

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

kshellKShell544TCPKShell

12.2(18)ZYA
Cisco IOS
XE Release
2.3

lockdLockD4045TCP/UDPLockD

Cisco IOS
XE Release
2.3

mssqlMicrosoft
Structured
Query
Language
(SQL)
Server

1433TCPMSSQL

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

rsvpResource
Reservation
Protocol

IP: 46 UDP:
1698, 1699

IP/ UDPRSVP
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

12.2(18)ZYA
12.2(18)ZYA1

aol-messengerAOL Instant
Messenger
Chat
Messages

5190, 443TCPAOL-messengerRPC

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

nfsNetwork File
System

2049TCP/UDPNFS

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.5

sunrpcSun Remote
Procedure
Call

111,
Heuristic

TCP/ UDPSunrpc

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

netbiosNetBIOS
over IP (MS
Windows)

TCP-137,
138
UDP-137,139

TCP/ UDPNetBIOSNon-IP and
LAN/
Legacy

12.2(18)ZYA
12.2(18)ZYA1Cisco
IOS XE
Release 2.3

nicnameNickname43TCP/UDPNickname

12.2(18)ZY
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

nppNetwork
Payment
Protocol

92TCP/UDPNPP
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

12.2XN
12.4(24)MDA

gtalk-voipGoogle Talk
VoIP
Protocol

Dynamically
assigned

TCP/UDPGoogle Talk
VoIP

Voice

Cisco IOS
XE Release
2.1

h323H.323
Teleconferencing
Protocol

HeuristicTCPH.323

12.4(24)MDA

12.4(24)T

msn-voipMSN
Messenger
Protocol

Dynamically
assigned

UDPMSN VoIP

12.1E 12.2T
12.2(18)ZYA1
12.3 12.3T

rtcpReal-Time
Control
Protocol

Dynamically
assigned

TCP/ UDPRTCP

12.2(8)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.5

rtpReal-Time
Transport
Protocol
Payload
Classification

Dynamically
assigned

TCP/ UDPRTP

12.3(7)T
Cisco IOS
XE Release
2.1
12.2(18)ZYA1
Cisco IOS
XE Release
2.1 Cisco
IOS XE
Release 2.3

sipSession
Initiation
Protocol

5060TCP/UPDSIP

12.4(24)MDA

12.4(24)T

stun-natSimple
Traversal of
UDP through
NAT
(STUN)

Dynamically
assigned

UDPSTUN

Cisco IOS
XE Release
2.1 Cisco
IOS XE
Release 2.5

skypeVoIP Client
Software

TCP-80,
Heuristic

TCP/UDPSkype3
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12.4(24)MDA

12.4(24)T

yahoo-voipYahoo
Messenger
VoIP
Protocol

Dynamically
assigned

TCP/UDPYahoo VoIP

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.1

cuseemeCU-SeeMe
Desktop
Video
Conference

TCP: 7648,
7649 UDP:
24032

TCP/UDPCUSeeMeDesktop
Media

12.0(5)XE2
12.1(1)E
12.1(5)T

realaudioRealAudio
Streaming
Protocol

Dynamically
assigned

TCP/ UDPRealAudioStreaming
Media

12.2(18)ZYA1
12.3(11)T
Cisco IOS
XE Release
2.1

rtspReal-Time
Streaming
Protocol

554, 8554TCPRTSP

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1

streamworkXing
Technology
Stream
Works
Audio and
Video

Dynamically
assigned

UDPStreamWorks

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1

vdoliveVDOLive
Streaming
Video

Static (7000)
with
inspection

TCP/ UDPVDOLive

12.2(18)ZYA
12.2(18)ZYA1

youtubeOnline
Video-Sharing
Website

Both static
(80) and
dynamically
assigned

TCPYouTube4

12.2(18)ZYA1
12.4(2)T
Cisco IOS
XE Release
2.5

bittorrentBitTorrent
File Transfer
Traffic

Heuristic, or
6881-6889

TCPBitTorrent5Peer-to-Peer
File-Sharing
Applications
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Cisco IOS
XE Release
2.5

directconnectDirect
Connect File
Transfer
Traffic

80, 411-413,
Heuristic

TCPDirectConnect

12.2(18)ZYA1
12.3(11)T
Cisco IOS
XE Release
2.5

edonkeyeDonkey
File-Sharing
Application

eMule traffic
is also
classified as
eDonkey
traffic in
NBAR.

80, 4662,
Heuristic

TCPeDonkey/eMule6

Cisco IOS
XE Release
3.4S

encrypted-emuleP2P file
sharing
encrypted
protocol

HeuristicTCPEncrypted
Emule

12.1(12c)E
12.2(18)ZYA1
Cisco IOS
XE Release
2.5

fasttrackFastTrack
traffic

Heuristic—FastTrack

Cisco IOS
XE Release
3.3S

fasttrack-staticFastTrack
Static

Heuristic—FastTrack
Static

Cisco IOS
XE Release
2.5

gnutellaGnutella
traffic

Heuristic, or
TCP-80,
6346-6349,
6355,5634

TCP/UDPGnutella

Cisco IOS
XE Release
3.4S

networking-gnutellaGnutella
Networking
traffic

Heuristic, or
UDP-6346-6348

TCP/UDPGnutella
Networking
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12.2(8)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.5

kazaa2KaZaA

Note that
earlier
KaZaA
version 1
traffic can be
classified
using
FastTrack.

HeuristicTCP/ UPDKaZaA

12.2(18)ZYA1
12.3(7)T
Cisco IOS
XE Release
2.5

winmxWinMX
Peer-to-Peer
File-Sharing

6699TCPWinMX

Cisco IOS
XE Release
3.1S

3com-amp33ComAMP3629TCP/UDP3ComAMP3Miscellaneous

Cisco IOS
XE Release
3.1S

3com-tsmux3Com
TSMUX

106TCP/UDP3Com
TSMUX

Cisco IOS
XE Release
3.1S

3pcThird Party
Connect
Protocol

34TCP/UDP3PC

Cisco IOS
XE Release
3.1S

914c/gTexas
Instruments
914
Terminal

211TCP/UDP914 C/G

Cisco IOS
XE Release
3.1S

9pfsPlan 9 file
service

564TCP/UDP9PFS

Cisco IOS
XE Release
3.1S

acapACAP674TCP/UDPACAP

Cisco IOS
XE Release
3.1S

acasACA
Services

62TCP/UDPACAS

Cisco IOS Quality of Service Solutions Command Reference    
125

match access-group through mls ip pbr
match protocol (NBAR)



Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.1S

accessbuilderAccess
Builder

888TCP/UDPAccessBuilder

Cisco IOS
XE Release
3.1S

accessnetworkAccess
Network

699TCP/UDPAccessNetwork

Cisco IOS
XE Release
3.1S

acpAeolon Core
Protocol

599TCP/UDPACP

Cisco IOS
XE Release
3.1S

acr-nemaACR-NEMA
Digital Img

104TCP/UDPACR-NEMA

Cisco IOS
XE Release
3.1S

aed-512AED 512
Emulation
service

149TCP/UDPAED-512

Cisco IOS
XE Release
3.1S

agentxAgentX705TCP/UDPAgentx

Cisco IOS
XE Release
3.1S

alpesAlpes463TCP/UDPAlpes

Cisco IOS
XE Release
3.1S

aminetAMInet2639TCP/UDPAMInet

Cisco IOS
XE Release
3.1S

anActive
Networks

107TCP/UDPAN

Cisco IOS
XE Release
3.1S

anetATEXSSTR212TCP/UDPANET

Cisco IOS
XE Release
3.1S

ansanotifyANSA REX
Notify

116TCP/UDPANSANotify

Cisco IOS
XE Release
3.1S

ansatraderansatrader124TCP/UDPANSATrader
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Cisco IOS
XE Release
3.1S

aodvAODV654TCP/UDPAODV

Cisco IOS
XE Release
3.1S

apertus-ldpApertus
Tech Load
Distribution

539TCP/UDPApertus-LDP

Cisco IOS
XE Release
3.1S

appleqtcapple quick
time

458TCP/UDPAppleQTC

Cisco IOS
XE Release
3.1S

appleqtcsrvrappleqtcsrvr545TCP/UDPAppleQTSRVR

Cisco IOS
XE Release
3.1S

applixApplix ac999TCP/UDPApplix

Cisco IOS
XE Release
3.1S

arcisdmsarcisdms262TCP/UDPARCISDMS

Cisco IOS
XE Release
3.1S

argusARGUS13TCP/UDPARGUS

Cisco IOS
XE Release
3.1S

ariel1Ariel1419TCP/UDPAriel1

Cisco IOS
XE Release
3.1S

ariel2Ariel2421TCP/UDPAriel2

Cisco IOS
XE Release
3.1S

ariel3Ariel3422TCP/UDPAriel3

Cisco IOS
XE Release
3.1S

arisARIS104TCP/UDPARIS

Cisco IOS
XE Release
3.1S

arnsA remote
network
server
system

384TCP/UDPARNS
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Cisco IOS
XE Release
3.1S

asaASA
Message
router object
def

386TCP/UDPASA

Cisco IOS
XE Release
3.1S

asa-appl-protoasa-appl-proto502TCP/UDPASA-Appl-Proto

Cisco IOS
XE Release
3.1S

asipregistryasipregistry687TCP/UDPASIPRegistry

Cisco IOS
XE Release
3.1S

asip-webadminAppleShare
IP
WebAdmin

311TCP/UDPASIP-Webadmin

Cisco IOS
XE Release
3.1S

as-servermapAS Server
Mapper

449TCP/UDPAS-Servermap

Cisco IOS
XE Release
3.1S

at-3AppleTalk
Unused

203TCP/UDPAT-3

Cisco IOS
XE Release
3.1S

at-5AppleTalk
Unused

205TCP/UDPAT-5

Cisco IOS
XE Release
3.1S

at-7AppleTalk
Unused

207TCP/UDPAT-7

Cisco IOS
XE Release
3.1S

at-8AppleTalk
Unused

208TCP/UDPAT-8

Cisco IOS
XE Release
3.1S

at-echoAppleTalk
Echo

204TCP/UDPAT-Echo

Cisco IOS
XE Release
3.1S

at-nbpAppleTalk
Name
Binding

202TCP/UDPAT-NBP

Cisco IOS
XE Release
3.1S

at-rtmpAppleTalk
Routing
Maintenance

201TCP/UDPAT-RTMP
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Cisco IOS
XE Release
3.1S

at-zisAppleTalk
Zone
Information

206TCP/UDPAT-ZIS

Cisco IOS
XE Release
3.1S

auditUnisysAudit
SITP

182TCP/UDPAudit

Cisco IOS
XE Release
3.1S

auditdDigital Audit
daemon

48TCP/UDPAuditd

Cisco IOS
XE Release
3.1S

aurora-cmgrAurora
CMGR

364TCP/UDPAurora-CMGR

Cisco IOS
XE Release
3.1S

aurpAppletalk
Update-Based
Routing
Protocol

387TCP/UDPAURP

Cisco IOS
XE Release
3.1S

authAuthentication
Service

113TCP/UDPAUTH

Cisco IOS
XE Release
3.1S

avianavian486TCP/UDPAvian

Cisco IOS
XE Release
3.1S

ax25AX.25
Frames

93TCP/UDPAX25

Cisco IOS
XE Release
3.1S

banyan-rpcBanyan-RPC567TCP/UDPBanyan-RPC

Cisco IOS
XE Release
3.1S

banyan-vipBanyan-VIP573TCP/UDPBanyan-VIP

Cisco IOS
XE Release
3.1S

bbnrccmonBBN RCC
Monitoring

10TCP/UDPBBNRCCMON

Cisco IOS
XE Release
3.1S

bdpBundle
Discovery
protocol

581TCP/UDPBDP
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Cisco IOS
XE Release
3.1S

bftpBackground
File Transfer
Program

152TCP/UDPBFTP

Cisco IOS
XE Release
3.1S

bgmpBorder
Gateway
Multicast
Protocol

264TCP/UDPBGMP

Cisco IOS
XE Release
3.1S

bgpBorder
Gateway
Protocol

179TCP/UDPBGP

Cisco IOS
XE Release
3.1S

bgs-nsiBGS-NSI482TCP/UDPBGS-NSI

Cisco IOS
XE Release
3.1S

bheventBhevent357TCP/UDPBhevent

Cisco IOS
XE Release
3.1S

bhfhsBHFHS248TCP/UDPBHFHS

Cisco IOS
XE Release
3.1S

bhmdsBHMDS310TCP/UDPBHMDS

Cisco IOS
XE Release
3.1S

bl-idmBritton Lee
IDM

142TCP/UDPBL-IDM

Cisco IOS
XE Release
3.1S

bmppBMPP632TCP/UDPBMPP

Cisco IOS
XE Release
3.1S

bnaBNA49TCP/UDPBNA

Cisco IOS
XE Release
3.1S

bnetBNET415TCP/UDPBnet

Cisco IOS
XE Release
3.1S

borland-dsjBorland-dsj707TCP/UDPBorland-DSJ
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Cisco IOS
XE Release
3.1S

br-sat-monBackroom
SATNET
Monitoring

76TCP/UDPBR-SAT-Mon

Cisco IOS
XE Release
3.1S

cableport-axCable Port
A/X

282TCP/UDPCableport-AX

Cisco IOS
XE Release
3.1S

cab-protocolCAB
Protocol

595TCP/UDPCab-Protocol

Cisco IOS
XE Release
3.1S

cadlockCadlock770TCP/UDPCadlock

Cisco IOS
XE Release
3.1S

CAIlicComputer
Associates
Intl License
Server

216TCP/UDPCAIlic

Cisco IOS
XE Release
3.1S

cbtCBT7TCP/UDPCBT

Cisco IOS
XE Release
3.1S

cdcCertificate
Distribution
Center

223TCP/UDPCDC

Cisco IOS
XE Release
3.1S

cfdptktcfdptkt120TCP/UDPCFDPTKT

Cisco IOS
XE Release
3.1S

cftpCFTP62TCP/UDPCFTP

Cisco IOS
XE Release
3.1S

chaosChaos16TCP/UDPCHAOS

Cisco IOS
XE Release
3.1S

chargenCharacter
Generator

19TCP/UDPCharGen
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Cisco IOS
XE Release
3.1S

chshellchcmd562TCP/UDPChShell

Cisco IOS
XE Release
3.1S

cimplexCimplex673TCP/UDPCimplex

Cisco IOS
XE Release
3.1S

cisco-fnaCisco
FNATIVE

130TCP/UDPCisco-FNA

12.2(18)ZYA
12.2(18)ZYA1

cisco-phoneCisco IP
Phones and
PC-Based
Unified
Communicators

5060UDPCisco-phone7

Cisco IOS
XE Release
3.1S

cisco-sysCisco
SYSMAINT

132TCP/UDPCisco-SYS

Cisco IOS
XE Release
3.1S

cisco-tdpCisco TDP711TCP/UDPCisco-TDP

Cisco IOS
XE Release
3.1S

cisco-tnaCisco
TNATIVE

131TCP/UDPCisco-TNA

Cisco IOS
XE Release
3.1S

clearcaseClearcase371TCP/UDPClearcase

Cisco IOS
XE Release
3.1S

cloanto-net-1Cloanto-net-1356TCP/UDPCloanto-Net-1

Cisco IOS
XE Release
3.1S

cmip-agentCMIP/TCP
Agent

164TCP/UDPCMIP-Agent

Cisco IOS
XE Release
3.1S

cmip-manCMIP/TCP
Manager

163TCP/UDPCMIP-Man
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Cisco IOS
XE Release
3.1S

coauthorOracle1529TCP/UDPCoauthor

Cisco IOS
XE Release
3.1S

codaauth2Codaauth2370TCP/UDPCodaauth2

Cisco IOS
XE Release
3.1S

collaboratorCollaborator622TCP/UDPCollaborator

Cisco IOS
XE Release
3.1S

commerceCommerce542TCP/UDPCommerce

Cisco IOS
XE Release
3.1S

compaq-peerCompaq
Peer
Protocol

110TCP/UDPCompaq-Peer

Cisco IOS
XE Release
3.1S

compressnetManagement
Utility

2TCP/UDPCompressnet

Cisco IOS
XE Release
3.1S

comscmCOMSCM437TCP/UDPCOMSCM

Cisco IOS
XE Release
3.1S

conCon759TCP/UDPCON

Cisco IOS
XE Release
3.1S

conferenceChat531TCP/UDPConference

Cisco IOS
XE Release
3.1S

connendpAlmanid
Connection
Endpoint

693TCP/UDPConnendp

Cisco IOS
XE Release
3.1S

contentserverContentserver3365TCP/UDPContentServer

Cisco IOS
XE Release
3.1S

corerjdCorerjd284TCP/UDPCoreRJD
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Cisco IOS
XE Release
3.1S

courierRPC530TCP/UDPCourier

Cisco IOS
XE Release
3.1S

coviaCommunications
Integrator

64TCP/UDPCovia

Cisco IOS
XE Release
3.1S

cphbComputer
Protocol
Heart Beat

73TCP/UDPCPHB

Cisco IOS
XE Release
3.1S

cpnxComputer
Protocol
Network
Executive

72TCP/UDPCPNX

Cisco IOS
XE Release
3.1S

creativepartnrCreativepartnr455TCP/UDPCreativepartnr

Cisco IOS
XE Release
3.1S

creativeserverCreativeserver453TCP/UDPCreativeserver

Cisco IOS
XE Release
3.1S

crsCRS507TCP/UDPCRS

Cisco IOS
XE Release
3.1S

crtpCombat
Radio
Transport
Protocol

126TCP/UDPCRTP

Cisco IOS
XE Release
3.1S

crudpCombat
Radio User
Datagram

127TCP/UDPCRUDP

Cisco IOS
XE Release
3.1S

cryptoadminCrypto
Admin

624TCP/UDPCryptoAdmin

Cisco IOS
XE Release
3.1S

csi-sgwpCabletron
Management
Protocol

348TCP/UDPCSI-SGWP
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Cisco IOS
XE Release
3.1S

csnet-nsMailbox
Name
Nameserver

105TCP/UDPCSNET-NS

Cisco IOS
XE Release
3.1S

ctfCommon
Trace
Facility

84TCP/UDPCTF

Cisco IOS
XE Release
3.1S

custixCustomer
Ixchange

528TCP/UDPCUSTIX

Cisco IOS
XE Release
3.1S

cvc_hostdCVC_Hostd442TCP/UDPCVC_Hostd

Cisco IOS
XE Release
3.1S

cybercashCybercash551TCP/UDPCybercash

Cisco IOS
XE Release
3.1S

cycleservCycleserv763TCP/UDPCycleserv

Cisco IOS
XE Release
3.1S

cycleserv2Cycleserv2772TCP/UDPCycleserv2

Cisco IOS
XE Release
3.1S

dantzDantz497TCP/UDPDantz

Cisco IOS
XE Release
3.1S

daspDasp439TCP/UDPDASP

Cisco IOS
XE Release
3.1S

datasurfsrvDataRamp
Svr

461TCP/UDPDataSurfSRV

Cisco IOS
XE Release
3.1S

datasurfsrvsecDataRamp
Svr svs

462TCP/UDPDataSurfSRVSec

Cisco IOS
XE Release
3.1S

datex-asndatex-asn355TCP/UDPDatex-ASN
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Cisco IOS
XE Release
3.1S

daytimeDaytime
(RFC 867)

13TCP/UDPDaytime

Cisco IOS
XE Release
3.1S

dbasedBASEUnix217TCP/UDPDbase

Cisco IOS
XE Release
3.1S

dccpDatagram
Congestion
Control
Protocol

33TCP/UDPDCCP

Cisco IOS
XE Release
3.1S

dcn-measDCN
Measurement
Subsystems

19TCP/UDPDCN-Meas

Cisco IOS
XE Release
3.1S

dcpDevice
Control
Protocol

93TCP/UDPDCP

Cisco IOS
XE Release
3.1S

dctpDCTP675TCP/UDPDCTP

Cisco IOS
XE Release
3.1S

ddm-dfmDDM
Distributed
File
management

447TCP/UDPDDM-DFM

Cisco IOS
XE Release
3.1S

ddm-rdbDDM-Remote
Relational
Database
Access

446TCP/UDPDDM-RDB

Cisco IOS
XE Release
3.1S

ddm-sslDDM-Remote
DB Access
Using Secure
Sockets

448TCP/UDPDDM-SSL

Cisco IOS
XE Release
3.1S

ddpDatagram
Delivery
Protocol

37TCP/UDPDDP

Cisco IOS
XE Release
3.1S

ddxD-II Data
Exchange

116TCP/UDPDDX
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Cisco IOS
XE Release
3.1S

dec_dlmdec_dlm625TCP/UDPDEC_DLM

Cisco IOS
XE Release
3.1S

decapDecap403TCP/UDPDecap

Cisco IOS
XE Release
3.1S

decauthDecauth316TCP/UDPDecauth

Cisco IOS
XE Release
3.1S

decbsrvDecbsrv579TCP/UDPDecbsrv

Cisco IOS
XE Release
3.1S

decladebugDECLadebug
Remote
Debug
Protocol

410TCP/UDPDecladebug

Cisco IOS
XE Release
3.1S

decvms-sysmgtDecvms-sysmgt441TCP/UDPDecvms-sysmgt

Cisco IOS
XE Release
3.1S

dei-icdadei-icda618TCP/UDPDEI-ICDA

Cisco IOS
XE Release
3.1S

deosDistributed
External
Object Store

76TCP/UDPDEOS

Cisco IOS
XE Release
3.1S

deviceDevice801TCP/UDPDevice

Cisco IOS
XE Release
3.1S

dgpDissimilar
Gateway
Protocol

86TCP/UDPDGP

Cisco IOS
XE Release
3.1S

dhcp-failoverDHCP
Failover

647TCP/UDPDHCP-Failover

Cisco IOS
XE Release
3.1S

dhcp-failover2dhcp-failover2847TCP/UDPDHCP-Failover2
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Cisco IOS
XE Release
3.1S

dhcpv6-clientDHCPv6
Client

546TCP/UDPDHCPv6-client

Cisco IOS
XE Release
3.1S

dhcpv6-serverDHCPv6
Server

547TCP/UDPDHCPv6-server

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
3.3S

dicomDigital
Imaging and
Communications
in Medicine

HeuristicTCP/UDPDicom

Cisco IOS
XE Release
3.1S

digital-vrcdigital-vrc466TCP/UDPDigital-VRC

Cisco IOS
XE Release
3.1S

directplayDirectPlay2234TCP/UDPDirectplay

Cisco IOS
XE Release
3.1S

directplay8DirectPlay86073TCP/UDPDirectplay8

Cisco IOS
XE Release
3.1S

directv-catlgDirect TV
Data Catalog

3337TCP/UDPDirectv-Catlg

Cisco IOS
XE Release
3.1S

directv-softDirect TV
Software
Updates

3335TCP/UDPDirectv-Soft

Cisco IOS
XE Release
3.1S

directv-tickDirect TV
Tickers

3336TCP/UDPDirectv-Tick

Cisco IOS
XE Release
3.1S

directv-webDirect TV
Webcasting

3334TCP/UDPDirectv-Web

Cisco IOS
XE Release
3.1S

discardDiscard9TCP/UDPDiscard
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Cisco IOS
XE Release
3.1S

disclosecampaign
contribution
disclosures

667TCP/UDPDisclose

Cisco IOS
XE Release
3.1S

dixieDIXIE
Protocol
Specification

96TCP/UDPDixie

Cisco IOS
XE Release
3.1S

dlsDirectory
Location
Service

197TCP/UDPDLS

Cisco IOS
XE Release
3.1S

dls-monDirectory
Location
Service
Monitor

198TCP/UDPDLS-Mon

Cisco IOS
XE Release
3.1S

dn6-nlm-audDNSIX
Network
Level
Module
Audit

195TCP/UDPDN6-NLM-AUD

Cisco IOS
XE Release
3.1S

dna-cmlDNA-CML436TCP/UDPDNA-CML

Cisco IOS
XE Release
3.1S

dnsDomain
Name Server
lookup

53TCP/UDPDNS

Cisco IOS
XE Release
3.1S

dnsixDNSIX
Security
Attribute
Token Map

90TCP/UDPDNSIX

Cisco IOS
XE Release
3.1S

doomDoom Id
Software

666TCP/UDPDOOM

Cisco IOS
XE Release
3.1S

dpsiDPSI315TCP/UDPDPSI

Cisco IOS
XE Release
3.1S

dsfgwDSFGW438TCP/UDPDSFGW
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Cisco IOS
XE Release
3.1S

dspDisplay
Support
Protocol

33TCP/UDPDSP

Cisco IOS
XE Release
3.1S

dsp3270Display
Systems
Protocol

246TCP/UDPDSP3270

Cisco IOS
XE Release
3.1S

dsrDynamic
Source
Routing
Protocol

48TCP/UDPDSR

Cisco IOS
XE Release
3.1S

dtag-ste-sbDTAG352TCP/UDPDTAG-DTE-SB

Cisco IOS
XE Release
3.1S

dtkDTK365TCP/UDPDTK

Cisco IOS
XE Release
3.1S

dwrDWR644TCP/UDPDWR

Cisco IOS
XE Release
3.1S

echoEcho7TCP/UDPEcho

Cisco IOS
XE Release
3.1S

egpExterior
Gateway
Protocol

8TCP/UDPEGP

Cisco IOS
XE Release
3.1S

eigrpEnhanced
Interior
Gateway
Routing
Protocol

88TCP/UDPEIGRP

Cisco IOS
XE Release
3.1S

elcsderrlog
copy/server
daemon

704TCP/UDPELCSD

Cisco IOS
XE Release
3.1S

embl-ndtEMBL
Nucleic Data
Transfer

394TCP/UDPEMBL-NDT
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Cisco IOS
XE Release
3.1S

emconEMCON14TCP/UDPEMCON

Cisco IOS
XE Release
3.1S

emfis-cntlEMFIS
Control
Service

141TCP/UDPEMFIS-CNTLl

Cisco IOS
XE Release
3.1S

emfis-dataEMFIS Data
Service

140TCP/UDPEMFIS-Data

Cisco IOS
XE Release
3.1S

encapEncapsulation
Header

98TCP/UDPEncap

Cisco IOS
XE Release
3.4S

encrypted-bittorrentEncrypted
Bittorrent

HeuristicTCPEncrypted
Bittorrent

Cisco IOS
XE Release
3.1S

entombEntomb775TCP/UDPEntomb

Cisco IOS
XE Release
3.1S

entrust-aaasEntrust-aaas680TCP/UDPEntrust-AAAS

Cisco IOS
XE Release
3.1S

entrust-aamsEntrust-aams681TCP/UDPEntrust-AAMS

Cisco IOS
XE Release
3.1S

entrust-ashEntrust
Administration
Service
Handler

710TCP/UDPEntrust-ASH

Cisco IOS
XE Release
3.1S

entrust-kmshEntrust Key
Management
Service
Handler

709TCP/UDPEntrust-KMSH

Cisco IOS
XE Release
3.1S

entrust-spsentrust-sps640TCP/UDPEntrust-SPS
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Cisco IOS
XE Release
3.1S

erpcEncore
Expedited
Remote
Pro.Call

121TCP/UDPERPC

Cisco IOS
XE Release
3.1S

escp-ipescp-ip621TCP/UDPESCP-IP

Cisco IOS
XE Release
3.1S

esro-genEfficient
Short
Remote
Operations

259TCP/UDPESRO-GEN

Cisco IOS
XE Release
3.1S

esro-emsdpESRO-EMSDP
V1.3

642TCP/UDPESRP-EMSDP

Cisco IOS
XE Release
3.1S

etheripEthernet-within-IP
Encapsulation

97TCP/UDPEtherIP

Cisco IOS
XE Release
3.1S

eudora-setEudora Set592TCP/UDPEudora-Set

Cisco IOS
XE Release
3.1S

execremote
process
execution;

512TCP/UDPEXEC

Cisco IOS
XE Release
3.1S

fatservFatmen
Server

347TCP/UDPFatserv

Cisco IOS
XE Release
3.1S

fcFibre
Channel

133TCP/UDPFC

Cisco IOS
XE Release
3.1S

fcpFirstClass
Protocol

510TCP/UDPFCP

Cisco IOS
XE Release
3.1S

fingerFinger79TCP/UDPFinger
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Cisco IOS
XE Release
3.1S

fireFIRE125TCP/UDPFIRE

Cisco IOS
XE Release
3.1S

flexlmFlexible
License
Manager

744TCP/UDPFlexLM

Cisco IOS
XE Release
3.1S

fln-spxBerkeley
rlogind with
SPX auth

221TCP/UDPFLN-SPX

Cisco IOS
XE Release
3.1S

ftp-agentFTP
Software
Agent
System

574TCP/UDPFTP-Agent

Cisco IOS
XE Release
3.1S

ftp-dataFile Transfer20TCP/UDPFTP-Data

Cisco IOS
XE Release
3.1S

ftps-dataftp protocol,
data, over
TLS/SSL

989TCP/UDPFTPS-Data

Cisco IOS
XE Release
3.1S

fujitsu-devFujitsu
Device
Control

747TCP/UDPFujitsu-Dev

Cisco IOS
XE Release
3.1S

gacpGateway
Access
Control
Protocol

190TCP/UDPGACP

Cisco IOS
XE Release
3.1S

gdomapgdomap538TCP/UDPGDOMAP

Cisco IOS
XE Release
3.1S

genieGenie
Protocol

402TCP/UDPGenie
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Cisco IOS
XE Release
3.1S

genrad-muxGenrad-mux176TCP/UDPGenrad-MUX

Cisco IOS
XE Release
3.1S

ggf-ncpGNU
Generation
Foundation
NCP

678TCP/UDPGGF-NCP

Cisco IOS
XE Release
3.1S

ggpGateway-to-Gateway3TCP/UDPGGP

Cisco IOS
XE Release
3.1S

ginadginad634TCP/UDPGinad

Cisco IOS
XE Release
3.1S

gmtpGMTP100TCP/UDPGMTP

Cisco IOS
XE Release
3.1S

go-loginGo-login491TCP/UDPGo-Login

Cisco IOS
XE Release
3.1S

gopherGopher70TCP/UDPGopher

Cisco IOS
XE Release
3.1S

graphicsGraphics41TCP/UDPGraphics

Cisco IOS
XE Release
3.1S

greGeneral
Routing
Encapsulation

47TCP/UDPGRE

Cisco IOS
XE Release
3.1S

grooveGroove2492TCP/UDPGroove

Cisco IOS
XE Release
3.1S

gss-httpgss-http488TCP/UDPGSS-HTTP
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Cisco IOS
XE Release
3.1S

gss-xlicenGNU
Generation
Foundation
NCP

128TCP/UDPGSS-XLICEN

Cisco IOS
XE Release
3.1S

gtp-userGTP-User
Plane

2152TCP/UDPGTP-User

Cisco IOS
XE Release
3.1S

ha-clusterha-cluster694TCP/UDPHA-Cluster

Cisco IOS
XE Release
3.1S

haphap661TCP/UDPHAP

Cisco IOS
XE Release
3.1S

hassleHassle375TCP/UDPHassle

Cisco IOS
XE Release
3.1S

hcp-wismarHardware
Control
Protocol
Wismar

686TCP/UDPHCP-Wismar

Cisco IOS
XE Release
3.1S

hdaphdap263TCP/UDPHDAP

Cisco IOS
XE Release
3.1S

hello-portHELLO_PORT652TCP/UDPHello-port

Cisco IOS
XE Release
3.1S

hemshems151TCP/UDPHEMS

Cisco IOS
XE Release
3.1S

hipHost Identity
Protocol

139TCP/UDPHIP

12.2(18)ZYA
12.2(18)ZYA1

hl7Health Level
Seven

Dynamically
assigned

TCPHL7

Cisco IOS
XE Release
3.1S

hmmp-indHMMP
Indication

612TCP/UDPHMMP-IND
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Cisco IOS
XE Release
3.1S

hmmp-opHMMP
Operation

613TCP/UDPHMMP-OP

Cisco IOS
XE Release
3.1S

hmpHost
Monitoring

20TCP/UDPHMP

Cisco IOS
XE Release
3.1S

hopoptIPv6
Hop-by-Hop
Option

0TCP/UDPHOPOPT

Cisco IOS
XE Release
3.1S

hostnameNIC Host
Name Server

101TCP/UDPHostname

Cisco IOS
XE Release
3.1S

hp-alarm-mgrHP
performance
data alarm
manager

383TCP/UDPHP-Alarm-Mgr

Cisco IOS
XE Release
3.1S

hp-collectorHP
performance
data
collector

381TCP/UDPHP-Collector

Cisco IOS
XE Release
3.1S

hp-managed-nodeHP
performance
data
managed
node

382TCP/UDPHP-Managed-Node

Cisco IOS
XE Release
3.1S

http-altHTTP
Alternate

8080TCP/UDPHTTP-ALT

Cisco IOS
XE Release
3.1S

http-mgmthttp-mgmt280TCP/UDPHTTP-Mgmt

Cisco IOS
XE Release
3.1S

http-rpc-epmapHTTP RPC
Ep Map

593TCP/UDPHTTP-RPC-EPMAP

Cisco IOS
XE Release
3.1S

hybrid-popHybrid-pop473TCP/UDPHybrid-POP
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Cisco IOS
XE Release
3.1S

hyper-gHyper-g418TCP/UDPHyper-G

Cisco IOS
XE Release
3.1S

hyperwave-ispHyperwave-isp692TCP/UDPHyperwave-ISP

Cisco IOS
XE Release
3.1S

iafdbaseiafdbase480TCP/UDPIAFDBase

Cisco IOS
XE Release
3.1S

iafserveriafserver479TCP/UDPIAFServer

Cisco IOS
XE Release
3.1S

iasdiasd432TCP/UDPIASD

Cisco IOS
XE Release
3.1S

iatpInteractive
Agent
Transfer
Protocol

117TCP/UDPIATP

Cisco IOS
XE Release
3.1S

ibm-appIBM
Application

385TCP/UDPIBM-App

Cisco IOS
XE Release
3.1S

ibm-db2IBM-DB2523TCP/UDPIBM-DB2

Cisco IOS
XE Release
3.1S

ibprotocolInternet
Backplane
Protocol

6714TCP/UDPIBProtocol

Cisco IOS
XE Release
3.1S

iclcnet-locateICL
coNETion
locate server

886TCP/UDPICLCNet-Locate

Cisco IOS
XE Release
3.1S

iclcnet_svinfoICL
coNETion
server info

887TCP/UDPICLNet_SVInfo

Cisco IOS
XE Release
3.1S

icmpInternet
Control
Message

1TCP/UDPICMP
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Cisco IOS
XE Release
3.1S

idfpidfp549TCP/UDPIDFP

Cisco IOS
XE Release
3.1S

idprInter-Domain
Policy
Routing
Protocol

35TCP/UDPIDPR

Cisco IOS
XE Release
3.1S

idpr-cmtpIDPR
Control
Message
Transport
Protocol

38TCP/UDPIDPRr-CMTP

Cisco IOS
XE Release
3.1S

idrpInter-Domain
Routing
Protocol

45TCP/UDPIDRP

Cisco IOS
XE Release
3.1S

ieee-mmsieee-mms651TCP/UDPIEEE-MMS

Cisco IOS
XE Release
3.1S

ieee-mms-sslieee-mms-ssl695TCP/UDPIEEE-MMS-SSL

Cisco IOS
XE Release
3.1S

ifmpIpsilon Flow
Management
Protocol

101TCP/UDPIFMP

Cisco IOS
XE Release
3.1S

igrpCisco
interior
gateway

9TCP/UDPIGRP

Cisco IOS
XE Release
3.1S

iiopiiop535TCP/UDPIIOP

Cisco IOS
XE Release
3.1S

ilIL Transport
Protocol

40TCP/UDPIL

Cisco IOS
XE Release
3.1S

imspInteractive
Mail Support
Protocol

406TCP/UDPIMSP
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Cisco IOS
XE Release
3.1S

inbusinessInbusiness244TCP/UDPInBusiness

Cisco IOS
XE Release
3.1S

infoseekInfoSeek414TCP/UDPInfoseek

Cisco IOS
XE Release
3.1S

ingres-netINGRES-NET
Service

134TCP/UDPIngres-Net

Cisco IOS
XE Release
3.1S

i-nlspIntegrated
Net Layer
Security
TUBA

52TCP/UDPI-NLSP

Cisco IOS
XE Release
3.1S

intecourierIntecourier495TCP/UDPIntecourier

Cisco IOS
XE Release
3.1S

integra-smeIntegra
Software
Management
Environment

484TCP/UDPIntegra-SME

Cisco IOS
XE Release
3.1S

intrinsaintrinsa503TCP/UDPIntrinsia

Cisco IOS
XE Release
3.1S

ipcdipcd576TCP/UDPIPCD

Cisco IOS
XE Release
3.1S

ipcompIP Payload
Compression
Protocol

108TCP/UDPIPComp

Cisco IOS
XE Release
3.1S

ipcserverSun IPC
server

600TCP/UDPIPCServer

Cisco IOS
XE Release
3.1S

ipcvInternet
Packet Core
Utility

71TCP/UDPIPCV
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Cisco IOS
XE Release
3.1S

ipddipdd578TCP/UDPIPDD

Cisco IOS
XE Release
3.1S

ipinipIP in IP4TCP/UDPIPINIP

Cisco IOS
XE Release
3.1S

ipipIP-within-IP
Encapsulation
Protocol

94TCP/UDPIPIP

Cisco IOS
XE Release
3.1S

ipltIPLT129TCP/UDPIPLT

Cisco IOS
XE Release
3.1S

ippInternet
Printing
Protocol

631TCP/UDPIPP

Cisco IOS
XE Release
3.1S

ippcInternet
Pluribus
Packet Core

67TCP/UDPIPPC

Cisco IOS
XE Release
3.1S

ipv6-fragFragment
Header for
IPv6

44TCP/UDPIpv6-Frag

Cisco IOS
XE Release
3.1S

ipv6-icmpICMP for
IPv6

58TCP/UDPIpv6-ICMP

Cisco IOS
XE Release
3.1S

ipv6inipIpv6
encapsulated

41TCP/UDPIpv6INIP

Cisco IOS
XE Release
3.1S

ipv6-nonxtNo Next
Header for
IPv6

59TCP/UDPipv6-NonXT

Cisco IOS
XE Release
3.1S

ipv6-optsDestination
Options for
IPv6

60TCP/UDPIpv6-OPTS

Cisco IOS
XE Release
3.1S

ipv6-routeRouting
Header for
IPv6

43TCP/UDPIpv6-Route
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Cisco IOS
XE Release
3.1S

ircInternet
Relay Chat

194TCP/UDPIRC

Cisco IOS
XE Release
3.1S

irc-servIRC-SERV529TCP/UDPIRC-SERV

Cisco IOS
XE Release
3.1S

irtpInternet
Reliable
Transaction

28TCP/UDPIRTP

Cisco IOS
XE Release
3.1S

is99cTIA/EIA/IS-99
modem
client

379TCP/UDPIS99C

Cisco IOS
XE Release
3.1S

is99sTIA/EIA/IS-99
modem
server

380TCP/UDPIS99S

Cisco IOS
XE Release
3.1S

isakmpInternet
Security
Association
& Key
Management
Protocol

500, 4500UDPISAKMP

Cisco IOS
XE Release
3.1S

isi-glISI Graphics
Language

55TCP/UDPISI-GI

Cisco IOS
XE Release
3.1S

isisISIS over
IPv4

124TCP/UDPISIS

Cisco IOS
XE Release
3.1S

iso-illISO ILL
Protocol

499TCP/UDPISO-ILL

Cisco IOS
XE Release
3.1S

iso-ipiso-ip147TCP/UDPISO-IP

Cisco IOS
XE Release
3.1S

iso-tp0iso-tp0146TCP/UDPISO-TP0
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Cisco IOS
XE Release
3.1S

iso-tp4ISO
Transport
Protocol
Class 4

29TCP/UDPISO-TP4

Cisco IOS
XE Release
3.1S

iso-tsapISO-TSAP
Class 0

102TCP/UDPISO-TSAP

Cisco IOS
XE Release
3.1S

iso-tsap-c2ISO
Transport
Class 2
Non-Control

399TCP/UDPISO-TSAP-C2

Cisco IOS
XE Release
3.1S

itm-mcell-sitm-mcell-s828TCP/UDPITM-MCELL-S

Cisco IOS
XE Release
3.1S

ixp-in-ipIPX in IP111TCP/UDPIXP-IN-IP

Cisco IOS
XE Release
3.1S

jargonJargon148TCP/UDPJargon

Cisco IOS
XE Release
3.1S

kaliKali2213TCP/UDPKali

Cisco IOS
XE Release
3.1S

k-blockK-block287TCP/UDPK-Block

Cisco IOS
XE Release
3.1S

keyserverKey Server584TCP/UDPKeyserver

Cisco IOS
XE Release
3.1S

kisKIS Protocol186TCP/UDPKIS

Cisco IOS
XE Release
3.1S

kloginklogin543TCP/UDPKlogin
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Cisco IOS
XE Release
3.1S

knet-cmpKNET/VM
Command/Message
Protocol

157TCP/UDPKnet-CMP

Cisco IOS
XE Release
3.1S

Konspire2bKonspire2b
p2p network

6085TCP/UDPKonspire2b

Cisco IOS
XE Release
3.1S

kpasswdKpasswd464TCP/UDPKpasswd

Cisco IOS
XE Release
3.1S

kryptolanKryptolan398TCP/UDPKryptolan

Cisco IOS
XE Release
3.1S

kshellKshell544TCP/UDPKshell

Cisco IOS
XE Release
3.1S

l2tpl2tp1701TCP/UDPL2TP

Cisco IOS
XE Release
3.1S

la-maintIMP Logical
Address
Maintenance

51TCP/UDPLA-Maint

Cisco IOS
XE Release
3.1S

lanserverlanserver637TCP/UDPLANServer

Cisco IOS
XE Release
3.1S

larpLocus
Address
Resolution
Protocol

91TCP/UDPLARP

Cisco IOS
XE Release
3.1S

ldapLightweight
Directory
Access
Protocol

389TCP/UDPLDAP

Cisco IOS
XE Release
3.1S

ldpLDP646TCP/UDPLDP
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Cisco IOS
XE Release
3.1S

leaf-1Leaf-125TCP/UDPLeaf-1

Cisco IOS
XE Release
3.1S

leaf-2Leaf-226TCP/UDPLeaf-2

Cisco IOS
XE Release
3.1S

legent-1Legent
Corporation

373TCP/UDPLegent-1

Cisco IOS
XE Release
3.1S

legent-2Legent
Corporation

374TCP/UDPLegent-2

Cisco IOS
XE Release
3.1S

ljk-loginljk-login472TCP/UDPLJK-Login

Cisco IOS
XE Release
3.1S

lockdNFS Lock
Daemon
Manager

4045TCP/UDPLockd

Cisco IOS
XE Release
3.1S

locus-conLocus
PC-Interface
Conn Server

127TCP/UDPLocus-Con

Cisco IOS
XE Release
3.1S

locus-mapLocus
PC-Interface
Net Map Ser

125TCP/UDPLocus-Map

Cisco IOS
XE Release
3.1S

mac-srvr-adminMacOS
Server
Admin

660TCP/UDPMAC-SRVR-Admin

Cisco IOS
XE Release
3.1S

magenta-logicMagenta-logic313TCP/UDPMagenta-Logic

Cisco IOS
XE Release
3.1S

mailbox-lmMailbox-lm505TCP/UDPMailbox-LM

Cisco IOS
XE Release
3.1S

mailqMAILQ174TCP/UDPMailq
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Cisco IOS
XE Release
3.1S

maitrdMaitrd997TCP/UDPMaitrd

Cisco IOS
XE Release
3.1S

manetMANET
Protocols

138TCP/UDPMANET

Cisco IOS
XE Release
3.1S

masqdialerMasqdialer224TCP/UDPMasqDialer

Cisco IOS
XE Release
3.1S

matip-type-aMATIP
Type A

350TCP/UDPMatip-Type-A

Cisco IOS
XE Release
3.1S

matip-type-bMATIP
Type B

351TCP/UDPMatip-Type-B

Cisco IOS
XE Release
3.1S

mcidasMcIDAS
Data
Transmission
Protocol

112TCP/UDPMCIDAS

Cisco IOS
XE Release
3.1S

mcns-secmcns-sec638TCP/UDPMCNS-Sec

Cisco IOS
XE Release
3.1S

mdc-portmappermdc-portmapper685TCP/UDPMDC-Portmapper

Cisco IOS
XE Release
3.1S

mecommMeComm668TCP/UDPMeComm

Cisco IOS
XE Release
3.1S

meregisterMeRegister669TCP/UDPMeRegister

Cisco IOS
XE Release
3.1S

merit-inpMERIT
Internodal
Protocol

32TCP/UDPMerit-INP

Cisco IOS
XE Release
3.1S

meta5Meta5393TCP/UDPMeta5
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Cisco IOS
XE Release
3.1S

metagramMetagram99TCP/UDPMetagram

Cisco IOS
XE Release
3.1S

meterMeter570TCP/UDPMeter

Cisco IOS
XE Release
3.1S

mfcobolMicro Focus
Cobol

86TCP/UDPMfcobol

Cisco IOS
XE Release
3.1S

mfe-nspMFE
Network
Services
Protocol

31TCP/UDPMFE-NSP

Cisco IOS
XE Release
3.1S

mftpmftp349TCP/UDPMFTP

Cisco IOS
XE Release
3.1S

micom-pfsMicom-pfs490TCP/UDPMicom-PFS

Cisco IOS
XE Release
3.1S

micpMobile
Internetworking
Control Pro.

95TCP/UDPMICP

Cisco IOS
XE Release
3.1S

micromuse-lmmicromuse-lm1534TCP/UDPMicromuse-LM

Cisco IOS
XE Release
3.1S

mit-dovMIT Dover
Spooler

91TCP/UDPMIT-DOV

Cisco IOS
XE Release
3.1S

mit-ml-devMIT ML
Device

83TCP/UDPMIT-ML-Dev

Cisco IOS
XE Release
3.1S

mobileIP Mobility55TCP/UDPMobile

Cisco IOS
XE Release
3.1S

mobileip-agentmobileip-agent434TCP/UDPMobileIP-Agent
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Cisco IOS
XE Release
3.1S

mobilip-mnmobilip-mn435TCP/UDPMobilIP-MN

Cisco IOS
XE Release
3.1S

mondexMondex471TCP/UDPMondex

Cisco IOS
XE Release
3.1S

monitorMonitor561TCP/UDPMonitor

Cisco IOS
XE Release
3.1S

mortgagewareMortgageware367TCP/UDPMortgageware

Cisco IOS
XE Release
3.1S

mpls-in-ipMPLS-in-IP137TCP/UDPMPLS-IN-IP

Cisco IOS
XE Release
3.1S

mpmMessage
Processing
Module

45TCP/UDPMPM

Cisco IOS
XE Release
3.1S

mpm-flagsMPM
FLAGS
Protocol

44TCP/UDPMPM-Flags

Cisco IOS
XE Release
3.1S

mpm-sndMPM
[default
send]

46TCP/UDPMPM-SND

Cisco IOS
XE Release
3.1S

mppNetix
Message
Posting
Protocol

218TCP/UDPMPP

Cisco IOS
XE Release
3.1S

mptnMulti
Protocol
Transport
Network

397TCP/UDPMPTN

Cisco IOS
XE Release
3.1S

mrmmrm679TCP/UDPMRM
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Cisco IOS
XE Release
3.1S

msdpmsdp639TCP/UDPMSDP

Cisco IOS
XE Release
3.1S

msexch-routingMS
Exchange
Routing

691TCP/UDPMSExch-Routing

Cisco IOS
XE Release
3.1S

msft-gcMicrosoft
Global
Catalog

3268TCP/UDPMSFT-GC

Cisco IOS
XE Release
3.1S

msft-gc-sslMicrosoft
Global
Catalog with
LDAP/SSL

3269TCP/UDPMSFT-GC-SSL

Cisco IOS
XE Release
3.1S

msg-authmsg-auth31TCP/UDPMSG-AUTH

Cisco IOS
XE Release
3.1S

msg-icpmsg-icp29TCP/UDPMSG-ICP

Cisco IOS
XE Release
3.1S

msnpmsnp1863TCP/UDPMSNP

Cisco IOS
XE Release
3.1S

ms-olapMicrosoft
OLAP

2393TCP/UDPMS-OLAP

Cisco IOS
XE Release
3.1S

mspMessage
Send
Protocol

18TCP/UDPMSP

Cisco IOS
XE Release
3.1S

ms-romeMicrosoft
rome

569TCP/UDPMS-Rome

Cisco IOS
XE Release
3.1S

ms-shuttleMicrosoft
shuttle

568TCP/UDPMS-Shuttle

Cisco IOS
XE Release
3.1S

ms-sql-mMicrosoft-SQL-Monitor1434TCP/UDPMS-SQLl-M
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Cisco IOS
XE Release
3.4S

ms-wbtMicrosoft
Windows
based
Terminal
Services

3389/HeuristicTCPMS-wbt

Cisco IOS
XE Release
3.1S

mtpMulticast
Transport
Protocol

92TCP/UDPMTP

Cisco IOS
XE Release
3.1S

multiling-httpMultiling
HTTP

777TCP/UDPMultiling-HTTP

Cisco IOS
XE Release
3.1S

multiplexNetwork
Innovations
Multiplex

171TCP/UDPMultiplex

Cisco IOS
XE Release
3.1S

mumpsPlus Fives
MUMPS

188TCP/UDPMumps

Cisco IOS
XE Release
3.1S

muxMultiplexing18TCP/UDPMUX

Cisco IOS
XE Release
3.1S

mylex-mapdmylex-mapd467TCP/UDPMylex-MAPD

Cisco IOS
XE Release
3.1S

mysqlMySQL3306TCP/UDPMySQL

Cisco IOS
XE Release
3.1S

nameHost Name
Server

42TCP/UDPName

Cisco IOS
XE Release
3.1S

nampnamp167TCP/UDPNAMP

Cisco IOS
XE Release
3.1S

narpNBMA
Address
Resolution
Protocol

54TCP/UDPNARP
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Cisco IOS
XE Release
3.1S

nasNetnews
Administration
System

991TCP/UDPNAS

Cisco IOS
XE Release
3.1S

ncednced404TCP/UDPNCED

Cisco IOS
XE Release
3.1S

ncldncld405TCP/UDPNCLD

Cisco IOS
XE Release
3.1S

ncpNCP524TCP/UDPNCP

Cisco IOS
XE Release
3.1S

ndsauthNDSAUTH353TCP/UDPNDSAuth

Cisco IOS
XE Release
3.1S

nest-protocolNest-protocol489TCP/UDPNest-Protocol

Cisco IOS
XE Release
3.1S

net8-cmanOracle Net8
CMan
Admin

1830TCP/UDPNet8-CMAN

Cisco IOS
XE Release
3.1S

net-assistantnet-assistant3283TCP/UDPNet-Assistant

Cisco IOS
XE Release
3.1S

netbltBulk Data
Transfer
Protocol

30TCP/UDPNetblt

Cisco IOS
XE Release
3.1S

netgwnetgw741TCP/UDPNetGW

Cisco IOS
XE Release
3.1S

netnewsreadnews532TCP/UDPNetNews

Cisco IOS
XE Release
3.1S

netrcsNetwork
based RCS

742TCP/UDPNetRCS
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Cisco IOS
XE Release
3.1S

netrjs-1Remote Job
Service

71TCP/UDPNetRJS-1

Cisco IOS
XE Release
3.1S

netrjs-2Remote Job
Service

72TCP/UDPNetRJS-2

Cisco IOS
XE Release
3.1S

netrjs-3Remote Job
Service

73TCP/UDPNetRJS-3

Cisco IOS
XE Release
3.1S

netrjs-4Remote Job
Service

74TCP/UDPNetRJS-4

Cisco IOS
XE Release
3.1S

netsc-devNETSC155TCP/UDPNETSC-Dev

Cisco IOS
XE Release
3.1S

netsc-prodNETSC154TCP/UDPNETSC-Prod

Cisco IOS
XE Release
3.1S

netviewdm1IBM
NetView M

729TCP/UDPNetViewDM1

Cisco IOS
XE Release
3.1S

netviewdm2IBM
NetView
DM

730TCP/UDPNetviewDM2

Cisco IOS
XE Release
3.1S

netviewdm3IBM
NetView
DM

731TCP/UDPNetviewDM3

Cisco IOS
XE Release
3.1S

netwallfor
emergency
broadcasts

533TCP/UDPNetwall

Cisco IOS
XE Release
3.1S

netware-ipNovell
Netware
over IP

396TCP/UDPNetware-IP

Cisco IOS
XE Release
3.1S

new-rwhonew who550TCP/UDPNew-RWHO
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Cisco IOS
XE Release
3.1S

nextstepNextStep
Window
Server

178TCP/UDPNextStep

Cisco IOS
XE Release
3.1S

nfsNetwork File
System

2049TCP/UDPNFS

Cisco IOS
XE Release
3.1S

nicnameWho Is43TCP/UDPNicName

Cisco IOS
XE Release
3.1S

ni-ftpNI FTP47TCP/UDPNI-FTP

Cisco IOS
XE Release
3.1S

ni-mailNI MAIL61TCP/UDPNI-Mail

Cisco IOS
XE Release
3.1S

nloginnlogin758TCP/UDPNlogin

Cisco IOS
XE Release
3.1S

nmapnmap689TCP/UDPNMAP

Cisco IOS
XE Release
3.1S

nmspNetworked
Media
Streaming
Protocol

537TCP/UDPNMSP

Cisco IOS
XE Release
3.1S

nnspnnsp433TCP/UDPNNSP

Cisco IOS
XE Release
3.1S

notesLotus
Notes(R)

1352TCP/UDPNotes

Cisco IOS
XE Release
3.1S

novastorbakcupNovastor
Backup

308TCP/UDPNovaStorBakcup

Cisco IOS
XE Release
3.1S

npmp-guinpmp-gui611TCP/UDPNPMP-GUI
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Cisco IOS
XE Release
3.1S

npmp-localnpmp-local610TCP/UDPNPMP-Local

Cisco IOS
XE Release
3.1S

npmp-trapnpmp-trap609TCP/UDPNPMP-Trap

Cisco IOS
XE Release
3.1S

nppNetwork
Printing
Protocol

92TCP/UDPNPP

Cisco IOS
XE Release
3.1S

nqsnqs607TCP/UDPNQS

Cisco IOS
XE Release
3.1S

nsns760TCP/UDPNS

Cisco IOS
XE Release
3.1S

nsfnet-igpNSFNET-IGP85TCP/UDPNSFNET-IGP

Cisco IOS
XE Release
3.1S

nsiiopsIIOP Name
Service over
TLS/SSL

261TCP/UDPNSIIOPS

Cisco IOS
XE Release
3.1S

nsrmpNetwork
Security
Risk
Management
Protocol

359TCP/UDPNSRMP

Cisco IOS
XE Release
3.1S

nss-routingNSS-Routing159TCP/UDPNSS-Routing

Cisco IOS
XE Release
3.1S

nsw-feNSW User
System FE

27TCP/UDPNSW-FE

Cisco IOS
XE Release
3.1S

ntalkNtalk518TCP/UDPNtalk
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12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3 Cisco
IOS XE
Release 3.1S

ntpNetwork
Time
Protocol

123TCP/ UDPNTP

Cisco IOS
XE Release
3.1S

nvp-iiNetwork
Voice
Protocol

11TCP/UDPNVP-II

Cisco IOS
XE Release
3.1S

nxeditnxedit126TCP/UDPNXEdit

Cisco IOS
XE Release
3.1S

ocbinderocbinder183TCP/UDPOBCBinder

Cisco IOS
XE Release
3.1S

obexobex650TCP/UDPOBEX

Cisco IOS
XE Release
3.1S

objcallTivoli Object
Dispatcher

94TCP/UDPObjCall

Cisco IOS
XE Release
3.1S

ocs_amuocs_amu429TCP/UDPOCS_AMU

Cisco IOS
XE Release
3.1S

ocs_cmuocs_cmu428TCP/UDPOCS_CMU

Cisco IOS
XE Release
3.1S

ocserverocserver184TCP/UDPOCServer

Cisco IOS
XE Release
3.1S

odmrodmr366TCP/UDPODMR
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Cisco IOS
XE Release
3.1S

ohimsrvohimsrv506TCP/UDPOHIMSRV

Cisco IOS
XE Release
3.1S

olsrolsr698TCP/UDPOLSR

Cisco IOS
XE Release
3.1S

omginitialrefsomginitialrefs900TCP/UDPOMGInitialRefs

Cisco IOS
XE Release
3.1S

omservomserv764TCP/UDPOMServ

Cisco IOS
XE Release
3.1S

onmuxonmux417TCP/UDPONMUX

Cisco IOS
XE Release
3.1S

opalis-rdvOpalis-rdv536TCP/UDPOpalis-RDV

Cisco IOS
XE Release
3.1S

opalis-robotoOpalis-robot314TCP/UDPOpalis-Robot

Cisco IOS
XE Release
3.1S

opc-job-startIBM
Operations
Planning and
Control Start

423TCP/UDPOPC-Job-Start

Cisco IOS
XE Release
3.1S

opc-job-trackIBM
Operations
Planning and
Control
Track

424TCP/UDPOPC-Job-Track

Cisco IOS
XE Release
3.1S

openportOpenport260TCP/UDPOpenport

Cisco IOS
XE Release
3.1S

openvms-sysipcOpenvms-sysipc557TCP/UDPOpenVMS-Sysipc
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Cisco IOS
XE Release
3.1S

oraclenamesOraclenames1575TCP/UDPOracleNames

Cisco IOS
XE Release
3.1S

oraclenet8cmanOracle Net8
Cman

1630TCP/UDPOracleNet8CMAN

12.2(18)ZYA
12.2(18)ZYA
Cisco IOS
XE Release
3.1S

ora-srvOracle
TCP/IP
Listener

1525TCP/UDPORA-Srv

Cisco IOS
XE Release
3.1S

orbix-configOrbix 2000
Config

3076TCP/UDPOrbix-Config

Cisco IOS
XE Release
3.1S

orbix-locatorOrbix 2000
Locator

3075TCP/UDPOrbix-Locator

Cisco IOS
XE Release
3.1S

orbix-loc-sslOrbix 2000
Locator SSL

3077TCP/UDPOrbix-Loc-SSL

Cisco IOS
XE Release
3.1S

ospfOpen
Shortest Path
First

89TCP/UDPOSPF

Cisco IOS
XE Release
3.1S

osu-nmsOSU
Network
Monitoring
System

192TCP/UDPOSU-NMS

Cisco IOS
XE Release
3.1S

parsec-gameParsec
Gameserver

6582TCP/UDPParsec-Game

Cisco IOS
XE Release
3.1S

passgoPassgo511TCP/UDPPassgo

Cisco IOS
XE Release
3.1S

passgo-tivoliPassgo-tivoli627TCP/UDPPassgo-Tivoli
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Cisco IOS
XE Release
3.1S

password-chgPassword
Change

586TCP/UDPPassword-Chg

Cisco IOS
XE Release
3.1S

pawservPerf
Analysis
Workbench

345TCP/UDPPawserv

Cisco IOS
XE Release
3.1S

pcmail-srvPCMail
Server

158TCP/UDPPCMail-SRV

Cisco IOS
XE Release
3.1S

pdapProspero
Data Access
Protocol

344TCP/UDPPDAP

Cisco IOS
XE Release
3.1S

personal-linkPersonal-link281TCP/UDPPersonal-link

Cisco IOS
XE Release
3.1S

pftpParallel File
Transfer
Protocol

662TCP/UDPPFTP

Cisco IOS
XE Release
3.1S

pgmPGM
Reliable
Transport
Protocol

113TCP/UDPPGM

Cisco IOS
XE Release
3.1S

philips-vcPhilips
Video-Conferencing

583TCP/UDPPhilips-VC

Cisco IOS
XE Release
3.1S

phonebookPhone767TCP/UDPPhonebook

Cisco IOS
XE Release
3.1S

photurisPhoturis468TCP/UDPPhoturis

Cisco IOS
XE Release
3.1S

pimProtocol
Independent
Multicast

103TCP/UDPPIM

Cisco IOS
XE Release
3.1S

pim-rp-discPIM-RP-DISC496TCP/UDPPIM-RP-DISC
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Cisco IOS
XE Release
3.1S

pippip1321TCP/UDPPIP

Cisco IOS
XE Release
3.1S

pipePrivate IP
Encapsulation
within IP

131TCP/UDPPIPE

Cisco IOS
XE Release
3.1S

pirppirp553TCP/UDPPIRP

Cisco IOS
XE Release
3.1S

pkix-3-ca-raPKIX-3
CA/RA

829TCP/UDPPKIX-3-CA-RA

Cisco IOS
XE Release
3.1S

pkix-timestamppkix-timestamp318TCP/UDPPKIX-Timestamp

Cisco IOS
XE Release
3.1S

pnniPNNI over
IP

102TCP/UDPPNNI

Cisco IOS
XE Release
3.1S

pop2Post Office
Protocol -
Version 2

109TCP/UDPPop2

Cisco IOS
XE Release
3.1S

pop3Post Office
Protocol 3

110,
Heuristic

TCP/UDPPop3

Cisco IOS
XE Release
3.1S

pov-raypov-ray494TCP/UDPPOV-Ray

Cisco IOS
XE Release
3.1S

powerburstAir Soft
Power Burst

485TCP/UDPPowerburst

Cisco IOS
XE Release
3.3S

ppstreamP2P TV
Application

HeuristicTCP/UDPPPStream

Cisco IOS
XE Release
3.1S

pptpPoint-to-Point
Tunneling
Protocol

1723TCP/UDPPPTP
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12.1(2)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3 Cisco
IOS XE
Release 3.1S

printerspooler515TCP/UDPPrinter

Cisco IOS
XE Release
3.1S

print-srvNetwork
PostScript

170TCP/UDPPrint-SRV

Cisco IOS
XE Release
3.1S

prmPacket Radio
Measurement

21TCP/UDPPRM

Cisco IOS
XE Release
3.1S

prm-nmProspero
Resource
Manager
Node Man

409TCP/UDPPRM-NM

Cisco IOS
XE Release
3.1S

prm-smProspero
Resource
Manager
Sys. Man

408TCP/UDPPRM-SM

Cisco IOS
XE Release
3.1S

profilePROFILE
Naming
System

136TCP/UDPProfile

Cisco IOS
XE Release
3.1S

prosperoProsper
Directory
Service

191TCP/UDPProspero

Cisco IOS
XE Release
3.1S

ptcnameservicePTC Name
Service

597TCP/UDPPTCNameService

Cisco IOS
XE Release
3.1S

ptpPerformance
Transparency
Protocol

123TCP/UDPPTP

Cisco IOS
XE Release
3.1S

ptp-eventPTP Event319TCP/UDPPTP-Event
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Cisco IOS
XE Release
3.1S

ptp-generalPTP General320TCP/UDPPTP-General

Cisco IOS
XE Release
3.1S

pumpPump751TCP/UDPPump

Cisco IOS
XE Release
3.1S

pupPUP12TCP/UDPPUP

Cisco IOS
XE Release
3.1S

purenoisepurenoise663TCP/UDPPurenoise

Cisco IOS
XE Release
3.1S

pvpPacket Video
Protocol

75TCP/UDPPVP

Cisco IOS
XE Release
3.1S

pwdgenPassword
Generator
Protocol

129TCP/UDPPWDGen

Cisco IOS
XE Release
3.1S

qbikgdpqbikgdp368TCP/UDPQBIKGDP

Cisco IOS
XE Release
3.1S

qftQueued File
Transport

189TCP/UDPQFT

Cisco IOS
XE Release
3.1S

qmqpqmqp628TCP/UDPQMQP

Cisco IOS
XE Release
3.1S

qmtpThe Quick
Mail
Transfer
Protocol

209TCP/UDPQMTP

Cisco IOS
XE Release
3.1S

qnxQNX106TCP/UDPQNX

Cisco IOS
XE Release
3.1S

qotdQuote of the
Day

17TCP/UDPQoTD
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Cisco IOS
XE Release
3.1S

qrhqrh752TCP/UDPQRH

Cisco IOS
XE Release
3.1S

quotadquotad762TCP/UDPQUOTD

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1

rcmdrsh, rlogin,
rexec

Dynamically
assigned

TCPr-commands

Cisco IOS
XE Release
3.1S

rapRoute
Access
Protocol

38TCP/UDPRAP

Cisco IOS
XE Release
3.3S

rcmdBSD
r-commands

512–514TCPRCMD

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
2.3 Cisco
IOS XE
Release 3.1S

rcpRadio
Control
Protocol

469TCP/UDPRCP

Cisco IOS
XE Release
3.1S

rdarda630TCP/UDPRDA

Cisco IOS
XE Release
3.1S

rdb-dbs-dispOracle
RemoteData
Base

1571TCP/UDPRDB-DBS-DISP

Cisco IOS
XE Release
3.1S

rdpReliable
Data
Protocol

27TCP/UDPRDP

Cisco IOS
XE Release
3.1S

realm-rusdApplianceWare
managment
protocol

688TCP/UDPRealm-RUSD

Cisco IOS
XE Release
3.1S

re-mail-ckRemoteMail
Checking
Protocol

50TCP/UDPRE-Mail-CK
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Cisco IOS
XE Release
3.1S

remotefsrfs server556TCP/UDPRemoteFS

Cisco IOS
XE Release
3.1S

remote-kisRemote-kis185TCP/UDPRemote-KIS

Cisco IOS
XE Release
3.1S

repcmdrepcmd641TCP/UDPREPCMD

Cisco IOS
XE Release
3.1S

repscmdrepscmd653TCP/UDPREPSCMD

Cisco IOS
XE Release
3.1S

rescaprescap283TCP/UDPRESCAP

Cisco IOS
XE Release
3.1S

ripRouting
Information
Protocol

520TCP/UDPRIP

Cisco IOS
XE Release
3.1S

ripngripng521TCP/UDPRIPING

Cisco IOS
XE Release
3.1S

risIntergraph180TCP/UDPRIS

Cisco IOS
XE Release
3.1S

ris-cmRussell Info
Sci Calendar
Manager

748TCP/UDPRIS-CM

Cisco IOS
XE Release
3.1S

rjeRemote Job
Entry

5TCP/UDPRJE

Cisco IOS
XE Release
3.1S

rlpResource
Location
Protocol

39TCP/UDPRLP

Cisco IOS
XE Release
3.1S

rlzdbaserlzdbase635TCP/UDPRLZDBASE
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Cisco IOS
XE Release
3.1S

rmcrmc657TCP/UDPRMC

Cisco IOS
XE Release
3.1S

rmiactivationrmiactivation1098TCP/UDPRMIActivation

Cisco IOS
XE Release
3.1S

rmiregistryrmiregistry1099TCP/UDPRMIRegistry

Cisco IOS
XE Release
3.1S

rmonitorRmonitord560TCP/UDPRMonitor

Cisco IOS
XE Release
3.1S

rmtRemote MT
Protocol

411TCP/UDPRMT

Cisco IOS
XE Release
3.1S

rpc2portmaprpc2portmap369TCP/UDPRPC2Portmap

Cisco IOS
XE Release
3.1S

rrhrrh753TCP/UDPRRH

Cisco IOS
XE Release
3.1S

rrpRegistry
Registrar
Protocol

648TCP/UDPRRP

Cisco IOS
XE Release
3.1S

rsh-spxBerkeley
rshd with
SPX auth

222TCP/UDPRSH-SPX

Cisco IOS
XE Release
3.1S

rsvdrsvd168TCP/UDPRSVD

Cisco IOS
XE Release
3.1S

rsvp_tunnelrsvp_tunnel363TCP/UDPRSVP_Tunnel

Cisco IOS
XE Release
3.1S

rsvp-e2e-ignoreRSVP-E2E-IGNORE134TCP/UDPRSVP-E2E-Ignore

Cisco IOS Quality of Service Solutions Command Reference    
173

match access-group through mls ip pbr
match protocol (NBAR)



Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.1S

rsyncRsync873TCP/UDPRsync

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
2.3 Cisco
IOS XE
Release 3.1S

rtelnetRemote
Telnet
Service

107TCP/UDPRTelnet

Cisco IOS
XE Release
3.1S

rtipReal Time
Streaming
Protocol

771TCP/UDPRTIP

Cisco IOS
XE Release
3.4S

rtmpReal Time
Messaging
Protocol

HeuristicTCPRTMP

Cisco IOS
XE Release
3.1S

rtspsRTSPS322TCP/UDPRTSPS

Cisco IOS
XE Release
3.1S

rushdRushd696TCP/UDPRushd

Cisco IOS
XE Release
3.1S

rvdMITRemote
Virtual Disk
Protocol

66TCP/UDPRVD

Cisco IOS
XE Release
3.1S

rxerxe761TCP/UDPRXE

Cisco IOS
XE Release
3.1S

saftsaft Simple
Asynchronous
File Transfer

487TCP/UDPSAFT

Cisco IOS
XE Release
3.1S

sanitySanity643TCP/UDPSanity

Cisco IOS
XE Release
3.1S

sat-expakSATNET
and
Backroom
EXPAK

64TCP/UDPSAT-EXPAK

   Cisco IOS Quality of Service Solutions Command Reference
174

match access-group through mls ip pbr
match protocol (NBAR)



Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.1S

sat-monSATNET
Monitoring

69TCP/UDPSAT-Mon

Cisco IOS
XE Release
3.1S

scc-securityscc-security582TCP/UDPSCC-Security

Cisco IOS
XE Release
3.1S

scc-spSemaphore
Communications
Sec. Pro.

96TCP/UDPSCC-SP

Cisco IOS
XE Release
3.1S

sco-dtmgrSCO
Desktop
Administration
Server

617TCP/UDPSCO-DTMgr

Cisco IOS
XE Release
3.1S

scohelpscohelp457TCP/UDPSCOHELP

Cisco IOS
XE Release
3.1S

scoi2odialogscoi2odialog360TCP/UDPSCOI2ODialog

Cisco IOS
XE Release
3.1S

sco-inetmgrInternet
Configuration
Manager

615TCP/UDPSCO-Inetmgr

Cisco IOS
XE Release
3.1S

sco-sysmgrSCO System
Administration
Server

616TCP/UDPSCO-SysMgr

Cisco IOS
XE Release
3.1S

sco-websrvrmg3SCO Web
Server
Manager 3

598TCP/UDPSCO-WebsrvrMg3

Cisco IOS
XE Release
3.1S

sco-websrvrmgrSCO
WebServer
Manager

620TCP/UDPSCO-WebsrvrMgr

Cisco IOS
XE Release
3.1S

scpsSCPS105TCP/UDPSCPS
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TypeProtocolCategory

Cisco IOS
XE Release
3.1S

sctpStream
Control
Transmission
Protocol

132TCP/UDPSCTP

Cisco IOS
XE Release
3.1S

scx-proxyscx-proxy470TCP/UDPSCX-Proxy

Cisco IOS
XE Release
3.1S

sdnskmpSDNSKMP558TCP/UDPSDNSKMP

Cisco IOS
XE Release
3.1S

sdrpSource
Demand
Routing
Protocol

42TCP/UDPSDRP

Cisco IOS
XE Release
3.1S

secure-ftpftp protocol,
control, over
TLS/SSL

990TCP/UDPSecure-ftp

Cisco IOS
XE Release
3.1S

secure-ircirc protocol
over TLS

994TCP/UDPSecure-IRC

Cisco IOS
XE Release
3.1S

secure-ldapldap protocol
over TLS

636TCP/UDPSecure-LDAP

Cisco IOS
XE Release
3.1S

secure-nntpnntp protocol
over TLS

563TCP/UDPSecure-NNTP

Cisco IOS
XE Release
3.1S

secure-pop3pop3
protocol over
TLS

995TCP/UDPSecure-Pop3

Cisco IOS
XE Release
3.1S

secure-telnettelnet
protocol over
TLS

992TCP/UDPSecure-Telnet

Cisco IOS
XE Release
3.1S

secure-vmtpSECURE-VMTP82TCP/UDPSecure-VMTP
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Cisco IOS
XE Release
3.1S

semantixSemantix361TCP/UDPSemantix

Cisco IOS
XE Release
3.1S

sendSEND169TCP/UDPSend

Cisco IOS
XE Release
3.1S

server-ipxInternetwork
Packet
Exchange
Protocol

213TCP/UDPServer-IPX

Cisco IOS
XE Release
3.1S

servstatService
Status update

633TCP/UDPServstat

Cisco IOS
XE Release
3.1S

setSecure
Electronic
Transaction

257TCP/UDPSET

Cisco IOS
XE Release
3.1S

sfs-configCray SFS
config server

452TCP/UDPSFS-Config

Cisco IOS
XE Release
3.1S

sfs-smp-netCray
Network
Semaphore
server

451TCP/UDPSFS-SMP-Net

Cisco IOS
XE Release
3.1S

sftpSimple File
Transfer
Protocol

115TCP/UDPSFTP

Cisco IOS
XE Release
3.1S

sgcpsgcp440TCP/UDPSGCP

Cisco IOS
XE Release
3.1S

sgmpsgmp153TCP/UDPSGMP

Cisco IOS
XE Release
3.1S

sgmp-trapssgmp-traps160TCP/UDPSGMP-Traps
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Cisco IOS
XE Release
3.1S

shockwaveShockwave1626TCP/UDPShockwave

Cisco IOS
XE Release
3.1S

shrinkwrapShrinkwrap358TCP/UDPShrinkwrap

Cisco IOS
XE Release
3.1S

siamsiam498TCP/UDPSIAM

Cisco IOS
XE Release
3.1S

sift-uftSender-Initiated/Unsolicited
File Transfer

608TCP/UDPSIFT-UFT

Cisco IOS
XE Release
3.1S

silcsilc706TCP/UDPSILC

Cisco IOS
XE Release
3.1S

sitaradirSitaradir2631TCP/UDPSitaraDir

Cisco IOS
XE Release
3.1S

sitaramgmtSitaramgmt2630TCP/UDPSitaraMgmt

Cisco IOS
XE Release
3.1S

sitaraserversitaraserver2629TCP/UDPSitaraserver

Cisco IOS
XE Release
3.1S

skipSKIP57TCP/UDPSKIP

Cisco IOS
XE Release
3.1S

skronkskronk460TCP/UDPSKRONK

Cisco IOS
XE Release
3.1S

smSM122TCP/UDPSM

Cisco IOS
XE Release
3.1S

smakynetSmakynet122TCP/UDPSmakynet
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Cisco IOS
XE Release
3.1S

smartsdpSmartsdp426TCP/UDPSmartSDP

Cisco IOS
XE Release
3.1S

smpSimple
Message
Protocol

121TCP/UDPSMP

Cisco IOS
XE Release
3.1S

smpnameressmpnameres901TCP/UDPSMPNameRes

Cisco IOS
XE Release
3.1S

smsdsmsd596TCP/UDPSMSD

Cisco IOS
XE Release
3.1S

smspStorage
Management
Services
Protocol

413TCP/UDPSMSP

Cisco IOS
XE Release
3.1S

smuxSMUX199TCP/UDPSMUX

Cisco IOS
XE Release
3.1S

snagasSNA
Gateway
Access
Server

108TCP/UDPSNAGas

Cisco IOS
XE Release
3.1S

snareSnare509TCP/UDPSnare

Cisco IOS
XE Release
3.1S

s-netSirius
Systems

166TCP/UDPS-Net

Cisco IOS
XE Release
3.1S

snpSitara
Networks
Protocol

109TCP/UDPSNP

Cisco IOS
XE Release
3.1S

snppSimple
Network
Paging
Protocol

444TCP/UDPSNPP
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Cisco IOS
XE Release
3.1S

sntp-heartbeatSNTP
HEARTBEAT

580TCP/UDPSNTP-Heartbeat

Cisco IOS
XE Release
3.1S

softpcInsignia
Solutions

215TCP/UDPSoftPC

Cisco IOS
XE Release
3.1S

sonarSonar572TCP/UDPSonar

Cisco IOS
XE Release
3.1S

spmpspmp656TCP/UDPSPMP

Cisco IOS
XE Release
3.1S

sprite-rpcSprite RPC
Protocol

90TCP/UDPSprite-RPC

Cisco IOS
XE Release
3.1S

spsSecure
Packet
Shield

130TCP/UDPSPS

Cisco IOS
XE Release
3.1S

spscspsc478TCP/UDPSPSC

Cisco IOS
XE Release
3.1S

sql*netOracle
SQL*NET

66TCP/UDPSQL*Net

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
3.1S

sqlexecSQL
Informix

9088TCP/UDPSQLExec

Cisco IOS
XE Release
3.1S

sql-netSQL-NET150TCP/UDPSQL-Net

Cisco IOS
XE Release
3.1S

sqlservSQL
Services

118TCP/UDPSQLServ
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Release
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Cisco IOS
XE Release
3.1S

sqlserverMicrosoft-SQL-Server1433TCP/UDPSQLServer

Cisco IOS
XE Release
3.1S

srcIBM System
Resource
Controller

200TCP/UDPSRC

Cisco IOS
XE Release
3.1S

srmpSpider
Remote
Monitoring
Protocol

193TCP/UDPSRMP

Cisco IOS
XE Release
3.1S

srpSpectraLink
Radio
Protocol

119TCP/UDPSRP

Cisco IOS
XE Release
3.1S

srssendsrssend362TCP/UDPSRSSend

Cisco IOS
XE Release
3.1S

ss7nsss7ns477TCP/UDPSS7NS

Cisco IOS
XE Release
3.1S

sscopmceSSCOPMCE128TCP/UDPSSCOPMCE

Cisco IOS
XE Release
3.1S

sshSecure Shell
Protocol

22TCP/UDPSSH

Cisco IOS
XE Release
3.1S

sshellSSLshell614TCP/UDPSshell

Cisco IOS
XE Release
3.1S

sstSCSI on ST266TCP/UDPSST

Cisco IOS
XE Release
3.1S

stStream5TCP/UDPST

Cisco IOS
XE Release
3.1S

statsrvStatistics
Service

133TCP/UDPStatSRV
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Cisco IOS
XE Release
3.1S

stmfstmf501TCP/UDPSTMF

Cisco IOS
XE Release
3.1S

stpSchedule
Transfer
Protocol

118TCP/UDPSTP

Cisco IOS
XE Release
3.1S

streettalkStreettalk566TCP/UDPStreetTalk

Cisco IOS
XE Release
3.1S

stun-natSTUN3478TCP/UDPStun-NAT

Cisco IOS
XE Release
3.1S

stxStock
IXChange

527TCP/UDPSTX

Cisco IOS
XE Release
3.1S

submissionSubmission587TCP/UDPSubmission

Cisco IOS
XE Release
3.1S

subntbcst_tftpsubntbcst_tftp247TCP/UDPSubntbcst_TFTP

Cisco IOS
XE Release
3.1S

su-mit-tgSU/MIT
Telnet
Gateway

89TCP/UDPSU-MIT-TG

Cisco IOS
XE Release
3.1S

sun-drsun-dr665TCP/UDPSun-DR

Cisco IOS
XE Release
3.1S

sun-ndSUN ND
PROTOCOL-Temporary

77TCP/UDPSun-ND

Cisco IOS
XE Release
3.1S

supdupSUPDUP95TCP/UDPSupDup

Cisco IOS
XE Release
3.1S

surfSurf1010TCP/UDPSurf
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Cisco IOS
XE Release
3.1S

sur-measSurvey
Measurement

243TCP/UDPSur-Meas

Cisco IOS
XE Release
3.1S

svrlocServer
Location

427TCP/UDPSvrloc

Cisco IOS
XE Release
3.1S

swift-rvfSwift
Remote
Virtural File
Protocol

97TCP/UDPSwift-RVF

Cisco IOS
XE Release
3.1S

swipeIP with
Encryption

53TCP/UDPSwipe

Cisco IOS
XE Release
3.1S

synoptics-trapTrap
Convention
Port

412TCP/UDPSynoptics-Trap

Cisco IOS
XE Release
3.1S

synotics-brokerSynOptics
Port Broker
Port

392TCP/UDPSynotics-Broker

Cisco IOS
XE Release
3.1S

synotics-relaySynOptics
SNMPRelay
Port

391TCP/UDPSynotics-Relay

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
2.3 Cisco
IOS XE
Release 3.1S

systatActiveUsers11TCP/UDPSystat

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
2.3 Cisco
IOS XE
Release 3.1S

tacacsTerminal
Access
Controller
Access
Control
System

49, 65TCP/UDPTACACS

Cisco IOS
XE Release
3.1S

tacnewsTAC News98TCP/UDPTAC News
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Cisco IOS
XE Release
3.1S

talkTalk517TCP/UDPTalk

Cisco IOS
XE Release
3.1S

tcfTCF87TCP/UDPTCF

Cisco IOS
XE Release
3.1S

td-replicaTobit David
Replica

268TCP/UDPTD-Replica

Cisco IOS
XE Release
3.1S

td-serviceTobit David
Service
Layer

267TCP/UDPTD-Service

Cisco IOS
XE Release
3.1S

teedtapTeedtap559TCP/UDPTeedtap

Cisco IOS
XE Release
3.1S

tellSend754TCP/UDPTell

Cisco IOS
XE Release
3.1S

telnetTelnet23TCP/UDPTelnet

Cisco IOS
XE Release
3.1S

temponewdate526TCP/UDPTempo

Cisco IOS
XE Release
3.1S

tenfoldTenfold658TCP/UDPTenfold

Cisco IOS
XE Release
3.1S

texarTexar
Security Port

333TCP/UDPTexar

Cisco IOS
XE Release
3.1S

ticf-1Transport
Independent
Convergence
for FNA

492TCP/UDPTICF-1
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Cisco IOS
XE Release
3.1S

ticf-2Transport
Independent
Convergence
for FNA

493TCP/UDPTICF-2

Cisco IOS
XE Release
3.1S

timbuktuTimbuktu407TCP/UDPTimbuktu

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
2.3 Cisco
IOS XE
Release 3.1S

timeTime37TCP/UDPTime

Cisco IOS
XE Release
3.1S

timedTimeserver525TCP/UDPTimed

Cisco IOS
XE Release
3.1S

tinctinc655TCP/UDPTINC

Cisco IOS
XE Release
3.1S

tlisrvOracle1527TCP/UDPTLISRV

Cisco IOS
XE Release
3.1S

tlspTransport
Layer
Security
Protocol

56TCP/UDPTLSP

Cisco IOS
XE Release
3.1S

tnETOSNEC
Corporation

377TCP/UDPTNETOS

Cisco IOS
XE Release
3.1S

tns-cmltns-cml590TCP/UDPTNS-CML

Cisco IOS
XE Release
3.1S

tn-tl-fd1tn-tl-fd1476TCP/UDPTN-TL-FD1
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Cisco IOS
XE Release
3.1S

tp++TP++
Transport
Protocol

39TCP/UDPTP++

Cisco IOS
XE Release
3.1S

tpiptpip594TCP/UDPTPIP

Cisco IOS
XE Release
3.1S

trunk-1Trunk-123TCP/UDPTrunk-1

Cisco IOS
XE Release
3.1S

trunk-2Trunk-224TCP/UDPTrunk-2

Cisco IOS
XE Release
3.1S

tserverComputer
Supported
Telecomunication
Applications

450TCP/UDPTServer

Cisco IOS
XE Release
3.1S

ttpTTP84TCP/UDPTTP

Cisco IOS
XE Release
3.1S

uaacUAAC
Protocol

145TCP/UDPUAAC

Cisco IOS
XE Release
3.1S

uarpsUnisysARPs219TCP/UDPUARPs

Cisco IOS
XE Release
3.1S

udpliteUDPLite136TCP/UDPUDPLite

Cisco IOS
XE Release
3.1S

uisuis390TCP/UDPUIS

Cisco IOS
XE Release
3.1S

ulistprocList
Processor

372TCP/UDPuLISTProc

Cisco IOS
XE Release
3.1S

ulpulp522TCP/UDPULP
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Cisco IOS
XE Release
3.1S

ulpnetulpnet483TCP/UDPULPNet

Cisco IOS
XE Release
3.1S

unidata-ldmUnidata
LDM

388TCP/UDPUnidata-LDM

Cisco IOS
XE Release
3.1S

unifyUnify181TCP/UDPUnify

Cisco IOS
XE Release
3.1S

upsUninterruptible
Power
Supply

401TCP/UDPUPS

Cisco IOS
XE Release
3.1S

urmCrayUnified
Resource
Manager

606TCP/UDPURM

Cisco IOS
XE Release
3.1S

utiUTI120TCP/UDPUTI

Cisco IOS
XE Release
3.1S

utimeUnixtime519TCP/UDPUtime

Cisco IOS
XE Release
3.1S

utmpcdutmpcd431TCP/UDPUTMPCD

Cisco IOS
XE Release
3.1S

utmpsdutmpsd430TCP/UDPUTMPSD

Cisco IOS
XE Release
3.1S

uucpuucpd540TCP/UDPUUCP

Cisco IOS
XE Release
3.1S

uucp-pathUUCP Path
Service

117TCP/UDPUUCP-Path

Cisco IOS
XE Release
3.1S

uucp-rloginuucp-rlogin541TCP/UDPUUCP-rLogin
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Cisco IOS
XE Release
3.1S

uuidgenUUIDGEN697TCP/UDPUUIDGEN

Cisco IOS
XE Release
3.1S

vacdsm-appVACDSM-APP671TCP/UDPVACDSM-App

Cisco IOS
XE Release
3.1S

vacdsm-swsVACDSM-SWS670TCP/UDPVACDSM-SWS

Cisco IOS
XE Release
3.1S

vatpVelazquez
Application
Transfer
Protocol

690TCP/UDPVATP

Cisco IOS
XE Release
3.1S

vemmivemmi575TCP/UDPVEMMI

Cisco IOS
XE Release
3.1S

vidvid769TCP/UDPVID

Cisco IOS
XE Release
3.1S

videotexvideotex516TCP/UDPVideotex

Cisco IOS
XE Release
3.1S

visaVISA
Protocol

70TCP/UDPVISA

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
2.3

vncVirtual
Network
Computing

5800, 5900,
5901

TCP/UDPVNC

Cisco IOS
XE Release
3.1S

vmnetvmnet175TCP/UDPVMNet

Cisco IOS
XE Release
3.1S

vmpwscsvmpwscs214TCP/UDPVMPWSCS
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Cisco IOS
XE Release
3.1S

vmtpVMTP81TCP/UDPVMTP

Cisco IOS
XE Release
3.1S

vnasvnas577TCP/UDPVNAS

Cisco IOS
XE Release
3.1S

vppVirtual
Presence
Protocol

677TCP/UDPVPP

Cisco IOS
XE Release
3.1S

vpps-quavpps-qua672TCP/UDPVPPS-QUA

Cisco IOS
XE Release
3.1S

vpps-viavpps-via676TCP/UDPVPPS-VIA

Cisco IOS
XE Release
3.1S

vrrpVirtual
Router
Redundancy
Protocol

112TCP/UDPVRRP

Cisco IOS
XE Release
3.1S

vsinetvsinet996TCP/UDPVSINet

Cisco IOS
XE Release
3.1S

vslmpvslmp312TCP/UDPVSLMP

Cisco IOS
XE Release
3.1S

wap-pushWAP PUSH2948TCP/UDPWAP-Push

Cisco IOS
XE Release
3.1S

wap-push-httpWAP Push
OTA-HTTP
port

4035TCP/UDPWAP-Push-HTTP

Cisco IOS
XE Release
3.1S

wap-push-httpsWAP Push
OTA-HTTP
secure

4036TCP/UDPWAP-Push-HTTPS

Cisco IOS
XE Release
3.1S

wap-pushsecureWAP PUSH
SECURE

2949TCP/UDPWAP-Pushsecure
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Cisco IOS
XE Release
3.1S

wap-vcal-sWAP vCal
Secure

9207TCP/UDPWAP-VACL-S

Cisco IOS
XE Release
3.1S

wap-vcalWAP vCal9205TCP/UDPWAP-VCAL

Cisco IOS
XE Release
3.1S

wap-vcardWAP vCard9204TCP/UDPWAP-VCARD

Cisco IOS
XE Release
3.1S

wap-vcard-sWAP vCard
Secure

9206TCP/UDPWAP-VCARD-S

Cisco IOS
XE Release
3.1S

wap-wspWAP
connectionless
session
service

9200TCP/UDPWAP-WSP

Cisco IOS
XE Release
3.1S

wap-wsp-sWAP secure
connectionless
session
service

9202TCP/UDPWAP-WSP-S

Cisco IOS
XE Release
3.1S

wap-wsp-wtpWAP session
service

9201TCP/UDPWAP-WSP-WTP

Cisco IOS
XE Release
3.1S

wap-wsp-wtp-sWAP secure
session
service

9203TCP/UDPWAP-WSP-WTP-S

Cisco IOS
XE Release
3.1S

wb-expakWIDEBAND
EXPAK

79TCP/UDPWB-Expak

Cisco IOS
XE Release
3.1S

wb-monWIDEBAND
Monitoring

78TCP/UDPWB-Mon

Cisco IOS
XE Release
3.1S

websterWebster765TCP/UDPWebster
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Cisco IOS
XE Release
3.4S

webex-meetingWebex
Meeting

HeuristicTCPWebex
Meeting

Cisco IOS
XE Release
3.1S

whoamiwhoami565TCP/UDPWhoAmI

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
2.3 Cisco
IOS XE
Release 3.1S

whois++whois++
Service

63TCP/UDPWhois++

Cisco IOS
XE Release
3.4S

windows-updateWindows
Update

80, 443,
Heuristic

TCPWindows
Update

Cisco IOS
XE Release
3.1S

worldfusionWorld
Fusion

2595TCP/UDPWorldFusion

Cisco IOS
XE Release
3.1S

wpgswpgs780TCP/UDPWPGS

Cisco IOS
XE Release
3.1S

wsnWang Span
Network

74TCP/UDPWSN

Cisco IOS
XE Release
3.1S

xact-backupXact-backup911TCP/UDPXAct-Backup

Cisco IOS
XE Release
3.1S

x-bone-ctlXbone CTL265TCP/UDPX-Bone-CTL

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
2.3 Cisco
IOS XE
Release 3.1S

xdmcpX Display
Manager
Control
Protocol

177TCP/UDPXDMCP

Cisco IOS Quality of Service Solutions Command Reference    
191

match access-group through mls ip pbr
match protocol (NBAR)



Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.1S

xdtpeXtensible
Data
Transfer
Protocol

3088TCP/UDPXDTP

Cisco IOS
XE Release
3.1S

xferXFER
Utility

82TCP/UDPXFER

Cisco IOS
XE Release
3.1S

xnetCross Net
Debugger

15TCP/UDPXNET

Cisco IOS
XE Release
3.1S

xns-authXNS
Authentication

56TCP/UDPXNS-Auth

Cisco IOS
XE Release
3.1S

xns-chXNS
Clearinghouse

54TCP/UDPXNS-CH

Cisco IOS
XE Release
3.1S

xns-courierXerox165TCP/UDPXNS-Courier

Cisco IOS
XE Release
3.1S

xns-idpXEROX NS
IDP

22TCP/UDPXNS-IDP

Cisco IOS
XE Release
3.1S

xns-mailXNS mail58TCP/UDPXNS-Mail

Cisco IOS
XE Release
3.1S

xns-timeXNS Time
Protocol

52TCP/UDPXNS-Time

Cisco IOS
XE Release
3.1S

xtpXTP36TCP/UDPXTP

Cisco IOS
XE Release
3.1S

xvttpxvttp508TCP/UDPXVTTP
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.1S

xyplex-muxXyplex173TCP/UDPXYPlex-Mux

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1
Cisco IOS
XE Release
2.3 Cisco
IOS XE
Release 3.1S

xwindowsX Window
System

6000-6003TCPX Windows

Cisco IOS
XE Release
3.1S

z39.50ANSI
Z39.50

210TCP/UDPz39.50

Cisco IOS
XE Release
3.1S

zannetZannet317TCP/UDPZannet

Cisco IOS
XE Release
3.1S

zservZebra server346TCP/UDPZServ

Cisco IOS
XE Release
3.1S

anActive
Networks

107IPAN
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.3S

aol-protocolAmerica
OnLine
Protocol

5190TCPAOL-Protocol8

Cisco IOS
XE Release
3.1S

argusARGUS13IPARGUS

Cisco IOS
XE Release
3.1S

arisARIS104IPARIS

Cisco IOS
XE Release
3.1S

ax25AX.25
Frames

93IPAX25

Cisco IOS
XE Release
3.1S

bbnrccmonBBN RCC
Monitoring

10IPBBNR RCC
Mon

Cisco IOS
XE Release
3.3S

blizwowWorld of
Warcraft
Gaming
Protocol

3724TCp, UDPBLIZWOW

Cisco IOS
XE Release
3.1S

bnaBNA49IPBNA

Cisco IOS
XE Release
3.1S

br-sat-monBackroom
SATNET
Monitoring

76IPBR-SAT-Mon

Cisco IOS
XE Release
3.1S

cbtCBT7IPCBT

Cisco IOS
XE Release
3.1S

cftpCFTP62IPCFTP

Cisco IOS
XE Release
3.1S

chaosChaos16IPChoas
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.1S

compaq-peerCompaq
Peer
Protocol

110IPCompaq-Peer

Cisco IOS
XE Release
3.1S

cphbComputer
Protocol
Heart Beat

73IPCPHB

Cisco IOS
XE Release
3.1S

cpnxComputer
Protocol
Network
Executive

72IPCPNX

Cisco IOS
XE Release
3.1S

crtpCombat
Radio
Transport
Protocol

126IPCRTP

Cisco IOS
XE Release
3.1S

crudpCombat
Radio User
Datagram

127IPCRUDP

Cisco IOS
XE Release
3.1S

dccpDatagram
Congestion
Control
Protocol

33IPDCCP

Cisco IOS
XE Release
3.1S

dcn-measDCN
Measurement
Subsystems

19IPDCN-Meas

Cisco IOS
XE Release
3.1S

ddpDatagram
Delivery
Protocol

37IPDDP

Cisco IOS
XE Release
3.1S

ddxD-II Data
Exchange

116IPDDX

Cisco IOS
XE Release
3.1S

dgpDissimilar
Gateway
Protocol

86IPDGP

Cisco IOS
XE Release
3.1S

dsrDynamic
Source
Routing
Protocol

48IPDSR
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.1S

egpExterior
Gateway
Protocol

8IPEGP

Cisco IOS
XE Release
3.1S

eigrpEnhanced
Interior
Gateway
Routing
Protocol

88IPEIGRP

Cisco IOS
XE Release
3.1S

emconEMCON14IPEMCON

15.1(3)TencapEncapsulation
Header

98IPEncap

Cisco IOS
XE Release
3.1S

etheripEthernet-within-IP
Encapsulation

97IPEtherIP

Cisco IOS
XE Release
3.1S

fcFibre
Channel

133IPFC

Cisco IOS
XE Release
3.1S

fireFIRE125IPFIRE

Cisco IOS
XE Release
3.1S

ggpGateway-to-Gateway3IPGGP

Cisco IOS
XE Release
3.1S

gmtpGMTP100IPGMTP

Cisco IOS
XE Release
3.1S

greGeneral
Routing
Encapsulation

47IPGRE

Cisco IOS
XE Release
3.1S

hipHost Identity
Protocol

139IPHIP

Cisco IOS
XE Release
3.1S

hmpHost
Monitoring

20IPHMP
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.1S

hopoptIPv6
Hop-by-Hop
Option

0IPHopOpt

Cisco IOS
XE Release
3.3S

icqI seek you
Instant
Messaging
Protocol

80, HeuristicTCPICQ

Cisco IOS
XE Release
3.1S

iatpInteractive
Agent
Transfer
Protocol

117IPIATP

Cisco IOS
XE Release
3.1S

icmpInternet
Control
Message

1IPICMP

Cisco IOS
XE Release
3.1S

idprInter-Domain
Policy
Routing
Protocol

35IPIDPR

Cisco IOS
XE Release
3.1S

idpr-cmtpIDPR
Control
Message
Transport
Protocol

38IPIDPR-CMTP

Cisco IOS
XE Release
3.1S

idrpInter-Domain
Routing
Protocol

45IPIDRP

Cisco IOS
XE Release
3.1S

ifmpIpsilon Flow
Management
Protocol

101IPIFMP

Cisco IOS
XE Release
3.1S

igrpCisco
interior
gateway

9IPIGRP

Cisco IOS
XE Release
3.1S

ilIL Transport
Protocol

40IPIL
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.1S

i-nlspIntegrated
Net Layer
Security
TUBA

52IPI-NLSP

Cisco IOS
XE Release
3.1S

ipcompIP Payload
Compression
Protocol

108IPIMPCOMP

Cisco IOS
XE Release
3.1S

ipcvInternet
Packet Core
Utility

71IPIPCU

Cisco IOS
XE Release
3.1S

ipinipIP in IP4IPIPinIP

Cisco IOS
XE Release
3.1S

ipipIP-within-IP
Encapsulation
Protocol

94IPIPIP

Cisco IOS
XE Release
3.1S

ipltIPLT129IPIPLT

Cisco IOS
XE Release
3.1S

ippcInternet
Pluribus
Packet Core

67IPIPPC

Cisco IOS
XE Release
3.1S

ipv6-fragFragment
Header for
IPv6

44IPIPv6-Frag

Cisco IOS
XE Release
3.1S

ipv6-icmpICMP for
IPv6

58IPIPv6-ICMP

Cisco IOS
XE Release
3.1S

ipv6inipIpv6
encapsulated

41IPIPv6INIP

Cisco IOS
XE Release
3.1S

ipv6-nonxtNo Next
Header for
IPv6

59IPIPv6-NONXT

Cisco IOS
XE Release
3.1S

ipv6-optsDestination
Options for
IPv6

60IPIPv6-Opts
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.1S

ipv6-routeRouting
Header for
IPv6

43IPIPv6-Route

Cisco IOS
XE Release
3.1S

irtpInternet
Reliable
Transaction

28IPIRTP

Cisco IOS
XE Release
3.1S

isisISIS over
IPv4

124IPISIS

Cisco IOS
XE Release
3.1S

iso-tp4ISO
Transport
Protocol
Class 4

29IPISO-TP4

Cisco IOS
XE Release
3.1S

ixp-in-ipIPX in IP111IPIXP-in-IP

Cisco IOS
XE Release
3.1S

larpLocus
Address
Resolution
Protocol

91IPLARP

Cisco IOS
XE Release
3.1S

leaf-1Leaf-125IPLeaf-1

Cisco IOS
XE Release
3.2S

6to4 IPv6
Tunneled

6to4 IPv6
Tunneled

--L3 Protocol6to4 IPv6
Tunneled

Cisco IOS
XE Release
3.2S

AYIYA IPv6
Tunneled

IPv6
Tunneled
based on
AYIYA
traffic

5072UDPAYIYA IPv6
Tunneled

Cisco IOS
XE Release
3.2S

BabelGumBabelGum80 +
Heuristic

TCP, UDPBabelGum

Cisco IOS
XE Release
3.2S

BaiduMovieBaiduMovie80 +
Heuristic

TCP, UDPBaiduMovie
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.2S

dhcpDynamic
Host
Configuration
Protocol

67,68UDPDHCP

Cisco IOS
XE Release
3.2S

DHTDistributed
sloppy Hash
Table
Protocol

HeuristicUDPDHT

Cisco IOS
XE Release
3.2S

filetopiaFiletopia
P2P file
sharing

HeuristicTCPFiletopia

Cisco IOS
XE Release
3.3S

fring-voipFring VoIPHeuristicUDPFring-VoIP

Cisco IOS
XE Release
3.2S

GoogleEarthGoogleEarth80 +
Heuristic

TCPGoogleEarth

Cisco IOS
XE Release
3.2S

guruguruGuruguruHeuristicTCPGuruguru

Cisco IOS
XE Release
3.2S

imapInternetMail
Access
Protocol

143,220TCPIMAP

Cisco IOS
XE Release
3.2S

IRCIRC80 +
Heuristic

TCPIRC

Cisco IOS
XE Release
3.2S

ISATAP
IPv6
Tunneled

Intra-Site
Automatic
Tunnel
Addressing
Protocol
(ISATAP)
IPv6
Tunneled

L3 ProtocolISATAP
IPv6
Tunneled

Cisco IOS
XE Release
3.2S

iTunesiTunes80 +
Heuristic

TCPiTunes
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.3S

kuroKuroHeuristicTCPKuro

Cisco IOS
XE Release
3.2S

manolitoManolito
P2P music
sharing
protocol

TCP -
Heuristic
port, UDP -
41170

TCP, UDPManolito

Cisco IOS
XE Release
3.2S

MapleStoryMaple Story
Gaming
Protocol

HeuristicTCPMapleStory

Cisco IOS
XE Release
3.2S

sipSession
Initiation
Protocol

TCP/UDP -
5060 +
Heuristic

TCP, UDPSIP

12.2(18)ZYA1
12.3(7)T
Cisco IOS
XE Release
3.2S

MGCPMedia
Gateway
Control
Protocol

UDP
2427/2727 -
TCP
2427/2428/2727
+ Heuristic

TCP, UDPMGCP

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
3.3S

microsoftdsMicrosoft-ds445TCP, UDPMicrosoft-DS

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
3.3S

msn-messengerMSN
Messenger

1080,1863,
80, Hueristic

TCPMSN
Messenger

Cisco IOS
XE Release
3.2S

MyJabber
File Transfer

MyJabber
File Transfer

HeuristicTCPMyJabber
File Transfer

Cisco IOS
XE Release
3.2S

napsterNapster80 +
Heuristic

TCPNapster
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

12.0(5)XE2
12.1(1)E
12.1(5)T
12.2(18)ZYA1

netshowNetshow1755 +
Heuristic

TCPNetshow

Cisco IOS
XE Release
3.2S

NNTPNetwork
News
Transfer
Protocol

TCP - 119 +
Heuristic,
UDP -119

TCPNNTP

Cisco IOS
XE Release
3.2S

NTPNetwork
Time
Protocol

123UDPNTP

Cisco IOS
XE Release
3.2S

PandoPandoTCP - 80 +
Heuristic,
UDP -
Heuristic

TCP,UDPPando

Cisco IOS
XE Release
3.2S

POCOPOCO
File-Sharing
Application

HeuristicTCP, UDPPOCO

Cisco IOS
XE Release
3.2S

POP3POP3110,
Heuristic

TCPPOP3

Cisco IOS
XE Release
3.2S

pptpPoint-to-Point
Tunneling
Protocol

1723TCPPPTP

Cisco IOS
XE Release
3.3S

radiusRemote
Authentication
Dial In User
Service
protocol

1812, 1813UDPRADIUS
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.3S

skinnySkinny Call
Control
Protocol

2000-2002TCPSCCP/Skinny

Cisco IOS
XE Release
3.2S

soribadaSoribada,
Korean P2P
music
sharing
Protocol

TCP - 80 +
Heuristic,
UDP -
Heuristic

TCPSoribada

Cisco IOS
XE Release
3.3S

soulseekSoulSeek
internet
download
manager
Protocol

HeuristicTCPSoulseek

Cisco IOS
XE Release
3.2S

TeamSpeakTeamSpeak
internet
based
voice-conferencing
Protocol

HeuristicUDPTeamSpeak

12.2(18)ZYA2telepresence-mediaCisco
TelePresence
System

Dynamically
assigned

TCP/UDPTelePresence

Cisco IOS
XE Release
3.2S

telepresence-controlTelepresence-controlTCP- 5060,
UDP-
Heuristic

TCP,UDPTelepresence-control

Cisco IOS
XE Release
3.2S

teredo-ipv6-tunneledTeredo IPv6
Tunneled

TCP-
Heuristic,
UDP - 3544
+ Heuristic

TCP,UDPTeredo IPv6
Tunneled

Cisco IOS
XE Release
3.2S

tftpTrivial File
Transfer
Protocol

69UDPTFTP

Cisco IOS
XE Release
3.2S

TomatoPangTomatoPang
P2P Sharing
Protocol

HeuristicTCPTomatoPang

Cisco IOS
XE Release
3.2S

tunnel-httpHTTP
Tunneling

80 +
Heuristic

TCPTunnel-HTTP
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Cisco IOS XE
Release

SyntaxDescriptionWKP/IP
Protocol

TypeProtocolCategory

Cisco IOS
XE Release
3.2S

VentriloVentrilo
VoIP
Protocol

HeuristicTCP, UDPVentrilo

Cisco IOS
XE Release
3.3S

wasteWasteHeuristicTCP/UDPWaste

Cisco IOS
XE Release
3.2S

WebThunderWebThunder
Peer-to-Peer
File Sharing

TCP-80,
UDP-Heuristic

TCP, UDPWebThunder

12.2(18)ZYA
12.2(18)ZYA1
Cisco IOS
XE Release
3.3S

yahoo-messengerYahoo
Messenger

TCP-5050/5101/1080/119/80
/Heuristic

TCPYahoo-Messenger

Cisco IOS
XE Release
3.3S

yahoo-voip-messengerYahoo
Messenger
VoIP

HeuristicTCP/UDPYahoo-Messenger-
VoIP

Cisco IOS
XE Release
3.4S

yahoo-voip-over-sipYahoo VoIP
over SIP

5060/HeuristicTCP/UDPYahoo VoIP
over SIP

1 For Release 12.2(18)ZYA and Cisco IOS XE Release 2.5 Cisco supports Exchange 03 and 07 only. MS client access is recognized, but web client access is
not recognized.

2 In Release 12.3(4)T, the NBAR Extended Inspection for HTTP Traffic feature was introduced. This feature allows NBAR to scan TCP ports that are not well
known and to identify HTTP traffic that is traversing these ports. For Cisco IOS XE Release 2.1, classification of HTTP traffic by URL or hostname is not
supported. Cisco IOS XE Release 2.5 supports classification of HTTP traffic by URL or hostname.

3 Skype was introduced in Cisco IOS Release 12.4(4)T. As a result of this introduction, Skype is native in (included with) the Cisco IOS software and uses the
NBAR infrastructure new to Cisco IOS Release 12.4(4)T. Cisco software supports Skype 1.0, 2.5, and 3.0. For Cisco IOS XE Release 2.1, Skype is supported
in the TCP type only. Note that certain hardware platforms do not support Skype. For instance, Skype is not supported on the Catalyst 6500 series switch that
is equipped with a Supervisor/PISA engine. Cisco IOS XE Release 2.5 supports Skype in the TCP and UDP type.

4 For Release 12.2(18)ZYA, access to YouTube via HTTP only is recognized.
5 BitTorrent classifies only unencrypted traffic.
6 eDonkey classifies only unencrypted traffic.
7 For Release 12.2(18)ZYA, only SIP and Skinny telephone connections (cisco-phone traffic connections) are recognized. H.323 telephone connections are not

recognized.
8 AOL-Protocol classifies traffic shared between ICQ and AOL clients.

Custom Protocols Created with the ip nbar custom Command

The variable-field-name argumentis used in conjunction with the variablefield-namefield-length options that
are entered when you create a custom protocol using the ipnbarcustomcommand. The variable option allows
NBAR to match traffic on the basis of a specific value of a custom protocol. For instance, if
ipnbarcustomftdd125variablescid2tcprange50015005 is entered to create a custom protocol, and then a
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class map using thematchprotocolftddscid804is created, the created class map will match all traffic that has
the value “804” at byte 125 entering or leaving TCP ports 5001 to 5000.

Up to 24 variable values per custom protocol can be expressed in class maps. For instance, in the following
configuration, 4 variables are used and 20 more “scid” values could be used.

Router(config)# ip nbar custom ftdd field scid 125 variable 1 tcp range 5001 5005
Router(config)# class-map active-craft
Router(config-cmap)# match protocol ftdd scid 0x15
Router(config-cmap)# match protocol ftdd scid 0x21
Router(config)# class-map passive-craft
Router(config-cmap)# match protocol ftdd scid 0x11
Router(config-cmap)# match protocol ftdd scid 0x22
match protocol Command Restrictions (Catalyst 6500 Series Switches Only)

Policy maps contain traffic classes. Traffic classes contain one or morematch commands that can be used to
match packets (and organize them into groups) on the basis of a protocol type or application. You can create
as many traffic classes as needed.

Cisco IOS Release 12.2(18)ZY includes software intended for use on the Catalyst 6500 series switch that is
equipped with a Supervisor 32/PISA engine. For this release and platform, note the following restrictions for
using policy maps andmatchprotocol commands:

• A single traffic class can be configured to match a maximum of eight protocols or applications.

• Multiple traffic classes can be configured to match a cumulativemaximum of 95 protocols or applications.

Examples The following example configures NBAR to match FTP traffic:

Router(config-cmap)# match protocol ftp
In the following example, custom protocol ftdd is created by using a variable. A class map matching this
custom protocol based on the variable is also created. In this example, class map matchscidinftdd will match
all traffic that has the value “804” at byte 125 entering or leaving TCP ports 5001 to 5005. The variable scid
is 2 bytes in length:

Router(config)# ip nbar custom ftdd 125 variable scid 2 tcp range 5001 5005
Router(config)# class-map matchscidinftdd
Router(config-cmap)# match protocol ftdd scid 804
The following example show the command can also be written using hexadecimal values in the class map as
follows:

Router(config)#
ip nbar custom ftdd 125 variable scid 2 tcp range 5001 5005
Router(config)# class-map matchscidinftdd
Router(config-cmap)# match protocol ftdd scid 0x324
In the following example, the variable keyword is used while you create a custom protocol, and class maps
are configured to classify different values within the variable field into different traffic classes. Specifically,
in the following example, variable scid values 0x15, 0x21, and 0x27 will be classified into class map
active-craft, while scid values 0x11, 0x22, and 0x25 will be classified into class map passive-craft.

Router(config)# ip nbar custom ftdd field scid 125 variable 1 tcp range 5001 5005
Router(config)# class-map active-craft
Router(config-cmap)# match protocol ftdd scid 0x15
Router(config-cmap)# match protocol ftdd scid 0x21
Router(config-cmap)# match protocol ftdd scid 0x27
Router(config)# class-map passive-craft
Router(config-cmap)# match protocol ftdd scid 0x11
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Router(config-cmap)# match protocol ftdd scid 0x22
Router(config-cmap)# match protocol ftdd scid 0x25

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Extends the capability of NBAR Protocol Discovery
to classify and monitor additional static port
applications, or allows NBAR to classify
nonsupported static port traffic.

ip nbar custom
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match protocol citrix
To configure network-based application recognition (NBAR) to match Citrix traffic, use the
matchprotocolcitrix command in class-map configuration mode. To disable NBAR from matching Citrix
traffic, use the no form of this command.

match protocol citrix [app application-name-string] [ica-tag ica-tag-value]

no match protocol citrix [app application-name-string] [ica-tag ica-tag-value]

Syntax Description (Optional) Specifies matching of an application name
string.

app

(Optional) Specifies the string to be used as the
subprotocol parameter.

application-name-string

(Optional) Specifies tagging of Independent
Computing Architecture (ICA) packets.

ica-tag

(Optional) Specifies the priority tag of ICA packets.
Priority tag values can be in the range of 0 to 3.

ica-tag-value

Command Default No match criteria are specified.

Command Modes Class-map configuration

Command History ModificationRelease

This command was introduced.12.1(2)E

This command was integrated into Cisco IOS Release 12.1(5)T.12.1(5)T

This commandwas implemented on Catalyst 6000 family switches without
FlexWAN modules.

12.1(13)E

This command was integrated into Cisco IOS Release 12.2(14)S.12.2(14)S

This command was integrated into Cisco IOS Release 12.2(17a)SX1.12.2(17a)SX1

This command was modified to include the ica-tag keyword and the
ica-tag-value argument.

12.4(2)T

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA
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Usage Guidelines Entering thematchprotocolcitrix commandwithout the app keyword establishes all Citrix traffic as successful
match criteria.

Entering thematchprotocolcitrix commandwith the ica-tag keyword prioritizes Citrix ICA traffic. The priority
tag values can be a number from 0 to 3, with 0 having the highest priority and 3 the lowest.

Examples The following example configures NBAR to match all Citrix traffic:

match protocol citrix
The following example configures NBAR to match Citrix traffic with the application name of packet1:

match protocol citrix app packet1
The following example configures NBAR to give Citrix ICA traffic a priority of 1:

match protocol citrix ica-tag-1
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match protocol fasttrack
To configure network-based application recognition (NBAR) to match FastTrack peer-to-peer traffic, use the
matchprotocolfasttrack command in class-map configuration mode. To disable NBAR from matching
FastTrack traffic, use the no form of this command.

match protocol fasttrack file-transfer "regular-expression"

no match protocol fasttrack file-transfer "regular-expression"

Syntax Description Indicates that a regular expression will be used to
identify specific FastTrack traffic.

file-transfer

Regular expression used to identify specific FastTrack
traffic. For instance, entering “cisco” as the regular
expression would classify the FastTrack traffic
containing the string “cisco” as matches for the traffic
policy.

To specify that all FastTrack traffic be identified by
the traffic class, use “*” as the regular expression.

“ regular-expression ”

Command Default NBAR is not configured to match FastTrack peer-to-peer traffic

Command Modes Class-map configuration

Command History ModificationRelease

This command was introduced.12.1(12c)E

This command became available on Catalyst 6000 family switches without
FlexWAN modules.

12.1(13)E

This command was integrated into Cisco IOS Release 12.2(2)T.12.2(2)T

This command was integrated into Cisco IOS Release 12.2(14)S.12.2(14)S

This command was integrated into Cisco IOS Release 12.2(17a)SX1.12.2(17a)SX1

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

Usage Guidelines To specify that all FastTrack traffic be identified by the traffic class, use “*” as the regular expression.
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Applications that use FastTrack includeKaZaA, Grokster, andMorpheus (although newer versions ofMorpheus
use Gnutella).

Examples The following example configures NBAR to match all FastTrack traffic:

match protocol fasttrack file-transfer “*”
In the following example, all FastTrack files that have the “.mpeg” extension will be classified into class map
nbar:

class-map match-all nbar
match protocol fasttrack file-transfer "*.mpeg"
The following example configures NBAR to match FastTrack traffic that contains the string “cisco”:

match protocol fasttrack file-transfer “*cisco*”
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match protocol gnutella
To configure network-based application recognition (NBAR) to match Gnutella peer-to-peer traffic, use the
matchprotocolgnutella command in class-map configurationmode. To disable NBAR frommatchingGnutella
traffic, use the no form of this command.

match protocol gnutella file-transfer "regular-expression"

no match protocol gnutella file-transfer "regular-expression"

Syntax Description Indicates that a regular expression will be used to
identify specific Gnutella traffic.

file-transfer

The regular expression used to identify specific
Gnutella traffic. For instance, entering “cisco” as the
regular expression would classify the Gnutella traffic
containing the string “cisco” as matches for the traffic
policy.

To specify that all Gnutella traffic be identified by
the traffic class, use “*” as the regular expression.

“ regular-expression ”

Command Default No behavior or values are predefined.

Command Modes Class-map configuration

Command History ModificationRelease

This command was introduced.12.1(12c)E

This command became available on Catalyst 6000 family switches without
FlexWAN modules.

12.1(13)E

This command was integrated into Cisco IOS Release 12.2(2)T.12.2(2)T

This command was integrated into Cisco IOS Release 12.2(14)S.12.2(14)S

This command was integrated into Cisco IOS Release 12.2(17a)SX1.12.2(17a)SX1

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

Usage Guidelines To specify that all Gnutella traffic be identified by the traffic class, use “*” as the regular expression.
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Applications that use Gnutella include the following:

• BearShare

• Gnewtellium

• Gnucleus

• Gtk-Gnutella

• JTella

• LimeWire

• Morpheus

• Mutella

• Phex

• Qtella

• Swapper

• XoloX

• XCache

Examples The following example configures NBAR to match all Gnutella traffic:

match protocol gnutella file-transfer “*”
In the following example, all Gnutella files that have the “.mpeg” extension will be classified into class map
nbar:

class-map match-all nbar
match protocol gnutella file-transfer "*.mpeg"
In the following example, only Gnutella traffic that contains the characters “cisco” is classified:

class-map match-all nbar
match protocol gnutella file-transfer “*cisco*”
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match protocol http
To configure Network-Based Application Recognition (NBAR) to match HTTP traffic by URL, host,
Multipurpose Internet Mail Extension (MIME) type, or fields in HTTP packet headers, use the
matchprotocolhttp command in class-map configuration mode. To disable NBAR from matching HTTP
traffic by URL, host, or MIME type, or fields in HTTP packet headers, use the no form of this command.

match protocol http [url url-string| host hostname-string|mimeMIME-type| c-header-field
c-header-field-string| s-header-field s-header-field-string]

no match protocol http [url url-string| host hostname-string|mimeMIME-type| c-header-field
c-header-field-string| s-header-field s-header-field-string]

match protocol http [content-encoding content-encoding-name-string| from from-address-string| host
hostname-string| location location-name-string|mimeMIME-type| referer referer-address-string| server
server-software-name-string| url url-string| user-agent user-agent-software-name-string]

no match protocol http [content-encoding content-encoding-name-string| from from-address-string| host
hostname-string| location location-name-string|mimeMIME-type| referer referer-address-string| server
server-software-name-string| url url-string| user-agent user-agent-software-name-string]

Syntax Description (Optional) Specifies matching by a URL.url

(Optional) User-specified URL of HTTP traffic to be
matched.

url-string

(Optional) Specifies matching by a hostname.host

(Optional) User-specified hostname to be matched.hostname-string

(Optional) Specifies matching by aMIME text string.mime

(Optional) User-specified MIME text string to be
matched.

MIME-type

(Optional) Specifies matching by a string in the
header field in HTTP client messages.

HTTP clientmessages are often calledHTTP
request messages.

Note

c-header-field

(Optional) User-specified text string within the HTTP
client message (HTTP request message) to be
matched.

c-header-field-string

(Optional) Specifies matching by a string in the
header field in the HTTP server messages

HTTP server messages are often called
HTTP response messages.

Note

s-header-field
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(Optional) User-specified text within the HTTP server
message (HTTP response message) to be matched.

s-header-field-string

Cisco IOS 15.1(2)T and Later Releases and Catalyst
6500 Series Switch Equipped with the Supervisor
32/PISA Engine

(Optional) Specifies matching by the encoding
mechanism used to package the entity body.

content-encoding

(Optional) User-specified content-encoding name.content-encoding-name-string

(Optional) Specifies matching by the e-mail address
of the person controlling the user agent.

from

(Optional) User-specified e-mail address.from-address-string

(Optional) Specifies matching by the exact location
of the resource from request.

location

(Optional) User-specified location of the resource.location-name-string

(Optional) Specifies matching by the address from
which the resource request was obtained.

referer

(Optional) User-specified address of the referer
resource.

referer-address-name-string

(Optional) Specifies matching by the software used
by the origin server handling the request.

server

(Optional) User-specified software name.server-software-name-string

(Optional) Specifies matching by the software used
by the agent sending the request.

user-agent

(Optional) User-specified name of the software used
by the agent sending the request.

user-agent-software-name-string

Command Default NBAR does not match HTTP traffic by URL, host, MIME type, or fields in HTTP packet headers.

Command Modes Class-map configuration (config-cmap)

Command History ModificationRelease

This command was introduced.12.0(5)XE2
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ModificationRelease

This command was integrated into Cisco IOS Release 12.1(1)E.12.1(1)E

This command was modified to include the hostname-string argument.12.1(2)E

This command was integrated into Cisco IOS Release 12.1(5)T.12.1(5)T

This command became available on Catalyst 6000 family switches without
FlexWAN modules.

12.1(13)E

This command was integrated into Cisco IOS Release 12.2(14)S.12.2(14)S

This command was integrated into Cisco IOS Release 12.2(17a)SX1.12.2(17a)SX1

This command was integrated into Cisco IOS Release 12.3(4)T, and the NBAR
Extended Inspection for HTTP Traffic feature was introduced. This feature allows
NBAR to scan TCP ports that are not well known and to identify HTTP traffic
traversing these ports.

12.3(4)T

The command was integrated into Cisco IOS Release 12.4(2)T and was modified
to include the c-header-fieldc-header-field-string and
s-header-fields-header-field-string keywords and arguments.

12.4(2)T

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(18)ZY2, and support
was provided for the Catalyst 6500 series switch that is equipped with the
Supervisor 32/PISA engine.

For this Cisco IOS release and this platform, the
c-header-fieldc-header-field-string and
s-header-fields-header-field-string keywords and arguments are not
available. To achieve the same functionality, use the individual keywords
and arguments as shown in the syntax for the Catalyst 6500 series switch.

Note

12.2(18)ZY2

This command was modified. Support for the c-header-fieldc-header-field-string
and s-header-fields-header-field-string keywords and arguments was removed.
The content-encoding, from, location, referrer, and user-agent keywords and
respective arguments were added.

15.1(2)T

This command was integrated into Cisco IOS XE Release 3.1S.Cisco IOS XE Release
3.1S

Usage Guidelines Classification of HTTP Traffic by Host, URL, or MIME

In Cisco IOS Release 12.3(4)T, the NBAR Extended Inspection for HTTP Traffic feature was introduced.
This feature allows NBAR to scan TCP ports that are not well-known and that identify HTTP traffic traversing
these ports. This feature is enabled automatically when a service policy containing thematchprotocolhttp
command is attached to an interface.
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When matching by MIME type, the MIME type can contain any user-specified text string. See the following
web page for the IANA-registered MIME types:

http://www.iana.org/assignments/media-types/

Whenmatching byMIME type, NBARmatches a packet containing theMIME type and all subsequent packets
until the next HTTP transaction.

When matching by host, NBAR performs a regular expression match on the host field contents inside the
HTTP packet and classifies all packets from that host.

HTTP client request matching supports GET, PUT, HEAD, POST, DELETE, OPTIONS, CONNECT, and
TRACE.Whenmatching byURL, NBAR recognizes the HTTP packets containing the URL and thenmatches
all packets that are part of the HTTP request. When specifying a URL for classification, include only the
portion of the URL that follows the www.hostname .domain in thematch statement. For example, for the
URL www.cisco.com/latest/whatsnew.html, include only /latest/whatsnew.html with thematch statement
(for instance,matchprotocolhttpurl/latest/whatsnew.html).

For Cisco IOS Release 12.2(18)ZY2 (and later releases) on the Cisco Catalyst 6500 series switch that is
equipped with a Supervisor 32/PISA, up to 56 parameters or subclassifications per protocol per router can
be specified with thematchprotocolhttp command. These parameters or subclassifications can be a
combination of any of the available match choices, such as host matches, MIMEmatches, server matches,
and URL matches. For other Cisco IOS releases and platforms, the maximum is 24 parameters or
subclassifications per protocol per router.

Note

To match the www.anydomain .com portion, use the hostname matching feature. The parameter specification
strings can take the form of a regular expression with the following options.

DescriptionOption

Match any zero or more characters in this position.

Match any one character in this position.

Match one of a choice of characters.

Match one of a choice of characters in a range. For
example cisco.(gif | jpg) matches either cisco.gif or
cisco.jpg.

(|)

Match any character in the range specified, or one of
the special characters. For example, [0-9] is all of the
digits. [*] is the “*” character and [[] is the “[”
character.

[ ]

Classification of HTTP Header Fields

In Cisco IOS Release 12.3(11)T, NBAR introduced expanded ability for users to classify HTTP traffic using
information in the HTTP Header Fields.

HTTP works using a client/server model: HTTP clients open connections by sending a request message to an
HTTP server. The HTTP server then returns a response message to the HTTP client (this response message
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is typically the resource requested in the request message from the HTTP client). After delivering the response,
the HTTP server closes the connection and the transaction is complete.

HTTP header fields are used to provide information about HTTP request and response messages. HTTP has
numerous header fields. For additional information on HTTP headers, see section 14 of RFC 2616: Hypertext
Transfer Protocol--HTTP/1.1. This document can be read at the following URL:

http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html

For request messages (client to server), the following HTTP header fields can be identified by using NBAR:

• User-Agent

• Referer

For response messages (server to client), the following header fields can be identified by using NBAR:

• Server

• Location

• Content-Encoding

• Content-Base

Use of the Content-Base field has not been implemented by the HTTP community. (See RFC 2616 for
details.) Therefore, the Content-Base field is not identified by NBAR on the Catalyst 6500 series switch
that is equipped with a Supervisor 32/PISA engine.

Note

Within NBAR, thematchprotocolhttpc-header-field command is used to specify request messages (the “c”
in the c-header-field portion of the command is for client). Thematchprotocolhttps-header-field command
is used to specify response messages (the “s” in the s-header-fieldportion of the command is for server).

It is important to note that combinations of URL, host, MIME type, and HTTP headers can be used during
NBAR configuration. These combinations provide customers with more flexibility to classify specific HTTP
traffic based on their network requirements.

For Cisco IOS Release 12.2(18)ZY2 and later releases on the Cisco Catalyst 6500 series switch that is
equipped with a Supervisor 32/PISA, and for Cisco IOS Release 15.1(2)T and later releases, the
c-header-field and s-header-field keywords and associated arguments in thematchprotocolhttp command
are not available.

Note

Examples The following example classifies, within class map class1, HTTP packets based on any URL containing the
string whatsnew/latest followed by zero or more characters:

class-map class1
match protocol http url whatsnew/latest*
The following example classifies, within class map class2, packets based on any hostname containing the
string cisco followed by zero or more characters:

class-map class2
match protocol http host cisco*
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The following example classifies, within class map class3, packets based on the JPEG MIME type:

class-map class3
match protocol http mime “*jpeg”
In the following example, any response message that contains “ gzip” in the Content-Base (if available),
Content-Encoding, Location, or Server header fields will be classified by NBAR. Typically, the term “gzip”
would be found in the Content-Encoding header field of the response message.

class-map class4
match protocol http s-header-field “gzip”
In the following example, HTTP header fields are combined with a URL to classify traffic. In this example,
traffic with a User-Agent field of “CERN-LineMode/3.0” and a Server field of “CERN/3.0”, along with URL
“www.cisco.com/routers”, will be classified using NBAR.

class-map match-all c-http
match protocol http c-header-field “CERN-LineMode/3.0”
match protocol http s-header-field “CERN/3.0”
match protocol http url “www.cisco.com/routers”

Examples In the following two examples, the individual keywords and associated arguments are used to specify traffic
(instead of the c-header-field and the s-header-field keywords).

In the first example, theuser-agent, referrer, and from keywords are specified. In the second example, the
server, location, content-encoding keywords are specified.

class-map match-all test1
match protocol http user-agent Mozilla
match protocol http referrer *10.0.10.50”
match protocol http from *example.com”
class-map match-all test2
match protocol http server Apache
match protocol http location *example.com”
match protocol http content-encoding compress
match protocol http match protocol http content-base *exmaple.com”

Related Commands DescriptionCommand

Displays the statistics gathered by the NBARProtocol
Discovery feature.

show ip nbar protocol-discovery

   Cisco IOS Quality of Service Solutions Command Reference
218

match access-group through mls ip pbr
match protocol http



match protocol pppoe-discovery
To match and classify PPP over Ethernet (PPPoE) control-plane packets that are sent to the control plane, use
thematch protocol pppoe-discovery command in QoS class-map configuration mode. To remove this match
criterion, use the no form of this command.

match protocol pppoe-discovery

no match protocol pppoe-discovery

Syntax Description This command has no arguments or keywords.

Command Default PPPoE control packets sent to the control plane are not matched or classified.

Command Modes QoS class-map configuration (config-cmap)

Command History ModificationRelease

This command was introduced on Cisco ASR 1000 Series
Aggregation Routers.

Cisco IOS XE Release 2.3

Usage Guidelines Thematch pppoe-discovery command is associated with control-plane-related features such as Control Plane
Policing (CoPP).

When used in a class map, thematch protocol pppoe-discovery command can classify either ingress PPPoE
control-plane packets or egress PPPoE control-plane packets and include them in a specified traffic class.
That class can then be configured in a policy map and can receive the desired quality of service (QoS) feature
(such as traffic policing).

With CSCts20715, thematch protocol pppoe-discovery command matches PPPoE Active Discovery
Initiation (PADI) packets received over Automatic Virtual Circuits (AutoVC) configured on an ATM
subinterface. Each ATM cell of PADI packets is punted as a separate packet and is counted towards the
PPPOE_DISCOVERY packet count.

Note

Examples The following is an example of thematch protocol pppoe-discovery command configured in a class-map
called copplass-pppoe-discovery. PPPoE control-plane traffic identified as meeting the match criterion is
placed in a class called coppclass-pppoe-discovery.

The coppclass-pppoe-discovery class is then configured in a policy map called copp-policy-pppoe-discovery,
and the QoS traffic policing feature is applied using the police command.

Router> enable
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Router# configure terminal
Router(config)# class-map match-all coppclass-pppoe-discovery
Router(config-cmap)# match protocol pppoe-discovery
Router(config-cmap)# exit
Router(config)# policy-map copp-policy-pppoe-discovery
Router(config-pmap)# class coppclass-pppoe-discovery
Router(config-pmap-c)# police rate 8000 bps conform-action transmit exceed-action drop
Router(config-pmap-c-police)# end

Related Commands DescriptionCommand

Enters control-plane configuration mode, which
allows users to associate or modify attributes or
parameters (such as a service policy) that are
associated with the control plane of the device.

control-plane

Configures the match criterion for a class map on the
basis of the specified protocol.

match protocol

Configures traffic policing for traffic that is destined
for the control plane.

police rate

Displays the configuration and statistics for a traffic
class or all traffic classes in the policy maps attached
to the control plane for aggregate or distributed
control-plane services.

show policy-map control-plane

Displays information about currently active PPPoE
sessions.

show pppoe session
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match protocol rtp
To configure network-based application recognition (NBAR) to match Real-Time Transfer Protocol (RTP)
traffic, use thematchprotocolrtp command in class-map configurationmode. To disable NBAR frommatching
RTP traffic, use the no form of this command.

match protocol rtp [audio| video| payload-type payload-string]

no match protocol rtp [audio| video| payload-type payload-string]

Syntax Description (Optional) Specifies matching by audio payload-type
values in the range of 0 to 23. These payload-type
values are reserved for audio traffic.

audio

(Optional) Specifies matching by video payload-type
values in the range of 24 to 33. These payload-type
values are reserved for video traffic.

video

(Optional) Specifies matching by a specific
payload-type value, providing more granularity than
is available with the audio or video keywords.

payload-type

(Optional) User-specified string that contains the
specific payload-type values.

A payload-string argument can contain commas to
separate payload-type values and hyphens to indicate
a range of payload-type values. A payload-string
argument can be specified in hexadecimal (prepend
0x to the value) and binary (prepend b to the value)
notation in addition to standard number values.

payload-string

Command Default No match criteria are specified.

Command Modes Class-map configuration

Command History ModificationRelease

This command was introduced.12.2(8)T

This command was integrated into Cisco IOS Release 12.1(11b)E.12.1(11b)E

This commandwas implemented on Catalyst 6000 family switches without
FlexWAN modules.

12.1(13)E
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ModificationRelease

This command was integrated into Cisco IOS Release 12.2(14)S.12.2(14)S

This command was integrated into Cisco IOS Release 12.2(17a)SX1.12.2(17a)SX1

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

Usage Guidelines Entering thematchprotocolrtp command without any other keywords establishes all RTP traffic as successful
match criteria.

RTP is a packet format for multimedia data streams. It can be used for media-on-demand as well as interactive
services such as Internet telephony. RTP consists of a data and a control part. The control part is called
Real-Time Transport Control Protocol (RTCP). It is important to note that the NBAR RTP Payload
Classification feature does not identify RTCP packets and that RTCP packets run on odd-numbered ports
while RTP packets run on even-numbered ports.

The payload type field of an RTP packet identifies the format of the RTP payload and is represented by a
number. NBAR matches RTP traffic on the basis of this field in the RTP packet. A working knowledge of
RTP and RTP payload types is helpful if you want to configure NBAR to match RTP traffic. For more
information about RTP and RTP payload types, refer to RFC 1889, RTP: A Transport Protocol for Real-Time
Applications.

Examples The following example configures NBAR to match all RTP traffic:

class-map class1
match protocol rtp
The following example configures NBAR to match RTP traffic with the payload-types 0, 1, 4, 5, 6, 7, 8, 9,
10, 11, 12, 13, 14, 15, 16, 17, 18, and 64:

class-map class2
match protocol rtp payload-type "0, 1, 4-0x10, 10001b-10010b, 64"
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match qos-group
To identify a specific quality of service (QoS) group value as a match criterion, use the
matchqos-groupcommand in class-map configuration or policy inline configuration mode. To remove a
specific QoS group value from a class map, use the no form of this command.

match qos-group qos-group-value

no match qos-group qos-group-value

Syntax Description The exact value from 0 to 99 used to identify a QoS
group value.

qos-group-value

Command Default No match criterion is specified.

Command Modes Class-map configuration (config-cmap) Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.11.1CC

This command was integrated into Cisco IOS Release 12.0(5)XE.12.0(5)XE

This command was integrated into Cisco IOS Release 12.2(13)T.12.2(13)T

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(31)SB and
implemented on the Cisco 10000 series routers.

12.2(31)SB

This command is supported in the Cisco IOS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.2SX

This commandwas integrated into Cisco IOSXERelease 2.1 and implemented
on Cisco ASR 1000 Series Routers.

Cisco IOS XE Release 2.1

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
PerformanceMonitor. Support was added for policy inline configurationmode.

15.1(3)T

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE
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Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.

Thematchqos-group command is used by the class map to identify a specific QoS group value marking on
a packet. This command can also be used to convey the received Multiprotocol Label Switching (MPLS)
experimental (EXP) field value to the output interface.

The qos-group-value argument is used as a marking only. The QoS group values have no mathematical
significance. For instance, the qos-group-value of 2 is not greater than 1. The value simply indicates that a
packet marked with the qos-group-value of 2 is different than a packet marked with the qos-group-value of
1. The treatment of these packets is defined by the user through the setting of QoS policies in QoS policy-map
class configuration mode.

The QoS group value is local to the router, meaning that the QoS group value that is marked on a packet does
not leave the router when the packet leaves the router. If you need a marking that resides in the packet, use
IP precedence setting, IP differentiated services code point (DSCP) setting, or another method of packet
marking.

This command can be used with the random-detectdiscard-class-basedcommand.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policytypeperformance-monitorinlinecommand.

Examples The following example shows how to configure the service policy named priority50 and attach service policy
priority50 to an interface. In this example, the class map named qosgroup5 will evaluate all packets entering
Fast Ethernet interface 1/0/0 for a QoS group value of 5. If the incoming packet has been marked with the
QoS group value of 5, the packet will be treated with a priority level of 50.

Router(config)#

class-map qosgroup5
Router(config-cmap)
#
match qos-group 5
Router(config)#

exit
Router(config)#

policy-map priority50
Router(config-pmap)#

class qosgroup5
Router(config-pmap-c)#

priority 50
Router(config-pmap-c)#

exit
Router(config-pmap)#

exit
Router(config)#

interface fastethernet1/0/0
Router(config-if)#

service-policy output priority50
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Examples The following example shows how to use the policy inline configuration mode to configure a service policy
for Performance Monitor. The policy specifies that packets traversing Ethernet interface 0/0 that match the
criteria of a QoS value of 4 will be monitored based on the parameters specified in the flow monitor
configuration namedfm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match qosgroup 4
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# exit

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor

Creates or modifies a policy map that can be attached
to one or more interfaces to specify a service policy.

policy-map

Bases WRED on the discard class value of a packet.random-detect discard-class-based

Attaches a policy map to an input interface or VC, or
an output interface or VC, to be used as the service
policy for that interface or VC.

service-policy

Specifies an IP precedence value for packets within
a traffic class.

set precedence

Sets a group ID that can be used later to classify
packets.

set qos-group
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match source-address mac
To use the sourceMAC address as a match criterion, use thematchsource-addressmaccommand in class-map
configuration or policy inline configuration mode. To remove a previously specified source MAC address as
a match criterion, use the noform of this command.

match source-address mac address-source

no match source-address mac address-source

Syntax Description The source sourceMAC address to be used as amatch
criterion.

address-source

Command Default No match criterion is configured.

Command Modes Class-map configuration (config-cmap) Policy inline configuration (config-if-spolicy-inline)

Command History ModificationRelease

This command was introduced.12.0(5)XE

This command was integrated into Cisco IOS Release 12.1(1)E.12.1(1)E

This command was integrated into Cisco IOS Release 12.1(5)T.12.1(5)T

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was integrated into Cisco IOS Release 12.2(31)SB and
implemented on the Cisco 10000 series.

12.2(31)SB

This command is supported in the Cisco IOS Release 12.2SX train. Support in
a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

12.2SX

This command was integrated into Cisco IOS Release 15.1(3)T for Cisco
PerformanceMonitor. Support was added for policy inline configuration mode.

15.1(3)T

This command was integrated into Cisco IOS Release 12.2(58)SE for Cisco
Performance Monitor.

12.2(58)SE

Usage Guidelines This command can be used with both Flexible NetFlow and PerformanceMonitor. These products use different
commands to enter the configuration mode in which you issue this command.
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This command can be used only on an input interface with a MAC address; for example, Fast Ethernet and
Ethernet interfaces.

This command cannot be used on output interfaces with no MAC address, such as serial and ATM interfaces.

Cisco Performance Monitor in Cisco IOS Release 15.1(3)T and 12.2(58)SE

You must first enter the service-policytypeperformance-monitorinlinecommand.

Examples The following example uses the MAC address mac 0.0.0 as a match criterion:

Router(config)# class-map matchsrcmac
Router(config-cmap)
#
match source-address mac 0.0.0

Examples The following example shows how to use the policy inline configuration mode to configure a service policy
for Performance Monitor. The policy specifies that packets traversing Ethernet interface 0/0 that match the
specified MAC source address will be monitored based on the parameters specified in the flow monitor
configuration namedfm-2:

Router(config)# interface ethernet 0/0
Router(config-if)# service-policy type performance-monitor inline input
Router(config-if-spolicy-inline)# match source-address mac 0.0.0
Router(config-if-spolicy-inline)# flow monitor fm-2
Router(config-if-spolicy-inline)# exit

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Associates a Performance Monitor policy with an
interface.

service-policy type performance-monitor
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match start

Effective with Cisco IOS Release 15.2(4)M, thematch start command is not available in Cisco IOS
software.

Note

To configure the match criteria for a class map on the basis of the datagram header (Layer 2 ) or the network
header (Layer 3), use thematch start command in class-map configuration mode. To remove the specified
match criteria, use the no form of this command.

match start {l2-start| l3-start} offset number size number {eq| neq| gt| lt| range range| regex string} {value
[ value2 ]| [ string ]}

no match start {l2-start| l3-start} offset number size number {eq| neq| gt| lt| range range| regex string}
{value [ value2 ]| [ string ]}

Syntax Description Match criterion starts from the datagram header.l2-start

Match criterion starts from the network header.l3-start

Match criterion can be made according to any
aribitrary offset.

offset number

Number of bytes in which to match.size number

Match criteria is met if the packet is equal to the
specified value or mask.

eq

Match criteria is met if the packet is not equal to the
specified value or mask.

neq

(Optional) Can be used when the eq or the neq
keywords are issued.

mask

Match criteria is met if the packet is greater than the
specified value.

gt

Match criteria is met if the packet is less than the
specified value.

lt

Match critera is based upon a lower and upper
boundary protocol field range.

range range

Match critera is based upon a string that is to be
matched.

regex string
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Value for which the packet must be in accordance
with.

value

Command Default No match criteria are configured.

Command Modes Class-map configuration

Command History ModificationRelease

This command was introduced.12.4(4)T

This command was integrated into Cisco IOS Release 12.2(18)ZY on the
Catalyst 6500 series of switches equippedwith the Programmable Intelligent
Services Accelerator (PISA).

12.2(18)ZY

This command was integrated into Cisco IOS XE Release 2.2.Cisco IOS XE 2.2

Usage Guidelines To thematch criteria that is to be used for flexible packet matching, youmust first enter theclass-map command
to specify the name of the class whose match criteria you want to establish. Thereafter, you can enter one of
the following commands:

• match field (which configures the match criteria for a class map on the basis of the fields defined in
the protocol header description files [PHDFs])

• match start (which can be used if a PHDF is not loaded onto the router)

Examples The following example shows how to configure FPM for blaster packets. The class map contains the following
match criteria: TCP port 135, 4444 or UDP port 69; and pattern 0x0030 at 3 bytes from start of IP header.

load protocol disk2:ip.phdf
load protocol disk2:tcp.phdf
load protocol disk2:udp.phdf
class-map type stack match-all ip-tcp
match field ip protocol eq 0x6 next tcp
class-map type stack match-all ip-udp
match field ip protocol eq 0x11 next udp
class-map type access-control match-all blaster1
match field tcp dest-port eq 135
match start 13-start offset 3 size 2 eq 0x0030
class-map type access-control match-all blaster2
match field tcp dest-port eq 4444
match start 13-start offset 3 size 2 eq 0x0030
class-map type access-control match-all blaster3
match field udp dest-port eq 69
match start 13-start offset 3 size 2 eq 0x0030
policy-map type access-control fpm-tcp-policy
class blaster1
drop
class blaster2
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drop
policy-map type access-control fpm-udp-policy
class blaster3
drop
policy-map type access-control fpm-policy
class ip-tcp
service-policy fpm-tcp-policy
class ip-udp
service-policy fpm-udp-policy
interface gigabitEthernet 0/1
service-policy type access-control input fpm-policy

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map

Loads a PHDF onto a router.load protocol

Configures the match criteria for a class map on the
basis of the fields defined in the PHDFs.

match field
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match tag (class-map)
To specify the tag to be matched for a tag type of class map, use thematchtag command in class-map
configuration mode. To delete the tag, use the no form of this command.

match tag tag-name

no match tag tag-name

Syntax Description Name of the tag.tag-name

Command Default No match tags are defined.

Command Modes Class-map configuration

Command History ModificationRelease

This command was introduced.12.4(6)T

Usage Guidelines The access control server (ACS) sends the tag attribute to the network access device (NAD) using the Cisco
attribute-value (AV) pair. (The tag attribute can also be sent to the NAD using the IETF attribute 88.)

Examples The following example shows that the tag to be matched is named “healthy”:

Router(config)# class-map type tag healthy_class
Router(config-cmap)# match tag healthy
Router(config-cmap)# end

Related Commands DescriptionCommand

Creates a class map to be used for matching packets
to a specified class.

class-map
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match vlan (QoS)
To match and classify traffic on the basis of the virtual local-area network (VLAN) identification number,
use thematchvlan command in class-map configuration mode. To remove a previously specified VLAN
identification number as a match criterion, use the no form of this command.

match vlan vlan-id-number

no match vlan vlan-id-number

Syntax Description VLAN identification number, numbers, or range of
numbers. Valid VLAN identification numbers must
be in the range of 1 to 4095.

vlan-id-number

Command Default Traffic is not matched on the basis of the VLAN identification number.

Command Modes Class-map configuration

Command History ModificationRelease

This command was introduced for use on Cisco 10000 series routers only.
.

12.2(31)SB2

This command was modified. Support for this command is no longer
limited to the Cisco 10000 series routers.

15.1(1)T

This command was modifed. Support for this command was introduced
on the Cisco ASR 1000 series routers.

Cisco IOS XE Release 2.1

Usage Guidelines Specifying VLAN Identification Numbers

You can specify a single VLAN identification number, multiple VLAN identification numbers separated by
spaces (for example, 2 5 7), or a range of VLAN identification numbers separated by a hyphen (for example,
25-35).

Support Restrictions

The following restrictions apply to thematchvlan command:

• Thematchvlan command is supported for IEEE 802.1q and Inter-Switch Link (ISL) VLAN
encapsulations only.

• As of Cisco IOS Release 12.2(31)SB2, thematchvlan command is supported on Cisco 10000 series
routers only.
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Examples In the following sample configuration, thematchvlan command is enabled to classify and match traffic on
the basis of a range of VLAN identification numbers. Packets with VLAN identification numbers in the range
of 25 to 50 are placed in the class called class1.

Router> enable
Router# configure terminal
Router(config)# class-map class1
Router(config-cmap)# match vlan 25-50
Router(config-cmap)# end

Typically, the next step would be to configure class1 in a policy map, enable a quality of service (QoS)
feature (for example, class-based weighted fair queueing [CBWFQ]) in the policy map, and attach the
policy map to an interface. To configure a policy map, use the policy-map command. To enable CBWFQ,
use the bandwidth command (or use the command for the QoS feature that you want to enable). To attach
the policy map to an interface, use theservice-policycommand. For more information about classifying
network traffic on the basis of a match criterion, see the “Classification” part of the Cisco IOS Quality of
Service Solutions Configuration Guide , Release 12.4T.

Note

Related Commands DescriptionCommand

Specify or modifies the bandwidth allocated for a
class belonging to a policy map.

bandwidth (policy-map class)

Creates a class map to be used for matching packets
to a specified class.

class-map

Creates or modifies a policy map that can be attached
to one or more interfaces.

policy-map

Attached a policy map to an interface.service-policy
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match vlan inner
To configure a class map to match the innermost VLAN ID in an 802.1q tagged frame, use the
matchvlaninnercommand in ATM interface configuration mode. To remove matching on the innermost
VLAN ID of an 802.1q tagged frame, use the no form of this command.

match vlan inner vlan-ids

no match vlan inner vlan-ids

Syntax Description One or more VLAN IDs to be matched. The valid
range for VLAN IDs is from 1 to 4095, and the list
of VLAN IDs can include one or all of the following:

• Single VLAN IDs, separated by spaces. For
example: 100 200 300

• One or more ranges of VLAN IDs, separated
by spaces. For example: 1-1024 2000-2499

vlan-ids

Command Default Packets are not matched on the basis of incoming dot1q VLAN inner IDs.

Command Modes Class map configuration

Command History ModificationRelease

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

This command was implemented on Cisco 7600 series routers.12.2(18)SXF

Examples The following example creates a class map that matches packets with a VLAN IDs of 100 to 300.

Router(config)#
class-map match-all vlan100
Router(config-cmap)# match vlan inner 100
Router(config-cmap)# exit
Router(config)# class-map match-all vlan200
Router(config-cmap)# match vlan inner 200
Router(config-cmap)# exit
Router(config)# class-map match-all vlan300
Router(config-cmap)# match vlan inner 300
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Related Commands DescriptionCommand

Clears Cisco Express Forwarding (CEF) information
on one or more line cards, but does not clear the CEF
information on the main route processor (RP). This
forces the line cards to synchronize their CEF
information with the information that is on the RP.

clear cef linecard

Identifies a specified QoS group value as a match
criterion.

match qos-group

Sets the trusted state of an interface to determine
which incoming QoS field on a packet, if any, should
be preserved.

mls qos trust

Creates or modifies a policy map that can be attached
to one or more interfaces to specify a service policy.

policy-map

Attaches a policy map to an input interface or VC, or
an output interface or VC, to be used as the service
policy for that interface or VC.

service-policy

Displays the configuration of all classes for a
specified service policy map or all classes for all
existing policy maps.

show policy-map

Displays the configuration of all classes configured
for all service policies on the specified interface or
displays the classes for the service policy for a
specific PVC on the interface.

show policy-map interface

Displays the type and number of policy maps that are
configured on the router.

show platform qos policy-map
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maximum (local policy)
To set the limits for Resource Reservation Protocol (RSVP) resources, use themaximum command in local
policy configuration mode. To delete the limits, use the no form of this command.

maximum [bandwidth [group| single] bandwidth| senders maximum-senders]

no maximum [bandwidth [group| single]| senders]

Syntax Description (Optional) Indicates bandwidth limits for RSVP
reservations.

bandwidth

(Optional) Specifies the amount of bandwidth, in
kbps, that can be requested by all the reservations
covered by a local policy.

group

(Optional) Specifies the maximum bandwidth, in
kbps, that can be requested by any specific RSVP
reservation covered by a local policy.

single

Maximum limit for the requested bandwidth, in kbps.
Range is from 1 to 10000000.

bandwidth

(Optional) Limits the number of RSVP senders
affected by a local policy that can be active at the
same time on a router.

senders

Maximum number of senders the specified policy
allows. Range is from 1 to 50000; the default is 1000.

maximum-senders

Command Default No maximum bandwidth limit is set and no RSVP senders are configured.

Command Modes Local policy configuration (config-rsvp-local-if-policy)

Command History ModificationRelease

This command was introduced.12.0(29)S

This command was modified to apply to RESV messages.12.4(6)T

This command was integrated into Cisco IOS Release 12.2(33)SRB.12.2(33)SRB

This command was integrated into Cisco IOS XE Release 2.6.Cisco IOS XE Release 2.6
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Usage Guidelines As part of the application ID enhancement, themaximumbandwidth command applies to RESV messages.
This change has the following benefits:

• Allows the local policy bandwidth limit to be used by RSVP’s admission control process for both shared
and nonshared reservations. Releases that performed group bandwidth checks on PATHmessages could
not account for bandwidth sharing and, as a result, you had to account for sharing by creating a larger
maximum group bandwidth for the policy.

• Allows a local policy to trigger preemption during the admission control function if there is insufficient
policy bandwidth to meet the needs of an incoming RESV message.

Examples The following example specifies the maximum bandwidth for a group of reservations and for a single
reservation, respectively:

Router> enable
Router# configure terminal
Router(config)# interface fastethernet 1/0
Router(config-if)# ip rsvp policy local identity video
Router(config-rsvp-local-policy)# maximum bandwidth group 500
Router(config-rsvp-local-policy)# maximum bandwidth single 50

Related Commands DescriptionCommand

Determines how to perform authorization on RSVP
requests.

ip rsvp policy local
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maximum bandwidth ingress
To configure the bandwidth parameters for the ingress policy pool, use themaximumbandwidthingress
command in local policy configuration mode or local policy interface configuration mode. To disable the
bandwidth configuration for the ingress policy pool, use the no form of this command.

Command Syntax in Local Policy Configuration Mode

maximum bandwidth ingress {group| single} bandwidth

no maximum bandwidth ingress {group| single}

Command Syntax in Local Policy Interface Configuration Mode

maximum bandwidth ingress {group bandwidth| percent {group| single} percent| single bandwidth}

no maximum bandwidth ingress {group| percent {group| single}| single}

Syntax Description Specifies the maximum ingress bandwidth, in kb/s,
that can be requested by all the reservations covered
by a local policy.

group

Specifies the maximum ingress bandwidth, in kb/s,
that can be requested by any specific RSVP
reservation covered by a local policy.

single

Maximum limit for the requested ingress bandwidth,
in kb/s.

bandwidth

Specifies a percentage of the ingress bandwidth of an
interface as the maximum bandwidth available to a
group of flows or a single flow.

percent {group | single}

Maximum limit for the requested bandwidth, in
percent.

percent

Command Default RSVP is disabled by default; therefore, maximum bandwidth limit is not set.

Command Modes Local policy configuration (config-rsvp-local-policy) Local policy interface configuration
(config-rsvp-local-if-policy)

Command History ModificationRelease

This command was introduced.15.1(3)T
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ModificationRelease

This command was integrated into Cisco IOS Release 15.1(1)S.15.1(1)S

This command was integrated into Cisco IOS Release 15.1(1)SY.15.1(1)SY

Usage Guidelines You can use themaximumbandwidthingresscommand to configure the maximum bandwidth for a given
policy. You can also configure a percentage of the RSVP ingress bandwidth of an interface as the maximum
bandwidth available to a group of flows, or a single flow matching the policy. The percentages of the RSVP
bandwidth to be configured as the maximum bandwidth are not available for global-based RSVP policies,
but are available for interface RSVP policies.

Themaximumbandwidthingresspercent command is mutually exclusive with the
maximumbandwidthingressgroup andmaximumbandwidthingresssingle commands. That is, if you
configure themaximumpercentage of RSVP ingress bandwidth using themaximumbandwidthingresspercent
command, any configurations made using themaximumbandwidthingressgroup and
maximumbandwidthingresssingle commands are removed.

Examples The following example shows how to configure the maximum ingress bandwidth for a group of reservations
and for a single reservation respectively, in a global-based RSVP policy:

Device> enable
Device# configure terminal
Device(config)# ip rsvp policy local identity rsvp-video
Device(config-rsvp-local-policy)# maximum bandwidth ingress group
200
Device(config-rsvp-local-policy)# maximum bandwidth ingress single 100
The following example shows how to configure the maximum percentage of RSVP ingress bandwidth
of an interface for a group of reservations and for a single reservation, respectively:
Device> enable
Device# configure terminal
Device(config)# interface tunnel 0
Device(config-if)# ip rsvp policy local identity rsvp-video
Device(config-rsvp-local-if-policy)# maximum bandwidth ingress percent group 50
Device(config-rsvp-local-if-policy)# maximum bandwidth ingress single 50

Related Commands DescriptionCommand

Displays information about the RSVP ingress
bandwidth configured on interfaces.

show ip rsvp ingress
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maximum bandwidth percent
To configure the percentage of the Resource Reservation Protocol (RSVP) bandwidth of an interface as the
maximum bandwidth available to a group of flows or a single flow, use the
maximumbandiwidthpercentcommand in local policy configuration mode. To disable this configuration,
use the no form of this command.

maximum bandwidth percent {group| single} bandwidth-percentage

no maximum bandwidth percent {group| single}

Syntax Description Specifies the amount of bandwidth, in kb/s, that can
be requested by all the reservations covered by a local
policy.

group

Specifies the maximum bandwidth, in kb/s, that can
be requested by any specific RSVP reservation
covered by a local policy.

single

Maximum limit for the requested bandwidth, in kb/s.bandwidth-percentage

Command Default RSVP is disabled by default; therefore, no percentage bandwidth is set.

Command Modes Local policy configuration (config-rsvp-local-if-policy)

Command History ModificationRelease

This command was introduced.15.1(2)T

Usage Guidelines Themaximumbandwidthpercent command is mutually exclusive with themaximumbandwidthgroup and
maximumbandwidthsingle commands. That is, if you configure the maximum percentage of RSVP using
themaximumbandwidthpercent command, any configurationsmade using themaximumbandwidthgroup
andmaximumbandwidthsingle commands are removed. Themaximumbandwidthpercent command is
not present in the global RSVP policy.

This maximum percentage of RSVP bandwidth configured for a group of flows is used to do RSVP Call
AdmissionControl (CAC) for the flowsmatchingwith the policy. Themaximumbandiwidthpercent command
allows oversubscription. That is, you can configure more than 100 percent of the RSVP bandwidth as the
maximum bandwidth for group reservations or as the maximum bandwidth for a single reservation.
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Examples The following example shows how to conifgure the maximum percentage of RSVP bandwidth of an interface
for a group of reservations and for a single reservation, respectively:

Router> enable
Router# configure terminal
Router(config)# interface fastethernet 1/0
Router(config-if)# ip rsvp policy local identity video
Router(config-rsvp-local-policy)# maximum bandwidth percent group 50
Router(config-rsvp-local-policy)# maximum bandwidth single 50

Related Commands DescriptionCommand

Determines how to perform authorization on RSVP
requests.

ip rsvp policy local

Sets the limits for RSVP resources.maximum (local policy)
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maximum header
To specify themaximum size of the compressed IP header, use themaximumheader command in IPHC-profile
configuration mode. To return the maximum size of the compressed IP header to the default size, use the no
form of this command.

maximum header number-of-bytes

no maximum header

Syntax Description The maximum header size, in bytes. Valid entries are
numbers from 20 to 168. Default is 168.

number-of-bytes

Command Default The maximum size of the compressed IP header is 168 bytes.

Command Modes IPHC-profile configuration

Command History ModificationRelease

This command was introduced.12.4(9)T

Usage Guidelines Themaximumheader command allows you to define the maximum size of the IP header of a packet to be
compressed. Any packet with an IP header that exceeds the maximum size is sent uncompressed.

Use the number-of-bytes argument of themaximumheader command to restrict the size of the IP header to
be compressed.

Intended for Use with IPHC Profiles

Themaximumheader command is intended for use as part of an IPHC profile. An IPHC profile is used to
enable and configure header compression on your network. For more information about using IPHC profiles
to configure header compression, see the “Header Compression” module and the “Configuring Header
Compression Using IPHC Profiles”module of theCisco IOS Quality of Service Solutions Configuration Guide
, Release 12.4T.

Prerequisite

Before using themaximumheadercommand, you must enable either TCP header compression or non-TCP
header compression. To enable TCP header compression, use the tcp command. To enable non-TCP header
compression, use the non-tcp command.
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Examples The following is an example of an IPHC profile called profile2. In this example, the maximum size of the
compressed IP header is set to 75 bytes.

Router> enable
Router# configure terminal
Router(config)# iphc-profile profile2 ietf
Router(config-iphcp)# non-tcp
Router(config-iphcp)# maximum header 75
Router(config-iphcp)# end

Related Commands DescriptionCommand

Creates an IPHC profile.iphc-profile

Enables non-TCP header compressionwithin an IPHC
profile.

non-tcp

Enables TCP header compression within an IPHC
profile.

tcp
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max-reserved-bandwidth

Effective with Cisco IOS XE Release 2.6, Cisco IOS Release 15.0(1)S, and Cisco IOS Release 15.1(3)T,
themax-reservedbandwidthcommand is hidden. Although this command is still available in Cisco IOS
software, the CLI interactive Help does not display it if you attempt to view it by entering a question mark
at the command line. This command will be completely removed in a future release, which means that
you will need to use the appropriate replacement command (or sequence of commands). For more
information (including a list of replacement commands), see the "Legacy QoS Command Deprecation"
feature document in the Cisco IOS XE Quality of Service Solutions Configuration Guide or the "Legacy
QoS CommandDeprecation" feature document in theCisco IOSQuality of Service Solutions Configuration
Guide.

Note

Effective with Cisco IOS XE Release 3.2S, themax-reservedbandwidthcommand is replaced by a
modular QoS CLI (MQC) command (or sequence of MQC commands). For the appropriate replacement
command (or sequence of commands), see the "Legacy QoS Command Deprecation" feature document
in the Cisco IOS XE Quality of Service Solutions Configuration Guide.

Note

To change the percent of interface bandwidth allocated for Resource Reservation Protocol (RSVP), class-based
weighted fair queueing (CBWFQ), low latency queueing (LLQ), IP RTP Priority, Frame Relay IP RTP Priority,
Frame Relay PVC Interface Priority Queueing (PIPQ), or hierarchical queueing framework (HQF), use the
max-reservedbandwidth command in interface configuration mode. To restore the default value, use the no
form of this command.

max-reserved-bandwidth percent

no max-reserved-bandwidth

Syntax Description Amount of interface bandwidth allocated for RSVP,
CBWFQ, LLQ, IP RTP Priority, FrameRelay IP RTP
Priority, Frame Relay PIPQ, and HQF.

percent

Command Default 75 percent on all supported platforms except the Cisco 7500 series routers, which do not have this restriction.

Command Modes Interface configuration (config-if)

Command History ModificationRelease

This command was introduced.12.0(5)T
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ModificationRelease

Support was added for HQF using theModular Quality of Service (QoS)
Command-Line Interface (CLI) (MQC).

This is the last T release in which the command is supported.Note

12.4(20)T

This command was modified. This command was hidden.Cisco IOS XE Release 2.6

This command was modified. This command was hidden.15.0(1)S

This command was modified. This command was hidden.15.1(3)T

This commandwas replaced by anMQC command (or sequence ofMQC
commands).

Cisco IOS XE Release 3.2S

Usage Guidelines Themax-reserved-bandwidth command is not supported in Cisco IOS Release 12.2SR or in 12.2SX. It is
supported in 12.4T, but only up to the 12.4(20)T release in which HQF functionality was integrated.

The sum of all bandwidth allocation on an interface should not exceed 75 percent of the available bandwidth
on an interface. The remaining 25 percent of bandwidth is used for overhead, including Layer 2 overhead,
control traffic, and best-effort traffic.

If you need to allocate more than 75 percent for RSVP, CBWFQ, LLQ, IP RTP Priority, Frame Relay IP RTP
Priority, Frame Relay PIPQ, or HQF, you can use themax-reserved-bandwidth command. The percent
argument specifies the maximum percentage of the total interface bandwidth that can be used.

If you do use themax-reserved-bandwidth command, make sure that not too much bandwidth is taken away
from best-effort and control traffic.

Examples In the following example, the policy map called policy1 is configured for three classes with a total of 8 Mbps
configured bandwidth, as shown in the output from the showpolicy-map command:

Router# show policy-map policy1
Policy Map policy1
Weighted Fair Queueing
Class class1
Bandwidth 2500 (kbps) Max Threshold 64 (packets)

Class class2
Bandwidth 2500 (kbps) Max Threshold 64 (packets)

Class class3
Bandwidth 3000 (kbps) Max Threshold 64 (packets)

When you enter the service-policycommand in an attempt to attach the policy map on a 10-Mbps Ethernet
interface, an error message such as the following is produced:

I/f Ethernet1/1 class class3 requested bandwidth 3000 (kbps) Available only 2500 (kbps)
The error message is produced because the default maximum configurable bandwidth is 75 percent of the
available interface bandwidth, which in this example is 7.5 Mbps. To change the maximum configurable
bandwidth to 80 percent, use themax-reserved-bandwidth command in interface configuration mode, as
follows:

max-reserved-bandwidth 80
service output policy1
end
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To verify that the policy map was attached, enter the showpolicy-mapinterface command:

Router# show policy-map interface e1/1
Ethernet1/1 output :policy1
Weighted Fair Queueing
Class class1
Output Queue:Conversation 265
Bandwidth 2500 (kbps) Packets Matched 0 Max Threshold 64 (packets)
(discards/tail drops) 0/0

Class class2
Output Queue:Conversation 266
Bandwidth 2500 (kbps) Packets Matched 0 Max Threshold 64 (packets)
(discards/tail drops) 0/0

Class class3
Output Queue:Conversation 267
Bandwidth 3000 (kbps) Packets Matched 0 Max Threshold 64 (packets)
(discards/tail drops) 0/0

Examples The following example configures a strict priority queue in a virtual template configuration with CBWFQ.
Themax-reserved-bandwidth command changes the maximum bandwidth allocated between CBWFQ and
IP RTP Priority from the default (75 percent) to 80 percent.

multilink virtual-template 1
interface virtual-template 1
ip address 172.16.1.1 255.255.255.0
no ip directed-broadcast
ip rtp priority 16384 16383 25
service-policy output policy1
ppp multilink
ppp multilink fragment-delay 20
ppp multilink interleave
max-reserved-bandwidth 80
end
interface Serial0/1
bandwidth 64
ip address 10.1.1.2 255.255.255.0
no ip directed-broadcast
encapsulation ppp
ppp multilink
end

To make the virtual access interface function properly, do not configure the bandwidth command on the
virtual template. Configure it on the actual interface, as shown in the example.

Note

Related Commands DescriptionCommand

Specifies or modifies the bandwidth allocated for a
class belonging to a policy map.

bandwidth (policy-map class)

Reserves a strict priority queue for a set of RTP
packet flows belonging to a range of UDP destination
ports.

ip rtp priority

Attaches a policy map to an input interface or VC, or
an output interface or VC, to be used as the service
policy for that interface or VC.

service-policy
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DescriptionCommand

Displays the configuration of all classes comprising
the specified service policy map or all classes for all
existing policy maps.

show policy-map

Displays the configuration of all classes configured
for all service policies on the specified interface or
displays the classes for the service policy for a
specific PVC on the interface.

show policy-map interface
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metadata application-params
To enter metadata application entry configuration mode and create new metadata application parameters, use
themetadata application-params command in global configurationmode. To remove previously configured
metadata application parameters, use the no form of this command.

metadata application-params app-param-name

no metadata application-params app-param-name

Syntax Description Metadata application name that can be used as the
match criterion for provisioning control plane
classification.

app-param-name

Command Default The application parameters for metadata-based classification are not created.

Command Modes Global configuration (config)

Command History ModificationRelease

This command was introduced.15.2(1)T

This command was integrated into Cisco IOS Release 15.1(1)SY.15.1(1)SY

Usage Guidelines To create new metadata application parameters that can be used as match criteria for provisioning control
plane classification, use themetadata application-params command. Themetadata application-params
command places the device in metadata application entry configuration mode. Use the following commands
in metadata application entry configuration mode to configure the properties of the application. Configuring
the name and ID is mandatory.

• default—Default properties for the name, description, and ID for the specified application.

• description description-text—Description of the application. Supports up to 55 characters.

• identifier id-value—Application ID. Internally maps to the application name. The range is from 1 to
16777215.

• name name—Name of the application. Supports up to 24 characters.

Use the show metadata application table command to display the details of all metadata applications.
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Examples The following example shows how to create a new metadata application with appropriate parameters:

Device(config)# metadata application-params app1
Device(config-md-app-entry)# name instant-messaging-audio
Device(config-md-app-entry)# identifier 243
Device(config-md-app-entry)# description instant messaging audio recordings

The following output of the show metadata application table command shows the name and ID of all the
metadata applications configured on a specific endpoint:

Device# show metadata application table

ID Name Vendor Vendor id
--------------------------------------------------------------------------------
113 telepresence-media - -
114 telepresence-contr$ - -
478 telepresence-data - -
414 webex-meeting - -
56 citrix - -
81 cisco-phone - -
472 vmware-view - -
473 wyze-zero-client - -
61 rtp - -
64 h323 - -
5060 sip - -
554 rtsp - -
496 jabber - -
5222 xmpp-client - -

The table below describes the significant fields shown in the display.

Table 7: show metadata application table Field Descriptions

DescriptionField

Application ID. Internally maps to the application
name.

ID

Name of the application.Name

Related Commands DescriptionCommand

Enables debugging for metadata flow.debug metadata

Displays default properties for the name, description,
and ID for the specified application.

default

Displays the description of the application.description

Displays the Application ID.identifier

Displays the name of the application.name
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DescriptionCommand

Displays a list of metadata applications defined on a
device.

show metadata application table

Displays metadata flow information.show metadata flow

Displays the name of the application.name

   Cisco IOS Quality of Service Solutions Command Reference
250

match access-group through mls ip pbr
metadata application-params



metadata flow
To enable metadata on all interfaces or on a specific interface, use themetadata flow command in global
configuration mode or interface configuration mode. To disable metadata, use the no form of this command.

metadata flow

no metadata flow

Syntax Description This command has no arguments or keywords.

Command Default Metadata is disabled on an interface.

Command Modes Global configuration (config)

Interface configuration (config-if)

Command History ModificationRelease

This command was introduced.15.2(1)T

This command was integrated into Cisco IOS XE Release 3.7S.Cisco IOS XE Release 3.7S

This command was integrated into Cisco IOS Release 15.1(1)SY.15.1(1)SY

Usage Guidelines If you use themetadata flow command in global configuration mode, metadata is enabled at the device level.
That is, metadata is enabled on all the interfaces configured on the device. If you use themetadata flow
command in interface configuration mode, metadata is enabled on the specified interface only. You can use
the no metadata flow command in interface configuration mode to disable metadata on any one interface.
However, metadata flows that enter from other interfaces will not be able to pass through an interface on
which metadata has been disabled. In such instances, the flow table will not be populated and classification
will not complete successfully. When you explicitly enable or disable metadata on an interface, configuration
details are retrieved using the nonvolatile generation (NVGEN)method and are displayed in the configuration.

Examples The following example shows how to enable metadata at the device level:

Device(config)# metadata flow

The following example shows how to enable metadata at the per-interface level:

Device(config)# interface gigabitethernet 0/0
Device(config-if)# metadata flow
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Related Commands DescriptionCommand

Creates flow entries for testing and troubleshooting
the metadata flow.

metadata flow (troubleshooting)
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metadata flow (troubleshooting)
To simulate the creation of flows for testing and troubleshooting metadata, use themetadata flow command
in global configuration mode. To remove the flows created for testing and troubleshooting, use the no form
of this command.

Cisco IOS Release 15.1(1)SY and Later Releases

metadata flow

no metadata flow

Releases Prior to Cisco IOS Release 15.1(1)SY

metadata flow [entry entry-name| flow-specifier flow-specifier-name | session-params session-name]

no metadata flow [entry entry-name| flow-specifier flow-specifier-name | session-params session-name]

Syntax Description Creates a flow entry with the specified name.entry entry-name

Configures source and destination information.flow-specifier flow-specifier-name

Configures session parameters for the flow.session-params session-name

Command Default Static metadata flow entries are not created.

Command Modes Global configuration (config)

Command History ModificationRelease

This command was introduced.15.2(1)T

The command was modified. The entry entry-name, flow-specifier
flow-specifier-name, and session-params session-name keyword-argument
pairs were removed.

15.1(1)SY

Usage Guidelines You can use themetadata flow command along with the associated keywords when you need to simulate an
environment consisting of virtual endpoints for testing or troubleshooting purposes.

Use themetadata flow entry entry-name command to create a flow. To create a successful flow, specify the
flow specifier and session parameters.
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Using the flow-specifier flow-specifier-name keyword and argument pair creates a flow specifier and places
the device in metadata configuration flow specifier mode. Use the following commands in metadata
configuration flow specifier mode to configure the flow tuple for the flow:

• dest-ip ip-address dest-port port-number—Specifies the destination IPv4 address and destination port
number for the endpoint.

• source-ip ip-address source-port port-number—Specifies the source IPv4 address and source port
number for the endpoint.

Using the session-params session-name keyword and argument pair places the command in metadata session
parameters configuration mode. Use the following related command in metadata session parameters
configuration mode to configure the session parameters for the flow:

• application name application-name—Associates the specified application name to the session.

Using the entry entry-name keyword and argument pair places the command in metadata entry configuration
mode. In metadata entry configuration mode, use the flow-specifier keyword with the previously defined
flow specifier and the session-params keyword with the previously defined session parameter name to
associate with the specified flow entry.

Examples The following examples show how to create a flow entry, a flow specifier, and session parameters, and how
to associate the flow specifier and session parameters with the flow entry.

The following configuration shows how to create a flow entry:

Device(config)# metadata flow entry e1

The following example shows how to create a flow specifier with the source IP address, destination IP address,
and source and destination port numbers:

Device(config)# metadata flow flow-specifier flow1
Device(config-md-flowspec)# source 209.165.201.3 source-port 1000
Device(config-md-flowspec)# destination 209.165.201.20 dest-port 1000

The following example shows how to create a session parameter and the associated parameters:
Device(config)# metadata flow session-params session1
Device(config-md-session-params)# application name webex-meeting
The following example shows how to associate the flow specifier and session parameters with the flow entry:
Device(config)# metadata flow entry e1
Device(config-md-entry)# flow-specifier flow1
Device(config-md-entry)# session-params session1

Related Commands DescriptionCommand

Enables debugging for metadata flow.debug metadata

Displays a list of metadata applications defined on a
device.

show metadata application table

Displays metadata flow information.show metadata flow
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mls ip pbr
To enable the multilayer switching (MLS) support for policy-routed packets, use themlsippbrcommand in
global configuration mode. To disable the MLS support for policy-routed packets, use the no form of this
command.

mls ip pbr [null0]

no mls ip pbr

Syntax Description (Optional) Enables the hardware support for the
interface null0 in the route-maps.

null0

Command Default MLS support for policy-routed packets is disabled.

Command Modes Global configuration

Command History ModificationRelease

This commandwas introduced on the Supervisor Engine 2 and introduced
into Cisco IOS Release 12.2(17d)SXB.

12.2(17d)SXB

This command was changed to support the null0 keyword.12.2(18)SXE

This command was integrated into Cisco IOS Release 12.2(33)SRA.12.2(33)SRA

Usage Guidelines This command is not supported on Cisco 7600 series routers that are configured with a Supervisor Engine
720.

Do not enable PBR and SLB on the same interface; PBR-based packets are not forwarded correctly.Note

When you enable the hardware-policy routing by entering themlsippbr command, all policy routing occurs
in the hardware and is applied to all interfaces, regardless of which interface was configured for policy routing.

Use the null0 keyword when you have routed traffic only to enable the hardware support for the
setinterfacenull0 in the route-maps.
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Examples This example shows how to enable the MLS support for policy-routed packets:

Router(config)#
mls ip pbr

Related Commands DescriptionCommand

Displays information about the interface-based
TCAM.

show tcam interface vlan acl
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