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cli
To specify EXEC command-line interface (CLI) commands within a Command Scheduler policy list, use
the cli command in kron-policy configuration mode. To delete a CLI command from the current policy list,
use the no form of this command.
cli command
no cli command
Syntax Description  command EXEC-mode CLI command that must not generate

a prompt or allow interruption by a keystroke.

Command Default No CLI commands are specified.

Command Modes Kron-policy configuration (config-kron-policy)
Command History Release Modification
12.3(1) This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S
Release 12.2(33)SRA.
12.2(33)SB This command was integrated into Cisco 10S
Release 12.2(33)SB.
12.2(33)SXI This command was integrated into Cisco 10S

Release 12.2(33)SXI.

Usage Guidelines Use the cli command in conjunction with the kron policy-list command to create a policy list containing
EXEC CLI commands to be scheduled to run on the router at a specified time. Use the kron occurrence
and policy-list commands to schedule one or more policy lists to run at the same time or interval.

The Command Scheduler process is useful to automate the running of EXEC commands at recurring
intervals, and it can be used in remote routers to minimize manual intervention.

Examples The following example shows how to configure the EXEC command cnsimage r etrieve within the policy
list named three-day-list:

Rout er (config)# kron policy-list three-day-list

—
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Rout er (confi g-kron-policy)# cli cns image retrieve server https://10.19. 2. 3/cns/i mage/
status https://10.19. 2. 3/ cnsstatus/i magei nf o/

Related Commands  ¢ommand Description

kron occurrence Specifies schedule parameters for a Command
Scheduler occurrence and enters kron-occurrence
configuration mode.

kron policy-list Specifies a name for a Command Scheduler policy
and enters kron-policy configuration mode.

policy-list Specifies the policy list associated with a Command
Scheduler occurrence.
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policy-list
To associate a policy list with a Command Scheduler occurrence, use the policy-list command in kron-

occurrence configuration mode. To delete a policy list from the Command Scheduler occurrence, use the
no form of this command.

policy-list list-name
no policy-list list-name

Syntax Description |t name Name of the policy list.

Command Default No policy list is associated.

Command Modes Kron-occurrence configuration (kron-config-occurrence)
Command History Release Modification
12.3(1) This command was introduced.
12.2(33)SRA This command was integrated into Cisco 10S

Release 12.2(33)SRA.

12.2(33)SB This command was integrated into Cisco 10S
Release 12.2(33)SB.

12.2(33)SXI This command was integrated into Cisco 10S
Release 12.2(33)SXI.

Usage Guidelines Use the policy-list command with the kron occurrence command to schedule one or more policy lists to
run at the same time or interval. Use the kron policy-list command in conjunction with the cli command to
create a Command Scheduler policy list containing EXEC command line interface (CLI) commands to be
scheduled to run on the router at a specified time.

When the list-name is new, a policy list structure is created. When the list-name is not new, the existing
policy list is edited.

The Command Scheduler process is useful to automate the running of EXEC commands at recurring
intervals, and can it be used in remote routers to minimize manual intervention.
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Examples The following example shows how to create a Command Scheduler occurrence named may and associate a
policy list named sales-may with the occurrence:
Rout er (confi g)# kron occurrence nay at 6:30 may 20 oneshot
Rout er (confi g-kron-occurrence)# policy-list sal es-my
Related Commands  Command Description
cli Specifies EXEC CLI commands within a Command
Scheduler policy list.
kron occurrence Specifies schedule parameters for a Command

Scheduler occurrence and enters kron-occurrence
configuration mode.

kron policy-list Specifies a name for a Command Scheduler policy
and enters kron-policy configuration mode.
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scripting tcl encdir

To specify the default location of external encoding files used by the Tool Command Language (Tcl) shell,
use the scripting tcl encdir command in global configuration mode. To remove the default location, use

the no form of this command.

scripting tcl encdir location-url

no scripting tcl encdir

Syntax Description

Command Default

Command Modes

location-url

The URL used to access external encoding files
used by Tcl.

Tcl does not use external encoding files.

Global configuration

Command History

Usage Guidelines

Release Modification

12.3(2)T This command was introduced.

12.2(25)S This command was integrated into Cisco 10S
Release 12.2(25)S.

12.2SX This command is supported in the Cisco 10S
Release 12.2SX train. Support in a specific 12.2SX
release of this train depends on your feature set,
platform, and platform hardware.

12.2(33)SRC This command was integrated into Cisco 10S
Release 12.2(33)SRC.

12.2(31)SB This command was integrated into Cisco 10S
Release 12.2(31)SB.

12.2(33)SB This command’s behavior was modified and

implemented on the Cisco 10000 series router for
the PRE3 and PREA4.

Character strings in Tcl are encoded using 16-bit Unicode characters. Different operating system interfaces
or applications can generate character strings using other encoding methods. Use the scripting tcl

—
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encdircommand to configure a location URL for the external Tcl character encoding files to support the
Tcl encoding command.

Tcl contains only a few character sets within the Tcl shell. Additional characters sets are loaded, as needed,
from external files.

Cisco 10000 Series Router Usage Guidelines

In Cisco 10S Release 12.2(33)SB, the router removes the no scripting tcl encdir command from the default
configuration.

The following example shows how to specify a default location for external encoding files to be used by
Tcl:

Rout er# configure term nal
Router(config)# scripting tcl encdir tftp://10.18.117.23/file2/

Related Commands

Command Description
scripting tcl init Specifies an initialization script for the Tcl shell.
tclsh Enables the Tcl shell and enters Tcl configuration

mode.
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scripting tcl init

To specify an initialization script for the Tool Command Language (Tcl) shell, use the scripting tcl init
command in global configuration mode. To remove the initialization script, use the no form of this
command.

scripting tel init init-url
no scripting tcl init

Syntax Description

Command Default

Command Modes

init-url The URL used to access the initialization script to
be used by Tcl.

Tcl does not run an initialization script.

Global configuration

Command History

Usage Guidelines

Release Modification
12.3(2)T This command was introduced.
12.2(25)S This command was integrated into Cisco 10S

Release 12.2(25)S.

12.2SX This command is supported in the Cisco 10S
Release 12.2SX train. Support in a specific 12.2SX
release of this train depends on your feature set,
platform, and platform hardware.

12.2(33)SRC This command was integrated into Cisco 10S
Release 12.2(33)SRC.

12.2(31)SB This command was integrated into Cisco 10S
Release 12.2(31)SB.

12.2(33)SB This command’s behavior was modified and
implemented on the Cisco 10000 series router for
the PRE3 and PREA4.

Use the scripting tcl init command when you want to predefine Tcl procedures to run in an initialization
script. The initialization script runs when the Tcl shell is entered and saves manual sourcing of the
individual scripts.

—
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Cisco 10000 Series Router Usage Guidelines

In Cisco 10S Release 12.2(33)SB, the router removes the no scripting tcl init command from the default
configuration.

Examples The following example shows how to specify an initialization script to run when the Tcl shell is enabled:

Rout er# configure term nal
Router(config)# scripting tcl init ftp://user:password@?72.17.40.3/tclscript/initfile3.tcl

Related Commands Command Description

scripting tcl encdir Specifies the default location of external encoding
files used by the Tcl shell.

tclsh Enables the Tcl shell and enters Tcl configuration
mode.
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scripting tcl low-memory

To set a low memory threshold for free memory for Tool Command Language (Tcl)-based applications,
use the scripting tcl low-memorycommand in global configuration mode. To remove the specific low
memory threshold and return to using the default value, use the no form of this command.

scripting tcl low-memory bytes

no scripting tcl low-memory

Syntax Description  pyteg Specifies the low memory threshold. The memory
threshold can be set from 0 to 4294967295 bytes.

Command Default The default value is 25 percent of the available free memory at start up when Tcl initializes.

A

Note The default is platform-specific. (It depends on how much memory is installed, and how much memory is
free when Tcl initializes).

Command Modes Global configuration (config)
Command History Release Modification
12.3(4)T This command was introduced.
12.2(25)S This command was integrated into Cisco 10S
Release 12.2(25)S.
12.2SX This command is supported in the Cisco 10S
Release 12.2SX train. Support in a specific 12.2SX
release of this train depends on your feature set,
platform, and platform hardware.
12.2(33)SRC This command was integrated into Cisco 10S
Release 12.2(33)SRC.
12.2(33)SB This command was integrated into Cisco 10S

Release 12.2(33)SB.
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Usage Guidelines Use the scripting tcl low-memory command to set the threshold for free memory. If minimum free RAM
drops below this threshold, Tcl aborts the current script. This prevents the Tcl interpreter from allocating
too much RAM and crashing the router.

Examples The following example shows how to set the threshold for free memory when the Tcl shell is initialized:

Rout er# configure term nal
Rout er (config)# scripting tcl |ownenory 33117513

Related Commands Command Description

scripting tcl encdir Specifies the default location of external encoding
files used by the Tcl shell.

scripting tcl init Specifies an initialization script for the Tcl shell.

tclsh Enables the Tcl shell and enters Tcl configuration
mode.
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scripting tcl secure-mode

Syntax Description

Command Default

Command Modes

To enable signature verification of the interactive Tool Command Language (Tcl) scripts, use the scripting
tcl secure-modecommand in global configuration mode. To disable signature verification of the interactive
Tcl scripts, use the no form of this command.

scripting tel secure-mode
no scripting tel secure-mode

This command has no arguments or keywords.

The signature verification of the interactive Tcl scripts is disabled.

Global configuration (config)

Command History

Usage Guidelines

Release Modification

12.4(15)T This command was introduced.

Use the scripting tcl secure-modecommand to enable signature verification of all Tcl scripts run on the
router. By default, the signature verification of the interactive Tcl scripts is disabled. You must enable the
signature verification in order to verify whether the Tcl scripts match their digital sighature. That would
indicate they have not been altered since the digital signature was generated. If the script does not contain
the digital signature, the script may run in a limited mode for untrusted script (that is, a script that has failed
signature verification) or may not run at all. After receiving the results from the signature verification, the
scripts are executed.

A Cisco 10S Crypto image software is required to enable this command and configure the Signed Tcl
Scripts feature. The Crypto configuration commands enable the Cisco x.509 certificate storage. The
scripting tcl secur emodecommand can be enabled after the Crypto configuration trustpoint commands
are enabled.

The scripting tcl trustpoint name command must be configured with the scripting tcl secure-
modecommand to verify the integrity of Tcl script signatures run on the router. Both commands must be
configured to fully operate the feature; otherwise, a syslog message is generated:

*Jun 13 17:35:14.219: %SYS-6- SCRI PTI NG_TCL_I NVALI D_OR_M SSI NG_SI GNATURE: tcl signing
validation failed on script signed with trustpoint nane nytrust, cannot run the signed
TCL script.

In addition, the crypto pki trustpoint name command provided should contain a certificate that matches
the certificate that was originally used to generate the digital signature on the Tcl script.




I cli through tclsh

scripting tcl secure-mode .

Examples The following example shows how to enable signature verification of the interactive Tcl scripts:

Rout er (config)# crypto pki trustpoint nytrust
Rout er (ca-trust poi nt)# enrol nent term nal
Rout er (ca-trustpoint)# exit
Rout er (config)# crypto pki authenticate nytrust
Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself
M | EuDCCA6CgAW BAgl BADANBgkghki GOWOBAQQFADCBNj EL MAKk GA1UEBhMCVVMK
Ez ARBgNVBAgTCkNhbG nmb3JuaVEX ETAPBgNVBAC TCFNhbi BKb3NI MRwwGg YDVQRK
ExNDaXN by BTe XNOZWLz L. CBJ b mvu M4 wWDAYDVQQL EwVOU1 NURz EWVBQGAL UEAX MN
SnmPobi BMYXVObWFubj EhMB8GCSqGSI b3DQEJARYSanxhdXRt YWbAY2| zY28uY29t
MB4XDTA2MIEx Nz E3NTgWWoXDTASMIExNj E3NTgwiWowgZ4x Cz AJBgNVBAYTAI VT
MRMMVEQYDVQQ EwpDYWpZmBy b h MREWDWYDVQQHEWh TYWAg SBz ZTEc MBoGALUE
ChMrQ2l zY28gU3Il zdGvt cywgSWsj Lj EOVAWGALUECX MFTI NTVECx Fj AUBgNVBAMT
DUpvaGAgTGF1dGLhbmix| TAf Bgkghki GOWOBCQEVENPS YXVObWFUQGNpc2Nv Lm\v
bTCCASI wDQYJKoZI hvc NAQEBBQADgg EPADCCAQuCggEBAL Xt gTMCI r Mo+CdyW.uH
oWAMBCEJ DwQygL7MABhoi 3TSMI/ wnw2XBB9bi Bt dl H6j Hsj Ci ONARSQor akwf Pyf 7
mvRI2PqJALs+Vn93VBKI G6r ZUl 4+wdOx686BVddl ZvEJQPbRO YTzf azW/70aLW
bd7/ B7vF1SGLYK9y 1t X9p9nZyZ0x470AXet wCaG nvl G/VNuTXaASBLUj CRZs! | z
SBr XXedBz Z6+BuoWrnLFK45EYS| ag5Rt 9RGXXMBqzx91i yhr J3zDDmk Exa45y KIJET
mAgDVMepet eJt i f 47UDZIK30g4MoMyx/ ¢ 8WEGhmI54gRLIBZEPNDx MkNP10Il 8MAI
@BsCAWEAAa OB/ | CB+z AdBgNVHQUAEFgQUI/ ToDvbMR3Jf J4xEa4X470NFg5kwgcsG
AlUdl wSBwz CBW AU9/ ToDvbMR3Jf J4xEa4X470NFg5mhgaSkgaEwgZ4x Cz AJBgNV
BAYTAl VTMRMAVEQYDVQQ EwpDYWpZBy bl h MREWDWYDVQQHEWh TYWAgSnBz ZTEC
MBoGALUEChMTQ2I zY28gU3I zdGvt cywgSWbj Lj EOVAWGALUECX MFTI NTVECx Fj AU
BgNVBAMTDUpvaAgTGF1dGLhbnéx| TAf Bgkghki GOWOBCQEVENPS YXVObWFuQGN\p
c2NvLm\vbY!l BADAMBgNVHRMEBTADAQH MAOGCSqGSI h3DQEBBAUAA4| BAQBE Es/ 4
MENIpT+XPCPg2ChQUBy2Aad| +| 34YK+f DHs FOh68hZhpsz TN2VpNEvKk FXpADhgr
7DKNG wTCl @481v70i NFVIi QVL+i nNr ZWWWK o TNUNCK7Hc 5k Hk Xt 6¢j Omvsef VUzx
Xl 70mauhESRVI myW JxSsr El Ler ZYsuv5HbFdand+/ r Er nP2HVyf dnt LnKdSzmXJ
51 wE/ Et 2Qx YNGor 00BI Lesowf sl R3LhHi 4wn+5i s7mALgNw NuTi Ur 1zH18CeB4m
wepBl JsLaJu6zuld 71 qdswsa3f Hd5qq0/ k8P9z0YAYr f 3+MFQr 4i bvsYvH Q087
02Js1gWigqz34pghh
Certificate has the follow ng attributes:
Fi ngerprint MD5: 1E327DBB 330936EB 2FBS8EACB 4FD1133E

Fi ngerprint SHAl: EE7FF9F4 05148842 B9D50FAC D76FDCIC E0703246
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully inported
Rout er (config)# scripting tcl secure-node

Rout er (config)# scripting tcl trustpoint name nytrust

Related Commands  ¢ommand Description

scripting tcl trustpoint name Associates an existing configured trustpoint name
with a certificate to verify Tcl scripts.
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scripting tcl trustpoint name

To associate an existing configured trustpoint name with a certificate to verify Tool Command Language
(Tcl) scripts, use the scripting tcl trustpoint namecommand in global configuration mode. To remove an
existing configured trustpoint name, use the no form of this command.

scripting tcl trustpoint name name
no scripting tcl trustpoint name name

Syntax Description  name Name of the configured trustpoint name associated
with a certificate. Only one name can be associated
with one certificate.

Command Default A trustpoint name is not associated with a certificate to verify the Tcl scripts.

Command Modes Global configuration (config)
Command History Release Modification
12.4(15)T This command was introduced.

Usage Guidelines Use the scripting tcl trustpoint namecommand to associate an existing configured trustpoint name with a
certificate to verify Tcl scripts. This way, Tcl identifies which certificate is used for verifying the Tcl
scripts. The name must match an existing configured trustpoint name, otherwise, the command is rejected
with an error message on the console. You can enter the command multiple times and configure multiple
trustpoint names. Once you enter the command, you cannot modify the trustpoint name. However, you can
remove the trustpoint name using the no form of the command. You must individually remove each name.
When the last name is removed, no signature checking is performed, and the untrusted script (that is, a
script that has failed signature verification) action configured by the scripting tcl trustpoint untrusted
command is also removed.

A Cisco 10S Crypto image software is required to enable this command and configure the Signed Tcl
Scripts feature. The Crypto configuration commands enable the Cisco x.509 certificate storage. The
scripting tcl trustpoint namecommand can be enabled after the Crypto configuration trustpoint
commands are enabled.

The scripting tcl secure-mode command must be configured with the scripting tcl trustpoint
namecommand to verify the integrity of Tcl script signatures run on the router. Both commands must be
configured to fully operate this feature; otherwise, a syslog message is generated:

*Jun 13 17:53:31.659: ¥%BYS- 6- SCRI PTI NG_TCL_SECURE_TRUSTPO NT: scripting tcl secure-node
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i s enabl ed, however no scripting tcl trustpoint nanmes configured, cannot verify signed
TCL script.

In addition, the crypto pKi trustpoint name command provided should contain a certificate that matches
the certificate that was originally used to generate the digital signature on the Tcl script.

Examples The following example shows how the scripting tcl trustpoint namecommand is used to associate
existing trustpoint names. Different names can be used for different departments with certificates:

Rout er (config)# crypto pki trustpoint nytrust
Rout er (ca-trust point)# enrol nent terninal
Router(ca-trustpoint)# exit
Rout er (config)# crypto pki authenticate nytrust
Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself
M | EuDCCA6CgAW BAgl BADANBgkghki GOWOBAQQFADCBN| EL MAk GA1UEBhMCVVIVK
Ez ARBgNVBAgTCkNhbG nb3JuaVEX ETAPBgNVBAC TCFNhbi BKb3NI MRwwGg YDVQRK
ExNDaXNj by BTeXN0ZWL.z L CBJ bmivu MUAWDAYDVQQL EwWVOU1 NURz EWWBQGAL UEAX MN
SmBobi BMYXVObWFubj EnMB8GCSqGS| b3DQEJARYSanxhdXRt YWbAY2] zY28uY29t
MB4XDTA2MIEx Nz E3NTgWWoXDTASMIEXNj E3NTgwiWowgZ4x Cz AJBgNVBAYTAI VT
MRMAVEQYDVQQ EwpDYWkpZnBy b h MREWDWYDVQOHEWh TYWIgSnBz ZTEc MBoGALUE
ChMITQl zY28gU3I zdGVt cywgSWhj Lj EOMAWGALUECX MFTI NTVEcx Fj AUBgNVBAMT
DUpvaGAgTGF1dGLhbmix| TAf Bgkghki GOWOBCQEVENPS YXVObWFUQGNpc2Nv Lm\v
bTCCASI wDQYJKoZI hvc NAQEBBQADgg EPADCCAQoCggEBALXt gTMC r Mo+CdyW.uH
oVWAMBCEJDWQygL7MABhoi 3TSMI/ ww2XBB9bi Bt dl H6j Hsj C OWAR5Cor akwf Pyf 7
mvRI2PgqJALs+Vn93VBKI G6r ZUl 4+wdOx686BVddl ZvEJQPbRO YTzf azW/70aLW
bd7/ B7vF1SGLYK9y 1t X9p9nZyZ0x470AXet wOaG nvl G7VNuTXaASBLUj CRZs! | z
SBr XXedBz Z6+BuoWrnLFK45EYS| ag5Rt 9RGXXMBqzx91i yhr J3zDDk Exa45y KIJET
mAgDVMepet eJt i f 47UDZIK30g4MoMyx/ c8WGhmI54qRLIBZEPNDx MkNP10l 8MAI
@BsCAWEAAa OB/ j CB+z AdBgNVHQAEFgQUI/ ToDvbMR3Jf J4xEadX470NFg5kwgcsG
AlUdl wSBwz CBwW AU9/ ToDvbMR3Jf J4xEa4X470NFg5mhgaSkgaEwgZ4x Cz AJBgNV
BAYTAI VTVMRMAEQYDVQQ EwpDYWkpZnBy bml hMREWDWYDVQOHEWh TYWAgSnBz ZTEC
MBOGALUEChMIQ2l zY28gU3l zdGVt cywgSWbj Lj EOMAWGALUECK MFTI NTVECcx Fj AU
BgNVBAMTDUpva&GAgTGF1dGLhbmix | TAf Bgkghki GOWOBCQEVENPS YXVObWFuQGNp
c2NvLm\vbY!l BADAMBgNVHRMEBTADAQH MAOGCSqGSI h3DQEBBAUAAA| BAQBE Es/ 4
MENIpT+XPCPg20hQU8y2Aadl +1 34 YK+f DHsFCh68hZhpsz TN2VpNEVK FXpADhgr
7DKNG wTCl @a481v70i NFVIi QVL+i nNr ZWWWK o TNUNCK7Hc 5k Hk Xt 6¢j Omvsef VUzx
Xl 70mauhESRVI myW JxSsr El Ler ZYsuv5HbFdand+/ r Er P2HVyf dnt LnKdSzmXJ
51 wE/ Et 2Q¢ YNGor 00BI Lesowf sl R3LhHi 4wn+5i s7mALgNw NuTi Ur 1zH18CeB4m
wepBl JsLaJu6zuld 71 qdswsSa3f Hd5qq0/ k8P9z0YAYr f 3+MFQr 4i bvsYvH Q087
02Js1gWigz34pghh
Certificate has the following attributes:
Fi ngerprint MD5: 1E327DBB 330936EB 2FBS8EACB 4FD1133E

Fi ngerprint SHAl: EE7FF9F4 05148842 B9D50FAC D76FDC9C E0703246
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully inported
Rout er (config)# scripting tcl secure-node

Rout er (config)# scripting tcl trustpoint nane nytrust
Rout er (config)# scripting tcl trustpoint name dept_accounting
Rout er (config)# scripting tcl trustpoint name dept_hr

Related Commands Command Description

scripting tcl secure-mode Enables signature verification of the interactive Tcl
scripts.




cli through tclsh |

. scripting tcl trustpoint untrusted

scripting tcl trustpoint untrusted

To allow the interactive Tool Command Language (Tcl) scripts to run regardless of the scripts failing the
signature check, use the scripting tcl trustpoint untrustedcommand in global configuration mode. To
disallow the interactive Tcl scripts to run regardless of the scripts failing the signature check, use the no
form of this command.

scripting tcl trustpoint untrusted {execute | safe-execute | terminate}
no scripting tcl trustpoint untrusted

Syntax Description

Command Default

Command Modes

execute Executes Tcl scripts even if the signature
verification fails.

Caution Use of this keyword is usually not
recommended because the signature
verification is not performed if the
execute keyword is configured.

safe-execute Executes the Tcl script in safe mode if the signature
verification fails.

terminate Does not run the Tcl script if the signature
verification fails. The default keyword is
terminate.

No script that fails signature verification can run; the script immediately stops.

Global configuration (config)

Command History

Usage Guidelines

Release Modification

12.4(15)T This command was introduced.

Use the scripting tcl trustpoint untrustedcommand to allow the interactive Tcl scripts to run regardless of
the scripts failing the signature check or in untrusted mode. The untrusted script (that is, a script that has
failed signature verification) is not safe to use.
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A

Caution Use of the execute keyword is usually not recommended because the signature verification is not
performed.

The execute keyword is provided for internal testing purposes and to provide flexibility. For example in a
situation where a certificate has expired but the other configurations are valid and you want to work with
the existing configuration, then you can use the execute keyword to work around the expired certificate.

The safe-execute keyword allows the script to run in safe mode. You can use the tclsafe command and also
enter the interactive Tcl shell safe mode to explore the safe mode Tcl commands that are available. In order
to get a better understanding of what is available in this limited safe mode, use the tclsafe Exec command
to explore the options.

The terminate keyword stops any script from running and reverts to default behavior. The default policy is
to terminate. When the last trustpoint name is removed, the untrusted action is also removed. The untrusted
action cannot be entered until at least one trustpoint name is configured for Tcl.

Note This command only applies to the Tcl shell; it does not impact other components that make use of Tcl. For
example, Embedded Event Manager (EEM) cannot perform any signature checking.

Examples The following example shows how to execute the Tcl script in safe mode if the signature verification fails:

Rout er (config)# scripting tcl trustpoint untrusted safe-execute

Related Commands Command Description

scripting tcl trustpoint name Associates an existing configured trustpoint name
with a certificate to verify Tcl scripts.

tclsafe Enables the interactive Tcl shell untrusted safe
mode.
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tclquit
To quit the interactive Tool Command Language (Tcl) shell, use the tclquit command in privileged EXEC
mode.

telquit

Syntax Description  This command has no arguments or keywords.

Command Default The Tcl shell is disabled.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.3(2)T This command was introduced.
12.2(25)S This command was integrated into Cisco 10S

Release 12.2(25)S.

12.2(33)SRA This command was integrated into Cisco 10S
Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco 10S
Release 12.2SX train. Support in a specific 12.2SX
release of this train depends on your feature set,
platform, and platform hardware.

12.2(33)SB This command was integrated into Cisco 10S
Release 12.2(33)SB.

Examples The following example shows how to disable the interactive Tcl shell:

Rout er# tcl sh
Router(tcl)#
Router(tcl)# tclquit
Rout er #
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Related Commands

Command Description
tclsh Enables the interactive Tcl shell.
tclsafe Enables the interactive Tcl shell untrusted safe

mode.
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tclsafe

Syntax Description

Command Default

Command Modes

To enable the interactive Tool Command Language (Tcl) shell untrusted safe mode, use the tclsafe
command in privileged EXEC mode. To exit from the safe mode, use the exitor the tclquit command.

tclsafe

This command has no arguments or keywords.

The Tcl shell untrusted safe mode is disabled.

Privileged EXEC (#)

Command History

Usage Guidelines

Release Modification

12.4(15)T This command was introduced.

Use the tclsafe command when you want to manually run Tcl commands from the Cisco I0OS command-
line interface (CLI) in untrusted safe mode. When you use the tclsafe command and enter the interactive
Tcl shell safe mode, you can explore the safe mode Tcl commands that are available. When a script fails
the signature check for a configured trustpoint name, it is determined to be untrusted. Untrusted Tcl scripts
execute in limited safe mode, if scripting tcl trustpoint untrusted safe-execute command is configured.
In order to get a better understanding of what is available in this limited safe mode, use the tclsafe Exec
command to explore the options.

After Tcl commands are entered they are sent to a Tcl interpreter. If the commands are recognized as valid
Tcl commands, the command is executed and the result is sent to the tty. If a command is not a recognized
Tcl command, it is sent to the Cisco I0S CLI parser. If the command is not a Tcl or Cisco 10S command,
two error messages are displayed.

A predefined Tcl script can be created outside of Cisco 10S software, transferred to flash or disk memory,
and run within Cisco 10S software. It is also possible to create a Tcl script and precompile the code before
running it under Cisco 10S software. To exit from this mode, use the exit or the tclquit command to
disable the use of the Tcl shell and return to privileged EXEC mode.

You can also use the tclsafe command with a script name such as tclsafe diskO:hello.tcl. The script
hello.tcl executes immediately and allows you to exit from the untrusted safe mode and return to privileged
EXEC mode.
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Examples

tclsafe .

The following example shows how to enable the Tcl shell untrusted safe mode and run info commands:

Rout er# tcl safe

Rout er (safe)(tcl)# info conmands

i nfo commands

tell socket subst open eof glob list pid time eval |Irange tcl_trace fblocked | search gets
case | append proc break variable Ilength return linsert error catch clock info split
array if fconfigure concat join Ireplace source fcopy global swtch update close cd for
file append format read package set binary nanespace scan seek while flush after vwait
upl evel continue hostnane foreach renane fil eevent regexp upvar unset encodi ng expr |oad
regsub interp history puts incr lindex Isort string

The following example shows how to execute the script hello.tcl to exit from the untrusted safe mode and
return to privileged EXEC mode.

Router# tclsafe diskO: hello.tcl

Related Commands

Command Description

scripting tcl trustpoint untrusted Allows the interactive Tcl scripts to run regardless
of the scripts failing the signature check.

telquit Quits Tcl shell.

tclsh Enables the interactive Tcl shell and enters Tcl
configuration mode.
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. tcish

tcish

Syntax Description

Command Default

Command Modes

To enable the interactive Tool Command Language (Tcl) shell, use the tclsh command in privileged EXEC
mode.

tclsh

This command has no arguments or keywords.

The Tcl shell is disabled.

Privileged EXEC

Command History

Usage Guidelines

Release Modification
12.3(2)T This command was introduced.
12.2(25)S This command was integrated into Cisco 10S

Release 12.2(25)S.

12.2(33)SRA This command was integrated into Cisco 10S
Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco 10S
Release 12.2SX train. Support in a specific 12.2SX
release of this train depends on your feature set,
platform, and platform hardware.

12.2(33)SB This command was integrated into Cisco 10S
Release 12.2(33)SB.

Use the tclsh command when you want to run Tcl commands from the Cisco I0OS command-line interface
(CLI). When the interactive Tcl shell is enabled and Tcl configuration mode is entered, Tcl commands can
be entered line by line or a predefined Tcl script can be run. After Tcl commands are entered they are sent
to a Tcl interpreter. If the commands are recognized as valid Tcl commands, the command is executed and
the result is sent to the tty. If a command is not a recognized Tcl command, it is sent to the Cisco I0S CLI
parser. If the command is not a Tcl or Cisco IOS command, two error messages will be displayed.

A predefined Tcl script can be created outside of Cisco 10S software, transferred to Flash or disk memory,
and run within Cisco 10S software. It is also possible to create a Tcl script and precompile the code before
running it under Cisco 10S.
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tcish .

Use the exit or the tclquit command to disable the use of the Tcl shell and return to privileged EXEC
mode.

Examples The following example shows how to enable the Tcl interactive shell:

Router# tclsh
Router(tcl)#

Related Commands Command Description

scripting tcl encdir Specifies the default location of external encoding
files used by the Tcl shell.

scripting tcl init Specifies an initialization script for the Tcl shell.
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