CHAPTER

Using the Cisco IPICS System

This chapter provides tips and guidelines for using the Cisco IPICS system and
includes the following sections:

e Managing the RMS, page 3-1

e Managing and Using the Cisco IPICS Policy Engine, page 3-3
e Managing the Cisco IPICS PMC, page 3-10

e Using Cisco Unified IP Phones with Cisco IPICS, page 3-13

e Maintaining User Passwords, page 3-15

Managing the RMS

Note

An RMS is a component that enables the Cisco IPICS PMC to remotely attach to
a VTG and provides support for remotely combining two or more VT Gs through
its loopback functionality.

To manage the RMS on Cisco IPICS, you must first configure the RMS for use
with the Cisco IPICS server. The Cisco IPICS server accesses the RMS by using
Secure Shell Client software and it authenticates the RMS by using the credentials
that you configure in the RMS in the Configuration > RMS window, in the
Administration Console.

You must configure the RMS components exactly as described in “Appendix A:
Configuring the Cisco IPICS RMS Component” in the Cisco IPICS Server
Administration Guide for the Cisco IPICS system to work correctly.

[ oL-11460-01

Cisco IPICS Server Quick Start Guide |



http://www.cisco.com/univercd/cc/td/doc/product/cis/c_ipics/
http://www.cisco.com/univercd/cc/td/doc/product/cis/c_ipics/

Chapter 3 Using the Cisco IPICS System |

W Managing the RMS

You must configure at least one RMS per Cisco IPICS server. You cannot
configure the same RMS in multiple Cisco IPICS servers.

You may implement more stringent security measures and harden your system
security by configuring additional security features that Cisco IOS provides. For
more information about configuring authentication, password security, and
additional layers of security, refer to the Cisco I0S Security Guide at the
following URL:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/
hsec_c/index.htm

You must configure at least one T1 or E1 loopback in the RMS to support mixing.
The configuration steps that are required to implement the loopback pairs may
vary depending on card type, Cisco IOS version, and the type of supported RMS
that you use.

Note Fora complete list of supported interface cards and RMS routers, refer to the
Cisco IPICS Compatibility Matrix at the following URL:
http://www.cisco.com/univercd/cc/td/doc/product/cis/c_ipics/index.htm

Before adding an RMS, make sure that you meet the following conditions:
e The router must exist on the Cisco IPICS network
¢ You must define at least one location

For detailed information about how to configure an RMS and locations, refer to
the Cisco IPICS Server Administration Guide.

You can view and edit information for any RMS in your Cisco IPICS network.
You can also deactivate an RMS, which makes it unavailable for use by
Cisco IPICS, or reactivate an RMS by pressing the Activate or Deactivate button.

You can show, update, and merge RMS configuration information by using the
Configuration drop-down list box in the RMS window in the Administration
Console.

Note By default, Cisco IPICS polls the RMS every 10 minutes, by using the RMS
comparator mechanism. The RMS comparator checks the responsiveness of the
RMS if there have been any changes made to the configuration. If there have been
changes to the RMS configuration and these changes are not reflected in the
Cisco IPICS server, the RMS comparator automatically updates the configuration
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so that the two components are synchronized. You can change the polling period
by entering a new value in the RMS Polling Frequency field in the Options
window in the Administration drawer.

Because the RMS comparator mechanism can interject delays, you can disable it
by navigating to Administration > Options and checking the Disable RMS
Comparator check box. You should check this check box if you connect via a
high latency, low bandwidth connection, such as a satellite link.

For detailed information about managing the RMS, refer to the Cisco IPICS
Server Administration Guide.

Managing and Using the Cisco IPICS Policy Engine

Note

Note

The Cisco IPICS policy engine lets you create and manage policies. Policies are
comprised of one or more actions that perform when the policy executes. The
policy engine includes the dial engine. Using the dial engine, you can manage
standard and custom scripts and prompts that enable TUI interaction and
incoming and outgoing calls.

Only the system administrator, dispatcher, or operator can use the Cisco IPICS
dial engine functionality. A system administrator can perform any activity in the
Dial Engine drawer. A dispatcher or operator can only perform activities that
relate to managing spoken name prompts for the users who belong to the same ops
view as the dispatcher.

To perform policy engine and dial engine functions, access the Policy Engine tab
and choose either the Policy Management drawer or the Dial Engine drawer.

To enable the policy engine, you must install a Cisco IPICS license that includes
the policy engine feature.
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This section contains the following topics:

Dial Engine Considerations, page 3-4

Policy Considerations, page 3-6

Guidelines for using the TUI, page 3-7

Dial Engine Considerations

As part of the dial engine functionality, Cisco IPICS provides default
configuration settings for tracing. These settings are designed for optimal system
performance but you can change them if needed. Tracing consumes system
resources; therefore, if you require additional trace information for the dial
engine, follow these guidelines to conserve system resources:

~

Note

Only increase the number or the size of trace files if necessary, or as directed
by Cisco support personnel.

Keep the number and the size of trace files to the minimum values that
provide the information that you need.

Enable only the trace settings that you need or that you are instructed to
enable by the Cisco TAC.

If you enable trace settings, disable them when you no longer need to use
them.

The system begins to log information in a new trace file each time the current
file reaches the designated maximum file size. When the number of trace files
that are stored on the system reaches a designated value, each subsequent
trace file overwrites the oldest existing trace file.

The total size of all dial engine trace files that are stored on the system
cannot exceed 3 GB.

When you delete a language, in the Dial Engine > Prompt Management >
Languages window, the logical folder for that language and all contents of
the folder are removed from the repository. You can delete a single language
or several languages at one time.
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If you delete a language while the policy engine is executing a dial engine
script that uses that language, the script may not be able to access a
prompt that it requires.

To display the Standard Script Prompts window, choose Dial Engine >
Prompt Management > Standard Script Prompts. By default, the Standard
Script Prompts window lists all standard script prompts. To see a list only of
standard script prompts that are stored in a particular logical language folder,
choose that language from the Language drop-down list and then click

Query.

When you delete a standard script prompt or a customized script prompt, it is
removed from the repository. You can delete a single prompt or several
prompts at one time.

Before you delete a prompt, make sure that it is not used by a script. The
system does not warn you if the prompt is used by a script.

The dial engine includes the following system scripts, which cannot be
modified or deleted:

- IppeDialin—TUI main menu

— IppeDialout—Used to place outbound calls

— IppeRecording—Used to record spoken names
You can add other scripts, if needed.

The policy engine requires that a SIP provider be configured in your network.
A SIP provider handles calls to and from the policy engine.

Note  You must use Cisco Unified CallManager or a Cisco router that is running

a supported version of Cisco I0S as the SIP provider. You configure
Cisco Unified CallManager for the policy engine in

Cisco Unified CallManager Administration. Refer to the Cisco IPICS
Server Administration Guide for detailed information about configuring
Cisco Unified CallManager as the SIP provider.
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e  When you configure SIP for the policy engine in the Dial Engine > SIP
Configuration window, you configure several fields including the following:

— Maximum Retransmission—Enter the maximum number of times that
SIP requests and responses are transmitted (the default value is 2; valid
values are O through 10)

— First Retransmission—Enter the number of milliseconds to wait before
performing the first retransmission (the default value is 500; valid values
are 100 through 4000)

Note  The default maximum transmissions and first retransmission values are
appropriate in most cases. You should not change these values unless you
fully understand the characteristics of the network on which Cisco IPICS
and the SIP provider are deployed and understand the SIP retransmission
algorithms that are described in the RFC 3261 specification.

Policy Considerations

A policy defines a set of actions that the system executes according to instructions
that you provide in the policy. A policy can be either of the following types:

¢ Invitation—Policy that causes the TUI to call designated users and invite
them to join designated VTGs. This policy type is activated only through the
TUL

e Multi-purpose—Policy that performs any one of the following activities:
— Activates designated VTGs
— Adds participants to a VTG

— Contacts designated users in sequence at each e-mail, Short Message
Service (SMS), or pager address that is associated with the user

- Provides the specified message to designated users by causing the TUI to
call them according to the dial preferences that are configured

~

Note A multi-purpose type policy can be activated by a trigger, by reactivating it in the
Policy Management > Execution Status window, or through the TUIL. An
Invitation Type policy can be activated only through the TUI.
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When you create a policy, make sure that your system has sufficient resources
(multicast addresses and dial ports) to accommodate the associated VT'Gs when
they execute. Cisco IPICS does not warn you that a policy would over-commit
system resources when it activates VTGs.

Guidelines for using the TUI

General Guidelines

When you use the TUI, be aware of the guidelines that are listed in the following
sections:

General Guidelines, page 3-7
Menu Guidelines, page 3-8

The following general guidelines apply when you use the TUI:

After you dial in to the TUI, the system prompts you to enter your user ID and
PIN (password). You must authenticate before you can continue to use the
system.

When you call the system, the language in which you hear prompts is the
default language that is configured for the ops view with which you are
associated.

The system spells out your user name if you do not have a recorded spoken
name.

After you authenticate, the system announces the available menu options,
such as joining a channel or VTG, invoking a policy, or accessing the system
menu.

The TUI allows you to interrupt a prompt and dial ahead by entering your next
option before the prompt has finished.

A menu times out if you do not respond within the predefined allowable

period of time. In most instances, this period of time is 3 seconds and includes
a maximum retry limit of 3. When the allowable period of time has expired,
the TUI responds with “Are you still there?” and the menu repeats. When the
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maximum retry limit has been exceeded, the TUI responds with a warning
prompt to inform you that the call will be disconnected and then it terminates
the call.

e If the system does not detect a response to the prompts after a predefined
number of consecutive attempts, the system returns you to the previous menu
or terminates the call, if you are using the main menu.

¢ When you enter an incorrect key option, the TUI responds with “Please try
again” and the menu repeats.

e When you dial out to invite a party in to a call, the called user must press any
key to authenticate before the call is connected to the channel or VTG. (As
the call is being dialed out, the system does not play any audible sounds.)

e To terminate your input, press #.

e To return to the previous menu, except when you are using the main menu,
press *.

e To select resources, such as channels, VTGs, or policies, from a menu, press
the number that corresponds to your selection when the number of entries is
9 or less. When 10 or more entries exist, you must press the number that
corresponds to your selection followed by #.

e The option to select a resource by spelling its name depends on your locale:

— The TUI supports the following locales: Afrikaans (af), Albanian (sq),
Basque (eu), Catalan (ca), Danish (da), Dutch (nl), English (en), Faroese
(fo), Finnish (fi), French (fr), German (de), Icelandic (is), Irish (ga),
Italian (it), Norwegain (no), Portuguese (pt), Rhaeto-Romanic (rm),
Scottish (gd), Spanish (es), Swedish (sv)

— Ifyou use alocale that does not support dial by name, such as locales that
do not have equivalent characters available on the phone keypad to enable
dial by name, you must make your selection from the list of available
resources.

Menu Guidelines

The following guidelines apply when you use the TUI menus:

e Transfer and conference features are not supported on a phone when the
phone is connected to the TUI.

¢ From the TUI main menu, you can take the following actions:
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To join a channel or VTG, press 1. Then, you can press 1 to select an
assigned channel or VTG to join by spelling out the channel/VTG name,
or press 2 to listen to the list of assigned channels/VTGs and then
selecting from that list. (If you know the name of the channel or VTG that
you want to join, it is quicker to enter the name than to wait for the TUI
to announce the list of available channels/VTGs.) To confirm your
selection, press 1. To cancel your section, press 2. To return to the
previous menu, press *.

To invoke a general purpose policy, press 2. Then, you can press 1 to
select a policy by spelling its name, or press 2 to listen to the list of
available policies. (If you know the name of the policy that you want to
join, it is quicker to enter the name than to wait for the TUI to announce
the list of available policies.) To confirm your selection, press 1. To
cancel your section, press 2. To return to the previous menu, press *.

To invoke the system menu, press 0. From this menu, you can take the
following actions:

- To access system help, press 1. This option provides an overview of the
system menu.

- To manage your user profile, press 2. To change your PIN, or password,
press 1. To change your recorded name, press 2.

- To obtain policy status, press 3. To replay the information, press 1.

- To return to the previous menu from these menus, press *.

e The TUI provides a dial-in floor control feature to support dial-in users:

From the TUI call menu, you can take the following actions:

- To request the floor, press 1. You hear a single beep if you obtain the
floor. You hear a busy tone if the floor is not available to you.

- To release the floor, press 2. You hear a double-beep to confirm that the
floor is released.

The dial-in floor allows one dial-in user at a time to speak in a VTG or
channel. It does not control whether other PTT users can speak.

When you have the dial-in floor, you can speak and be heard by other
users in a VTG or channel, but you cannot hear other users talking.

When you have the dial-in floor, the TUI prompts every two minutes to
confirm that you want to keep the floor. Press 1 to keep the floor or press
2 to release the floor.
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e From the TUI breakout menu, you can take the following actions:

To access system help, press 1. This option provides an overview of the
system menu.

To invite a dial user to join the call by using an ad-hoc invitation or by
using an invitation policy, press 2.

- To perform an ad-hoc invitation, press 1. To confirm your selection,
press 1 (no audible sounds play during the time that it takes for the
remote party to pick up and authenticate). To try your call again, press 2.
To cancel, press *.

- To perform an invitation policy, press 2. To choose an invitation policy
by spelling out the name, press 1. To listen to the list of invitation
policies, press 2 and then select from that list. To confirm your selection,
press 1. To cancel, press 2. To return to the previous menu, press *.

To invoke a general purpose policy, press 3. To choose an invitation
policy by spelling out the name, press 1. To listen to the list of invitation
policies, press 2 and then select from that list. To confirm your selection,
press 1. To cancel, press 2. To return to the previous menu, press *.

To leave the call and return to the main menu, press O.

To return to the call, press *.

Managing the Cisco IPICS PMC

You can manage PMC functions that include configuring the PMC installer, and
uploading PMC version packages, alert tone sets, and PMC skin sets, in the PMC
Management window in the Administration Console.

This section contains the following topics:

e Managing the PMC Installer, page 3-11

e Managing PMC Versions, page 3-11

e Managing PMC Alert Tones and Skins, page 3-12
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Managing the PMC Installer

Note

Note

The PMC installer installs new PMC version packages and makes them available
to PMC users. When you configure the PMC installer, you can choose the IP
address or host name of the server hardware, or you can configure a different IP
address or host name that you want the PMC to use.

If you choose another IP address or host name instead of the configured IP address
or host name, the IP address should be tested in the network domain that will be
supported with that server.

Cisco recommends that you use the default HTTP and HTTPS ports that are listed
in the PMC installer configuration area. The IP address, HTTP port, and HTTPS
port fields affect only the PMC installer and do not have an immediate effect on
PMC clients that have already been installed on user PCs.

If you need to change the HTTP and HTTPS values, Cisco recommends that you
notify all users that they need to download and reinstall the PMC by using the new
pmcsetup.exe file that is generated after you save the changes to these values.

Managing PMC Versions

Note

The Cisco IPICS server maintains a repository of one or more versions of the
PMC. PMC updates can be assembled into upgrade packages that add features and
resolve issues. Users can then upgrade their PMC clients at any time by
downloading the current version of the PMC executable file.

You must configure the PMC installer and upload the PMC upgrade package
before users can download and install the PMC on their PC clients.

When you upload a new PMC version package, all new PMC versions will be
saved, by default, in a non-operational state. The PMC users are not able to
download the version until you change the state to one of the following states:
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A

¢ Recommended—This version represents the recommended software version
that should run on the PMC. The server notifies the PMC of this
recommended version and displays a message to inform the PMC user. The
server then sends this version to the PMC and the PMC installs it after the
PMC user responds positively to the message prompt or if other installed
versions are not supported.

e Staged—This version represents the software version that the PMC
downloads according to your discretion. The server sends this version to the
PMC for download but the PMC does not download it until you change the
state of this version to recommended or operational. At that time, the PMC
may install the new version after the PMC user responds positively to the
message prompt or if other installed versions are not supported.

e Operational—This version represents a version of PMC software that is
operational. This version is supported for use with the server but there may
be a later version that is also supported.

~

Note  The server always extends priority to the PMC versions that it marks as
recommended.

To force updates immediately, choose the Not Supported state from the
drop-down list box. This state forces PMC users, who are running this version of
the PMC, to restart and download a newer version.

Caution

Forcing a PMC automatic update shuts down and then restarts a PMC without
warning a user, regardless of the purpose for which the PMC is being used. For
this reason, Cisco recommends that you force an update only when it is absolutely
necessary.

Managing PMC Alert Tones and Skins

You create PMC alert tone sets and then upload tone sets and skin sets to the
server that PMC users can then download to their PC client machines. Alert tone
sets and skin sets are associated with ops views, so each PMC user can see only
one tone and skin set based on the ops view to which that user is associated.
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Note

Using Cisco Unified IP Phones with Cisco IPICS

The PMC alert tone feature requires the use of compatible alerting tone files.
These files must be .wav files that are encoded in Pulse Code modulation (PCM),
which is a sampling technique that digitizes analog signals. These .wav files must
be encoded in PCM format with 8 bits monaural samples at 8000 Hz sampling rate
for a total of 64 kbps. While higher and lower rates may seem to work,

Cisco IPICS does not support the use of any other encoding or bit rates, as they
may produce inferior sound quality. Any file that is used with the G.729 codec
may sound inferior due to its encoding algorithms. In addition, all alerting tones
should be encoded to a nominal value of -20 decibels relative to one milliwatt
(dBm) and begin and end with zero deflection to eliminate or minimize “popping”
or clicking sounds. For more detailed information, refer to the Cisco IPICS PMC
Installation and User Guide.

For more information about how to manage PMC alert tones and skins, refer to
the Cisco IPICS Server Administration Guide.

Using Cisco Unified IP Phones with Cisco IPICS

The Cisco IPICS service allows several Cisco Unified IP Phone models to
communicate and participate in PTT channels and VTGs. Before a user can access
the Cisco IPICS service, Cisco IPICS must be configured as a phone service for
Cisco Unified CallManager or for Cisco Unified CallManager Express. In
addition, users in a deployment that includes Cisco Unified CallManager must
subscribe to the Cisco IPICS service by using the Cisco Unified CallManager
User Options application.

For detailed information about configuring Cisco Unified IP Phones for use with
Cisco IPICS, refer to Appendix B: Setting Up and Using a

Cisco Unified IP Phone as a Cisco IPICS Push-to-Talk Device in the Cisco IPICS
Server Administration Guide.

After you configure Cisco IPICS as an available service, and IP phone users have
subscribed to the service, the Cisco Unified IP Phone Services menu displays
Cisco IPICS as an option.

For additional information about Cisco Unified CallManager Administration and
about setting up phone services, refer to the Cisco Unified IP Phone Services
configuration information in the
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Cisco Unified CallManager Administration Guide for your version of
Cisco Unified CallManager. You can locate the Cisco Unified CallManager
documentation at the following URL.:

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/

Users should be aware of the following guidelines when using
Cisco Unified IP Phones with Cisco IPICS:

To obtain help with using the Cisco IPICS service on a
Cisco Unified IP Phone, press the Help softkey.

A phone that is logged into the Cisco IPICS service logs out automatically
after 30 minutes of inactivity.

If a phone loses connectivity to the Cisco IPICS server while the phone user
is logged in to the Cisco IPICS service, the service retains its current state and
the user can continue to use the PTT functionality for the channel or VTG that
is currently selected. However, the phone cannot connect to other channels or
VTGs until connectivity to the server is re-established.

A Cisco IPICS user can be logged in to the Cisco IPICS service with the same
login credentials on more than one phone simultaneously. In this case, the
following information applies:

— The user can send and receive audio on all of the phones

— If the user presses a key on any phone that causes the phone to interact
with the server (for example, the Back, Latch, or Help softkey), all
phones log out except the last one that was logged into.

When the Cisco Unified Wireless IP Phone 7921 is connected to an active
Cisco IPICS channel or VTG, the phone goes into continuous listening mode.
In this mode, the phone remains in an active receive state even if Cisco IPICS
is not transmitting audio. In this state, the phone continues to draw power
from the battery, which limits the battery life to approximately eight hours of
talk time. (When the channel or VTG is deactivated, the phone enters standby
mode to conserve power.) To ensure that you have an adequate power supply
for your Cisco Unified Wireless IP Phone 7921, Cisco recommends that you
maintain a backup battery for use with your phone. For more information
about the Cisco Unified Wireless IP Phone 7921, refer to the

Cisco Unified IP Phone documentation that is available at the following
URL:

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_ipphon/english/
index.htm

Cisco IPICS Server Quick Start Guide
m. oL-11460-01 |


http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_ipphon/english/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_ipphon/english/index.htm

| Chapter3

Using the Cisco IPICS System

Maintaining User Passwords [l

For information about how to customize the softkeys on the
Cisco Unified Wireless IP Phone 7920/7921 to enable direct access to the
Services menu, refer to the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/

Maintaining User Passwords

Cisco IPICS provides password security features that enforce password
complexity (strong passwords) that must adhere to certain rules for user password
creation. Cisco IPICS checks for user password length and character
requirements, keeps track of password expiration settings, maintains historic
passwords in the database, and locks out user accounts after a maximum number
of invalid login attempts.

As a system administrator, you can manage user password settings in
Administration > Options > Passwords tab, in the Administration Console.

You can specify the following password settings in the Options window:

Minimum password length—Specifies the minimum number of characters
that a user can enter (to ensure a strong login password, configure the
minimum password length to contain at least 8 characters total)

Minimum digit password length—Specifies the minimum number of numeric
characters that a user can enter when creating or changing the digit password
(or PIN) in the My Profile window

Minimum lower case letter count—Specifies the minimum number of lower
case letters that a user can enter when creating or changing the login password
(the total number cannot exceed the number that is set for the minimum
password length)

Minimum upper case letter count—Specifies the minimum number of upper
case letters that a user can enter when creating or changing the login password
(the total number cannot exceed the number that is specified for the minimum
password length)

Minimum numeric character count—Specifies the minimum numeric
characters that a user can enter when creating or changing the login password
(the total number cannot exceed the number that is specified for the minimum
digit password)
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Minimum special character count—Specifies the minimum special characters
that a user can enter when creating or changing the login password (check that
the password contains at least one of the following characters: lower case
letter, upper case letter, number, and special characters such as pronunciation
mark, exclamation point, asterisk, etc.)

Password history count—Specifies the number of passwords of which
Cisco IPICS keeps track and that the user will not be able to use again.

Password expiration notification—Specifies the number of days, prior to a
password expiring, in which the user will be notified with a warning (if you
set the number to O, then the current password will expire on the actual
password expiration date and the user will be forced to create a new password
at the next Cisco IPICS login)

Password expiration—Specifies the number of days in which the Cisco IPICS
login password will expire (if you set the value to 0, then the password will
never expire)

At each login, Cisco IPICS checks if the user password is about to expire in
the number of days that are configured in the password expiration field. If the
date has passed, the user gets notified.

Note The

notification that the user receives does not apply to digit password.

When the digit password expires, the user receives a warning message when
using the browser to log in. The expiration warning message has options to

dismiss the warning, or to change the digit password. The message only lasts
for the session.

When the user password expires, the user may still log in by using the old
password but is restricted to only the user profile window and is forced to
change the password before being able to access other windows.

Note  After password expiration, PMC and IP phone clients will receive an error
message asking the user to change the password when logging in to the server.
Users will not have functionality until they change the password.
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Apply password expiration check box—You can apply the password rules, for
both the user and digit passwords, by checking this check box. If you leave
the check box unchecked, then there will be no password expiration rules in
effect.

Maximum invalid login attempts allowed—Specifies the maximum
consecutive number of times that a user can attempt to log in to Cisco IPICS
with invalid login information (user name/password) before the user account
gets locked out

A user whose account is locked cannot log in to the Cisco IPICS system.
Existing logins continue to work until the user logs out of the system.

When users get locked out of Cisco IPICS, either the system administrator or
the operator can unlock the user account from the Users window.

The invalid login attempt counter resets to O after the configured number of
expiration hours has been exceeded.

Failed password attempt expiration—Specifies the number of hours in which
Cisco IPICS resets the number of invalid login attempts back to 0 (if you set
this value to 3 hours, for example, then the value is set back to O three hours
after a failed login attempt)

Apply user account lockout check box—You can apply the account lockout
rules by checking this check box. If you leave the check box unchecked, then
there will be no account lockout in effect.

When the operator changes the password for any user, the old password is not
required to be entered and the strong password checking (except for minimum
password length) is disabled.

[ oL-11460-01

Cisco IPICS Server Quick Start Guide |




Chapter 3 Using the Cisco IPICS System |

Bl Maintaining User Passwords

Cisco IPICS Server Quick Start Guide
m. oL-11460-01 |



	Using the Cisco IPICS System
	Managing the RMS
	Managing and Using the Cisco IPICS Policy Engine
	Dial Engine Considerations
	Policy Considerations
	Guidelines for using the TUI
	General Guidelines
	Menu Guidelines


	Managing the Cisco IPICS PMC
	Managing the PMC Installer
	Managing PMC Versions
	Managing PMC Alert Tones and Skins

	Using Cisco Unified IP Phones with Cisco IPICS
	Maintaining User Passwords



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


