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Curnansil, XYPHarlibl h OTHETDbI

oToT pasnen coaepXuT TeMbl o0 yCTpaHeEHUN HeVICI'IpaBHOCTeVI B OTHOLUEHWUN CUTHalI10B, XXypHalioB
M OTHEeTOB.

* HeB0O3MOXHO ckayaTb KypHanbl, cTpaHuua 1

* HeBO3MOXHO ckayaTb OTYEThI C MOMOLLbIO Microsoft Internet Explorer, cTpaHuua 2

* Mpobnembl C pasmMepoM 3anucu XxypHana, ctpaHuua 2

HeBO3MOXXHO cKavaTb XypHanbl

Mpo6rema Bbl HE MOXeETE CkavaTb CBOM XypHarbl.

BoamoxHas npuumHa Balua cuctema HacTpoeHa Ha SSL, 1 Bbl ucnonb3yeTte Microsoft Internet
Explorer Bepcuu paHee 9. [ing Internet Explorer Bepcum paHee 9 TpebyeTcsa cneumanbHbIn
3arosioBOK, KOTOPbIV NPUHYXXAAET KILUMPOBaHUE CkavyaHHbIX hannos. 3aTtem OH yganseT nunu
HeHagnexalmm obpas3om kawmpyeT chalnbl, KOTOPbIE Bbl MbITAETECH COXPAHUTD.

Pewenune Vcnonbayiite Internet Explorer 9 unu 6onee nosgHux sepcuid. [Npyn HeobxoammocTu
ncnonb3oBaTb 6onee paHHow Bepcuio Internet Explorer BOCNONb3YWTECH PELLEHNEM MO 3TOW CCbINKE:
https://www.ibm.com/developerworks/mydeveloperworks/blogs/WCML2Thoughts/entry/internet _explorer
8 cannot download items over https ssl connection with ie8 ie 83?lang=en.

Pewenne OBpaTtutech B Cisco TAC 1 HacTponTe y4eTHYH0 3anmcb Remote Support, KOTOpYyto 6yaet
ncnonb3oBatb cnyx6a TAC ans pewwenuns npobnemsl. [1ns nonyyYyeHns JONOMHUTENbHLIX CBEAEHWI
CM. pasgen "HacTtpoika y4eTHon 3anmcu Remote Support”" PykoBogcTea no agMUHUCTPUPOBAHMUIO
Cisco WebEx Meetings Server.
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CurHansl, XypHarbl U OTHETbI I

. HeBo3MoxHO ckayaTb oT4eThl € nomoLLbio Microsoft Internet Explorer

HeBoamoxHocKkavaTboTyeTbicnomoulboMicrosoftinternet

Explorer

Mpo6nema HeBO3MOXHO ckayaTb OTHETHI, Koraa Internet Explorer MICNonb3yeTcs B kayecTBe bpaysepa.
Bbl nonyuute Takme owmodku, kak "Internet Explorer He MoxeT ckayatb downloadReport ¢ cepBepa.
Internet Explorer HE CMOT OTKPbITb 3TOT MHTEPHET-Y3€er. 3anpoLUEHHbIN y3er HE4OCTYNEH UMK He
HangeH. MNosTopuTe NonbITKy NosaHee." unu "HeBo3MOXHO ckayaTb dann."

BoamoxHasi npuunHa B Bpay3sepe Internet Explorer ycTaHoBneH napameTp "He coxpaHaTb
3alwmndpoBaHHbIe CTPaHULbl Ha AUCK".

Pewenune ViameHuTe HacTponkm 6esonacHocTu Internet Explorer. BeinonHuTe npnsBegeHHbIe HkKe
nencteus. Beibepute Cepsuc > Ceonctea obo3peBatens > [JononHUTENbHO > be3onacHoCcTb 1
CHUMUTE dnaok Bosne "He coxpaHATb 3awmdpoBaHHbIe CTpaHuLbl Ha Auck". 3aTem BbibepuTe
OK.

[Tpobnemebl ¢ pasmepom 3anucu XXypHana

Mpo6nema Paamep 3anucu xxypHana CrKoM GonbLLOA.

BosamoxHasi npuumHa Pasmep 3anuncu xypHana MoxXeT 6biTb CnLLIKOM GonbLumMM, 0cobeHHOo npu
NOMyYEHNUN KypHANOB 13 apX1BOB. MNPy NoyYEHNM XXypHaNoB U3 apxuea cryx6a 3anucy xypHana
npeaocTaBnseT XypHanbl ANa BCero AHA Aaxe B crny4vae BbiGopa ToNMbKo YacTi aHs. Cuctema
HacTpoeHa Takum 06pa3oM, NOCKONbKY pa3apXx1BnpoBaHme ainnos MoXeT 3aHUMaThb
3HayMTenbHOE BPpEMS U BNUSATh Ha NPOU3BOAUTENBHOCTL CUCTEMBI.

Pewwenne Pasmep 3anucu xypHana MOXHO COKpaTuTb, BbIOpaB TOMNbKO 4ENCTBUSA, HEMCMPAaBHOCTH
B OTHOLLEHUN KOTOPbIX HEOBX0AMMO yCTpaHUTb. Kpome Toro, pasmep 3anucum xypHarna MOXHO
MWHUMW3NPOBATb, OCYLLECTBNASA 3annCb HENOCPEACTBEHHO NPy 0B6HapyXeHUn oLWNBKN, Takum
obpasom, cnyxbe 3anvcy xxypHana He notpebyeTcs obpalyatbes K apxmBam A NonyyYeHus
XypHanos.
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Ceptudmkatel |
[l HesosmoxHo yaanuTe unu nepesanucark cywjecTayowme cepTudmKaTsl

HeBo3mMoOXHOyganmTbununepesanucaTb CyLlecTByoumne
cepTdukaThbl

Mpo6nema CyLLeCTBYIOLMI CepTUdUKAT HEMb3SA yAanUTb UK NepesanncaTb HOBbIM.

BoamoxHasi npuunHa Cisco WebEx Meetings Server He NO3BONSET yAansTb cepTudukaTsl, HO
npegycmaTpuBaeT nx nepesanuck. Ecnv Bam He yaaeTcd nepesanucatb cepTudunkaTt, BO3MOXHO,
BKNtoYeHa pyHkumna SSO.

Pewenve BorianTte Ha cant agMMHUCTPUpPOBaHMA 1 oTkNouMTe SSO, Nepes TeM Kak nepesanuchiBaTb
cepTudukat. [Ana nonyyeHnsa JONONHUTENbHbLIX CBeAEHUI cM. pasaen "BoeikntoyeHne SSO"
PykoBoacTtBa no agMnHUCTpmpoBaHuto Cisco WebEx Meetings Server.

HeBo3amoxHoyaanuteSS0-cepTudmkaTnocTasLLmKaycnyr
ayTeHTudunkaymm

Mpo6nema Bbl He MOXeTe yaanuTb SSO-cepTudmkaT NOCTaBLUMKa YCryr ayTeHTUdMKaLm 13 Ballen
CUCTEMBI.

BoamoxHasi npuunHa Popmat cepTudmkaTa HenpaBuIbHbIN.

Pewenve 3arpysute HoBble cepTudukathl IdP 1 ybeautech, 4To dhopmat cepTudpmkata X.509 ¢
wndpoBaHMeM Base64.

OwwunbKka ueno4vkn cepTudpurkaTosB

Mpo6nema Bbl nonyuunu coobieHne 06 ownbke Luenoyvkn ceptudmkaTos.
. BoamozxHas npuunHa OAWH M HECKOMNBKO CEPTUEUNKATOB OTCYTCTBYIOT B CEPEAVHE LIEMOYKN.

. BoamoxHasi npuunHa CepTudmkaTel NpMBEAEHbI B (harine B HENPaBUIIbHOM MOPSAAKE.

* Pewenve CKONUpynTe KaXkablil MHONBMAYamNbHbIA cepTUdUKaT B OTAENbHbIN dhanin.

* PewweHue Vicnonbayiite cpeacTBo NpocmoTpa cepTudmkaTos Ha Baw Bel6op (OpenSSL, Keychain),
4YTOObI NPOBEPUTL OBBLEKT M NCTOYHWK KaXKgoro cepTudmnkaTta ans obecneveHns nonHoThl
LienouyKm.

* Pelenne PeopraHusyiite dpaiin cooTBETCTBYIOLMM 06pa3om unv AobaBbTe HegocTaLme
cepTUdMKaThl M MOBTOPUTE MOMbITKY.
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CepTucpukart He cootsetctyet cekpetromy kiiody ]

CepTndukaT He COOTBETCTBYET CEKPETHOMY KUY

Mpo6nema Bbl nonyyaeTte coobLieHne 0 TOM, YTO CEPTUUKAT He COOTBETCTBYET CEKPETHOMY KITHouYy.

BoamoxHasi npuumnHa CeKpeTHBIN KIHoY, COOTBETCTBYHOLLMIA cepTUdUKaTy, OTCYTCTBYET B BaLLEN
cucteme. OTO MOXET NMPOU30NTU B Cllydae co3aaHus BTOPOro 3anpoca Ha reHepaumio
ceptudpmkarta (CSR), MCNoNb30BaHNSA camo3aBepsoLLEero ceptTudukaTa unm BolNoNHEHNs
onepaunn, nameHsoLen xoctol unn URL B cucteme.

Pewenve lNMpy coxpaHeHUn CEKPETHOro Knya, COXPaHEHHOro N3 CUCTEMbI BO BpeMs reHepaLuu
CSR, 3arpy3nTb €ro MOXHo BMecTe ¢ cepTudukaTom. Ybeamrech B TOM, YTO cepTudmKaT umeeT
dopmat PEM. OTKpoOKTE COXpaHEeHHbIN dharin CEKPETHOrO KIkoYa C MOMOLLbI0 TEKCTOBOrO peaktopa
N CKONUPYIWTE CEKPETHbIV KNHoY. BKNouMTE CTPOKM ----- BEGIN PRIVATE KEY ----- N----- END PRIVATE
KEY-----. OTkponTe ceptudukat B popmaTte PEM € NOMOLLbIO TEKCTOBOIO peakTopa U BCTaBbTe
CEKPETHbIN KNY B BEpPXHEN YacTu dharina Hag CTPOKOW ----- BEGIN CERTIFICATE-----. Y6eautecb
B OTCYTCTBMU AOMOSHUTENBHbIX NYCTbIX CTPOK U TekcTa. CoxpaHuTe 3TOT 00 beANHEHHEIN dhann n
3arpyauTe ero B cuctemy. ObpaTnte BHUMaHue, YTO B Criyyae nameHeHus xoctoB unm URL nocne
co3gaHua CSR 1 nocneayoLLero ncnonb3oBaHusa ceptudukata SAN, aToT cepTudmkart 6onee
HeaencTBUTENEH Ansa 3Ton cuctemsl. [Mpy ncnonb3oBaHUKM rpynnoBOro ceptTudukaTa MOXHO
BbINOMHUTb AEACTBUS HUXKE. [1pyn OTCYTCTBMM COXPAHEHHOIO CEKPETHOrO KIko4a BaM noHagobutcs
creHepupoBaTb apyroin CSR 1 npuobpecTn HOBbIV cepTUdUKaT.

Owmnbka "CepTtudmkar ewe He gencremuteneH"

Mpo6rnema Bbl nonyyaeTe coobLyeHne 0 ToM, YTO cepTUdmKaT ele He AEACTBUTENEH.

BoamosxkHas npuumHa Cpok AencTBUs cepTudpmkaTa eLle He Havancs.

* Pewenue Nogoxante, noka cepTudukaT CTaHeT 4eNCTBUTENbHbIM, U MOBTOPHO 3arpy3unTe ero.

* Pewenve Cosgainte HOBbINM CSR 1 MCNONb3ynTe €ro Ansa nonyyeHns HoOBOro AeNCTBUTENbHOrO
ceptudukara.

* Pelenne Yb6eautech B NpaBUIIbHOCTM CUCTEMHOIO BPEMEHM.

Owwunbka ncreveHus cpoka oeNCTBuUst ceptTmdmkarta

MpoGnema Bbl nonyuunu coobuieHre o6 ombKke NCTeHEeHUsA Cpoka AeNCTBUS cepTudmkara.
BoamoxHas npuunHa lNepunopn gencTena ceptudpmnkara 3akoH4YUIICA.

Pewenne CospaliTe HoBbI CSR U UCNOMNb3yiiTe ero Ans nony4yeHns HOBOro AeiCTBUTENBHOMO
cepTudvkaTa. Yoeautech B NpaBUNbHOCTU CUCTEMHOIO BPEMEHN.
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. HeBepHbIn cepTudmkar X.509 ons koHTponsi noaTeepxaeHns SAML

HesepHbin cepTundomnkat X.509 ansa koHTpons
noarTeepxaeHna SAML

Mpo6nema Bbl nonyuyunu coobuieHne o6 owmnbke "HeBepHbI cepTudmkaT X.509 ans KOHTponsi
noareepxaeHns SAML. [Insa nonyyeHns ganbHenLwen nogaepxkm obpaTntecs K CBoemMy
agMUHMUCTPaTOopY.

BoamoxHasi npuunHa CepTtudomkat nnu IdP HegercTBuTEneH.

Pewenne Mpn HeobxoanmocTy noaTeepaunte ceptudukat unm IdP.

Owunbka HeOeNCTBUTENBHOCTU cepTUdurKaTa

Mpo6nema Bbl nonyumnu coobuieHne 06 ownbke HeaencTBUTENBHOCTY cepTUdMKaTa.

BoamoxHas npuunHa Pann ceptucmkata noBpexaeH.

* Pewenue MNpu 3arpyske caiina PEM yGeauTech B OTCYTCTBUM TEKCTA U MYCTbIX CTPOK A0
————— BEGIN CERTIFICATE----Mnocfie -——--END CERTIFICATE-----.

* Pewenve Y6eguteck B TOM, YTO cepTudmkat B nogaepxusaemom cdopmare (X.509 B PEM,
wndgpposaHmne DER unu wincposaHue PKCS#12).

* Pewenve Cosgainte HOBbINM CSR 1 MCNONb3ynTe €ro Ansa nonyyeHns HoOBOro AeNCTBUTENbHOMO
ceptudukara.

Owwubka "HegencrentenbHbIin LOMEH" — rpynnoBomn
cepTngukaTt

Mpo6nema Bbl nonyumnu coobuieHne o6 ownbke HedenCTBUTENBHOCTU AOMEHa.

BoamoskHasi npuumHa Nonb3oBaTtenb 3arpy3un rpynnoBor cepTudpmkaT. OanH UM HECKOSbKO
MMEH XOCTOB B cucteme, cant unn URL agMUHUCTpaTOpa HaxoaaTcs He B JOMEHe, YKa3aHHOM
B 06LLeM MMeHU cepTucmkara. MNpu ncnonb3oBaHUM rpynnoBoro cepTudmkarta Bce xocTbl M URL
B CUCTEME JOIMKHbI HAXOAUTLCSA B OAHOM AoMeHe. [1pn Ncnonb3oBaHUN HECKOSbKUX JOMEHOB
HeobxoaMMO ncnonb3oBaTb cepTudmukat SAN.

* Pewenune [NpoBepbTe, UCNOMb3yeTe N Bbl MPaBUibHbIN cepTUdUKAT, U MOBTOPHO 3arpysnTe
ero.

* Pewenve Mony4yuTe HOBLIN cepTudmKaT 1 3arpysute ero.
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Owwubka "HepencreuTenbHbIn AomeH" — cepTudmkat SAN .

* Pewenve MNpocmoTpuTe ceptudmkat ¢ nomoLbio OpenSSL, 4TOGbLI NPOBEPUTL, KaKo JOMEH
ucnonb3yeTtca B cepTudmkare.

Owwnbka "HepgencreutenbHbin gomeH" —cepTtudukaTt SAN

Mpo6nema Bbl nonyumnu coobuieHne o6 olwnbke HeAenCTBUTENBHOCTU AOMEHA.

BoamoxHas npuymHa Nonb3oBaTens 3arpyaun ceptudunkat SAN. CN He coBnagaet ¢ URL cawTa.

* Pewenune NpoBepbTe, UCNOnb3yeTe N Bbl PaBUIbHbIA CEPTUGMKAT, M MOBTOPHO 3arpysute
ero.

* Pewwenve [ony4ynTe HOBbLIN cepTUdUKaT U MOBTOPHO €ro 3arpysuTe.

* Pewenve MNpoBepbTe cepTudmkat ¢ nomoLbio OpenSSL, 4TOObI yOeanThCsl B HANMMuUmm BCex
XOCTOB.

Owunbka gewmndpoBaHma Knro4a

Mpo6bnema Bbl nonyyunu owmdKy aeinpoBaHus Kntova.
. BoamoxHas npuumia Kntoy Obin 3awumMdpoBaH, a naporb He ykasaH.
. BoamoxHas npuumta Kntoy Obin 3awumMdpoBaH, a ykazaHHbI Naposb HEBEPHbIN.
. BoamorkHasi npuunHa Kntoy noBpexaeH.

. BoamoxHasi npuunHa Kntoyw He nogaepxusaeTcs. [logaepxueaemble Kroym BKIIOYAOT
PCKS#1, PKCS#8 1 3awumngpoBaHHbii PKCS#12.

* Pewenve Yb6eantecb B BBOAE NPaBUIbHOTO KIoYa.

* Pewenve NMonpobyiiTe OTKPbITE KU € NOMOLLbI0 OpenSSL.

Owwnbka pasmepa Kroya

Mpo6rema Bbl nonyumnu ownGKy pasmepa krova.

Bo3moxHasi npuunHa Nonb3oBatenb NbITaeTcs 3arpy3vTh 3aKpbIThbIl KINHOY 1 cepTudmkaTt nnm
TONbKO cepTudpmkaT, OAHaKO ANMHA KMoya CMMLLIKOM Mana.
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[l Bcnyuae annynsumm ceptudinkara 4OCTyN K CaiiTy AAMUHUCTPUPOBAHIS BY/ET 3aKPLIT

Pewenue Nonyunte HOBbI CEPTUUKAT 1 3aKPLITLIN K4 pa3MepoM Mo MeHbLuen mepe 2048 OUToB.
Wcnonbayrite OpenSSL, 4TOObI NPOBEPUTHL AMMHY KITHo4a.

B cny4ae aHHynauum ceptudpmkaTta gOCTyn K canty
AOMUHNCTPUPOBaHNA ByaeT 3aKkpbIT

Mpo6rema Balum agMMHUCTpaTOPbI M NOSIb30BaTENM HE UMEIKOT AOCTYN K caiiTamM agMUHUCTPUPOBaHNS
N KOHeYHbIX nonb3oBartenein. OTobpaxaeTca coobueHne 06 owmnbke: "C cepTudmkaTom
6e3onacHocTu aToro Be6-caiiTa BosHukna npobnema. Ceptudukat 3Toi opraHm3aumm aHHynMpoBaH".

Bo3smoxHasi npuunHa Bbl NOBTOPHO CO34anm CEKPETHbIN KIMHOY U MMNOPTUPOBANM aHHYIMPOBaHHbIN
cepTtucpmkat SSL. MNMocne BLIKMYEHMS pexXnma TEXHNYECKOro obCcnyKuBaHnsi otobpaxaetcs
npegynpexaneHune cnctemol 6esonacHocTu: "CepTtmudmkat 6€30nacHOCTH 3TOro carrta
aHHYNMpOBaH. ATOMY CalTy He crneayeT A0BepsTL".

Pewenune B Internet Explorer BbIbepute MIHCTpymeHThl > CBoncTBa obo3peBaTens, neperamre Ha
Bknaaky PaclumpeHHsle n cHumnte oTmeTKy "lMpoBepbTe aHHynAumio ceptudnkarta cepeepa’.
lMpousseguTe NOBTOPHbIE CO34aHMe 1 UMMNOPT cepTudmkara. YTobbl NoNy4YMTb JONONHUTENbBHYIO
WHhopMaLmIo 0 co3aaHnn 3anpoca Ha reHepaumio ceptudumkata (CSR), nonyyeHnn ceptudukata
OT LeHTpa cepTudmkaumm n umnopTte ceptudukaTa B cCUCTeMy, CM. pasgen "YnpasneHve
cepTudukatamu" B PykoBoacTee no agMUHUCTpUpoBaHuio Cisco WebEx Meetings Server. [locne
NMOBTOPHOroO UMMNopTa cepTudpmkaTa BalLumM agMMHUCTPATOPbI Y MONb30BaTENM LOMKHbI UMETb A0CTYN
K caiTtaM agMVHUCTPUPOBAHNS U KOHEYHbIX NONb3oBaTenen.

Camo3saBepstoLwni ceptTudukaT nocne MmoaepHu3aLmnm

Mpo6nema CrcTEMa BO3BPALLIAETCA K CaMO3aBepatoLLEMY CepTUUKATY NOCre 3arpysku cepTudukarta
TPETbe CTOPOHBI.

Bo3amoxkHas npuymHa Bbl nponseeny mogepHusauuto, yenmyeHme pasmepa cuctemMsl, fobaBneHue
CUCTEMBbI BbICOKOM JOCTYMHOCTU, nuaMmeHeHne URL canta nnu nogobHoe gencraue.

Pewenne Ecnun BbINONHEHHOE OENCTBUE N3MEHMIO MMeEHA XOocToB unu URL B cucteme,
cyulecTBytowmii ceptudpmkaT 6onee HegencteuteneH. Cosgarite HoBbli CSR 1 NONy4mTE HOBbIN
ceptudukat. Ecnu gercteme He M3MeHsINo nMeHa xocTtoB U URL-agpeca, Bbl, BO3MOXHO,
BOCCTaHOBMIM CEKPETHbIN KIOY 1 CEPTMAUKAT, BbINMOMHMB MX MOBTOPHYIO 3arpysky.
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HeBo3moxHo ycTaHoBUThL TLS BCreacTsme OTCyTCTBMS pacluMpeHns B ceptudukare .

HeBo3moXxHO ycTaHoBUTL TLS BCneacTeme oTCcyTCTBUSA
paclumpeHuna B ceptudmkare

Mpobnema He yganock yctaHoBuTb TLS. Bo BpeMa npoBepkn NakeToB aHanuaa Tpaduka
oTobpaxaeTtca, yto CUCM oTnpasnsieT Henogaepxveaembln ceptudmkat cnyxoe Cisco WebEx
Meetings Server BO BpeMs cuHXpoHu3aumm CUCM u Orion TLS.

BoamoxHas npuumHa PaclwimpeHHoe ncnonb3oBaHue knoya X509 npu nposepke CUCM B
cepTudumkare.

PeweHne YToGbl 0GECNEUNTb BKIMHOYEHWE LEHTPOM CEPTUMDUKALIMN NPUBEOEHHDBIE HIKE PACLUNPEHUS,
ncnonb3yiTe NoGoe cpeacTBo NPocMoTpa cepTudmkaTos. Mpu oTCYTCTBUM B cepTUdmKaTe
pacLUMpPEeHUsi 3a MOMOLLbIO 06paTUTECh B LIEHTP cepTudmKaLmu,

PacluMpeHHoe ucnonb3oBaHue koda X509v3: ayTeHTudukauus Beb-cepBepa TLS, ayTeHTUdMKauus BeG-KUeHTa
TLS

HeBo3moxxHo nonyuntb goctyn K Cisco WebEx Meetings
Server c MOOUNLHOroO yCTPOMCTBA

Mpobnema A He Mory nonyuntb Aoctyn K Cisco WebEx Meetings Server C MOEro MOGUNbHOMo
yCTpoOKncTBa.

BoamoxHas npuunHa Baww camoaaaep;nou.l,wﬁ CepTVI(bVIKaT HE No3BOJ1A€T BaM NMOAKMHOYNTLCA K
cucremMe.

Pewenne lNMpu HeobxooumocTu npegoctaensaTb ocTyn K Cisco WebEx Meetings Server C MOMOLLbHO
MOBWIBHOrO YCTPOMCTBA aAMMHUCTPATOPbI AOIMKHBI OTNPaBUTL CEPTUGUKAT BCEM NOMb30BATENAM
Mo 3NeKTPOHHOW noyTe. MNonb3oBaTenu He cMoryT BoTK 6e3 cepTudpmkata. Kpome Toro, HeKoTopble
nonb3oBartenu Cisco WebEx Meetings Server MOryT UMeTb cepTuduKaTbl, MOANUCAHHbIE LLEHTPOM
cepTndurkaLmn, He NPU3HaHHBIM MOBUNBHBIMK YCTpoNCTBaMU. IHCTPYKLUKM AN agMUHUCTPaTOPOB.
Bongute Ha cant AamnHucTpupoBanus. BeibepuTe MNapameTpbl > besonacHocTb > CepTudnkathl.
Ha Bknagke "Ceptudumkat SSL" BbibepuTe BonbLue onuumii. Boeibepute QkcnopT ceptudmkaTa SSL.
B pesynbTaTe akcnopTa co3gaeTtca cann nog umeHem CAcert.pem.txt. [lepenmenyinte aToT dann B
COOTBETCTBUM C paclumpeHmeM .pem (Hanpumep, CAcert.pem). OTnpaBbTe 3TOT (paiin .pem
Nonb30BaTeNsM Mo AMEKTPOHHON NoYTe (0OpaTUTE BHUMAHME Ta TO, YTO BaLLW NOMb30BaTENN AOMKHbI
NUMETb JOCTYM K 9MEKTPOHHOM NoYTe Ha X MOBUINBHBIX yCTporcTBax). B Teno coobuyeHns Bknounte
NpUBELEHHbIE HXKE UHCTPYKLUMK AN nonb3oBaTenen. MHCTPyKUUKM ANst KOHEYHbIX MONb3oBaTeNen.
OTKpoWiTe BNOXEHWNE .pem 3TOr0 3MEKTPOHHOro NUcbMa. Ha ctpaHuue YcTtaHoBka npocuns BelbepuTe
YcTaHoBUTL M 3aTEM NOBTOPHO HAXMUTE YCTaHOBUTL A8 NoaATBepXaeHus. [locne aTnx usmeHeHuim
BbINONHUTE BXOZ, B NPUNOXEHNE ANsi NPOBEeAEHUS COBELLAHNA HA MOBUNBHOM YCTPOMCTBE.

PykoBoACTBO o ycTpaHeHuio HeucnpasHocTel Cisco WebEx Meetings Server, oinyck 1.1 i



Ceptudmkatel |

HeHapexHoe coeagnHeHve

HeHagexHoe coeanHeHune

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1

MpoGnema Bbl nonyyunu coobuieHre 0 HEHaAEXHOCTU coeaMHEHNd. KnueHT He MOXeT NpoBepUTb
ceptudukat Cisco WebEx Meetings Server C NOMOLLbIO ero truststore. Microsoft Internet Explorer
NCNonb3yeT truststore OnepaLMoHHON cuctembl. Mozilla Firefox ncnonb3yeT cO6CTBEHHbIN BCTPOEHHbIN
truststore. YToObl NPOCMOTPETL HAAEXHbIE KOPHEBbLIE cepTudukaTel Windows, nepeimTe Mo CCbInKe:
http://technet.microsoft.com/en-us/library/cc754841.aspx.

BosamoskHas npuumHa Cructema Mcnornb3yeT camo3aBepsoLWnii cepTudukaTt. ATo MOXeT
NpoUCXoanTb BCreACTBUE HOBOI YCTAHOBKM CUCTEMbBI MW TOFO, YTO NOSb30BaTENb UMEN
CyLLeCTBYIOLLMIA cepTucmkat, HO BbINOMHUI A4ENCTBME, KOTOPOE NPUBESIO K Ero
HeeNnCcTBUTENbHOCTU, U CUCTEMA BMECTO HEro co3Aarna caMo3aBepsoLLmin cepTudmkar.

Pewenune Kynute cepTudukaT y XOPOLLO U3BECTHOIO LieHTpa cepTudmKaLnm u 3arpy3nTte ero B
cuctemy. TepMUH "XOPOLLIO M3BECTHBIN" O3HAYaET, YTO KOPHEBOW CEPTUdDUKAT LleHTpa cepTudmkaumm
HaxoauTcs B truststore BCeX BalLMX Opay3epoB.

BoamoxHas npuumta MictouHuk ceptudhmkaTa Cisco WebEx Meetings Server He ABMS€TCA HAOEXKHBIM
AnNA KnneHTa.

* Peluenne Y6eamTech B TOM, YTO UCTOYHUK CEpTMdUKaTa HAXOAMTCA B truststore BaLLEro KIUeHTa.
B yacTHOCTM, MpY UCMOMb30BAHUM YACTHOTO UM BHYTPEHHETO LieHTpa cepTudmKaLum Bbi
HeceTe OTBETCTBEHHOCTb 3a pacnpeaerieHne KOpHeBOro cepTmudukaTa Ans BCeX KIMEHTOB,
UIK JKe KaxKabliA U3 KIIMEHTOB MOXET 400aBUTb €ro BPyUHyto.

* Pewenve 3arpysuTe npomexXyTouHbln cepTudmkat B Cisco WebEx Meetings Server. MHoraa,
HECMOTPS Ha TO, YTO UCTOYHUKOM cepTUdMKaTa ABMAETCS HE XOPOLLO M3BECTHbIN LIEHTP
NPOMEXYTOYHON cepTUdUKaLUn, ero UICTOYHUK, LLEHTP KOPHEBOWN cepTudUKaLnmn, MOXeT BbiTb
XOPOLLO U3BECTHbIM. Bbl MOXeTe nubo pacnpegenuTb NMPOMEXYTOYHbINA cepTUdUKaT Ha BCeEX
KnneHToB, NMbo 3arpy3nTb ero B Cisco WebEx Meetings Server BMeCTe C cepTUGUKATOM KOHEYHOTO
cybbekTa.


http://technet.microsoft.com/en-us/library/cc754841.aspx

MN1ABA

Cisco Jabber

OT0T pasgen coaepXuT TeMbl 06 yCTpaHeHUM HencnpaBHOCTEN B OTHoLLeHun Cisco Jabber.

* HeBo3amoxxHO noakntounTecs K WebEx Meeting ¢ nomoLubto Cisco Jabber, cTpaHuua 11

HesoamoxxkHo nogkntountbca K WebEx Meeting c nomoLbto
Cisco Jabber

MpoGnema A MCMbITbIBAKO TPYAHOCTU Npu noakntodeHnn Cisco Jabber k coBelyaHmio WebEx.

BoamoxHasi npuunHa Cisco Unified Communications Manager IM 1 cepBep Presence unm cepsep
Cisco Unified Presence Obln HacTpoeHbl HeHaanexawmm obpasom ans nHterpaumm Cisco Jabber,
WIK XXe NMorib3oBaTesNb BBEN HenpaBunbHbIM URL canta unm y4eTHble AaHHbIE MOMb30BaTens.

* Pelwenve AOMUHUCTPATOPbI OMKHbI Y6eanTbcst B TOM, UTO NOpT 443 oTKpbIT. Cisco Jabber
nogkrtoyaetca Kk cepaepy Cisco WebEx Meetings Server 4epes 3TOT NopT.

* Pewenve AgMUHUCTPATOPbI OOMKHbI yoeanTeca B Hagnexawen Hactporike Cisco Unified
Communications Manager IM 1 cepBepa Presence unu cepaepa Cisco Unified Presence, a Takxke B
TOM, YTO Y KaXX4Oro nonb3oBaTtens umeeTcst npounb Ans NpoBeaeHNsi KOHpepeHLUMIA.
AamuHucTpartop gobasnset URL canTa k KOHUrypaLumm cepsepa npoBeAeHNs KOHEepeHUnii
Ha cepBepe Presence 1 3aTem gobaBnsieT 3Ty KOHpUrypaumio cepeepa k npoduso NnpoBeaeHns
KOHepeHUMiA. ADMUHUCTPATOPbI 3aTEM MOTYT accoLMmpoBaTh NoNb3oBaTenen ¢ 3TUMn
npodunamu nposeaeHns KoHdepeHuuid. MNMpu nogkntodeHnn Cisco Jabber K cepBepy Presence
OH nony4vaeT MHpopMauuo n3 npodunsa NpoBeaeHUs KoHdepeHuuin. YTobbl nonyunTs Gonee
noapo6Hy0 Hopmaumto, cM. pasgen HacTtporika dpyHkunmn npoeaeHns koHpepeHumn Cisco
Communications Manager IM n cepBepa Presence unu Hactporika doyHKUUKn npoBeaeHnst
KoHepeHunin cepaepa Cisco Unified Presence Server B 3aBUCMMOCTU OT TOrO, Kakon cepeep
Presence Bbl UCMONb3yeTe.

* Pewenvie YbeauTech B TOM, 4TO Jabber ns Windows paboTaeT Hagnexaimum o6pasom. Ytobbl
nony4nTb 6onee nogpobHyto nHdopmaumio o Jabber anst Windows, cMm. fokymeHTaumio o Cisco
Jabber ana Windows.
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Cisco Jabber |
. HesoamoxHo nogkntountbest k WebEx Meeting ¢ nomolubio Cisco Jabber

* Pewwenve [Nonb3oBaTenu A0MKHbI NOMYYNTb NOATBEPXKAEHWE Y agMUHMCTpaTopa O TOM, 4TO
URL cavita 1 ucrnosb3yeMble y4eTHblIe AaHHbIe NpaBusibHbIE. ADMUHUCTPATOPbI MOTYT MPOBEPUTH
y4YeTHble AaHHbIe NONb30oBaTeNs, MPOCMOTPEB NPodunb NpoBeaeHUs KoHdepeHLuin
nonb3oBaTtens.

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1



MN1ABA I

ABapunHoe BOCCTaHOBJIEHNE

oToT pasgen coaepXuT TeEMbl 00 aBapI/IVIHOM BOCCTaHOBJ1EHUN.

» Cnyx6a opraHusaumm ayaMokoHdepeHUuii He paboTaeT Nnocne aBapuinHOro BOCCTaHOBNEHMS!
B CUCTEME C ABYMsI LieHTpamun 06paBoTku AaHHbIX, cTpaHuuya 13

Cnyxba opraHnsaumm aygmokoHepeHumin He paboTaeTt
nocne aBapMmnHOro BOCCTaHOBIIEHUA B CUCTEME C ABYMS
LeHTpamMm 0bpaboTKu AaHHbIX

Mpobnema B 6e3onacHom cucteme npoBeaeHUs TenekoHdepeHuun cnyxba opraHusaumm
ayaMoKOHepeHUmii He paboTaeT nocne NpoBeAeHUs aBapunHOro BOCCTaHOBIEHWS B CUCTEME C
ABYMS LLeHTpaMun 06paboTkun AaHHbIX.

BoamoxHas npuunHa KoHdurypaumsa marmctpann CUCM SIP HyxgaeTtcsi B obHoBneHuu. Mepen
nposeaeHMeM npoLeaypbl aBapuUMHOro BOCCTaHOBNEHMS MarncTpanu SIP TOUKU NPUNOXEHNIA 1
TOYKM pacnpefeneHns Harpy3kn HaCTPOEHbI B COOTBETCTBMM C npodunammn 6e3onacHoCT
maructpanu SIP X.509. B nepBom LeHTpe 06paboTku AaHHbIX Marnctpanu SIP HacTpoeHsbl
cornacHo npodunsam 6esonacHocT maructpanu SIP X.509 B 3ToM LeHTpe 06paboTkun AaHHbIX.
Bo BTOpOM LieHTpe 06paboTkM AaHHbIX MarucTpanu SIP HacTpoeHbl CornacHo Npodunam
6e3onacHocTy maructpanu SIP X.509 B aToM LeHTpe 06paboTkn AaHHbIX. Kaxapbli npodunb
6esonacHocTn marnctpanu SIP onpegensietcss URL-agpecom. [Nocne aBapuinHoro
BOCCTaHOBMEHWS1 BTOPOMY BOCCTaHOBMEHHOMY LIeHTpY 06paboTku AaHHbIX HasHavaeTca URL
npocunst 6esonacHocTy maructpanu SIP nepBoro LieHTpa 00paboTkm AaHHbIX. B Takom cny4yae
BO3HUKaeT owmnbka yHKLUA opraHnsauum ayanokoHdepeHuuin. Heobxoammble koHurypaumm
Anst 06oMX LeHTpoB 06paboTku AaHHbIX 4O BbINOMHEHWS aBapUIMHOro BOCCTAHOBIEHUS MPUBEAEHDI
B Tabnumuax Huxe.
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ABapuinHOe BOCCTaHOBEHME

Cnyx0a opraHusaunv ayauokoHdepeHLUmin He paboTaeT nocne aBapuinHOro BOCCTAHOBIEHMWS B CUCTEME C
OBYMSI LeHTpamu 06paboTku AaHHbIX

Tabnuua 1: KoHdurypaumsa nepsoro LeHTpa 06paboTku AaHHbIX 40 aBapUAHOrO BOCCTaHOBINEHUS

Maructpans SIP

Mpodunb 6e3onacHocTn maructpanu SIP: nms
cybbekTa X.509

MarucTpans SIP ons Touku pacnpegeneHus

Harpysku B nepBoM LieHTpe 06paboTku AaHHbIX

URL cainTta gnsi nepBoro LeHTpa oopaboTku
AaHHbIX (popmat FQDN)

Maructpane SIP 4ns TOYKM NPUNOXeHUn B
nepBoM LieHTpe 06paboTkM AaHHbIX

URL carita ans nepBoro LeHTpa ob6paboTkm
OaHHbIX (popmaT FQDN)

Tabnuua 2: KoHdumrypauymsi BToporo LeHTpa 06paboTku AaHHbIX 40 aBapUAHOrO BOCCTaHOBIIEHUS

Maructpans SIP

Mpodunb 6esonacHocTn maructpanu SIP: nvs
cybbekTa X.509

Maructpans SIP gns TOUKM pacnpeaeneHms
Harpysku BO BTOPOM LieHTpe 06paboTku
JaHHbIX

URL cawita gns BTOporo LeHTpa ob6paboTku
OaHHbIX (popmaTt FQDN)

Maructpans SIP Ans TOYKM NPUNOXEHUA BO
BTOPOM LieHTpe 06paboTKM AaHHbIX

URL cainTta gnsi BTOporo LeHTpa obpaboTku
OaHHbIX (popmaTt FQDN)

Pewenne 3anyctute CUCM u namenunte npodunb 6esonacHoctn maructpanu SIP ansi BToporo
LueHTpa 06paboTkm gaHHbIX Ha URL nepBoro LeHTpa 00paboTku AaHHbIX B none cydbekta X.509.
Heobxogumas koHdurypaumsa ans BToporo LeHTpa obpaboTkm AaHHbIX NOCne BbINONHEHUS
aBapUNHOro BOCCTAHOBIEHMS NMpuBeAeHa B Tabnuue Huxke. [na nonyyeHms 4ONONHUTENbHbIX
cBefeHun o6 aBapnnHOM BOCCTaHOBNEHUM CM. pasaen "Micnonb3oBaHne pyHKLMM aBapuiHOro
BOCCTaHoBnNeHus" PykoBoacTBa No aaMUHUCTpUpoBaHnio Cisco WebEx Meetings Center. [ANs nonyyYeHns
JOMonNHUTENbHbIX CBeaeHun o HacTporike CUCM cm. pasgen "Hactporika Cisco Unified Communications
Manager (CUCM)" PykoBogcTBa no nnaHupoBanuio Cisco WebEx Meetings Center.

Tabnuua 3: KoHdurypaumsi BTOporo LeHTpa 06paboTki AaHHbIX NMOCe aBapuitHOro BOCCTaHOBMEHMS

Maructpans SIP

Mpodunb 6esonacHocTn marnctpanu SIP: ums
cybbekTa X.509

MarucTpans SIP ons Touku pacnpegeneHus
Harpysku BO BTOPOM LieHTpe 06paboTku AaHHbIX

URL cawnTta gns nepeoro ueHTpa o6paboTtku
AaHHbIX ((popmat FQDN)

MarucTtpans SIP ons TOUKU NPUNOXEHU BO
BTOPOM LieHTpe 00paboTKn AaHHbIX

URL cawta ons nepBoro LeHTpa o6paboTku
OaHHbIX ((hopmaT FQDN)

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1




MN1ABA

CkadmBaHne NpuUoXxeHum

JTOT pasgen BktoYaeT TeMbl 06 YyCTPaHEHUM HEUCTIPABHOCTEN B OTHOLLIEHWW CKauMBaHuUs!
NPUNOXEHWIA, a Takke VIHCTPYMEHTOB NOBbILLEHUS NPon3BoanTENbHOCTU Cisco WebEx, NpunoxeHuii
Meetings 1 NpourpbiBaTesisi CETEBbIX 3anuCeil.

* ABTOMAaTMYeCKUin BXOA ANs ckavymMBaHUSA VIHCTPYMEHTOB NOBbILLEHWSI NPOU3BOAUTENBHOCTU
HepocTyneH anga 6paysepos Firefox u Chrome, cTpaHuya 15

* OwwubKa BXOAa Ha CanT CMCTEMbI €OUHOI0 BXOAa C MOMOLLbIO VIHCTPYMEHTOB MOBbILLEHMWS
Nnpou3BOOUTENBLHOCTKN, CTpaHuua 16

* Cisco WebEx Meetings He 3anyckaeTcs BcreacTeme npobnem ¢ nogaepxkon Java, cTpaHuua
16

* [Mony4eHue owmnbku 1316 BO BpeMsi yCTaHOBKM NPUMIOXKEHUS, cTpaHuua 17

ABTOMAaTMYECKUN BXOA A9 cKauynBaHUs VMIHCTpyMeHTOB
NOBbILLEHUA NPOU3BOAUTENBLHOCTM HE4OCTYNEH ANS
6pay3aepos Firefox n Chrome

Mpo6bnema Ecnv nonb3oBaTens ckaunBaeT NIHCTPYMEHTbI MOBbILLEHUSA NPOU3BOANTENBHOCTN WebEx
¢ nomoubto Internet Explorer, ctpoka URL carita WebEx aBTomMaTnyeckm 3anonHsietcs B lMomoLHuke
WebEx, ynpoLyasa Takum obpa3om npouecc Bxoga kKoHeyHoro nonb3osartend. OgHako B Opay3sepax
Mozilla Firefox n Google Chrome Takas oyHKUNA HEOOCTyMHa.

. BoamoxHasi npuunHa Korga nornb3oBatens ckaunBaeT VIHCTpYMeHTbI NOBbILWEHMUS
npoussoguTenbHocTM WebEx ¢ nomoLbto Internet Explorer, [TomoLwwHNK WebEx pacnosHaeT
annbl cookie 6paysepa n3 kawa dpaysepa Internet Explorer, UTO NO3BONSAET onpeaennTb
canT WebEx 1 aBTOMaTn4yeckn BBECTU 3Ty MH(pOpMaLMIO Ha 3KpaHe Bxoaa.

. BosmoxHasi npuumHa Ecnu nonb3osaTtenb ckavmBaeT IHCTPYMEHTbI NOBbILLEHNUS
NPOVN3BOAMTENBHOCTM C NOMOLLbIO Bpay3epa, 0TnMYHOro oT Internet Explorer, hannbl cookie
OyayT HegocTynHbIMK Ans NomowHnka WebEx, nockonbKy aTu 6pay3sepbl XpaHaT dansnbl
cookie B 3awmdpoBaHHOM Buae. TakvM 06pa3om, oHn OyayT HEAOCTYMNHBIMU AN HACTONbHbIX
npunoxeHun, Hanpumep NomolHnka WebEx.
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CkauvBaHve NpunoxeHui |

Owwnbka Bxoaa Ha CalnT cCUCTEMbI €QMHOrO BXxoaa C nomMoLlibro VIHCprMeHTOB noBbIlLEeHUA
npon3BoaAnUTENIbHOCTU

1 Pewenue Npun nonbITke Nonb3oBaTens ckadatb VIHCTPYMEHThI MOBbILLEHUSA NPOM3BOANTENBHOCTU
WebEx Ha cTpaHuLe CkaumBaHus NPpUBOAATCA YETKNE UHCTPYKLMU ANg NOMb30BaTerns 0 TOM, Kak
BPYYHYO BOUTU B [TOMOLLHNK WebEX.

2 Pewenune Ecnv npvBeaeHHas Bbllle cUTyaums Bbi3biBaeT HeyA06CTBa B paboTe nonb3oBaTenen,
Mbl pEKOMEHAYEM BaM YCTaHOBUTL MPOrpaMmy B aBTOMaTUYECKOM pPeXnMeE Ha KOMMboTepbl
KOHeYHbIX none3osarenei. MoxxHo npeasapuTensHO HAaCTPOUTL OAMH U3 KOMMYTaTOPOB YCTaHOBKU
B Ka4yecTBe YacTu aBToMaTnyeckon yctaHoBkm Ha URL canta WebEx. YTobbl nonyuntb
OOMONHUTENBHYO NHAOPMaL Mo, cM. PykoBOACTBO No passepTbiBaHuto Cisco WebEx Meetings
Server.

Owmnbka BXxoga Ha canT cCUCTEMbl €UHOro Bxoda C
nomoLybo IHCTpYyMEHTOB NOBbILLEHUSA
NPOU3BOAUTENBLHOCTU

Mpo6nema Bkl NbITaeTeCcb BOWTM HA CalT C CUCTEMOWN €ANHOIo BXo4a C NOMOLLbIO IHCTpyMeHTOB
MOBbILLEHMS MPON3BOANTENBHOCTU, 1 Balla MOMbITKA OKa3blBaeTCA Heyaa4yHOM.

BoamoxHas npuumHa Bo3amoxxHo, Bxoa IdP He nogaepxusaerT Internet Explorer 6.

Pewenne [lo6aBbTe B perncTp npusedeHHoe Huxe 1 nonpobynTe NOBTOPHO BOMNTU C MOMOLLbHO
WHcTpymeHTOB noBbilweHns npounssoautensHocTn. HKEY CURRENT USER\Software\Microsoft\Internet
Explorer\Main\FeatureContro\FEATURE SCRIPTURL MITIGATION | "ptoneclk.exe"=dword:00000001
| "outlook.exe"=dword:00000001 | ptWbxONI.exe"=dword:00000001 | ptUpdate.exe"=dword:00000001 |
PTIM.exe"=dword:00000001 | ptSrv.exe"=dword:00000001

Cisco WebEx Meetings He 3anyckaeTcsa BCneacTeme
npobrem c nogaepxkon Java

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1

Mpo6nema Baluv nonb3oBaTenu Bpems 0T BpEMEHW UCTbITLIBAKOT TPYAHOCTM MPY 3anycKe NPUNoXeHNs
Cisco WebEx Meetings B Windows npv aKTMUBHOM MOAKIOYEHNM K KOPNOPaTUBHOW MHTPaceTH ¢
nomouypbto knueHta Any-Connect VPN Client. 3Ta oumbKa NponcxoguT TONBKO NpY NOMbITKE
nornb3oBarens ckavaTb 1 ycTaHoBUTL NpunoxeHue Cisco WebEx Meetings Mpy nepsomM NpucoeanHeHnm
K coBeLLanuto. [Nocne ycraHoBku npunoxxeHus Ha MK nonb3oBatens npobnema 60onbLue He BO3HMKaET.

Mpo6nema JTa npobnema He BO3HMKAET NPU NOMbITKE NOMb30BaTENSA NPUCOEOUHUTBLCS K COBELLAHUIO
6e3 BkntodeHus VPN (aTo npegnonaraeT BKNKOYEHHbIN 00LWmiA 4OCTyn K caiTy WebEXx).

BosMoxHas npuumHa Baluu nonb3oBaTeny NCnonb3yoT YCTapeBLUyo BEPCUio Java.

Pewenne OGHOBWTE Bepcuto Java Ha KOMMblOTEpPax KOHEYHbIX MONb3oBaTenel ¢ onepawmoHHOM
cuctemon Windows 40 camon HOBOW. Ecnn npunoxeHue no-npexHemy He paboTaeT Hagnexalimm
obpasom, nonpocuTe nonb3oBaTenen yctaHoButb Cisco WebEx Meetings BpYy4YHYH0, CkayaB ero Ha
cTpaHue CkaunsaHus. Kpome Toro, nonb3oBarteny MoryT ckadatb npunoxeHue Cisco WebEx Meetings



CkauvBaHve NpumnoxeHui

MonyyeHwne ownbkm 1316 BO BpEMS YCTaHOBKU MPUMOXEHNS .

npv NEPBOK NOMNbITKE NPUCOEANHNUTLCS K COBELLAHWNI0. DTN 4ENCTBUSA NpeanonaratT Hanmume y
KOMMNbIOTEPOB B Ballen opraHu3auuy npas agMMHUCTpaTopa. B npoTMBHOM cnyyae Bbl MOXeETe
CaMOCTOATENbHO YCTaHOBUTL NpunoxeHune Cisco WebEx Meetings Ha KOMMNbIOTEPaX Morb3oBaTenen
C NOMOLLIbHO (halfIoB YCTAaHOBKM, CKa4yaHHbIX Ha cTpaHuue CkaynBaHus.

[Mony4yeHneownbkn1316 B0 BpemsiyCTaHOBKN MPUNOXKEHNS

Mpo6nema Bbl ycTaHaBnmMBaeTe o4HO N3 ckadaHHbIX NpunoxeHui (Cisco WebEx Meetings,
MHCTpYMEHTbI NOBbILLEHWS NPOM3BOAUTENBHOCTU UIM NPOUTpbiBaTENb CETEBLIX 3annCelt), NpoLecc
YCTaHOBKW OCTaHaBNUBAETCH, U Bbl Nonyyaete coobueHne 06 owmnbke 1316.

Bo3amoxkHasi npuymnHa Bbl MblITaeTeCh YCTaHOBUTB BEPCUIO NMPUITOXKEHNS], KOTOPAS YXKe YCTaHOBIEHA
B BalLIel CMCTEME, OQHAKO UMs barina ycTaHOBKM OTNIMYaEeTCs.

Pewenve MonpobyriTe BbINOMHUTL OOHO U3 NPUBEAEHHbIX HUXKE OENCTBURA, YTODOLI YCTPaHUTb
npobnewmy.

* Pewenvie Mony4ynTe yCTaHOBLLMK NPUIIOXEHUS BEPCUN, KOTOpas YKe yCTaHOBIEHA B CUCTEME,
HO U3MeHUTE UMS, oTobpaxkaemoe B coobLLeHUN 06 owmnbke, [0 NOMNbITKA NepeyCcTaHOBKM.
CKonupyiiTe n3amMeHeHHbIN alin yCTaHOBKM B MECTOMONOXEHNE, Yka3aHHOe B cO00LLeHMN 06
oLmbKe.

* Pelnenne YOanure CyLLIECTBYIOLLIEE NMPUNOXKEHNE U 3aTEM NOBTOPHO YCTAHOBUTE €rO.
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. MonyyeHwne ownbkm 1316 BO BpeMSs YCTaHOBKU MPUMOXEHNS

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1

CkauvBaHve NpunoxeHui



MN1ABA

ONEKTPOHHbIE NMUCbMA

oToT pasnen coaepXxXnT TeMbl o0 YCTpaHEHUN HeVICI'IpaBHOCTeVI B OTHOLWWEHNWN 3NEKTPOHHbIX MNCEM.

* AOMVHMCTPAaTOPbI U NOMb30BATENMN HE MOJTYYatoT 3NIEKTPOHHbIE COOBLLEHNS, CcTpaHuua 19

* [pobnembl C cepBepoM 3MEKTPOHHON NoYTbl SMTP B cucTeme ¢ ayTeHTudukaumnen Ha
ocHoBaHun TLS, ctpaHuya 20

AOMUHMUCTPATOPLI N NONbL30BaTENN HE NONYy4aroT
9I1EKTPOHHbIE COOBLLIEHNS

Mpobnema AOMUHUCTPaTOPbI M NOMb30BATENN HE MOSyYaloT ANEKTPOHHbIE COOBLLIEHUS.
BoamoxHas npuumHa Mims xocta SMTP MoxeT ObITb HEMPaBUbHO HACTPOEHO.
BoamoxHas npuunHa CepBep SMTP MOXET ObITb BbIKIHOYEH.
BoamoxHasi npuunHa 3anpockl aNeKTPOHHOW noyTel cepBepa SMTP moryT 6noknpoBaTbCs.

Pewenne YbeamTtecb B NpaBUNbHOCTU HACTPONKM nMeHn xocta SMTP. B npotuBHOM crny4vae
nepesegnTe CUCTEMY B PEXUM TEXHNYECKOro OBCMYXMBaHWNS U ncnpasbTe AaHHble SMTP, coxpaHute
N3MEHEHNS 1 BIKNIOUNTE PEXNM TeXHUYecKoro obcnyxueanus. lNocne nepesanycka cuctemol
COCTOSIHME AOMKHO MMETb 3HadyeHue "UP". UToBbl nony4nTs 6onee nogpobHble CBEAEHUS, CM.
pasgen "Hactpolika cepsepa SMTP" B PykoBoAacTBE MO aAMUHUCTPUPOBAHUIO.

Pelwwenue MNMpoBepbTe XypHarnbl, 4TOObI onpeaennTb, BrIOKMPYTCSA N 3anpOoChl ANEKTPOHHOM NOYThI
cepBepa SMTP. YcTpaHute npobnemy ¢ cepeepom SMTP unu Bbibepute gpyrov cepeep SMTP.

PelwweHne HPOBepVITb NOYTY MOXHO, Bbl6paB MNonb3oBatenu > [Nonb3oBaTenu SJ'IeKTpOHHOVI NOo4Thbl
N 3aTtemM oTnpaBuB INTEKTPOHHOE NMNCbMO OpraHmn3aTopy.
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OneKTPOoHHblE MUCbMa |
. Mpobnembl ¢ cepBepoM anekTpoHHoM noyTbl SMTP B cucteme ¢ ayteHTMdmKalumen Ha ocHoBaHum TLS

[Mpobnembl ¢ cepBepom anekTpoHHoW noyTel SMTP B
CUCTEME C ayTeHTUdMKaumen Ha ocHoBaHuu TLS

Mpo6nema CepBep 3neKTPOHHOM NoYTbl SMTP He paboTaer.

BoamosxkHas npuumHa MpoTokon TLS BKIHOYEH, 1 Ball camo3aBepsoLL i cepTudmkaT He Obin
NPUHAT CUCTEMOW KaK AeCTBUTENbHbIN.

PeweHne OTO U3BECTHOE OrpaHnyeHne. Bbl He MOXeTe HaCTPOUTbL CepBEp ANEKTPOHHO NOYThI Ha
MCMOMb30BaHNe CaMo3aBePSIOLLErO cepTuduKaTa ¢ BKITHOYEHHbIM MPOTOKONMOM TLS.

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1



MN1ABA

YcTaHoBKa 1 pa3BepTbiBaHUE

JTOT pasgen CoAepXUT TeMbl 06 YCTpaHEeHWN HECTPABHOCTEN B OTHOLLEHUW YCTaHOBKU U
pa3BepTbiBaHUS.

* Kcnonb3oBaHne Npokcu-cepeepa nepeagpecauun B cucteme, crpadHuya 21
* Kcnonb3oBaHne obpaTHbIX MPOKCU-CEPBEPOB B CUCTEME, CTpaHuua 23
* Ownbka aBTOMATMYECKOrO pa3sepTbiBaHWs Ans error.deploy summary.353, cTpaHuua 23

* Owwubka aBTOMATMYECKOro pa3BepTbiBaHMA A error.deploy _summary.363 1 owmnbka
aBTOMaTM4eCKOro pasBepTbiBaHUA Ans error.deploy summary.365., cTpaHuua 23

+ CTpaHuua gns ckauMBaHuii KOHEYHOrO NoNb3oBaTenNs He paboTaeT Nnocne 3aBepLleHnst
obHOBNeHna, cTpaHuua 24

* HeBoamoxHo ycTtaHoBUTb Cisco WebEx Meetings Server BCregcTBME OTCYTCTBUS NOAOEPKKM
Bepcuu npoaykra, ctpaHuua 24

» YcTaHoBka nogkntoyaemoro moayns WebEx Meetings B Microsoft Internet Explorer 8.0, cTpaHuua
24

lcnonb3oBaHWe NpoKcU-cepBepa nepeagpecaunn B
cucTeme

HeCMOTpFI Ha TO, YTO Mbl HE pekomMeHadyeM Ucnofib3oBaHne KOHd)J'II/IKTleLLLI/IX 3ANemMeHTOB CceTn,
HanpyMep NPOKCK-CepPBEPbI Nepeagpecaumnm Mexay nporpaMmMon knneHTa (paboTta Ha KoMMbloTepax
I'IOJ'Ib3OBaTeJ'IF|) ncepeepamMmm cepBepHbIX CUCTEM, Mbl HE 3anpeLllaemM X ncnonb3oBaHmMe B CUCTEME.
Mbl pekoMeHayeM MakcuMarnbHO COKPaTUTb KONTMYECTBO TaKUX S/1IEMEHTOB, MOCKOSIbKY KaXKAbIN TaKowm
KOHQMUKTYIOLLNIA SNEMEHT MOXET NPUBECTU K CETEBOWN 3afiepxke. Takme 3aaepXkv NPUBOAST K
MOHWXXEHMIO KayecTBa paboTbl Ansl YyBCTBUTENbHBIX K 3aep)XkamM acnektam cosellaHuii Cisco
WebEx, Bkntoyas Bugeo WebEx, ronocoBoe coeqMHeEHME C MOMOLLbIO KOMMbIOTEPA U COBMECTHbIN
OOCTYN K 9kpaHam. KOHGnUKTYOLWmME SEMEHTBI MOTYT HEMPEeABUAEHHBIM 00pa3oM BNUSATb Ha
COLEPXKNMOE KaXK4Oro CETEBOro nakeTa, HapyLuasa paboTy dyHKUWA.
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YcTaHoBKa 1 pa3sepTbiBaHne |
. Wcnonb3osaHue Npokcu-cepeepa nepeagpecauumn B CUCTEME

Mpy BO3HUKHOBEHWUM Y BaLLMX KOHEYHBIX NOSIb30BaTENEN TakMX NPOBIemM Mbl HACTOATENBHO
pekomMeHayeM yaanuTb KOHPUKTYOLWME 3NIeMEHTbl CeTU U3 CUCTEMbI U 3aTeM NPOBEPUTb, ByaeT
nv npobrnema pelueHa.

A

Mpumeuanne  Mcrnonb3oBaHWe NPOKCU-CEPBEPOB Nepeaapecaumnn MoXeT HapyLMTb paboTy dyHKUMIA
obecneyeHnst kayecTea OGCIYXUBaHS.

MpyHUMNbI 0GecneyYeHnst NPON3BOANUTENBHOCTU

Mpokcn-cepBepbl He AOMKHBI U3MEHATb CETEBOW TPadUK M yBeNMYMBaTh 3a4epPXKKy B 0bLLeM NOToke
AaHHbIX B CUCTEME.

* [Mpokcu-cepBep nepeagpecaumm gns o6paboTkm NakeToB LOIMKEH UMETb 3a4epXKKy MeHee 10
MC. DTO MOXET ObITb CIIOXHO ANsi NPOKCU-CEPBEPOB Nepeagpecalmn, KoTopble NPoBEPSIOT
copepxumoe gns o6paboTkm nakeToB o 10 Mc. bonbluas 3agep)xka HeraTMBHO BNUSIET Ha
Ka4yecTBO NpefocTaBeHnNsl COBMECTHOrO JOCTyNa K ayano, BUAEO U JaHHbLIM Mpu paboTte
nonb3oBaTternen B coBellaHnn. Kpome Toro, MOXXeT Oka3blBaTbCHA BAUSIHNE HA NMPOMYCKHYHO
CMOCOBHOCTb MEXAY KNMEHTaMn U cepBepamMu BCNEACTBME YBENUYEHWS BPEMEHU
npuema-nepegauv (RTT).

» KoHTponb 3a o6LLen 3agepxkon cnegyeT NpoBoAUTL NpY Hanuumm 6onee ogHoro
NPoKCU-cepBepa nepeagpecayun Mmexay BUpTyansHbIMU MalLMHAMMU U KITUEHTOM.

CDyHKLI,MOHaJ'IbHOCTb

« Mpm Mcnonb3oBaHNMK B NPOKCK-CEPBEPE NepeagpecaLii MEXaHU3MOB K3LLMPOBaHWS (Hanpumep,
K3LLMPOBaHWe cookie) PyHKLMOHANBHOCTL CUCTEMbBI MOXET BbITh HapyLleHa. B Takom criyvae
Mbl Npeanaraem BbIKMIOYUTb KILIMPOBaHWE, OQHAKO 3TO MOXET NOBNUSATL Ha
NpPOU3BOAMTENBHOCTbL NPOKCU-CEPBEPa NepeagpecaLum.

* AyTeHTMMDUKALMIO Ha YPOBHE NOnb30BaTens Ha NpoKCcU-cepBepe nepeaapecaLum crnegyet
BbIKITHOYUTb.

» Ecnu coeguHeHune mexay npokcu-cepBepom nepeagpecauum u cuctemont Cisco WebEx Meetings
Server nponyckaeT obpaTHbIN NPOKCK cucTeMbl (415 "BHYTPeHHUX" nonb3oBartenen"),
NpoKcK-cepeep nepeaapecaumm JOMKeH No3BONATL CUCTEME NepepacnpenenaTe CoOeANHEHNS
https Mexay BUPTYyanbHLIMW MaLLMHAMM CUCTEMbI, K&XAas U3 KOTOPbIX UMeeT COBCTBEHHbIV
URL-agpec https. Takoe nepepacnpegeneHne HesameTHO 06paTHOMyY BEG-NPOKCH, ecniun
ob6patHbIvi npoken Cisco WebEx Meetings Server HAXOAMUTCA MeXAy NPOKCU-CEPBEPOM U
BHYTPEHHVUMM BUPTYyarbHbIMU MaLLIMHaMU.

MopaoepxuBaemble NPOKCU-CEPBEPHI
* http
* SOCKS v4

A

Mpumeuvanne  SOCKS v5 He nogaepxmBaeTcd
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| YcTaHoBKa U paseepTbiBaHNe
Mcnonb3oBaHne 06paTHbLIX MPOKCU-CEPBEPOB B CUCTEME .

lcnonb3oBaHe obpaTHbIX NPOKCU-CEPBEPOB B cUCTEME

C 3704 cUcTEME MOXET MUCMONb30BaTLCA TONBKO 06paTHbLIN BE6-NPOKCH, NPeAoCTaBNEHHbIN C 9TUM
npoayktom. OGpaTHble BEG-NPOKCK UN CUCTEMbI pacnpeieneHunst Harpy3ku, NpeaocTaBsieMble
APYrMUX NOCTaBLUMKaAMM, He NOAAEPXKUBAIOTCA HU NpU Kakux ycroeusx. OBpaTHblii Be6-npokey,
NpeaoCTaBnsemblil C 3TUM NPOAYKTOM, ONTUMU3NPOBAH Ans paboThl C COBMECTHLIMM AaHHBIMU,
ayamo- 1 BUAeoTpadMKOM OT BHELLHKX MoJib3oBaTesiei, NpucoeanHmBLLMXCS U3 MIHTepHeTa.

Owwunbka aBTOMaATUYECKOro pa3BepThiBaHNSA NS
error.deploy_summary.353

Mpo6nema lMonb3oBaTens Nnony4vaeTt NnpuBedeHHOe HuXe coobLueHne 06 owmnbke Bo Bpemsi
aBTOMAaTUYECKOro pa3BepTbiBaHNS.

Owwnbka: error.deploy_summary.353 = 06pas, NCNONb30BaHHbIV AN pa3BepPTbIBAHNS BUPTyarbHbIX
MaLUWH, MoXeT BbITb noBpexaeH. Monyunte HoByto konuto dhanna OVA 1 passBepHUTE BCe
BMPTYyarbHble MaLUWHbI CHOBA.

BoamoxHast npuunHa PaHee ckayaHHbIn chain OVA noBpeXxaeH.

* Pewenue MpoBepbTe, COQEPXKUT N cKavaHHbI 13 Cisco caiin OVA npaBubHY KOHTPOMbHYO
CyMMY.

* Pewenve Y6egutechb B TOM, 4TO 6a3a AaHHbIX, B KOTOPOW NPON3BOANINOCE pa3BepTbiBaHWE
HOBbIX BUPTYarbHbIX MaLUWH, OCTYMHA U He BbINOMHAET Kakne-nnmbo npunoxeHus.

* Pewenve Yb6eantecb B OTCYTCTBMM BUANMBIX CUTHANIOB TPEBOMM B OTHOLLEHUN XpaHWUMLLA B
VMware vCenter.

Owunbka aBTOMaTUYECKOro pasBepThbiBaHUA ANd
error.deploy_summary.363 1 ounbka aBTOMaTU4YECKOro
pa3BepTbiBaHUA On4 error.deploy_summary.365.

Mpo6bnema Bbl nonyunTe ogHO U3 ABYX NPUBEAEHHbLIX HMXKe coobLeHnin 06 owmnbke. Owmnbka
aBTOMaTUYeCcKOro passepTbiBaHus Ans error.deploy summary.363 unu oumbka aBTOMaTU4eCKOro
pasBepTbiBaHug Ang error.deploy summary.365.

BoamoxHast npuunHa Bbl HE MOXeTe BbINOMHUTD pas3BepTbiBaHNE OO0 Bbl6paHHOl7I BleTyaanon
MaLlUnHbI.

Pewenve Haxmnte HavyaTb 3aHOBO U NOBTOPUTE MNOMbITKY pa3BepTbiBaHUA.
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YcTaHoBKa 1 pa3sepTbiBaHne |
. CTpaHuLa AN CKauMBaHWUM KOHEYHOTO NoMb3oBaTens He paboTaeT nocre 3aBeplueHns OGHOBMNEHMS

CTpaHuua ang ckaumBaHuUmM KOHEYHOrO NONbL30BaTENS HE
paboTaeT nocne 3aBepLueHns 0OHOBNEHUS

Mpo6bnema KoHeyHble Nonb3oBaTenu He MOryT NONy4YnTb OOCTYN K CCblJ1IKe And CKayMBaHWM.

BoamoxHasi npuumHa CTaTnyeckmne pecypcebl KALWMPYHOTCH ANd ynydweHus paboTtbl Beb-cTpaHuu,.
OpHako KOHeYHble NoNb3oBaTeNn MOryT NcnonbL3oBaTh Be6-6pay3ep 6onee crapon Bepcun.
darinbl Javascript MOryT K3LLMPOBATLCA MPU 3arpyske gannos Javascript U3 TOKanNbHOW MalLUHbI
BMECTO cepBepa.

Pewenve MNonb3oBaTeny gOMmKHbI OYNCTUTDL K3LL Bpay3epa 1 MOBTOPHO NOMbITATbCS OTKPbITh CTPAHULLY
OISt CKaunMBaHUN.

HesoamoxxHo yctaHoBUTb Cisco WebEx Meetings Server
BCNeACTBUE OTCYTCTBUSA NOALEPKKN BEPCUM NMPOAYKTa

Mpo6nema HeBo3MOXHO ycTaHoBUTL Cisco WebEx Meetings Server Ha BUPTyanbHOW MaLLWHE.
BoamoxHas npuumHa Tekyllasa Bepcusa VMware ESXi He noaaepxusaeTcs.

Pewenve Y6eagutech B ncnonb3oBaHum Bepcun VMware ESXi 5.0 unum 5.1. Bepcus 4.x He
noggep>xueaeTcs.

YcrtaHoBka nogkntodaemoro moayna WebEx Meetings B
Microsoft Internet Explorer 8.0

Mpo6rema Mpy NOMNbITKE YCTAaHOBUTBL KIIMEHT Meetings Bbl NonyyaeTte coobLieHne o6 owmbke
YCTaHOBKM.

BoamoxHas npuunHa KoMnbioTep, Ha KOTOPOM Bbl MblTAeTECh YCTaHOBUTL NPOrpaMmMy, He UMeeT
npas aaMuUHUCTpaTopa.

Pelwenune Ybegutech B TOM, YTO y BaC yCTaHOBNEHa camas nocnegHsas sepcust Cisco WebEx Meetings
Server. [lpoBepbTe, UMEET N KOMNBIOTEP NpaBa agMuHncTpartopa Windows. Ecnu HeT, 3To 1 ecTb
npu4ymHa coobLeHnst 06 ownbKe 1 HeyCcneLHOoW yCTaHoBKM. [10 BO3MOXXHOCTHM NONyynTe npasa
agMuHUCTpaTopa. Yoeautecs B TOM, 4To napameTpbl 6e3onacHocTu IE 8.0 MMeIoT UHTErpUpoBaHHbLIE
3Ha4eHus Mo yMonyaHuio, BbibpaB NaHenb ynpaeneHus > CBoicTBa 0603peBaTensi > PaclumMpeHHbie
> C6poc. Ecnu Hu4ero ns npuBeeHHOro Bhbille He peluaeT npobnemy, He0OX0ANMO NPUHYANTENBHO
YCTaHOBUTb YCTaHOBLUMK MSI Ha KOMNbOTEPE KOHEYHOr O NoMb3oBaTeNs C NOMOLbLIO CLeHapus
Bxoaa B Windows unu paBHo3HauyHoro metoga. lNMonyunte AocTyn k naketam MSI anga Meetings,
VIHCTpYMEHTOB NOBbLILLIEHMS MPOM3BOAUTENBHOCTU N APYTUX NPUMOXEHWI N3 canTa
AomuHucTpupoBanus Cisco WebEx Meetings Server. Beibepute lNapameTtpbl > CkaunBaHud. Ans
nony4eHnst JONOMHUTENbHbBIX CBEAEHUI CM. pa3aen "3arpyska 1 MaccoBOe pa3BepTbiBaHNE
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| YcTaHoBKa 1 pa3BepTbiBaHue
YcraHoBka nogkntovaemoro moayns WebEx Meetings B Microsoft Internet Explorer 8.0 .

npunoxeHuin" PykoBogcTea no nnaHupoBaHuio Cisco WebEx Meetings Server. ECnn oeicTBUS Bbllle
He yCTpaHsT npobnemy, 3a NnomMoLLbo obpaTuTeck B crnyxby TexHndeckon nogaepxkm Cisco TAC.

PykoBoACTBO o ycTpaHeHuio HeucnpasHocTel Cisco WebEx Meetings Server, oinyck 1.1 i



. YcraHoBka nogkntovaemoro moayns WebEx Meetings B Microsoft Internet Explorer 8.0
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MN1ABA

JTnueHs3nu

* [locne owmnbKM cUCTEMbI BbICOKOW AOCTYNHOCTU Balla CUCTEMa HauMHAET paboTy B pexume
BGecnnaTHoro NpoGHOro NONbL3oBaHus, cTpaHuua 27

» OTtoGparkaeTcsa cooblieHme o becnnaTtHoM NpobHOM nepuoge, cTpaHuua 28
* Bbl ucnonb3yete 6onblie NUUEH3Nn, 4em NpMobpeTeHo, cTpaHuua 28

* Bbl ucnonb3yeTe 6onblle NUMUEH3NIA, YeM NMPMOBPETEHO, N MOTOMY Ballla CUCTEMA
JeakTMBupoBaHa., cTpaHuya 28

* Bbl nonyyaeTe anekTpoHHoe CoobLLeHMe O HEAEWCTBUTENIbHOCTM NMLIEH3WIA, cTpaHuya 29

* Bbl nonyyaete anekTpoHHOE COOBLLEHME O HEAENCTBUTENBHOCTM NMLEH3NIA, 1 Balla cuctema
JeakTuBupoBaHa, cTpaHuua 29

* Bbl He moxeTe nonyunTb gocTyn K [Ancnetyepy kopnopaTuBHbIX NuueH3ui Cisco (ELM) Ha
cepBepe Cisco WebEx Meetings Server, cTpaHuua 29

* Ownbka yCTaHOBKM NULEH3NN C HECKONBKMMU OTKPbITBIMW OKHamu 6paysepa, ctpaHuua 30
* He paboTaeT kHOMKa "YnpaBneHue nuueH3namn", ctpaHuya 30

* CoobuieHne 06 ncTeveHnn cpoka AencTeus NMUEH3nK, cTpaHuya 30

[Tocre owmnbKM CUCTEMBI BbICOKOW LOCTYNHOCTW Balla
cucTemMa HauymHaeT paboTy B pexnme becnnaTHoOro
NPOOHOro NoNbL30BaHUS

Mpo6nema lMocne ownbkM cUCTEMbI BbICOKOW AOCTYMHOCTY Balla cMcTema HadynHaeT paboTy B
pexume 6ecnnaTHOro NpobHOro NonbL3oBaHWs, B pesyrnbTate Yero Bam gaetcs 180 gHen ans
BOCCTaHOBIEHWs1 coeanHeHns ¢ [lncrnetyepom koprnopaTuBHbIX NUueH3unii (ELM).

BosmoxHasi npuunHa ELM paboTaeT Tonbko B OCHOBHOWM cucteMe. [locne owmbkn cuctembl
BbICOKOM JOCTYMHOCTU HE MOXET NoAKNounMTLCA K ELM.

Pewenve lNMepesanycTute OCHOBHYIO CUCTEMY C MOMOLLbI0 VMware vCenter. CucTema JomkHa
nepenogkniounTbest K ELM aBTOMaTU4eCKn BO BpeMsi nepesarpy3ku. Ecnv Bel No-npexHemMy He
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NMuuensmn |
. OT1obpaxaeTcs coobLyeHne o 6ecnnatHom NpobHOM nepuoae

MOXeTe NOoAKNH4YNTLCA K ELM nocne nepesarpysku, 3a ,Cl,OI'IOJ'IHVITeanOVI NOMOLLbHO 06paTMTECb B
Cisco TAC.

OTtobpaxkaeTtcd coobuieHmne o becnnaTHOM NPOOHOM
nepuoae
Mpo6rnema Cunctema coobLuaet, 4to paboTaeT B pexume 6ecnnatHoro npobHOro Nonb3oBaHNs Ha

cante AODMUHNCTPUPOBAHMS.

BoamoxHas npuunHa Nocne pa3BepTbiBaHNA CUCTEMbI OHAa aBTOMAaTU4YECKN NepexoanT B Ppexnmv
BecnnaTHoro I'Ip06HOI'O Nnonb30BaHUA.

Pewenve [ns 3aBepLueHns GecnnaTHoro NnpoGHoOro nepuoaa yctaHoBUTe NULEH3NN. [Ins nonyyeHuns
[OMNOJHUTENbHbIX CBeAEHWI CM. pasaen "YnpaeneHve NULEH3NAMA" B OHNaiH-crpaBke 1
PykoBoacTBe Nno agMUHUCTPUPOBAHWIO.

Bbl ucnonb3yeTte 6onbLIe NMUeEH3nKn, Yem npruobpeTeHo

Mpo6riema Bbl nonyyaeTe anekTPOHHOE COOBLLEHNE O NMPEBLILLIEHNN KONMYECTBA NINLEH3WIA.
Bo3amoskHas npuumHa Bbl ucnonb3yeTte 6onbLue NUUeH3nii, 4em npnobpeTeHo.

Pewenne CBskuUTeCh C NpeacTaBuTenem npogax Cisco U NPpUOGPeTUTE KONUYECTBO NULEH3NIA,
COOTBETCTBYHOLLEE BalleMy 06 beMY UCTIONb30BaHMSA UK NpeBbILLatoLLEee ero.

Bbl ucnonb3yete 6onbLue NMueH3nn, 4em npnobpeTeHo, n
NOTOMY Ballla CUcCTeMa AeaKkTMBUPOBaHa.

Mpo6nema Bbl nony4yaeTte 3J1eKTPOHHOEe COO6LLI,eHl/Ie O TOM, 4YTO Balla cuctema aeaktmBmpoBaHa
BCneacTeue npesbilleHnd Koim4yecTtea ﬂpMOGpeTeHHbIX J'IVILI,eH3VIl7I.

Bo3moxHas npuyunHa MakcrumanbHoe KonM4ecTBO YCTAHOBJIE€HHbIX J'II/ILI,eH3I/II7I NpEeBbILLUEHO Ha
NPOTAXEeHUn bonee wectn mecAleB.

Pewenune CBsixkutechb ¢ npeactasutenem npogax Cisco M NpuobpeTuTe KONMYeCcTBO NULIEH3NI,
COOTBETCTBYIOLLEE BaleMy 06beMy MCNONb30BaHNS 1Ny NpeBbliLatoLLee ero.

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1



|  Mvuyensun
Bbl nonyyaete anexTpoHHoe coobluenme o HepevictautensHocti nuueranit ]

Bbl nony4yaeTe anekTpoHHOE COo0LWEHME O
HEeJENCTBUTENBHOCTU NULIEH3NU

Mpo6nema Bbl nonyymTe anekTpoHHOE coobLeHe 0 TOM, YTO Balla cucTema paboTaeT ¢
HeOelCTBUTENbHBIMU NIULEH3NUSMU.

BosmoxHasi npuunHa [NogknoyeHne Mexay cucteMon 1 cepepom nnueHanii (ELM) HEBO3MOXHO.
Ecnu Bawwa cnctema HacTpoeHa Ha BbICOKYH AOCTYMHOCTb, OCHOBHAsi CUCTEMA HEAKTUBHA, U Bbl
ncnonb3yeTe CUCTEMY aBapUIHOIO NEPEKINIOYEHUS, CUCTEMA HE MOXET CBA3aTbCHA C CEPBEPOM
NNLEH3NN.

Pewwenune lNMepesanycTuTe OCHOBHYIO cuCTEMyY € nomoLlbio VMware vCenter. CucTemMa AomkHa
nepenoakniounTecs K ELM aBTOMaTU4eckun Bo BpeMs rnepesarpysku. Ecnv el No-npexHemy He
MoxeTe nogknounTecs K ELM nocne nepesarpysku, 3a 4ONOMHUTENbHOW NOMOLLbI0 obpaTutech B
Cisco TAC.

Bbl nony4aeTte anekTpoHHOE COOobLEHNE O
HeOEeNCTBUTENbHOCTU NIMLIEH3NN, U Ballla cMcTeMa
OeakTMBMpoBaHa

Mpo6nema Bbl NonyyaeTte anekTpoHHoe coo6LLEeHMe O TOM, YTO Balla CUCTEMA AeaKTMBMpOBaHa
BCreacTBue paboThl C HeQeCTBUTENbHBIMU NINLEH3NAMU Ha NPOTSXKeHUM Gornee 6 MecsiLeB.

BoamoxHas npuunHa [NogknoyeHne Mexagy cucteMon n cepepom nuueHanii (ELM) HEBO3MOXHO.
Ecnu Bawwa cnctema HacTpoeHa Ha BbICOKYH AOCTYMHOCTb, OCHOBHAsi CUCTEMA HEAKTUBHA, U Bbl
ncnonb3yeTe CUCTEMY aBapUINHOIO NEPEKINIOYEHUS, CUCTEMA HE MOXET CBA3aTbCHA C CEPBEPOM
NNUEH3NN.

Pewenune lMepesanycTute OCHOBHYIO cMCTEMY C MomoLblo VMware vCenter. CucTema QomkHa
nepenoakniounTecs K ELM aBToOMaTU4eckun Bo BpeMs rnepesarpysku. Ecnv el No-npexHemy He
MoxeTe nogknounTecs K ELM nocne nepesarpysku, 3a 4ONOMHUTENbHOW NOMOLLbI0 obpaTutech B
Cisco TAC.

Bbl He MoXXeTe nony4ynTtb gocTyn K [nucnetyepy
kopnopaTusHbIX nuueH3ni Cisco (ELM) Ha cepepe Cisco
WebEx Meetings Server

Mpo6nema AOMUHUCTPATOPbLI HE nmetoT goctyn kK ELM Ha cepBepe Cisco WebEx Meetings Server.

BosmoxHas npuunHa Bo Bpemst passepTbiBaHuss URL AOMUHUCTPMPOBaHMS Oblfl HACTPOEH C
NMOMOLLIbIO MEHEE NMPUBbLIYHOMO TUMAa AOMeHa BEPXHEro YPOBHS, Hanpumep ".infra".
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NMuuensmn |
[l Owvbka ycraHoBKM NMLEH3MM C HECKONBEKIMM OTKPBITEIM OKHaMK Gpay3epa

Pelwenune Mcnonb3ynTte NpyBbIYHBIE TUMbI JOMEHA BbICOKOrO YPOBHS, Hanpumep ".com". OTa n3BectHas
npobnema, kotopas byget yctpaHeHa B 6ygyLimx Beinyckax Cisco WebEx Meetings Server.

OLwmnbkKa yCTaHOBKM NMULIEH3NUN C HECKOSTbKUMN OTKPbITLIMU
OKHamu bpay3sepa

Mpo6nema OwmnbKa yCTaHOBKM NULEH3NN.

BoamoxHasi npuunHa Baw caiT AQMUHUCTPUPOBAHWS U CTPaHMLbI agMUHUCTpUpoBaHns ELM
OTKpPbITbI B ABYX pa3HbIX OkHax Bpay3sepa B TO BpeMs, kak ob6a umetoT ognHakosbli URL canTa
AOMUHNCTPUPOBAHUS.

Pewwenne Ybeaurechb B TOM, YTO BKNagKka aAMVHUCTPUPOBAHUS 3aKpbITa, M CHOBA HAXXMUTE KHOMKY
"YcTtaHoBka". BoriguTe Ha cant AOMUHUCTpUpoBaHus. Haxxmute Cuctema u 3atem HaxXMUTe CCbINKy
BonbLe B pasgene nuueHsnin. Beibepute YnpasneHne nuueH3namu, YTobbl OTKPbITb CTPaHMLY
ELM. 3akpoviTe HayanbHoe okHO 6pay3epa, oTobpaxatoLlee cTpaHuly JluueHanm nonb3oBarens.
Bbibepute YcTtaHoBUTb harin nuueH3nm Ha ctpaHuue ELM n nepergnTe K yCTaHOBKE NMULEH3MNIA.
[ns nonyyeHnsa JONONHUTENBHBIX CBEAEHWI CM. pa3gen "YnpasneHue nuueHansamun" PykoBoacTea
no agMuHUcTpupoBaHuio Cisco WebEx Meetings Server.

He paboTaeT kHonka "YnpasneHue nuueHsnsammn”

Mpo6bnema KHomka YnpasneHve nuueHsnammn Ha cTpanuue JnueHsnm nons3oBaTenen He paboTaer.

BosmoxHas npuuvHa B BbICOKOOOCTYNHOM cpefe cakT AOMUHUCTPUPOBaHKSA paboTaeT Ha
OOMNOMHUTENbBHOW BUPTYanbHOW MallvHe.

Pewenve Onpegenute npudnHy paboTsl canta AOMUHUCTPUPOBAHNS Ha AOMOMHUTENBHOMN
BUPTYyanbHOW MaluvHe. icnpaBbTe OCHOBHYO CUCTEMY U Nepes3anycTute ee ¢ NOMoLLbio VMware
vCenter. [locne nepesarpysku Balla cuctema AormkHa paboTaTtb Hagnexawum obpasom.

CoobuleHne 06 nCTeveHnn cpoka AenCcTBUA NULEH3NN

Mpo6nema Bbl nonyymnu cooblieHre 06 UCTeYeHn cpoka AenCTBUSA NINLEH3UMN.
BosmoxHas npuunHa Bepcum cuctembl 1 NIMLEH3MKN HE COBMNagaloT.

Pewwenne YbeauTech B yCTaHOBKE NOCNEAHEN BEPCUN NIULIEH3UN.
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MN1ABA 9

PeXxnm TexHn4Yeckoro o6cny>kKMBaHuns

OTOT pas3aen coaepXknT TeMbl 00 YCTpaHEHU HEUCTIPABHOCTEN B OTHOLLEHWNM PEXMMA TEXHUYECKOTO
obcnyxumBaHmg.

» CoobuyeHue "lMepesarpyska" He ncHe3aeT NOCe BbIKMHYEHUST peXNMa TEXHNYECKOTO
obcnyxuBaHus, cTpaHuya 31

» 3anpoc Ha BKMOYEHNE UMK BbIKITHOYEHUST PEXUMA TEXHNYECKOTO 06CNYXXMBAHNSA OTKIOHEH,
cTpaHuua 31

CoobLeHue "lepesarpyska® He ncyesaet nocrie
BbIKITIOYEHUSA PEXUMA TEXHUYECKOTO 00CNYXNBAHUS

Mpo6Gnema Nocne BbIKMIOYEHUS pexXMMa TEXHUYECKOro 00CnyxmMBaHnst coobLleHre "nepesarpyska”
He ncyesaert, n 6pay3sep He nepeHanpaBnsieT Bac Ha CTpaHULy Bxoda carta AQMUHUCTPUPOBAHMS.

BosmoskHast npuumHa TOYHO He M3BecTHa. OTO M3BeCTHada npobnema.

Pewwenune YT0BLI NepenTn Ha cTpaHMuy Bxoda Bpy4Hyto BBeamTe URL carita AAMUHUCTPUPOBAHUS.

38I'IpOC Ha BKIMHOHEHNE UIN BbIKITIOYEHNA PEXXUNMa
TEXHNYECKOIO O6CJ'Iy>KI/IBaHI/IF| OTKJIOHEH

Mpobnema 3ar|poc Ha BKITl04YeHMe Unu BbIKINr4YeHnsa pexxkima TeXHU4YeCckKoro OﬁCJ’Iy)KVIBaHVIFI OTKITOHEH.

BoamoskHasi npuumHa Bbl cnvwKkom ObICTPO Haxkanm KHOMKY BKNIOUMTL PEXMM TEXHMYECKOTrO
obcnyxmBaHnst unu BeIKNIOYNTL PEXMM TEXHUYECKOTO 0OCNY>XMBaHUS.

Pewenve NogoxanTe HECKOSBLKO CeKyHA 1 CHOBa HaXXMuTe BknounTb PEeXnM TEXHUYECKOro
O6CJ'Iy)KI/IBaHI/I9| unn Belknountb pPeXnm TeXHn4eCcKoro O6CJ'Iy)KI/IBaHI/I9|.
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Pexum TexHmyeckoro OGCJ'Iy)KI/IBaHVlﬂ I
. 3anpoc Ha BKIMOYEeHMe Unun BbIKNMKYEeHUA pexmmMma TeXHUYeCKoro OGCﬂy)KI/IBaHI/Iﬂ OTKINOHEH

BosmoxHas npuunHa B gaHHbI MOMEHT yKe MPOM3BOAMTCS M3MEHsIoLLee cucTemMy AeicTBUe
(Hanpumep, go6aBneHne UnNu yaaneHne CUCTEMbI BbICOKOW JOCTYMHOCTH).

Pewenve Mogoxante 30 MWHYT U CHOBa HaXXMute Bknountb PEXNM TEXHNYECKOIo chnymmsanﬂ
nnun BblknounTb pPeXnm TeXHNYECKOro O6CJ'Iy)KVIBaHVIFI.

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1



MN1ABA

3anucu

oToT pasgen coaepXuT TeEMbl 00 YCTPaHEHUN HeMCI'IpaBHOCTeVI B OTHOLWUEHUN 3anuncu.

* HeBO3MOXHO Ha4YMHaTb COBELLaHNSA 1 MPUCOEONHATBLCH K HUM, @ Takke MpocMaTpuBaTth 3anunci,
BCrnencTBUe OTCYTCTBUSA NOAOEPXKKN BepCUn Java., cTpaHuua 33

+ 3anwucu coBeLLaHuin OTCYTCTBYIOT Ha CTpaHuMLax 3annucer opraHm3artopa, crpaHuua 34

* [Mpu HaxxaTm KHOMKK "3anncb" BO3HMKAET owmnbKa coeanHEeHNs ¢ cepBepoM, CTpaHuua 34
* HeBo3MoxHO 006aBUTL CepBep XpaHunuvia., cTpaHuua 34

» 3anucb coBelLaHns He oTobpakaeTcst ANs opraHu3artopa, ctpaHuua 34

+ KHonka 3anucuy ceporo useTta, cTpaHuua 35

* [MaHenb 3anucu otobpaxaeT owmnbky, cTpaHmua 35

 3anucu He oTOGpaKaloTCA Ha CTpaHuLe 3anncen, cTpaHvua 36

HeB03MOXXHO Ha4YMHaTb COBELLIaHNA U MPUCOEANHATHCS K
HUM, @ TakKe NnpocMaTpuBaTh 3anmcu, BcneacTaune
OTCYTCTBUSA NOAOEPKKN Bepcum Java.

Mpo6nema Monb3oBaTeny He MOTYT HA4YMHATL COBELLIAHMS U NPUCOEAMHATLCH K HUM, a Takke
npocMaTpueaTh 3anucu HM B 04HOM U3 Bpay3epos.

BoamoxHas npuunHa [ofib3oBaTeny UCnonb3yoT HenoaaepKnsaemyto Bepcuto Java.

Pewenwe MNpu ncnonssosaHun Microsoft Internet Explorer BkntounTe ActiveX Unm yctTaHOBUTE BEPCUIO
Java Bbiwe 1.6.034 unu 1.7.06. MNpu ncnonssosaHum Mozilla Firefox nnun Google Chrome yctaHoBuTe
Bepcuto Java Bblwe 1.6.034 nnu 1.7.06 nnmn ckavdante 1 NOBTOPHO yCcTaHOBUTE npunoxeHune Cisco
WebEx Meetings Unu knueHT MNpourpbiBaTens CETEBbIX 3aNMCen Bpy4YHyLo. 3aTem CHOBA NOMbITANTECH
HayaTb COBeLLaHMNe UNn NPUCOeMHUTLCH K HEMY UM MPOCMOTPETL 3anuChb.
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Sammen |
[l 3anvcv coewanmii otcyTeTByIOT Ha CTpaHMLaX 3anuceli opraHusaTopa

3anuncu coseLllaHn OTCYTCTBYIOT Ha CTpaHuLUax 3anmcemn
opraHusartopa

Mpo6nema 3anucu COBeIJJ,aHI/II7I OTCYTCTBYHOT B CM1CKe Ha CTpaHuue 3anncu ansa Bcex opraHmsaTtopos,
O HAaKO OopraHn3aTop BKIHO4YUN (byHKLI,I/IPO 3anncu gna COBGLLI,GHI/IVI.

Bo3amoxHasi npuumHa Bo3MOXHO, BO3HUKNA Npobnema ¢ paspeLleHmeM Ha cepBepe XpaHeHus ang
KOHKPETHOW TOYKM NOAKIMYEHUS, HA KOTOPYIO HanpaeneHa cnyxba Cisco WebEx Meetings Server
Ha CTpaHuLe HAaCTPOWKM cepBepa XpaHeHUs (BOMAMTE Ha canT AOMUHUCTPUPOBaHUA 1 BbioepuTe
Cuctema > Cepepbl > CepBep XpaHeHus).

PeweHne OTO n3BecTHas npobnema.

[Tpn HaXkaTum KHOMKK "3annucb” BO3HMKAET OLLINDKa
COEeMIHEHMNA C CepPBEPOM

Mpo6nema MNpu NOMNbITKE OpraHn3aTopa HaxaTb KHOMKY "3anvck" BHYTPYU KOMHATbI AN COBELLaHui
KNUEHT coBeLLaHns 0ToGpaXkaeT OLIMOKY, COOOLLIaOLLIYI0 O HEBO3MOXHOCT NOAKIIOYUTLCA K CepBepy
3anucu.

BoamoxHas npuuuHa Nonb3oBaTtenb Tomcat cnyx6bl Cisco WebEx Meetings Server HE MOXeT nncatb
B TOYKE NOAKITIOYEHUS.

Pewwenne OGHOBUTE NpaBa Ha TOYKe NoakntoyeHns NAS 0o napameTpa 777 C MOMOLLBIO chmod R 777
<mount-point-directory>, €CIIM CEPBEP XPaHEHNsi paboTaeT Ha onepaumMoHHOR cucteme Linux.
3aTtem nonpobyriTe NoBTOPHO nogknounTb cepep NAS k Cisco WebEx Meetings Server.

HeBo3MokHO 00aBUTL cepBep XxpaHunuLia.

Mpo6nema Bbl He MOXeTe 406aBUTL cepBep XpPaHEHHS.

BoamoxHasi npuunHa Nonb3oBaTtenb Tomcat cnyx6bl Cisco WebEx Meetings Server He MOXeT nncatb
B TOYKE NOAKITIOYEHUS.

Pewenne OGHOBUTE NpaBa Ha To4ke NogkmntodeHns NAS 4o napameTpa 777 € TOMOLLbI chmod R 777
<mount-point-directory>, €CIIM CEPBEP XpaHeHNsi paboTaeT Ha onepaumMoHHOR cucteme Linux.
3arem nonpobynTe NOBTOPHO NoakntounTb cepBep NAS k Cisco WebEx Meetings Server.

3anunckb coBelllaHnst He OTobpaXkaeTca Anga opraHnsaTopa

Mpobnema OpraHnsaTop CoBeLlaHns He BUOUT 3anuchb COBELLIaHNA Ha CTpaHuLe 3anucu Ha
NpoTshxkeHUn 6onee 10 MUHYT Nocne 3aBepLUIeHWs 3arnMcK CoBELLaHNS.
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| 3anucu
KHomka 3anu1cu ceporo LseTa B

BoamoxHasi npuumHa WSS npourpbiBaTens ceTeBbIX 3anMcen He UMEeeT NPaBo Ha YTeHne/3anuchb
¢ainnoB Ha cepBepe XpaHEHWs.

Pewenne Mpu ncnonb3oBaHun cepBepa XpaHeHusi Linux BBeAUTE Takylo KOMaHAy: chmon -R
777KaTanor ToYk1 nogknioveHuns. [Ins BocCTaHOBNEHUS CETEBLIX 3aMMCei, He Co3OaHHbIX Ha CTpaHuLe
3anucu, obpaTuTeck B LEEHTP TeXHWYeckoi noaaepxku TAC.

KHonka 3anucu ceporo uBeTta

Mpo6nema OpraHn3aTopbl COBELLAHWUIA HE MOTYT 3anMcbiBaTb COBELLAHMS, MOCKOMbKY KHOMKa 3anucb
cepasi.

BoamoxHasi npuunHa CeTeBoe yCTPOMCTBO XpaHeHUs He nogkntodeHo k Cisco WebEx Meetings
Server.

Pewenne BonagnTte Ha cant AOMUHUCTpUpOBaHUs, Haxxmute Cuctema > Cepsepbl, LLENKHUTE Mo
ccbinke JJobaBuTb cepeep xpaHeHus 1 ykaxuTe cepsep NFS n Touky nogkntoyeHms. Hanpuwvep,
170.70.80.90:/nyTb K TOYKE NOOKIHOYEHUS Ha CepBepe.

BoamoxHasi npuunHa 3anuck He BkntoyeHa B Cisco WebEx Meetings Server.

Pewenve Borgute Ha caT AQMUHUCTPUPOBaHUS, BbibepuTe MNapameTpbl > COBELLaHNS U yCTaHOBUTE
naxok 3anuck B obnacTtu "lpaBa y4yacTHuKa".

BosmoxHas npuunHa O6beM UCMONb30BaHUS cepBepa XpaHeHWsl 4OCTUT NPeaenbHOro 3Ha4YeHus,
KaK yka3aHo Ha cTpaHuue CurHanbl Ha caiite AOMUHUCTPUPOBaHUS.

Pewenne YbeauTech B Hagnexawem oTcnexmnsaHny obbema xpaHeHnss Ha CEeTEBOM YCTPONCTBE
XpaHeHus Ha cTpaHuue CurHanel. Borngute Ha canT AOMUHUCTPUPOBaHUS, BbibepuTe
WHcTpymeHTanbHas naHenb > CurHarnsl, LLEenNKHUTE Mo cebinke PegakTMpoBath, ycTaHOBUTE (haXKoK
XpaHunve, nepeTaLyuTe Non3dyHoK Ans orpaHU4eHns NpocTpaHCcTBa Ha cTpaHuue Pegaktuposatb
curHanbl Ha IHCTpyMeHTanbHom naHenu n HaxmmTte CoxpaHutb. Vnu ke MOXHO yaanuTb darinbl
Ha TOuKe NOAKIMIYEHUS cepBepa XpaHeHu s, YTOObl 0CBOOOANTL MPOCTPAHCTBO.

BoamoskHas npuumHa CepBep XpaHeHust OCTaHOBIMEH, unu cnyx6a NFS B ceTeBOM yCTpoNicTBE
XpaHeHMs OCTaHOBIEHA UMK NepesanyLyeHa, 4To He no3eondeT cnyxbe Cisco WebEx Meetings
Server NOMY4YUTb AOCTYN K TOYKE NOAKMOYEHUS.

Pewenve Bongute Ha canT AgMuUHUCTpupoBaHus 1 Bblbepute Cructema > Cepepbl > Cepsep
XpaHeHUs N NepeHacTporTe ceTeBOe YCTPOMUCTBO XPaHEHUS.

[TaHenb 3anucm otobpaxkaeT owKnoKy

Mpobnema lNMocne Havana 3anMcK CoBeLLLaHUSA U HEKOTOPOro ee NPoBeAEHMS NaHenb 3anMcu
oTobpaxaeT owmnbky. Npu HaBegeHUN KypCOpPOM MbiLLM HA NaHenNb OTobpaxaeTcs owmnbka ayamno
nnu Bnaeo.

PykoBoACTBO o ycTpaHeHuio HeucnpasHocTel Cisco WebEx Meetings Server, oinyck 1.1 i



Sammen |
. 3anucu He oTobpaxalTcst Ha CTpaHuLe 3anucen

BoamoxHas npuunHa Nonb3osaTtenb Tomcat cnyx6bl Cisco WebEx Meetings Server HE MOXeT nncatb
B TOYKE NOAKITIOYEHUS.

Pewwenne Yb6eomTech B JOCTYNMHOCTM TOYKM MNOAKMIOYEHMSA U B TOM, 4TO Cisco WebEx Meetings Server
MOXET NucaTtb Ha Hee.

3anucu He oTobparkatoTca Ha CTpaHuLe 3anuce

MpoGrema 3anucu coBeLlaHuii He oTobpaXkalTCa Ha CTpaHuue 3anucy 4nsi BCeX OpraHM3aTopoB,
HEeCMOTPSA Ha TO, YTO OpPraHM3aTop BKITHOYUIT OYHKLMIO 3anucy aAng CoBeLLaHnii.

BosmoxHas npuunta CylecTByeT npoGriema ¢ paspeLleHnsIMU Ha cepBepe XpaHeHus ans
KOHKPETHOW TOYKM MOAKITI0YEHMS], Ha KOTOPYIO YKasbiBaeT Balla cUcTemMa.

Pewwenne Bongute Ha cant AOMUHUCTpupoBaHus 1 Bbibepute Cructema > Cepaepbl > KoHdurypaums
cepBepa xpaHeHus. Ybeantechb B NPaBUIIbHOCTU pa3peLLEHUN.
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o

CepBepbl

3TOT pasaen coaepkUT TeMbl 06 YCTPaHEHWIN HENCTIPABHOCTEN B OTHOLLIEHNW CEPBEPOB 3I1EKTPOHHO
NOYTbI U XpaHEHMS.

* SMTP otnpaBnseT coobLieHns 06 omnbke npu NCnonb30BaHUN B aapece SNeKTPOHHOM NoYThl
agMUHMCTpaTOpa CUMBOMA NOAYEPKNBAHNS., CTpaHuua 37

» [1pobnemsbl ¢ coeanHeHNeM BHELLIHEro cepBepa, cTpaHuua 37

» Bpewms, npegoctaensiemoe NTP, He CUHXPOHU3MPYETCst Ha BUPTYasibHbIX MalUMHAX, CTpaHuua
38

» CepBep XpaHunuLLa He BbINOMHSAET pe3epBHOE KOMMPOBaHME CUCTEMbI UK 3anncei, cTpaHmua
38

SMTP otnpaBnsieT coobueHnsa ob owmnodke npu
NCNOSb30BaHNKN B afpece 3N1EKTPOHHOW NOYThI
agMUHUCTpaTopa CMMBOa NnogvyepkuBaHus.

Mpo6rema Monb3oBaTenb OTNPaBNSAET ANEKTPOHHOE COOGLLEHNE aAMUHUCTPATOPY, U ANIEKTPOHHOE
coobLLeHVe Bo3BpaLLaeTCs kak HeOoCTaB/IeHHOe.

BoamoxHas npuynHa Cumeon nogvYepKkmBaHnAa He nogaepXumBaeTca AnAd aapecoB SﬂeKTpOHHOVI
NOYThbl.

Pewenne He ncnonb3yiiTe cMBOI Nog4YepKUBaHNA U Apyrie HenogaepKnBaemble CUMBOIbI NPy
OTNpPaBKe 3NEKTPOHHbIX COOBLLEHUI A agMUHUCTPATOPY.

[Tpobnembl ¢ coegnHEHNEM BHELLIHETO cepBepa

Mpob6nema A,EI,MI/IHI/ICTpaTopr M nonb3oBaTtesnin He NoNy4vatroT ANEKTPOHHbIE NMCbMa N3 CUCTEMBbI.
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Cepaepsl |

BpeMﬂ, npegocrtasndaemMmoe NTP, He CUHXPOHU3NPYETCA Ha BUPTYyalibHbIX MallMHaX

BoamoxHasi npuunHa Bo3amoxkHO, BO3HMKNa npobrnema ¢ pa3peLleHsmMmn Ha CEpBEPE XPaHEHUS
AOnsi KOHKPETHOM TOYKM NOAKIIOYEHNS, HA KOTOPYHO HanpaBrieHa Balla cuctema (BomauTe Ha canT
AamuHucTpupoBaHus 1 Bblbepute Cructema > Cepepbl > CepBep XpaHeHus).

Pewenne Ybeagutecb B TOM, 4YTO 3anpockl sendmail 3 cootBeTcTBYIOLWEN Cny0bl Cisco WebEx
Meetings Server He GrokupyoTcs.

Pewenne MepeBeanTte cUCTEMY B PEXNM TEXHUYECKOrO OGCNYXMBaHMSA U UCMPaBbTe AaHHbIE
SMTP B ceTv agMuHUcTpaTopa. CoxpaHuTe U3MeHeHUs 1 nepeBeanTe CUCTEMY U3 pexnma
TEXHUYECKOro obcnyxusaHusi. lNMocrne okOHYaHUsS Nepesarpy3ku cucTema AormkHa npuodpecTu

cocTtosiHue "UP".

Pewenne YcTpaHuTe npobnemy ¢ cepepom SMTP nnu ykaxxute gpyron cepsep SMTP ans
Hagnexatllen paboTbl CUCTEMBI.

Bpewms, npegoctaBnaemoe NTP, He CMHXPOHU3UpPYETCA Ha
BUPTYyalibHbIX MaLllMHaX

Mpo6nema CurHan NTP oToBpaxaeTcs B BEPXHEWN YaCTU CTPaHULIbI Cpady nocre Bxoga nonb3oBaTernsi.
Bpewms, npegocrasnaemoe NTP, Ha Kaxxaon BUPTYyanbHOW MaLLMHE HE CUHXPOHU3UPYETCH B TEYEHMEe

Tpex u 6onee MUHyT.

BosmoxHas npuunHa Bpewmsi, npeaoctaensemoe NTP, Ha Kaaoi BUPTyarnbHOW MalluHe He
CMHXPOHU3MPYETCS B TeYEHNE TpeX U Bonee MUHYT.

1 Pewenue MocMoTpuTeE, NCHESHET N COOBLLIEHNE NMOCHE CUHXPOHU3ALMW BPEMEHN.

2 Pewenvne Y6eautech B TOM, 4TO XOCTbl ESXi HACTPOEHbI B COOTBETCTBUM C NPaBUNbHBIMU AaHHBIMU

DNS, 1 moryT nogkntoyatbed kK xocTy NTP. [Ing nonyyeHns 4ONONHUTENBHON MHpopMaumn CMm.
JoKymeHTauuio o VMware vSphere.

CepBep xpaHunuila He BbINONHAET pe3epBHOE
KOMMPOBaHWE CUCTEMbI NN 3aNUCEN

Mpo6rnema Baw cepBep XxpaHunuLla He BbIMOSTHAET pe3epBHOE KOMMPOBAHNE CUCTEMBI MU 3aMNNCEN.
BoamoxHasi npuunHa CepBep XpaHunuLLa He MOXeT NOAKNIOYMTECS K BUPTyanbHOW MaluMHe Ha
Balliel cucteme.

PelleHve YcTaHOBUTE NapamMeTpbl MEXCETEBOro aKpaHa ¢ MOMoLLbio VMware vSphere. [1ng nonyyeHuns
OOMONHUTENBHbBIX CBEAEHUI cM. pa3aen "CeTeBble M3MEHeHMs, Heobxoaumble Ansi pa3BepTbiBaHUA"
PykosoacTsa no nnaHupoBaHuio Cisco WebEx Meetings Server.
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| Cepsepei
|

CepBep XpaHunuuia He BbINONHAET pe3epBHOE KonnMpoBaHUe CUCTEMbI UNA 3anvcen

BosmoxHas npuunHa CepBep XpaHunuiya He paboTaer. [NogknoyeHne k cepBepy OTCyTCTBYET.

Pelenune Y6eautechb, 4To cepBep XxpaHunuiia goctyneH 3a npegenamum Cisco WebEx Meetings Server.
YbeauTech, 4TO CepBepP XpaHUNuLLa BKIOYEH. Y6eauTechb B HanMunum ceTeBOro NOAKIMYEHNS K
cepBepy XpaHunuuia. Yoeantech B BO3MOXHOCTU MOHTUPOBaHMS/4ocTyna He ¢ MawmHbl Cisco WebEx
Meetings Server. Y6eguTech, 4TO cepBep XpaHunmLLa He NOMHbIN.
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Cepaepsl |
Il Cepsep xpaHunuia He BLINONHSAET pe3ePBHOE KOMMPOBAHNE CUCTEMBI UMK 3aNnCe
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[MpoGnembl CoO BXOOM 1 COBELLIAHUAMM

OTOT pasgen coaepXuT TeMbl 06 yCTpaHEHUM HEUCNPABHOCTEN B OTHOLLEHUN BXOAA B CUCTEMY U
COBELLaHUN.

* Owwnbka akTMBaLUM YH4ETHOW 3anncu, cTpaHuua 42

* [poGnembl c aBTOMATUYECKMM BXOA0M BO3HUKAIOT NOCIe MMrnopTa gainos cookie U3 Microsoft
Internet Explorer, cTpaHuua 42

* [lpobnembl C COBMECTUMOCTbLIO Bpay3epoB, cTpaHuua 43
* HeBO3MOXHO NOAKMIOYUTLCH K canTy WebEx nnu canty AOMUHUCTPUPOBaHUS., cTpaHuua 43

* HeB03MOXHO Ha4yMHaTb COBELLIaHUSA N NPUCOEONHSTLCA K HUM, a Takke NpocMaTpmBaTh 3anuciy,
BCrnenCcTBUE OTCYTCTBUSA NOAOEPXKKN BEpCUK Java., cTpaHuua 43

+ [lepeagpecoBaHHble NpUrfaLleHns Ha CoBeLLaHns He paboTatoT nocne MoaepHu3aUuu,
cTpaHuua 44

» KauecTBo rpadmkm yxyawaeTcs npu Ucnosib3oBaHNMM COBMECTHOMO AOCTYNa K MPUIOXEHUIO
unu paboyemy ctony, ctpaHuua 44

» CogelaHue ¢ dyHkumen "MpucoeanHMTbCs paHblle opraHm3artopa’ He oTobpaxaeTcs Ha
CTpaHuue CoBeLaHnn, cTpaHuiua 44

» CoctosiHMe coBellaHus ¢ yHkumen "lMpucoeanHUTLCS paHbLLEe OpraHn3aTopa' HenpaBuIbHOE,
CcTpaHuua 45

* [Mony4eHo aneKkTpoHHOoe coobLyeHne 06 oLmbke cnyObl NPOBEAEHNS COBELLIAHWI, CTpaHuua
45

* Y4acCTHMKMN COBELLAHNA HE MOTYT NOAKMYATHCH MO BHELHEN NNMHUK K CBOMM TenedgoHam,
cTpaHuua 45

» [laHHble AUHAMUKM COBELLLaHWI Ha OAMH Yac OTCTaloT OT AaHHbIX, yKa3aHHbIX B Tabnuuax ans
OAHOro OHSA M OOHOW HeJenu, cTpaHuya 46

* [pobnemebl Npu 3anycke coBelaHus B Mozilla Firefox n Google Chrome Bcnegcteune
HeakTuBHOCTU nogkntoyaemoro moayns ActiveTouch General Plugin Container, cTpaHuua 46

» "BaBucaHue" Ha cTpaHuLe "MogoxauTe..." Npy NoNbITKe Ha4YaTb COBELL@HME NN
NPUCOEANHUTLCA K HEMY, CTpaHuua 46
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Mpo6nembl CO BXOAOM 1 COBELLaHUAMU |

Owunbka akTMBaLuM y4eTHON 3anucu

* [Monb3oBaTtenu He MOryT OpraHn3oBbIBaTh 1 NoceLlaTh COBELLaHUs, cTpaHuua 47
* HeBO3MOXHO HayaTb coBellaHue, cTpaHuua 47

* BBegeHHbIi URL nmeeT CMMBOSbI pas3HOro pernctpa, crpaHuya 47

* [lonb3oBaTenb He UMeeT A0CTYN K NPOAYKTy, cTpaHuua 48

» [Monb3oBaTtenb OTKNIOYAETCH OT ayauoKoHdepeHuun, cTpaHmua 48

* Tabnuua WBX*INPROGRESSMEETING He 3anvcbiBaeT AaHHbIE, €CMX COBELLaHne
3aKaH4MBaeTCca B ornpefeneHHoe Bpems, cTpaHuua 48

* Cisco WebEx Meetings He 3anyckaeTcs BcriegcTeme npobnem ¢ nogaepxkon Java, cTpaHuua
49

* [peBbilleH MaKkcMmarbHblil 06beM coBellaHusi, cTpaHuua 49

Owwnbka aKkTMBaUMM y4eTHOM 3anucu

Mpobnema A,D,MI/IHI/ICTpaTop Mnn nonb3oBaTtenb Nony4vaeT yBeaoMI1eHne O TOM, YTO ero y4eTHas
3anncb aktTuBnpoBaHa, HO OH HE MOXET B HeEEe BOWNTW.

BoamoxHasi npuunHa CpoK AeNCTBUS akTUBALMKN YHETHOM 3anncy uctek. lNocne aktmeawmm y4eTHon
3anvcy y agMUHUCTPAaTOPOB eCTb ABa OHS, @ Y KOHEYHbIX Monb3oBaTenen — Tpu, YTobbl BOMTH B
YYeTHYI0 3anucb, Nnpexae Yem oHa ByaeT AeakTMBMpoBaHa.

PeweHue lNeperigute Ha CTpaHWLY BXOAA U LLENKHUTE NOo ccbinke "3abbinu napons?"', 4Tobbl copocnTb
yYeTHyI0 3anuchb. [Monyuns nMceMo 0 cbpoce napons, BbIMOSIHUTE CoAepXKaLLMecs B HeM NHCTPYKLUMU,
4YTOObI COPOCUTHL NApPONb U BOWTM B YYETHYHO 3aMnncChb.

[Tpobnembl Cc aBTOMaTUYECKUM BXO4OM BO3HUKALOT NOCe
nmnopTta dannos cookie n3 Microsoft Internet Explorer

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1

Mpo6nema Nonb3oBaTenb CTaBUT OTMETKY "3anoMHUTL MeHA" nocne Bxoaa B Cisco WebEx Meetings
Server B Microsoft Internet Explorer. Ecnv nonb3osatens 3atem yctaHasnuaeT Mozilla Firefox n
nMmnopTupyeT BCe dainbl cookie U3 Internet Explorer, aBTOMaTMY€CKMIA BXOA NOMb30BaTeNs
BbIMNOHAETCS Mpu Kaxxaom 3anycke Firefox faxke nocne BbixoAa BpyYHyo. [Mpu nameHeHum knrova
ayTeHTUMKaLMm agMmmHUCTpaTopa Ha cante AAMUHUCTPUPOBAHUA UM OGHOBMNEHUN 40 HOBOW
Bepcuu nonb3oBartenb Bceraa byaeT BbINONHATL BbIXOA Ha cavite npu 3anycke Firefox gaxe npu
yCTaHOBKe OTMETKM "3anoMHUTL MeHA" BO BpeMsi nocnegHero Bxoga B Cisco WebEx Meetings Server.

BosmosxHas npuunHa Firefox gobaBnsieT "." nepen umeHem gomMmeHa harina cookie npy umnopTe
dannos cookie 13 Internet Explorer.

PeweHve Yganun nv Baw nonb3oBaTenb hannbl cookies B Firefox Bpy4HYH?



| MpoBnemsi co Bxoaom 1 cosewjarusivm
MpoGnewmsl ¢ coemecTumocTsio 6paysepos [}

[MpoGnembl C COBMECTUMOCTbLIO Bpay3epoB

Mpo6nema Bbl ucnonb3yete 6paysep Internet Explorer, KOTOPLIA Yka3aH B CNIMCKE COBMECTUMBbIX C
3TMM NPOAYKTOM Opay3epoB, 04HAKO NOy4MM coodLleHre, MHpOpMUPYIOLLEE O TOM, YTO BaLLl
Opaysep He nogaepxmBaeTcs.

BosmoxHasi npuunHa HacTporika nonnTuKM rpynibl Baller CUCTeMbl 3acTaBnsaeT cuctemy "aymatb",
410 370 Internet Explorer 6, a He Internet Explorer 8.

Pewetnue lMpu ncnonb3oBaHmu Internet Explorer 8 Ana Windows XP ¢ nakeTom 0OHOBMEHNI 3
cooOLeHne 0 HECOBMECTUMOCTM HEBEPHO, M €0 MOXXHO UrHOpUpoBaTb. YToObI NpegoTBpaTUTbL
NosiBNIEHME TAaKOro COOOLLEHNSI, U3MEHUTE NapameTpbl COBMECTUMOCTU. B Internet Explorer 8 HaxxmuTe
Cepsuc > MapameTphbl pexrma npeactaBneHns COBMECTUMOCTU. YaanuTe MMsi JOMeHa CIyxobl
Cisco WebEx Meetings Server n3 cnucka Be6-caritoB, 406aBNEHHbIX B PEXUM NpeacTaBneHns
COBMECTMMOCTM, ECIN OHO B HEM MPUCYTCTBYET.

HeBo3moXHO noakntounteca kK canty WebEx nnu canty
AOMUHNCTPUPOBAHUS.

Mpo6nema Bbl He MOXeTe NOAKMIYNTLCA K canTy WebEx unv canty AOQMUHUCTPUPOBAHUS C MOMOLLbHO
Opaysepa, koTopbili TpebyeT SSL 3.0.

BosmoxHas npuumHa BknoveHa nogaepxkka FIPS, koTopasi 6nokunpyet SSL 3.0.

Pewenne OTkntounTte noaaepxky FIPS.

HeB0O3MOXXHO Ha4YMHaTb COBELLaHMS U MPUCOEOUNHATLCA K
HUM, @ TakKe npocMaTpuBaTh 3anmcu, Bcneactaune
OTCYTCTBUSA NOAAEPKKN Bepcum Java.

Mpo6nema lMonb3oBaTeny He MOrYT HAYMHATBL COBELLIAHMS U NPUCOEAMHATLCH K HUM, a8 Takke
npocMaTpueaTh 3anucu HY B 04HOM U3 Bpay3epos.

BosmoxHas npuumHa [ofib3oBaTeny UCnonb3yoT HeNoAAePKMBaAEMYIO BEPCUIo Java.

Pewwenue MNpwu ncnonssoBaHum Microsoft Internet Explorer Bkntounte ActiveX Unum ycTaHOBUTE BEPCUIO
Java Bbiwe 1.6.034 unu 1.7.06. MNpu ncnonssosaHum Mozilla Firefox nnun Google Chrome yctaHoBuTe
Bepcuto Java Bblwe 1.6.034 nnu 1.7.06 nnmn ckavdante 1 NOBTOPHO yCcTaHOBUTE nNpunoxeHune Cisco
WebEx Meetings unu knueHT [NpourpbiBaTens ceTeBbIX 3annucein BpyyHyto. 3aTemM CHOBa nonbiTantecb
Ha4vaTb COBeLLaHne UM NPUCOEANHUTLCA K HEMY NN MPOCMOTPETL 3aMNuUCh.

PykoBoACTBO o ycTpaHeHuio HeucnpasHocTel Cisco WebEx Meetings Server, oinyck 1.1 i



Mpo6nembl CO BXOAOM 1 COBELLaHUAMU |
. MepeanpecoBaHHble NPUIMALLIEHNs Ha COBELLaHNs He paboTaloT Nocne MoAepHU3aLmm

[lepeagpecoBaHHble NpUrnalleHna Ha COBELLLAHUS HE
paboTatoT rnocrie MmogepHM3aymn

Mpo6riema MNonb3oBaTenb NNaHMPYET COBELLAHWE U 3aTEM NepeaapecoBLIBAET NPUrnaLleHns Apyrm
yyacTHUKam. MisaHayanbHO y4aCTHUKM MOTYT UCMONb30BaTh NepeaapecoBaHHbIe COOOLLEeHN Ans
MOCeLLEHNSI COBELLI@aHWNIA, OfHAKO NOCIe MOAEPHM3ALMN CUCTEMBI U UX MOMbITKA NOCETUTL COBELLAHNE
OHM nony4aroT coobLieHne 06 owmnbke "CoBellaHne He CyLLEeCTBYET UMK YXKe 3aBEPLUNIIOCH".

BosmoxHas npuunta Mpouedypa MogepHusaummn genaeT coBelaHne HeleMCTBUTENbHbLIM.

Pewenue [Mocne MogepHM3aLmMmn CUCTEMbI COOBLLMTE CBOMM MOMb30BaTENSIM O TOM, YTO UM
HeoGXoAMMO NOBTOPHO 3ansiaHMpoBaTh coBeLaHus. MNpy HeoBXoaAMMOCTM BbINOMHUTE
nepeagpecaumio 3NeKTPOHHbIX MUCEM.

KauecTBo rpadoukn yxyaLuaeTcs npm UCnosib3oBaHUA
COBMECTHOro4oCTyrnaKknpuioXxeHutonunmpadbovemycrony

Mpo6nema Koraa s ucnonb3ayto oyHKLMM COBMECTHOIO AOCTYNA K MPUIOXKEHWIO UM paboyemy CTory,
KauyecTBO rpadviki y MeHs1 yXyaLaeTcs.

BoamoxHas npuumHa Korga Balla cuctema ncnosnb3yeT (PyHKLMM COBMECTHOMO A0CTyna K
npunoxeHuto nnu paboyemy crony, Cisco WebEx Meetings Server aBToMaTM4€CK/ OTKIIOYaET
onpefeneHHble rpacdmyeckne HaCTpoOKkK, BKMoyas pexum Aero n Tun Clear-True.

PeweHne 3To HoOpmanbHasi paboTa dyHKUmMK. o 3aBepLLEHNN CNONb30BaHNS PYHKLMIA COBMECTHOTMO
AocTyna K npunoxeHuto nnu paboyvemy ctony Cisco WebEx Meetings Server BKtOUYaeT BCE HACTPOMKN,
OTKIMOYEHHbIE Ha BPEMS UCMONb30BaHUSA (PYHKLUNIA.

CoBeluaHue ¢ pyHkumen "MNMpmncoeanHNTLCA paHblLue
opraHmsatopa“HeoTobpaxaeTcsaHacTpaHULLE COBELLIAHUI

Mpo6nema CoBellaHune ¢ BKIOYEHHOM onuueit "MpucoeanHUTLCS paHblue opraHusatopa" He
oToGpaXkaeTcs Ha CTpaHULEe COBELLAHUIA.

BoamoxHast npuumnHa Monb3oBatesb, He SBNSOWMACS OpraHM3aTopoM, BOLLEN B COBELLI@HNE, U
3aTeM BbILLIEN M3 HEro 0 NPUCOEAMHEHUSI opraHu3aTopa. Ha ctpanuue "VIHCTpyMeHTanbHas
naHenb 1 AMHaMnKa coBeLLaHuin" aTto cosellaHne bygeT otobpaxaTtbcs 6€3 y4acTHUKOB.

PeweHne 370 n3BecTHas npobnema. Ecnun apyron y4acTHUK, OTIMYHBIA OT OpraHmM3aTopa, noceljaet
coBellaHne n 3ateM BbIXoguT U3 HEro Ao TOoro, Kak npucoegnHnUTcA opraHmn3aTop, coBellaHne He
3anncbiBaeTCA Ha CTpaHULLE COBELLAHWIA.

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1



| MpoGremMbl CoO BXOAOM 1 COBELL@HUAMM

CocTtosiHue coBelyaHus ¢ dyHKumer "TpucoeanHUTLCS paHbLLe opraHnsaTopa” HenpasBuilbHOE .

CocTtosiHue coBelwanma ¢ dyHkumnen "lNpncoeanHUTLCA
paHblLLE opraHn3aTtopa" HenpaBUbHOE

Mpo6nema [na CBOMX COBELLAHWNIA Bbl BKOYMIU (PYHKLMIO NPUCOEAUHEHNS K COBELLaHMIO paHbLue
opranusaTopa (JMBH) 1 coyHKUMIO NprcoeanHEHNS K TENEKOH(ePEHUUN paHbLLe opraHmMsatopa
(JTBH). YyacTHUK coBeLLiaHUS NPUCOENHUICS K COBELLIaHUIo Mo TenedoHy, 0aHAKO KHomMkKa "Havano"
no-npexHemy otobpaxaeTca Ha cTpaHuue CoBeLyaHus.

PeweHne 3TO usBectHas npobnema. Cucrema oxmaaeT opraHnsatopa YToObl HayaTb coBellaHme
B ero Beb-knmeHTe unm no-npexHemy ncnonb3yeT TenedoH Ang NpUcoeauHEHNs K CoBeLLaHno
TOJIbKO And ayanocBA3N.

[Tony4eHo anekTpoHHOEe coobLeHne 00 oWnbKe Cnyxobl
NpoBeOeHNs coBELLaHUM

Mpo6nema Bbl nonyuunun anekTpoHHoe coobLyeHne 06 owmbke cnyxbbl NpoBeAeHNSI COBELLLaHUN.

Bo3amoxHasi npnunHa BO3MOXHO Hannuve 3agepkm unv HeyCTonYnBON CUHXPOHM3aLMK B cpeae
nonb3oBaTens. Y4acTHUKW, BKIOYasa nonb3oBaTenem, NoceLlatoLmnx coBeLLlaHms ¢ NOMOLLbIO
BUpTYyarnbHoWn YacTtHou cetu (VPN), MOryT UMETb OrpaHUYEHHYH NPOMYCKHYI0 CMOCOBHOCTL CETU.

Pewenve BorianTe Ha caiT AQMUHUCTPUPOBAHUS, HAXXMUTE VIHCTpYMeEHTarnbHas NnaHernb U Bbloepute
rpadoumk "CoBeLyaHma", 4ToObl OTKPbITb CTpaHuLy [MHaMumka coBeLyaHuii. [IpocMoTpuTe CoBeLLaHus,
NpOBOAMMbIE B MOMEHT co00LLeHMs 06 owmnbke cnyxbbl NpoBeAeHUsa coBelanuii. Haanre
COBELLaHVs C yOOBNETBOPUTENbHBIM U HEYJOBNETBOPUTENBHBIM COCTOAHMEM NOOKIIOYEHMS.
CoxpaHuTte Temy, UMs OpraHmMsaTopa v Nnpobnemy coBeLlaHms u obpaTUTeck K opraHn3aTopy Ans
onpeaenennsi Npobnemsl C COBELLL@HNEM.

Y4yacTHMKM coBeLaHnsa He MOryT NOAKMHYaTbLCA Mo
BHELLIHEW NUHUKN K CBOMM TenedoHam

Mpo6riema Y4YacTHUKM COBELLAHMS HE MOTYT NOAKIOYATLCA MO BHELLUHEW NIMHUK K CBOUM TenedoHam.
OHu nony4atoT coobuieHme 06 ownbke "owmnbka nogknoveHns".

BoamoxHas npuumHa MNMapameTpbl CUCM HacTpoeHbl HeHaanexatumm obpasom.

Pewenve lNMpoeepbTe napameTpbl CUCM Ha cTpaHuue "Ayauo". BonguTe Ha canT
AOMUHUCTpUpOBaHUA 1 BbibepuTe NapameTpsl > Ayano > CUCM. YbeguTech B NpaBusbHOM
HacTpoike IP-agpecos, napameTpoB Nnepeadn aHHbIX 1 NOPTOB.

PykoBoACTBO o ycTpaHeHuio HeucnpasHocTel Cisco WebEx Meetings Server, oinyck 1.1 i



Mpo6nembl co BXOAOM M COBELLaHUSIMMN |
. [aHHble AUHaMUKM COBELLaHUI Ha OAMH Yac OTCTAlOT OT AaHHbIX, yKa3aHHbIX B Tabnvuax ans ogHoro aHs
1 0gHOWM Hegenu

[laHHble AMHaMUKK coBeLLlaHUN Ha OAMH Yac OTCTalT OT
OaHHbIX, YKa3aHHbIX B Tabnuuax gns ogHoro AHA 1 0QHOWM
Heaenu

Mpo6rema Ha cTpaHuue OuHamuka coBellaHuii AaHHble Ans Tabnuubl 0OHOro Yaca 1 O4HOrO OHS
Ha O[IMH Yac OTCTaloT OT AaHHbIX, yKasaHHbIX B rpadukax ans 1-6 mec.

BoamoxHas npuunHa [na rpadukos "[uHammka coBeLLaHnin" 0gHOro AHA M OAHOW Heaenu AaHHbIe
NPeACToALWMX (3anflaHNPOBaHHbIX) COBELLaHNIA paccYnTbIBalOTCA Kaxable 4 Yaca. NMpu
NnnaHUpPoOBaHUKN COBELLAHNSA MHPOPMALINS O COBELLL@HUN COBUPAETCH C YeTbipex4acoBbIMU
WMHTEepBanamu.

PeweHne OTO n3BecTHas np06ne|v|a. BonblwnHCcTBO 3anjiaHMpoBaHHbIX COBeLLI,aHI/IVI ABNAKOTCA
NOBTOPALWNMUAUCA, N Mbl HE XOTUM CJTULLKOM 4acCTO pacCHuMTbiBaTb AaHHbIE, MOCKOJIbKY 3TO MOXET
CKa3aTbCA Ha Npon3BoaAnTENIbHOCTU CUCTEMbI.

[Mpobnembl npun 3anycke cosellaHns B Mozilla Firefox v
GoogleChromeBcneacTeBneHeakTMBHOCTUMNOAKITHOYAEMOTO
voaynsi ActiveTouch General Plugin Container

Mpobnema [Nonb3oBaTens NblTaeTcs 3anyCTUTb CoBeLLaHne ¢ nomoLbo Mozilla Firefox nnun Google
Chrome 1 nony4aeT coobueHne 06 owmnbke, Hanpumep: "lNMpu 3anycke coBeLlaHNs BO3HMKNA
npobnema. MNMepesanyctute Baww Be6-6pay3ep 1 NOBTOPUTE MOMbITKY CHOBA MW NPUCOEANHUTECH K
coBeLllaHuio n3 gpyroro Be6-6paysepa. Ecnu Henonagka He ycTpaHeHa, 0bpaTuTech K CUCTEMHOMY
agMuHuUcTpaTopy". bpay3ep ocTaHaBNMBaETCA B LMKIIE U HE MOXET 3arpy3utb Meeting Center.

BoamoxHas npuumHa Nonb3oBaTens BbIKAYMN nogknodaemoli mogynb ActiveTouch General
Plugin Container B cBoOeM 6pay3epe.

Pewenune B Moxzilla Firefox nonb3oBatens JomkeH Bolibpath VIHCTpyMeHThl > HagcTporiku >
Moakntovaemble moaynu mn BkntounTb ActiveTouch General Plugin Container, nepesanyctuTtb 6paysep
1 MOBTOPUTL MONbLITKY NoceLleHns coBellanns. B Google Chrome nonb3oBaTtenb JOMKEH NepenTu
no URL, "chrome://plugins", BkntounTb ActiveTouch General Plugin Container, nepe3anyctutb Opaysep
W NOBTOPUTbL NOMbITKY MNOCELLEHNS COBELLaHUS.

"3aBucaHue" Ha cTpaHuue "MNogoxanTe..." npu nonbiTke
Ha4yaTb coBeLlaHne UM NPpMcoeanHNTLCA K HEMY

Mpo6nema MNonb3oBaTtenu "3aBucatoT" Ha cTpaHuue "MNogoxauTte..." Npy NonbITKe Ha4YaTb COBELLaHNe
U NPUCOENHNTBLCS K HEMY.

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1



|-|pO6J'IeMbI CO BXO40OM 1 coBelaHnamMun

Monb3oBaTenu He MOTyT OpraHn3oBbIBaTb U NoceLwaTb cCoBelaHna .

BoamoxHas npuunHa Bbl ncnonbayete Mozilla Firefox 18 u Firefox cuMTaeT, 4TO KOMMNOHEHT Java
MMeeT NoTeHUuanbHy Npobnemy B OTHOLIEHMM 6e30MacHOCTM 1 NpeanaraeT Nnosib3oBaTernto
AeakTuBmpoBartb ero. [lonb3oBaTtens BoibupaeT "He akTnBupoBaTh NoAKNio4YaeMble Mogyny Ans
3TOro carnrta". ATo NPMBOAMT K AeakTMBaUuK Java, YTO NULLIAET NOJfb30BaTENE BO3MOXHOCTHU
HayMHaTb COBELLaHNSA C NOMOLLbLIO Java N NPUCOEOUHATBHCS K HUM.

Pewwenune Ecnu Bbl yBepeHbl B oLnMbke 6e3onacHOCTM Java, TONpOCUTE CBOUX NONb3oBaTenem
HaynHaTb coBellaHNA 1 NpUCcoeguHATLCA K HUM OOHUM U3 OBYX NpUBEAEHHbIX Ha CTpaHuLe HUXe
cnocoboB. YcTaHoBNUTE NPUOXeHne N5 NpoBedeHns COBELLaHMIM N 3aTeM CHOBa HauyHUTE
coBeLLiaHne U NpucoeanHUTECh K HeMy; Nbo Ans Havana coBeLlaHns UM NPUCOeANHEHNS K
HeMmy BblGepuTe BbinonHUTL BpeMeHHoe npunoxeHue. Ecnv Bbl yBepeHbl B OTCYTCTBMM OLLIMGKM
Ge3onacHocTu Java, NONPOCUTE CBOWX Nomnb3oBaTenen yaanuTe dannel cookie, BbibpaTh Beceraa
aKTnBMpoBaTb NoAgKrnr4vyaemblie Mmoaynu and aToro ca|7|Ta, M 3aTeM Ha4yH1UTe coBellaHne nnum
NMPUCOEANHUTECH K HEMY C NMOMOLLIbIO Java.

[lonb3oBaTenu He MOTYT OpraHmn3oBblBaTb U MNMoceLllaTtb

coBeLlaHus

Mpo6riema lMonb3oBaTenb HE MOXET OPraHM3oBaTh U NOCETUTL COBELLIAHNE.
BoamoxHasi npuunHa Monb3oBaTtens obnagaeT orpaHnyeHHbIMK paspelueHusmm MK.

Pewenne Hactporite cuctemy Ha yctaHoBKYy Cisco WebEx Meetings 1 UIHCTpYyMEHTOB NOBbILLIEHMS
NpoV3BOANTENBLHOCTU Ha pabounii CTon Nonb3oBaTens BpyyHyto. Haxxmute NapameTpbl > CkauvBaHus
1 ycTaHosuTe conaxok BpyuHyto yctaHaenmeatb npunoxeHue Cisco WebEx Meetings U VIHCTpYMEHTbI
MOBbILLEHMS NPOM3BOAUTENBHOCTU Ha paboyem cTone nonb3oBartens. [nsa nonyyeHus
OOMNOMNHUTENBbHOM HOpMaLMK cM. HacTpoika napamMmeTpoB CKaunmBaHUs.

HeB0O3MOXHO Ha4aTb coBellaHne

Mpo6rema HEBO3MOXHO Ha4YaTb COBELLAHME.
BosamosxHas npuumHa CeTeBble NOPThl HE HACTPOEHbI HEHaANeXxalm oopasom.

Pewenne YbeauTech B TOM, 4TO GpaHamayap unm pelleHve no pacnpeneneHunio Harpysku
nepeHanpaenseT 3anpockl Ha NpaBuUIbHbIE NOPTbI, 8 KOHEYHbIE MOMNb30BaTENN MOrYT OPraHN30BbLIBaTbL
COBeLLaHNsA 1 MPUCOEANHATLCH K HAM.

BeegeHHbi URL nmeeT cumBoOnbl pa3Horo peructpa

Mpo6nema URL caiTa unv agMMHUCTPUPOBAHNA UMEET CUMBOSTbI pa3HOro perucrpa.

BosmoxHas npuunHa Bpaysepbl Bcerga oTnpaBnsioT B cepBepHble npunokeHnst URL B HUXKHEM
perncTpe, YTo NPMBOAUT K HECOBMaAEHWNIO BCIIEACTBUE YYBCTBUTENBHOCTU K PETUCTPY.
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Mpo6nembl CO BXOAOM 1 COBELLaHUAMU |
. Monb3oBarerb He UMeeT AOCTYM K NPOAYKTY

Pewenve URL cavtau aAMUHUCTPUPOBaHNA OOJTKHbI COAep»KaTb TOJIbKO CUMBOJ1bI HXXHETO pErmcTpa.

[Nonb3oBaTenb He UMEeeT A0CTYN K NPOAYKTY

Mpobnema He yganock yctaHoBuTb TLS. Bo BpeMa npoBepkn NakeToB aHanuaa Tpaguka
oTobpaxaeTtcs, yTo CUCM oTnpaBnsieT "Henoaaepxunsaembiii ceptudumkat" cnyxbe Cisco WebEx
Meetings Server BO BpeMsi CUHXpoHu3aumu npotokona TLS CUCM un Cisco WebEx Meetings Server.

BoamoxHas npuunHa B cpegax Windows 7 (32-pasp.) u IE 8 napameTp nokansHou 6e3onacHocTn
UMeET NpuBeAEHHbIE HKe onuuun. BknioveHo ncnone3osaHme FIPS-COBMECTUMbIX anropuTtmMoB
ANs W1dpoBaHMsA, XxelumposaHusa 1 nognucu. [NyTe onuum: gpedit.msc | KoHdurypauusa komneotepa
| MapameTpbl Windows | MapameTpbl 6e3onacHocTy | JlokanbHasa nonutuka | MapameTtpbl
6esonacHocTu

Pewenve Ecnv onuua TLSv1.0 B paclwumpeHHbix napameTpax IE BbIKItoYeHa, NoNb3oBaTesnb AOSKEH
BKITIOYMTb JIOKanNbHY0 NONuTKKY. Nocne BkoYeHus nokanbHom nonutuku 6pay3sep IE 8 byget
paboTaTtb C BblknoYeHHOM onuuen TLSv1.0.

[Tonb3oBaTenb OTKIHOYaETCs OT ay4AUOKOHpepeHUUNn

Mpo6nema lMonb3oBaTens OTKMIOYaETCA OT ayANOKOHMEPEHLNN.

BosmoxHas npuunHa Monb3oBaTenib MMEET HMU3KY CKOPOCTb CETEBOIO COEAMHEHMS (HECKOMBKO
KéuT/c).

PeweHne YBenMYbTE CKOPOCTb CETEBOro NOAKMOYEHUS nonb3oBaTtensa Ao 100 Kéut/c n 6onblue,
4YTOObI BOCCTAHOBUTbL CMNOCOBHOCTL NOAKMIOYEHNS K ayAMOKOH(EPEHLNN.

Tabnuua WBX*INPROGRESSMEETING He 3anucbiBaeT
OaHHble,eCNMcoBELLaHE3aKaHYMBaETCABONPeaENEeHHOE
BpeMSA

Mpobnema Ecnu coBewaHne WebEx 3aBepLuaeTcs B METKE BPEMEHN AN CTAaTUCTUKK, Hanpumep
18:45 gns 5-MUHYTHOWM CTaTUCTUKK, 19:00 4Na YacoBon cTaTUCTUKK, 9/27 00:00 Ana exxeqHEBHON
CTaTUCTKKN, cooTBeTCTBYIoWasn Tabnuua WBX*INPROGRESSMEETING He coxpaHseT faHHble BO
BpeMs nepuoga, 451 KOTOPOro OCyLLECTBNAETCH CTaHA4apTHas exegHeBHasa 3annucb CTaTUCTUKMN.

BoamoxHasi npuumnHa 3anucb CTaTUCTUKN 6a3bl AaHHBIX OCYLLECTBNAETCSA NPU MEHbLLIEV CKOPOCTH,
yeM TpurrepHoe 3agaHue 6asbl aHHbIX, KOTOPOE NPOU3BOAUT 5-MUHYTHYIO 3aePXKKy Npu
00paboTke AaHHbIX.

Pewenne TekyLmin 06xoaHOM NyTb OTCYTCTBYET. OTa npobnema GyaeT ucnpasneHa npy nepepaboTke
npoaykra.

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1



| MpoGnemMbl Co BXOAOM W COBELL@HUSIMU
Cisco WebEx Meetings He 3anyckaeTcsi BcneacTeve npobnem ¢ nogaepxkon Java .

Cisco WebEx Meetings He 3anyckaeTcd BCrneacTBue
npobriem c nogaepxkon Java

Mpo6nema Baluv nonb3oBaTeny Bpems 0T BPEMEHW UCTILITLIBAKOT TPYAHOCTM MPW 3anycke NPUnoXeHns
Cisco WebEx Meetings B Windows Npv aKTUBHOM MOAKIMIOYEHNM K KOPNOPaTUBHOW MHTPaceTH ¢
nomouybto knueHta Any-Connect VPN Client. 3Ta oumbKa NponcxoguT TONBKO NPy NOMbITKe
nonb3oBarens ckavaTb 1 ycTaHoBUTL NpunoxeHue Cisco WebEx Meetings Mpy nepsomM NpucoeanHeHnm
K coBeLLaHumto. [Nocne yctaHoBku npunoxxeHus Ha MK nonb3oBatens npobnema 6onbLue He BO3HMKaET.

Mpobnema JTa npobnema He BO3HMKAET NPU NOMbITKE NOMb30BaTENSA NPUCOEOUHUTBLCS K COBELLAHUIO
6e3 BkntodeHnst VPN (aTo npegnonaraeT BKIOYEHHbIA 06LmiA 4ocTyn K canTy WebEXx).

Bo3amoxHas npuyunHa Bawwu nonb3oBartenu MCNONb3YHT YCTapeBLLUYHO Bepcuto Java.

Pewenne OBGHOBWTE Bepcuto Java Ha KOMMbIOTEPaxX KOHEYHbIX MONb3oBaTenel ¢ onepawmoHHOM
cuctemon Windows 40 camon HOBOW. Ecnn npunoxeHue no-npexHemy He paboTaeT Hagnexalimm
obpasom, nonpocuTe nonb3oBaTenen ycraHoButb Cisco WebEx Meetings BPY4YHYI0, Ckavas ero Ha
cTpaHue CkaunsaHus. Kpome Toro, nonb3oBarteny MoryT ckadats npunoxeHue Cisco WebEx Meetings
npv NEPBOK NOMNbITKE NPUCOEANHNTLCS K COBELLaHWNI0. DTN AeNCTBUS NpeanonaratT Hanmune y
KOMMNbIOTEPOB B Balllei opraHusauuy npae agMMHUCTpaTopa. B npoTMBHOM criyyae Bbl MOXeTe
CaMOCTOATENbHO YCTaHOBUTL npunoxeHne Cisco WebEx Meetings Ha KOMNbOTEpax nonb3oBaTenen
C NOMOLLbHO (balnoB yCTaHOBKMW, CKadYaHHbIX Ha cTpaHuue CkaunBaHus.

[TpeBbILLIEH MAKCUMarbHbIM 0O bEM COBELLaHUSA

Mpobnema.

Mpwn nonbiTke NpucoeaMHUTBLCA K coBeLlaHnio WebEx oTobpaxaeTcsa cneaytollee coobuieHne ob
oLnbKe.

Ceiiyac Bbl He MOXeTe NPUCOEANHUTLCS K COBELLaHMI0, MOCKOMbKY KONIMYECTBO OAHOBPEMEHHbIX
nosib3oBaTesieit BUAeo AOCTUIIO YCTaHOBMEHHOIO B CUCTEME OrpaHMyeHust. [ns nosyyeHus
AanbHenwen nogaepkkn obpaTuTeck kK cCBoemMy agMUHUCTPaTopy.

BoamoxHas npunynHa.

3710 coobLeHne 00 owmbke 0TobpaxxaeTcs, ECNKN y4aCTHUK NbITAETCS NPUCOEAUHUTLCS K COBELLAHMIO
N NpeBbILIaeT MakCMMarnbHOE YMCIO OAHOBPEMEHHbLIX MONb30BaTENEN, MOAAEPKUBAEMBIX CUCTEMONA.

Cnocob ycTpaHeHus.

AyJJ,I/IO‘-IaCTb coBellaHna WebEx He umeet OFpaHVI‘-IeHI/IVI no Konmn4yecrtey o4AHOBpEMEHHO
NOAKNIOYEHHbIX Nonb3oBartenen. o OCTMXKEHMM MaKCUManbHOro KonnyecTaa OJHOBPEMEHHbIX
nonb3oBaTenen, NPUCOEaNHUBLLNXCA K coBeLLaHnio WebEx, ocTarnbHble Nofnb3oBaTtenm MOryT 3BOHUTb
Ha coBellaHue n cnywaTtb. OpaHako, npesBbllUeHNe MakcnuMarnbHOro Kkonn4yectea noanep>xxmBaemMblixX
nonb3oBaTenen MOXeT Bbl3BaTb I'IpOGJ'IEMbI npon3BoaNTEINTbHOCTWN.
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Mpo6nembl co BXOAOM M COBELLaHUSIMMN |
. [MpeBbIWeH MakcManbHbIi 06bem coBeLLaHns

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1



MN1ABA

Cucrtema egnHoro sxoga

OTOT pasgen cogepXxut Tembl 06 yCTpaHEHWUN HEUCTIPABHOCTEN B OTHOLLEHUW CUCTEMbI €QUHOTO
Bxogda (SSO).

* Owwnbka cnctembl eaMHOro Bxoga rno 3aBepLueHnmn aBapMVIHOFO BOCCTaHOBIEHNA, CTpaHuLa
51

» Owwnbka NpoToKona eanHOro BXxoaa, crtpaHuua 52
* Owwnbka nepeagpecaumy CUCTEMbI €OUHOM0 BXOAa, CTpaHuua 52

» Koppl olinBok cucTemMbl eMHOro Bxoaa, cTpaHuua 54

Owwunbka cnctembl €ANHOro BXoda rno 3aBepLueHum
aBapUNHOro BOCCTAaHOBIEHUS

Mpo6nema Mo 3aBepLUEHMM aBapUAHOTO BOCCTAHOBMEHUSA MPOMCXOAMT OwnbKka CUCTEMbI €4MHOTO
BXOJa BCMNeACTBME UCTEYEHWSI CpoKa AENCTBUSA CepTUdMKaToB.

BosmoxHas npuumnHa CyLecTByroLme cepTUdmKaTbl CUCTEMbI €4UHOTO BXOAa OblNn yCTaHOBEHbI
[0 YCTAHOBKM NMPUSIOKEHUS.

Pewenve lNepeycTaHoBuTe cepTudmKaTbl CUCTEMbBI €QUHOMO BXOAA NO 3aBepLUEHUN aBapUnHOro
BOCCTaHoOBMeHus. [locne aBapunHOro BOCCTaHOBNEHNSI CUCTEMbI BOMAUTE HA CanT
AgmunHUCTpUpoBaHus 1 BolibepuTe NapameTpol > besonacHocTb > CepTudmkartsl > CepTudukatsl
SSL > Cosgatb CSR. B o6nactu [ipyrue onumm Bbibepute Ckavyatb CSR, 4TOObI CKayaTb CO3AaHHbIN
CSR. [Ins nony4eHunst HoBoro ceptudpmkata SSL ucnonb3ynte CSR. [ins nonyyeHus 6onee nogpobHoi
nHpopmaumm cm. pasgen "Cosganne ceptudukatoB SSL" B PykoBoACTBE NO aAMUHUCTPUPOBAHUIO.
BbinonHuTte nmnopt ceptudukata SSL, BbiOpas MapameTpbl > besonacHocTb > CepTudumkar >
Opyrue onuun (MmnopT cepTudhunkata SSL). BeinonHuTe MMnopT Toro xe ceptudukara SSL B ADFS
(Cnyx0a cdenepaumm Active Directory) Ans npoMexyTodHon ctopoHbl URL cainTa.

PykoBoACTBO o ycTpaHeHuio HeucnpasHocTel Cisco WebEx Meetings Server, oinyck 1.1 i



Cuctema equHoro exoaa |

[ | Ownbka NPOTOKONa eaANHOro BXOAa

OwwnbKka NnpoTokona eanHoOro Bxoaa

Mpo6nema Bkl nonyyunu coobueHune "OLwmbka NpoToKona cMcTeMbl eaUHOro BxoAa. [ing nonyyeHns
OanbHelweln NoAaepKKM obpaTuTeck K CBOEMY agMUHUCTPATOPY.

BoamoxHasi npuunHa CanT agMUHUCTPUPOBaHNS CUCTEMbI €QMHOIO BXO4A UK KOHMrypaums
IdP cogepxuT oLwmoKu.

BosmoxHasi npuunHa CucTema eMHOro BXoJa He BKMoYeHa.

Bo3amoxHas npuunHa HekoTopble unu Bce Heobxoammble atpubyThl IdP He HAacTpoeHbI: firstname,
lastname, email.

BoamoxHas npuunHa MNapameTp NamelD SAML nmeeT 3HayeHune, oTnn4Hoe ot "email".

Pewenne Ecnu npuymHy owmbku NpoToKona cMcTembl e4MHOIO BXOA4a YCTAaHOBUTb HEBO3MOXHO,
co3gawnTe XypHarn n obpatuTteck 3a NOMOLLBI B crnyxby TexHnveckon nogaepxkn Cisco TAC. Ecnim
Bbl YBEPEHbI, YTO NPUYMHA NpUBeaAeHa Bbille, ydoeamTech B TOM, YTO Heobxoanmble aTpubyTsl IdP
HaCTpoeHbI, 1 aTpnbyTbl IdP HMXKE HACTPOEHbI Ha 3NEKTPOHHbIV afpec Nonb3oBaTens: uid,

SAML SUBIJECT.

Owwnbka nepeagpecaymm CUCTeMbl €ONHOI0 BXoaa

Mpo6nema lMpu NOMbITKE BOMTM B CUCTEMY NOMb30BATENbL NONyyaeT coobLieHne "Owmnbka
nepeHanpasneHns cucTeMbl eauHoro Bxoaa". Monb3oBaTenb HanNpaBnseTcs K agMMHUCTpaTopy 3a
NOAAEPXKKON.

BoamoxHas npuumHa 3HaveHne atpubyTa IdP B y4eTHO 3anncuy nofb3oBaTesnsi HapyLlaeT npasuna
ONsi y4eTHbIX 3anuceii. B pesynbTaTte 310l Npobnembl MOryT NOSIBUTLCS HMKeyKa3aHHbIe
coobueHus 06 owmnbkax.

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1

BoamoskHas npuymHa Owwmbka npotokona SSO. [1na nonyyveHus ganbHenRLWwen NoaaePKKM
obpaTtunTech k cCBOEMY agMUHUCTpaTopy. [Ans nonyyYyeHns 4ONONMHUTENbHOM MHopMaLmMm
cm. Owmrbka NpoToKona eAnMHOro BxoAda, Ha cTpaHuue 52.

BoamoskHasi npuumHa B cucteme He HangeHo HYM OQHOWM YYETHOW 3anucuy Nosfb3oBaTens.
[na nonyyeHna ganbHenLwen noagaepxkm obpaTtntecs K CBOEMY aAMUHUCTPATOPY.

BoamoxHas npuunHa B cucteme He HangeHo HM ogHoro ceptudukaTta X.509. [Ana
nonyyeHns ganbHenwen nogaepkkm obpaTntecs K CBoOeMy agMUHUCTPATOPY.

BoamoxHasi npuunHa Cpok gencreus ceptudpmkarta X.509 uctek. [ina nonyyeHums
AanbHeliwer NoaaepKkM obpaTuTecb K CBOEMY aAMUHUCTpaTOpY.

BosmoxHas npuunHa Y4YeTHasi 3anvch nofb3oBaTesis 3abnokuposaHa. [1ns nonyyeHus
AarnbHewen nogaepkkn obpatutecs kK CBoemy agMUHUCTPaTopy.

Bo3amoxHasi npuumHa Cpok AENCTBUS YYETHOW 3anncu nonb3oBaTtens ucrek. [ns
nonyveHust fanbHenLwen NoaaepKkn obpaTuTech K CBOEMY agMUHUCTPATOPY.

BosmoxHas npuunHa YYeTHasi 3anvch Nosib3oBaTtesis oTKIoYeHa. [nsa nonyyeHus
JAarnbHenen nogaepxkn obpatutecs kK CBoemMy agMUHUCTPaTopy.



Cuctema equHoro exoaa

Owwubka nepeaapecaLym CUCTEMbI €0MHOTO BXOAA B

BoamoxHas npuumHa Cpok aencTteus yTeepxaeHnss SAML uctek. [ns nonyveHus
AanbHelLern NoAAePKKM obpaTUTech K CBOEMY agMUHMUCTpaTopy.

BoamoxHasi npuunHa HenpasunbHoe oTBeTHOE coobLleHune. [Ina nonyvyeHus gansHenwen
noagepxkn obpaTtmuTech K CBOeMy agMUHUCTPATOPY.

BoamoxHasi npuunHa B xoge aBTomMaTMyeckoro Co3gaHuns y4eTHOW 3anvMcy npousoLuna
owmbka. [Ins nony4yeHnsa ganbHenLwen nogaepXkm obpaTtntechb K CBOEMY
agMuHucTpartopy. [na nonyvyeHus AononHMTenNsHoW nHpopmaumm cm. Ownbka
aBTOMaTUYECKOro Co3aaHNA UM o6HOBMEHUS YYETHOW 3anucu, Ha CTpaHuue 65.

BoamoxHasi npuumHa B xoge aBTomatuyeckoro 06HOBNeHNs y4eTHOW 3anncy NnponsoLuna
owmbka. Ons nony4yeHna ganbHelLen nogaepxkn obpaTntecs K cBOEMY
agMuHucTpatopy. [ina nony4yeHns gononHUTenbHon nHgopmavmm cm. Owmbka
aBTOMaTU4ECKOro CO34aHuNs UM OGHOBIIEHNS yH4ETHOW 3anncu, Ha cTpaHuue 65.

BoamoskHas npuumHa Owwmbka npotokona SSO. [1na nonyvyeHuns ganbHeRLWen NoOAAEPXKKM
obpaTtuTechb kK CBOEMY aaMUHUCTPATOPY.

BosmoxHas npuunHa B yTBepxaeHnn SAML He HalAeHO HY OAHOTO UMEHM Nonb3oBaTers.
[ns nonyyeHus ganbHeiwen nogaepXkn obpatnuteck kK CBoeMy aaMUHUCTPATOpY.

BoamoxHasi npuunHa NMopgaepxunsaetcs Tonbko 3anpoc POST. [Ana nonyyeHus
AanbHeliwer NoaaepKkM obpaTnutTecb kK CBOEMY agMUHUCTpaTOpY.

BoamoxHas npuunHa HeBepHble gaHHble SAML SSO POST. [ns nonyyeHns ganbHenwemn
noaaepXXkn odpaTuTeCh K CBOEMY aAMUHUCTPATOPY.

BosmoxHas npuunHa Ceptundmkat Cisco WebEx Meetings Server He Gbln UMNOPTUPOBaH
B SAML IdP.

BosmoskHas npuumHa CalT He MOXeT ucnonb3oBaTtb SSO. [1na nonyyeHus ganbHenLwen
noaaepXXkn odpaTuTechb kK CBOEMY aAMUHUCTPATOPY.

Bo3amoxHast npuunHa HeBepHbI cepTudpmkat X.509 ans KoHTpona yTeepxaeHna SAML.
Ansi nony4yeHunst ganbHenwen NogaepKKM 0bpaTuTech kK CBOEMY agMUHUCTpaTopy. [Ans
nony4yeHnst 4OMONMHUTENBHON MHAdopMauun cMm. HeBepHbIi cepTudmkaT X.509 ans
KOHTponsa noaTeepxaeHnsa SAML, Ha cTpaHuue 6.

BoamoxHasi npuunHa Owwimbka 3arpysku koHdurypauumn. ns nonydeHus gansHenwen
noagepXkn obpaTtmuTech K CBOeMy agMUHUCTPATopYy.

BoamosHas npuumHa 3HauveHre NameQualifier He coBnagaet ¢ URL canta. [Ans nonyveHusi
AanbHelLen NoAAEPKKM obpaTuUTech K CBOEMy agMUHMUCTpaTopy.

BoamoxHasi npuunHa HEeBO3MOXHO CBA3aTbCS C rpynnov KOHTpons. [na nonyyeHus
AanbHeliwer NnoaaepKkm obpaTtnutecb kK CBOEMY agMUHUCTpaTOpY.

BoamoxHas npuunHa He yganock paspelwmnTtb aptedakt SAML. [1ns nonyyvyeHus
AanbHelLen NoAAepKKM obpaTuTecb K CBOEMy agMUHMCTpaTopy.

BoamoxHasi npuunHa Hegonyctumoe yteepxaeHne SAML. [ina nonyvyeHns gansHenwen
noaaepkn obpaTuTech K CBOEMY aAMUHUCTPATOPY.

BoamoxHast npuunHa lNonyyaTtenb He cooTBeTCTBYET webex.com. [1na nonyyeHus
AanbHenwen nogaepxkn odbpaTtuTecb K CBOEMY agMUHUCTPATOPY.
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Kogabl owmbok cucTembl qUHOro BXxoga

BoamoxHas npuymHa YTBepxageHne SAML He nognuncaHo. [nga nonyyeHns ganbHenwen
noaaepXknm odpaTuTeChb K CBOEMY aAMUHUCTPATOPY.

BoamoxHasi npuumHa Bxoa nonb3oBaTtenein ¢ AaHHOM ponblo 3anpeLueH. [Ang nonyyeHus
AanbHeliwer NoaaepKkM obpaTnutTecb kK CBOEMY agMUHUCTpaTOpY.

Bo3amoxHasi npuumHa Hegonyctumeln RequestedSecurity Token. s nonyyeHus gansHenwemn
NoAAEepXKn obpaTuTech K CBOEMY aAMUHUCTPATOPY.

BoamoxHas npuunHa Hegonyctnmas undposas nognnck. [Ang nonyvyeHns ganbHenLwen
noadepkm obpaTmuTech K CBOEMY afMMHUCTPATOPY.

BoamoxHas npuumHa HeHagexHbln nagatens. [Ana nonyvyeHus ganbHenwen nogaepxem
obpaTtuTechb kK CBOEMY agMUHUCTPATOPY.

BoamoxHas npuumnHa HenpasunbHbIn hopmat naeHtTudukatopa umeHun. [ins nonyyexHus
OanbHelen NoaaepKKkM obpaTUTeck kK CBOEMY aaMUHMUCTpATOPY.

BoamoxHast npuunHa He yganock co3gaTtb AuthnRequest. [N nonyvYeHna gansHenwemn
noaaepkn obpaTtmuTech K CBOeMy agMUHUCTPATOopYy.

BoamoxHasi npuymHa He yaanocbh co3gaTh 3anpoc Ha Bbixod. [Ang nonyyeHns AanbHenwen
noadepXkn obpaTmuTech K CBOEMY afMMHUCTPATOPY.

BoamoxHasi npuunHa InResponseTo He coBnagaeT ¢ ngeHtudumkatopom 3anpoca. [ns
nonyyeHns ganbHeren NnogaepXkm obpaTntece K CBOEMY afMUHUCTPATOPY.

BoamoxkHast npuunHa HenpaBunbHOe coobLeHne-3anpoc. [nsa nonyyeHns ganbHenLwen
noadepXkn obpaTmuTech K CBOEMY afMUHUCTPATOPY.

BoamoxHasi npuumHa B xoae aBToMaTU4eCKOoro co3gaHus y4eTHOM 3anmcy npomnsoLuna
owmnbka. [ina nonyyeHnsa ganbHenLwwen nogaepXxkm obpaTtntecs K CBOEMY
agMUHUCTPAaTopy.

BoamoxHasi npuunHa B xone aBTomatnyeckoro 06HOBNEHNs y4eTHOW 3anncy nponsoLuna
owmnbka. Ons nony4yeHns ganbHelLen noaaepxkn obpaTntecs K cBOEMy
agMuHucTpaTopy.

BosmoxHas npuurHa He yganock o6HOBWTL NpaBa nosib3oBaTensi unu y nonb3oBaTtens
HeT paspelleHne Ha Takoe obHoBneHWe. [ing nonyyeHus gansHenLWwen nogaepKkm
obpaTtuTechb kK CBOEMY agMUHUCTPATOPY.

Pewenue lNMpoBepbTe URL API ans Toro, 4ToObl ONpeaenvTb, Kakne 3HadeHusl y4eTHOM 3anncu
BbI3bIBAOT OLLMOKY. [Ins nonyyeHnst 4ONONHUTENbHON MHdOopMaLun cM. pasaen "YcTaHoBKa U
nameHeHne napametpoB SSO URL API" B PykoBoacTBe Mo nnaHMpOBaHuIo.

Koabl ownboK cuctemMbl eanHoro Bxoaa

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1

B Tabnuue Hwke ykasaHbl koAbl OLLIMBOK CUCTEMbI €OUHOTO BXOAA.

OnuncaHue owmnbkn Koa owmnbku

Owunbka npoTokona eauHoOro Bxoaa 1
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Kogabl owmMBok cucTembl €qUHOro BXxoaa

OnwucaHwne owmnbku Kog owmbkum
B ytBepxageHun SAML He HaAeHO HU OAHOro | 2
UMEeHU Nnornb3oBaTens

B cucTeme He HangeHO HM O4HOW Y4eTHOM 3
3anucu nonb3oBartensi

B cucteme He HangeHo HM ogHoro cepTudhukaTa | 4
X.509

MNopaepxusBatoTcsa TonNbKo 3anpockl POST 5
HeBepHble gaHHble SAML SSO POST 6
CalT He MOXeT MCNonb30BaTb CUCTEMY eQNHOTO | 7
Bxoga

HeBepHbivi cepTudukaT X.509 ong KoHTpons 8
noaresepxgeHns SAML

Owunbka 3arpysku kKoHUrypauum 9
3HadeHne nonsa NameQualifier He coBnagaetc | 10
URL caiTa

HeBO3MOXHO CBA3aTbCS C rpynnon KOHTPOMS 11
He ypanoco paspewmnTs aptedakt SAML 12
Heponyctumoe ytBepxaeHne SAML 13
Mma nonyyaTtensa He COOTBETCTBYET webex.com | 14
Cpok gerictBus ceptudukara X.509 ncrek 15
Y4yeTHas 3anncb nonb3oBaTens 3abnoknposaHa | 16
Cpok gencteusa y4eTHon 3anucu nons3osartenst | 17
ncrek

Y4yeTHas 3anuck nonb3oBartens oTKMoYeHa 18
Cpok pgericteus yTBepxageHns SAML uctek 19
YTBepxaeHne SAML He cooepXuT noanucu 20
ABTOpU3aUua ponu nonb3osBaTensd HEBO3MOXHa | 21
HenpasunbHbln RequestedSecurity Token 22
Hepgonyctumas undposas nognmcb 23
HeHageXHbIN NCTOYHUK 24
HenpasunbHbIi dopmat naeHTudmnkarTopa 25
UMEHMU

HeBo3MOXHO co3gaTb 3anpoc Ha 26

ayTeHTUdunKaunio
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3anncu npowusotuna ownbka

OnucaHwne owmnbku Kog owmbkum
HeB03MOXHO co3gaTh 3anpoc Ha BbIXOA M3 27

cucTeMbl

InResponseTo He cooTBETCTBYET 28
naeHTUrKayMoHHOMyY HoOMepy 3anpoca

HenpaBunbHoe oTBETHOE CcOoObLLEHNE 29
HenpaBunbHoe coobLeHre-3anpoc 30

B xoae aBTOMaTUYeCKOro CO3a4aHUsA y4eTHON 31

3anucy npomrsoLurna owmnbka

B xoge aBTomaTtnyeckoro 0GHOBNEHUSI y4ETHOM | 32

]l PyxoBOACTBO M0 yCTPAHEHUO HEUCTPABHOCTEV Cisco WebEx Meetings Server, Bbinyck 1.1



MN1ABA

TenedoHus

oToT pasgen cocTtonT U3 noapas3nesioB Nno yCTpaHeHUo HeVICI'IpaBHOCTeVI Tefled)OHVIVI.

* BbI30B NpepBaH B cUCTEME BbICOKOM A0CTYNHOCTU TLS, cTpaHuua 57

* [Mpobnembl c 0BpaTHLIM BLIZOBOM, CTpaHuua 57

* [Mpobnembl CO 3BOHKOM Ha HOMEP CUCTEMbI, CTpaHuua 58

* HeBO3MOXHO BOWTM Ha coBellaHue, cTpaHuya 58

* BbI30BbI Nonb3oBaTenei NpepbiBaldTCA NOCMe NepeknoYeHns Npu otkase, cTpaHuua 59

* [pobnembl NOAAEPXKKM ONO3HABaHWS akTUBHOCTM peun (VAD), cTpaHuua 59

Bbi30B npepBaH B cMCcTeEME BbICOKOU AOCTynHOCTU TLS

Mpo6nema B 6onbLion cpeae ¢ HacTporikon anst TLS (6esonacHoe wndpoBaHne KoHepeHUnin)
KOH(PepeHL-3BOHKM MOTYT ObITb MpepBaHbl.

BoamoxHas npuunHa Bo BpeMA nposeaeHnAa coeeljaHna Ha HECKOJTbKO MUHYT Obino pa3opBaHoO
coegnHeHne mexay snpTtyalibHbIMU MallnHamMu OCHOBHOW CUCTEMbI U CUCTEMbI BbICOKOW
OOCTYNHOCTW. 3arem npon3oLusio BoOCCTaHoOBNEHNE CeT BO BpeMA coBeLlaHnaA.

PelieHne Y4acTHUKK OOJIXHbI BPYYHYH NOBTOPHO NpUCOeANHNTBLCA K COBELLAHUIO.

[Tpobnembl ¢ 06paTHbIM BbI3OBOM

Mpo6nema lMpu NONbITKE 3BOHKa CUCTEMbI Ha BaLl HOMep TenedoHa TenedoH He 3BOHUT, a Bbl
nony4vaete coobLieHne 06 owmnbke: "He yaanock ocyLLecTBUTbL 06paTHbIV BbI30B; OTBETA HET."

BosamosxHas npuumHa Bam Heobxoaumo nepeHactpoutb cepsepbl CUCM.

Pewenne Ha cepeepe CUCM neperignTe k Marnctpanam SIP, HacTpoeHHbIM ansi Cisco WebEx Meetings
Server, U NPOBEPLTE HACTPOEHHYIO 0ONacTb Novcka Ans BbI3oBOB. [NepenanTe k TenedoHy B pasgene
YcTpoKcTBa 1 NPOBEPbTE HAaCTPOEHHbIN pasaen. Boibepute MapLupyTmsauus BbizoBoB > Knacc
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Tenecporus |
Il MpoGnemsi co sBoHKOM Ha HOMEp CUCTEMSI

ynpasneHust > O6nacTb Novcka Ans BbI30BOB, NepenanTe K HacTpOoeHHol o6nacTy novcka ans
BbI30BOB W YGeanTech, YTo AN HACTPOEHHOro TenedoHa ykasaH pasaen B Crincke.

[MpobnemMbl coO 3BOHKOM Ha HOMEpP CUCTEMBI

Mpo6nema Monb3oBaTenu cnbiWwat CUrHanm 3aHATOCTM IMHWM A0 UIu nocre Habopa NoAHOro Homepa.
Mpo6nema 3aTtem Bocnponssoantcs cooblieHune "He yoaeTtcs 3aBepLUnTb BbI30OB C HAabopom Homepa".
BoamoxHas npuumHa Bam Heobxoanmo nepeHactpoutb cepeepbl CUCM.

Pewenne Ha cepeepe CUCM nepengute Kk WabnoHy MapuipyTa, ucnonbdyemomy ans Cisco WebEx
Meetings Server, U NPOBEPbTE HACTPOEHHLIN pasaen. lNepenanTe K YCTPOMUCTBY, C KOTOPOro Bbl
COBepLUaeTe BbI30B, Y NPOBEPbTE HACTPOEHHYI 06nacTb noncka Ans Bol3oBoB. Beibepute
MapuwpyTur3saums BbI30BOB > Knacc ynpasnexus > O6nacte noncka Ans BbI3OBOB, nepenguTte K
HacTpoeHHoI 06nacTy Novncka Ans BbI30BOB 1 yoeauTech, 4TO 4151 HACTPOEHHOro WabnoHa MapLupyTa
ons Cisco WebEx Meetings Server yka3aH pasgen B cnvcke. Ecnu gnsa pasgena ycTtaHOBMEHO 3Ha4YeHne
< Hert >, no6oe ycTponcTteo, HacTpoeHHoe B Cisco Unified Communications Manager, CMOXeT
coBepLuaTh BbI30BbI Ha cepBep Cisco WebEx Meetings Server.

HeB0O3MOXHO BOUTW Ha coBeLllaHne

Mpo6nema lNpu 3BOHKE Ha HOMEP CUCTEMbI BbI30B NMOMb30BATENS NpepbiBaeTCs UK NponagaeT 3ByK
nocre BBoAa MAeHTU(MKaTOpa COBELLaHNs U CMMBONa #.

Mpobnema I'IpM O6paTHOM BbI30BE 3BOHOK NOnb3oBaTtens npepbiBaeTcd nocne seoga 1 ansa
npmncoeanHeHuns K copellaHuio.

BoamosHast npuumHa Bam Heobxoanmo nepeHactpoutb cepeepbl CUCM.

Pewenne Ha cepepe CUCM npoBepbTe WabnoHbl MapLpyToB SIP, HacTpoeHHble ans Cisco WebEx
Meetings Server, U NPOBEPbTE HACTPOEHHLIN pasaen mapuwpyTa. lNepergnte k marnctpansam SIP,
HaCTPOEHHbLIM NS CPeACTB pacnpeaeneHnst Harpysku, n NpoBepbTE HACTPOEHHYH0 06nacTb Noncka
O151 BbI30BOB MOBTOPHOW MapLUpyTu3aummn 1 obnactb Noncka 4ns BbI30OBOB CO CCbIIKAMU BHE
ananorosoro pexuma. Beibeprte MapLupyTmaayms BbidaoBoB > Knacc ynpaeneHus > Obnactb novcka
0115 BbI3OBOB, NepenauTe K HACTPOEHHOM 00n1acTy NovncKa Ansi BbiI30BOB MOBTOPHOW MapLUpyTU3aumm
1 obnacTu novncka Ans BbI30BOB CO CCbINTIKaMu BHE JUAnoroBoro pexvma n ydoegutech, 4To Ans
HaCTPOEHHOro WwabnoHa mapLupyTa kaxgon obnactm ansi Cisco WebEx Meetings Server yka3aH pasgen
B CMu1ckKe.

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1



| TenedoHus
BbI30BLI NONk30BaTenei npepsisatotcs nocre nepexnioderns npu otkaze

BbI30BbI Nofib30oBaTENEN NpepbIBaKOTCS MNocne
NepeKYEeHns rnpm oTkase

Mpo6rema Bbl3oBbI NONb3oBaTENEN NPEPLIBAKOTCS MOCIE NEPEKTIOYEHNS NPKN OTKa3e B cUCTeMe
BbICOKOW AOCTYMNHOCTMW.

BoamoxHas npuumHa Balwa cuctema nogknioyeHa Kk TLS u ucnonesyet IP-TenedoH KPML. TAS

nblTaeTcs oTnpaBuTb coobLueHune nognmcku SIP B Cisco Unified Communications Manager (CUCM).
Coob6LeHne nognuckn He moxeT npontu nposepky CUCM BcrneacTeue nameHeHus IP-agpeca
TAS. [Insa HacTpolikn napameTpoB CUCM BonguTe Ha canT AQMUHUCTPUPOBaHMSA 1 BbibepuTe

MapameTpbl > Ayano n 3atem HarguTe nons CUCM.

PelueHne 3T0 n3BecTHas npobnema, KOTOPYH HEMb3s PELUUTL B HACTOSILLEE BPEMS U3-3a OTCYTCTBUSA
HeoBX0AMMbIX U3MEeHeHWI kKoHdUrypaumu. Ecnu ata npobnema npMBoAWT K IpepbiBaHMIO BbI3OBOB,
Nofib3oBaTeN AOMKHbI COBEPLLNTL NOBTOPHbIV BbI30B, YTOObLI 3aHOBO NPUCOEANHUTLCS K COBELLIAHMIO.

[Tpobnembl Noaaep KK ONO3HaBaHUS aKTUBHOCTU peyn
(VAD)

Mpo6nema Cisco WebEx Meetings Server He pacrno3HaeT yaaneHHoe yCrioBue BKIIOYEHNS/OTKIIOYEHNS
nupuHra VAD 1 oTknoyaeT napameTp VAD no ymonyaHuio. PyHkma VAD, Takke N3BecTHas Kak
ornos3HaBsaHue akTUBHOCTU peyn Unn oro3HaBaHne peymn, — 3TO TEXHOMOrusA, Ucnonb3yemas npu
06paboTke peun AN onpeaeneHns peyn unm ee oTCyTCTBUS.

BoamoxHasi npuunHa Cisco WebEx Meetings Server He BbINOJIHAET COrnacoBaHne Ha OCHOBaHUN
SDP ans nogaepxkn VAD. HaunHas ¢ Bepcum Cisco WebEx Meetings Server 1.1 MR2, no
ymonyaHuio Cisco WebEx Meetings Server oTkntodaeT VAD. B npegbiayumx sepcmsx Cisco WebEx
Meetings Server yHKUMA VAD no ymonyaHuio BknioveHa. Berieacteume oTkodeHusa VAD nonoca
nponyckaHus, notpebnsemas ons ncnonbL3yemoro kogeka, He 6yaeT npesblwaTe CTaH4apTHbIE
TpeboBaHwmst K Nonoce NponyckaHusa Ans aToro kogeka. Hanpumep, notpebneHue nonocel
nponyckaHus ansa G.711 coctaBut 64 Kout/c npu oTknovyeHHoMm VAD. VAD HuKak He BNUSAET Ha
paboTy nonb3oBatenen. Korga dpyHkums VAD BkntoyeHa, Cisco WebEx Meetings Server nomoraeT
3KOHOMWTb NOSIOCY NPOMYCKaHUS CeTU B 3aBMCMMOCTU OT OMO3HaBaHWS akTUBHOM peyun. Mpu
otcytcTBumM peun Cisco WebEx Meetings Server oTnpasnseT cneuyanbHblv nakeT SID,
yKasbIBaloLNn Ha TULLIMHY, N OCTaHaBNMBAET OTMPaBKYy NakeToB, MOMOrasi 3KOHOMUTb MNOMOCY
nponyckaHus. [pu onpegeneHMn akTMBHOCTU peyn cepeep BO30OHOBNSET nepeaady nakeTos.

Pewenne CornacoBaHue VAD 4epes SDP B AaHHLIN MOMEHT He noaaepxunsaetcsi cepepom Cisco
WebEx Meetings Server.
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. MpoGnembl NoaAep:KKM ONo3HaBaHNs akTMBHocTU peyn (VAD)

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1

TenedoHusa



——s

[TpobnembicMoaepHu3aLnen,ooHOBNEHNEM
N yBENNYEHMEM pa3mMepa CUCTEMDbI

10T pasgen coaepXuT TeMbl 00 yCTpaHeHun HeVICI'IpaBHOCTeVI B OTHOWEHUN MogepHU3auunn,
oBHOBNEHUNA N yBeNnn4yeHna pasmepa CUCTeMbI.

» [Mony4yeHa BHYTpeHHAA owmnbka cepBepa nocre Havana obHoBMeHus, cTpaHuua 61
* [Nocne oOHOBNEHUS NOATBEPXKAEHNE HE ObINO NONy4YeHo, cTpaHuua 62

* HeB03MOXHO NOAKMUNTBECS K 06pady ISO 13 guckoBoga KOMNakT-gMckoB 1 DVD-ANCKOB,
cTpaHuua 62

+ O6HoBNeHMe 3aBepLUEHO, 0gHaKo kHomnkn "Cuctema obHoBneHa" nnu "Mepesanyck" He
NnosABNAITCA, CcTpaHuua 63

* Ownbka obHOBNEHMSA, CTpaHuULa 63
» 3aBucaHue npouecca 0OHOBMNEHUSA CUCTEMBI, CTpaHuua 63
» KHonka "MoaepHusauus" BblgeneHa cepbiM, cTpaHuua 64

+ Owwnbka MoaepHU3aLUM NN yBeNUYeHUs pasmepa CUCTEMbI, CTpaHuua 64

[TonyyeHa BHYTPEHHSAA OLLMOKa cepBepa Nnocre Havana
OOHOBIEHUS

Mpo6nema Mocne Hayana oGHOBMNEHNS OTKPBLIBAETCSA BCMIbIBaOLLASA CTpaHULa ¢ coobLyeHnem o
nporpecce obHoBneHnsi. Bo Bpems 06HOBNEHWs Bbl Nony4vaeTe coobuieHne o6 owmnbke Huxke:
"BHyTpeHHsst owmnbka cepepa (HTTP request/maintenanceLock/unlock)".

BosamoxHas npuunHa CepBep BeG-NPUNoXKeHNs agMUHUCTPUPOBaHMS NoMyYaeT BHYTPEHHIOW
OLUNGKY, NpepbliBaloLLYy0 OGHOBIEHNME.

Pewwenue NepesanycTuTe BUpTyasbHble MaLMHbI C NOMOLLBIO (DYHKLMY BbIKMOYNTEL rOCTS Ha KaxXaon
BMPTYyarbHOM MaLlLWHe NOCPEACTBOM knuneHTa vSphere. 3aTeM BKNIOYMTE BCE BUPTYarnbHblE MaLUVHbI.
MpoBepbTe, 4TO6LI HA IHCTpYyMEHTanbHON NaHenun otTobpaxanocb coobLleHne o ToOM, YTO Bepcus
obHoeneHa. Ecnu ga, Bawwe obHoBneHWe BbINo yeneLwHbIM 1 Bbl MOXETE BbIBECTU CUCTEMY U3 PEXUMA
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Mpo6nembl ¢ MoAepHM3aLmMen, OBHOBNEHUEM 1 yBENTMYEHNEM pa3Mepa CUCTEMBI |
. Mocne o6HOBNEHUs NoATBEPXKOEHUE He BbINo Noy4YeHo

TEeXHUYeCcKoro obcny>xnmBaHusi  NPOJOMKUTL paboTy. B npoTnBHOM cryyae 3a nomoLLbio obpaTtutech
B CryX0y TEXHNYECKOW NOAAEPKKN.

[Tocne oOHOBNEHUS NOATBEPXKOEHNE HE DbIIIo NONYy4YEeHO

Mpo6nema lMocre NosiBNEHUs BCMNbIBaOLLEN CTpaHMLbl 0 Nporpecce 0GHOBMNEHUS coobLeHe 0
TOM, YCMeLLIHbIM 1 Gblfio 06HOBNEHWe, OTCYTCTBYET. BMECTO 3TOro Bbl NEpexoanTe Ha CTpaHuLly
BXoZa caiiTa AOMUHUCTPUPOBaHUS, U Ha ero VIHCTpyMeHTanbHol naHenv oTobpaxaeTcsa ctapas
BEpCYS.

BoamoxHast npuunHa [Mpon3oLuno npesbiLeHne BpeMeHn oxungaHms ceaHca HTTP cepBepa
Be6-npunoxxeHna AODMUHUCTPUPOBAHUSA, Unn ke ceaHc HTTP Obin npepBaH.

Pelwwenue NepesanycTuTe BUpTyasbHbIE MalIMHbI C MOMOLLBH0 (OYHKLMY BEIKMIOUMTB roCTS Ha KaXkaon
BMpPTyarnbHOM MalLWHE NOCPEACTBOM knneHTa vSphere. 3aTemM BKIMHOUMTE BCE BUPTYalbHblE MaLUVHbI.
MpoBepbTe, UTOOLI HA VIHCTpyMeHTanbHOM NnaHenu otobpaxanocb coobLeHne 0 TOM, YTO BEPCUS
ob6HoBneHa. Ecnn ga, Bawwe obHoBReHWe BbINo yCrneLwwHbIM 1 Bbl MOXKETE BbIBECTU CUCTEMY U3 PEXUMA
TEXHNYECKOro 06CNY>XMBaHNSA 1 NPOAOIKUTL paboTy. B npoTMBHOM criyvae 3a NOMOLLIb0 06paTuTech
B CNY>X0Y TEXHNYECKOW NOOLEPKKN.

HeB0O3MOXHO noaknounTbea K 0bpasy IS0 n3 guckosoaa
komnakT-guckos 1 DVD-gunckos

Mpo6nema Bbl HE MOXETE NOAKNHUNTLCA K 06pa3sy ISO B AUCKOBOAE KOMMNAKT-ANUCKOB UMK
DVD-aunckoB, YTobbl MPOU3BECTU YCTAHOBKY.

Bo3moxHas npuunHa [JMCKOBOA KOMMNAKT-AMCKOB U DVD-ANCKOB BUPTYasibHON MaLUWHbI Ballero
cavita AQMVHUCTPUPOBaHWS He nogkntodaeTcs kK 06pasy ISO. Bo3aMoXHO, Bbl NMbiTaeTechb
NOAKMIOYMTBLCS K HEMPaBUNbHON BUPTYarnbHOW MalUnHE, UNK Xe NOAKIMIoYEHNE UMEET HU3KYHO
CKOPOCTb (3TO MOXET ObITb crneacTemem gercteuii B VMware vCenter).

Pewenve Mogkntounte obpas ISO ¢ nomoLbto knneHTta vSphere. MNpoBepbTe, 4T06bI 06pa3 ISO 6bin
NOAKIMIOYEH K MPaBUIbHOM BUPTYarnbHON MalumHe. Cant AOMUHUCTPUPOBaHUSA OTOOpaXkaeT nms
X0CTa BMPTyarnbHOW MaLLmWHbL. YO6eauteck B ero cootBetcTBun. Kak npaBmno, aTo OCHOBHas
BMpTYyarbHasa MalluHa agMUHUCTpAaTopa, ECNN TOMbKO Bbl HE OOHOBNSIETE CUCTEMY BbICOKOW
OOCTYNHOCTU, KOTOpasi He NoAKNIoYeHa K OCHOBHOW cucteme. Ecnu oMckoBo KOMNakT-AUCKOB UM
DVD-guckoB nMmeeT coctosiHue "lMoaknoyeHne", nogoxKamMTe ero 3aBepLUeHns.

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1



| Mpobnembl ¢ MoaepHU3aLuen, OGHOBNEHNEM 1 YBENIMYEHNEM pasmepa CUCTEMBI
O6HoBMeHWe 3aBepLLEHO, OAHAKO KHOMKK "Cuctema obHoBneHa" nnu "lMNepesanyck” He NoABNAIOTCA .

ObHoBRNEHME 3aBepLUEHO, 0OAHAKO KHOoMKn "Cucrtema
obHoBrneHa" unu “lepesanyck” He NOABMAKTCS

Mpo6riema Bbl BbINONHAETE 0GHOBMNEHME, M OHO 3aBEPLUAETCS YCMNELLHO, HO Bbl HE BUAMTE COOBLLEHME
"Cuctema obHoBreHa" unu kHonky "lNMepesanyck".

BoamoxHas npuunHa OT0 n3BecTHas r|p06nema. Cucteme He Bceraa yaaeTcd yBeOMUTb BacC 006
ycnewHoM 3aBepLieHnmn OOHOBNEHNMS.

Pewenne Ecnu oOHOBMNEHNE HEe 3aBEPLLEHO U MPOLLIIO yXKe Bosblle Yaca, Bbl MOXETE NOMNbITATLCS
BbIKIIOYNTb PEXXMM TEXHUYECKOrO 06CNyXMBaHUs. ECnn BbIKNIOUNTL PEXUM TEXHUYECKOrO
obcnyxmBaHus He yaaeTcs, 3HauMT, OOHOBNEHME Bee eLle nponssoauTcs. [Nocne 3aBepLueHust
0GHOBIEHNS NepesarpyanTe Bce BUPTYanbHble MaliuHbl B VMware vCenter. [MogoxauTe, noka
BMPTYyalnbHbl€ MalUWHbI CTaHYT OCTYMNHbLIMU, M NPOBEPbTE BEPCUI0 CUCTEMbI HA MHCTPYMEHTamNbHOM
naHenu, 4Tobbl onpeaennTb YCNeLHOCTb OGHOBMNEHMS.

Owndbka ooHoBNEeHUsA

Mpo6nema OBGHOBMNEHWE NPON3BEAEHO HEYAauHO.

BosmosHas npuumHa BosHukaeT ownGka coegnHeHust (cboii ceTu, npobrema BBoga/BbiBoAa UK
Apyrasi npobnemMa B OTHOLLEHWUN 06paTHOro BeG-NPOKCH), U O4HA UM HECKOJbKO BUPTYarbHbIX
MaLLVH He AOCTYMHbI.

* Pewenvie CoxpaHuTe XypHansl: /opt/log/upgrade/*, /opt/log/webadmin/* n T. Aa.

* PeleHne BepHuTe BCe BUPTYyarnbHble MalLWHbI K pe3epBHON BEPCUM UM BOCCTAHOBUTE
pe3epBHYIO KOMUI, CO3AaHHYH0 40 NOMbITKM OGHOBNEHMS, 3aTeM NOBTOpUTE OGHOBIEHNE.

3aBucaHme npouecca 0OHOBNEHNS CUCTEMBbI

Mpo6nema lNMpouecc obHOBNEHUA 3aBncaeT Ha atane "OBGHOBMNEHME CMCTEMBL..." Ha Yac 1 bonee.

. BoamoxHas npuumnHa He yaaetcsa yctaHoBUTb nakeT ISO B 6a3e AaHHbIX, U KNUMEHT vSphere
cTankupaeTcs ¢ Npobnemon MeaneHHOro CETEBOro COeANHEHMS.

. BoamorkHasi npuunHa MeaneHHbIn ANCKOBbIN BBOA-BbIBOL B CUCTEME UMW NEPErPY>KEHHbIV
BBOA/BbIBOA B ©0a3e AaHHbIX. CRMLLKOM MHOrO OpraH1M3aTopoB MNOAKHYATCS U
OCYLLIECTBMSIOT AOCTYMN K OQHOMY XPaHUIMLLY OAaHHbIX UM MaccuBy AMCKa.

* Pewenne OTMeHNUTE 0GHOBNEHWE, NOMecTUTe 06pa3 ISO B XpaHunuLLe AaHHbIX UMK, eCNK
ANCKOBOA KOMMaKT-ANUCKOB M DVD-AMCKOB BUPTYanbHOM MallWHbl agMUHUCTpaTopa
NOOKN0YAETCA NOKANbHO C NOMOLLBIO KNeHTa vSphere, yGeAMTECh B TOM, YTO KINMEHT vSphere
MMeeT NoKasibHOe NPOBOAHOE COEAMHEHME C MHTPACeTbo KoMnaHum (He no VPN).
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Mpo6nembl ¢ MoAepHM3aLmMen, OBHOBNEHUEM 1 yBENTMYEHNEM pa3Mepa CUCTEMBI |

. Kronka "MogepHusaums” BbigeneHa cepbiM

* Pewenne OTMeHUTE 0GHOBNEHME, nepemecTtnuTe BUpTyalribHyO MallHy B HOBOE XpaHunuiie
AaHHbIX N MTOBTOPUTE MOMNbITKY OOHOBNEHNS.

KHonka "MogepHusaumns" BolaeneHa cepbim

Mpo6nema Ha ctpaHuue Cuctema carita AQMUHUCTPUPOBAHNS OTCYTCTBYET KHonka MoaepHumsaums,
UNK e KHOMKa BblAeneHa cepbiM.

BoamoxHasi npuunHa Bbl NnbiTaeTechb NnponssecT o6HOBNEHMEe, MOAEPHU3ALMIO UK YBENUYEHNE
pasmepa Ha cavite AOMUHUCTPUPOBAHWS CUCTEMbI BbICOKOW AOCTYNHOCTM BMECTO carTa
ALMWHVUCTPUPOBAHMSA OCHOBHOW CUCTEMBI.

Pewenne YbeauTech B TOM, YTO BMPTyarbHasi MallMHa agMUHUCTpaTopa OCHOBHOM CUCTEMBI
BKItOYeHa. Beigute 13 cavita AQMUHUCTPUPOBaHUS, 3anyCcTUTe HOBLIN ceaHc Gpay3epa 1 NOBTOPHO
Bovigute. Ecnu npobnema He ncyesaet, ybeautech B Hagnexawen pabote oCHOBHOM onepayum
aAMVHUCTPUPOBAHMUS.

Owwunbka MmoagepHM3aL MM N1 yBeNUYeHNs pasmepa

CUCTEMDbI

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1

Mpobnema OwmnbKa NOMbITKNM MOAEPHN3ALUN UNN YBENNYEHNSI pa3Mepa CUCTEMBI.
BoamoskHas npuumHa Pann gaHHbIX B CUCTEME MOXKET ObITb MOBPEXAEH.

Pewenve MNpoBepbTe dain xxypHana Ha Hanuuue B HeM oLLIMOKM unun apyron npobnemel. lNponsseanTe
oKaT cyLecTBytoLen cuctemel. [TOBTOPHO yCTaHOBUTE HOBYHO CUCTEMY UMW BEPHUTE €€, ecriv Bbinu
cAenaHbl CHUMKM VMware Unu aBapuMnHoOe BOCCTaHOBIEHNE BbINo HaCTPOEHO MOCHE YCTaHOBKM
aina OVA, 1 3aTeM NOBTOPUTE MNOMbITKY MOAEPHM3aLMM NN YBENUYEHNS pa3mepa.



U

yn paBJieHUe MNoJib3oBaTeENAMN

oToT pasgen coaepXuT TeEMbl 00 YCTPaHEHUN HeVICI'IpaBHOCTeVI B OTHOLUEHWUN ynpaBJieHUnaA
nonb3oBaTeNndaMN.

* Owwnbka aBTOMATUYECKOrO CO3AaHNs UM OBGHOBNEHNSA YHYETHOW 3anucuK, cTpaHuya 65
* Owwnbka nmnopTa nonb3oBaTenen ¢ nomMmoLlbto davina CSV, ctpaHuuya 69

* B cucteme He HanMaeHO HYM OOHOW YYETHOW 3anvcu nonb3oBaTtens, cTpaHuua 69

Owunbka aBTOMaTUYECKOro co3gaHnsa nnm ooHoBneHns
y4eTHOMN 3anucu

Mpo6nema Bbl NonyynTe ogHO 13 NpUBEAEHHbIX HUXKe coobLLeHMIt 06 ownGKe.

* [lpobnema B xooe aBToMaTn4eckoro cosgaHuns yquHOVI 3anncu npowusotuna owmnbka. Ons
nony4yeHus JanbHenwen noaaep>Kkn O6paTI/|Ter K CBOEMY agMUHUCTPATOPYy.

* Mpo6nema B xoae aBTomMaTn4eckoro o6HOBNEHMS YYETHOM 3anMcy npounsoLuna owmnbka. s
nonyyeHns ganbHerwen Nogaepxkm obpatutecb K CBOEMy agMUHUCTPaTOpY.

BosmoxHas npuunHa BoamMoXkHO, aTpubyT 0TMETKM BpeMeHN 0GHoBMNeHWs IdP He HacTpoeH.
BoamoxHO Takke Hanmune apyrux npobnem ¢ HacTpoiikoii IdP.

Pewenue MpoBepbTe, HACTPOEHbI M HEOGX0AMMbIE conocTaBneHns aTpubyTos B IdP Hagnexaimm
obpasom, Hanpumep firstname, lastname, email, SAML _SUBJECT n Name_ID. ObpaTnTe BHUMaHUe Ha
napameTpbl Name ID uSAML SUBJECT. HekoTopble HacTpoviku IdP ncnone3ytot Name ID, a gpyrue
— SAML_SUBJECT. Mbl peKOMeHAyeM HacTPOWMKy BCEX YHETHbIX 3anucen Takum obpasom, 4ToObI
napameTtp Name_ID vmen To Xe 3Ha4yeHue, Yto u SAML SUBJECT.

Pewenve TC1 (koa cnexenusa 1), ...... , TC10 (koa cnexeHusa 10) aBnarTca cneymansHbIMn
aTpubyTtamu. Ecnu kog cnexeHms HACTPOEH B COOTBETCTBUM € TpeboBaHUsMU AOMUHUCTPUPOBAHMS
B MNMonb3oBatenu > Kogbl CnexXeHus, OHN ABNSATCA HEOOXOANMbBIMU CONOCTaBNEHNAMY aTPUOYTOB.
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YHpaBneHMe nonb3oBaTtenammn I
. Owwmnbka aBTOMATMYECKOro CO3aaHMsA UM 06HOBNEHUS yquH0|7| 3anumcu

Pewenve Ecnn pexXunwv BBOAA KOAa ClieXXeHUaA ABNAEeTCA paCKpbiBalOLWMMCA MEHIO, MPUMEHAETCA
npmnBeaeHHoOE HXe.

* Pewenve Ecnu koa cnexeHns HaCTPOeH kak 06a3aTenbHbIN, 3Ha4YeHne atpmbyTa AOMKHO
COOTBETCTBOBATb OAHOMY M3 aKTUBHbIX 3HAYEHWUI B PACKPbLIBAIOLLIEMCS MEHIO.

* Pewenve Ecnu TekyLmii KOA cnexeHust HACTPOEH Kak Heobsi3aTenbHbIN, 3HadeHne aTpubyTa
MOXeT BbITb MYCTbIM UM COOTBETCTBOBATbL OAHOMY M3 aKTUBHBIX 3HA4YEHWI B PaCKpbIBatoLLLEMCS
MEH}H0.

Pewenve Hanpumep, ecnn IdP aensetcst ADFS 2, 1 Bbl He HAacTpounu koabl cnexenus (SAML _SUBJECT
He o6sa3aTensHo B ADFS 2), Heo6x0aMMo NpMBEOEHHOE HUXKE COMOCTaBIIEHME.

ATpnbyT LDAP Tun ncxoaawero yTBepXXaeHus
Appec anekTPOHHOM NOYThI Name ID

ALpec 3neKkTpoHHOM NoYTbI email

Given-Name firstname

damunums lastname

A

Mpumevanne  PeweHne

* Pewenve Mbl pekomeHgyem conoctaBneHne Name ID ¢ agpecoM SNEeKTPOHHOW NOYThI.

* Pewenve Vims aTpnbyTa 4yBCTBUTENLHO K perncTpy. Yoeamtece B TOM, UTO aTpubyT
nonb3oBaTtens UMeeT 3HayeHne.

* Pewenve Mbl pekoMeHOyeM He HacTpanBaTb KOAbl CIEXeHUs Kak 06s3aTenbHble.

* Pewenne Mbl pekomMmeHayem He HacTpanBaTb PeXXUM BBOOaA KOAOB ClieXeHUA Kak
PaCKPbIBAIOLLEECS MEHIO.

Pewenve 3atem ybeanteck B TOM, UTO aTpmbyT nonb3oBaTensd MMeEET 3HaYeHune.
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I YnpasneHue nonb3osarensMmm

Ccbinka APl URL cuctembl eguHoro Bxoaa

Ccbinka APl URL cuctembl eanHoro Bxoga .

Mpun cozgaHum nonb3oBaTener HE06X0AUMO CUHXPOHN3MPOBaTL NHAOPMALMIO O NOMb30BaTENAX
B 6a3e gaHHbIX Cisco WebEx € caiTtom cucteMbl eguHoro Bxoga. B tabnuvue Huxe npyvBeaeHbl

apryMeHThbl, KOTOpble CneayeT CUHXPOHU3NPOBATb.

AprymeHT

3HaueHne

OnucaHuve

firstname

Ctpoka

Heobxogumo BBECTU MS
nonb3oBaTens, MakcumarbHas
OrMHa KOTOPOro cocrasngeT 32
cumBona.

lastname

Ctpoka

Heobxoanmo BBECTM hamunmto
nonb3oBaTens, MakcumanbHas
OrMHa KOTOPOro cocTasngeT 32
cumBona.

email

CTtpoka

Heobxogumo BBecTu agpec
3NEKTPOHHOM NOYTbI
nosib30BaTeNs, MakcumarnbHas
OnvHa KOToporo coctaBnsaeT 64
cumMBoOna.
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YnpasneHue nonb3osarensiMm I

. Ccbinka APl URL cuctembl eamHoro Bxoga
AprymeHT 3HadveHue OnucaHve
TC1 Crtpoka Kopg cnexeHus nonb3osaTtens

1.
[ononHuTtensHo/0bs3aTensHo
(HacTpanBaeTcs Ha caliTe
AoMuHUCTpUpoBaHus). Ana
nony4yeHunsi 6onee nogpo6HoM
MHpopmaumm 06 ynpaBneHum
nonb3oBaTeNsiMu CM.
PykoBoacTtso no
aAMUHUCTPUPOBAHNIO.
MakcumanbHas anuHa
cocTtaBnseT 132 cumBona.

» Ecnn koa cnexeHnsa
obsasarteneH, BBeguTe
COOTBETCTBYIOLLEE
3HayeHue.

» Ecnn pexkum BBOOA ANS
TEKYLLEero Kofa CrnexeHus
YCTaHOBIEH Kak
PackpbiBatoLleecsi MEHIO,
Bbl BblOMpaeTe
HacTpavBaeMoe 3Ha4YeHne
B packpbIBaloLLEMCS

MEHIO.

Mpumeyanne  3HaYEHME B
PaCKDbIBAFOLL
MEHIO OOK
ObITb
aKTUBHbIM.

NHbopmaLuus y4eTHON 3anmncm, onvcaHHas Bbllle, HacTpanBaeTCsi C MOMOLLbH NMPVBEAEHHbIX HUXe

DYHKUNIA.

* Monb3oBaTtenbckasa KoHUrypauus:

> Cant AgMnHncTpupoBaHus: Beibepute Monb3oBatenn > PegaktnposaTth NONb30BaTeNS,
4yTO6bI 0TOBPA3NTL MONS YYETHOM 3anMcy Nonb3oBaTens.

> CanT kKoHe4YHoro nonb3oBaTend. HaxmuTte Mosi yueTHasa 3anucb, 4Tobbl 0TOGpa3uTs Nons
YYETHOW 3anucuy Nosb3oBaTensi.

» KoHdbmrypauus koga cnexxeHust.

> Cant AgMmnHUCTpUpoBaHus: BeibepuTe MNonb3oBaTtenu > Kogbl CNEXeHUs1 N yCTaHOBUTE
ansa nonsa Pexvm BBoAa 3HayeHe PackpbiBatoLLleecs MEHIO U YCTAHOBUTE NapameTp
VMcnonb3oBaHue. Beibepute PegaktnpoBatb cnncok, YTobbl HACTPOUTL NapameTpbl
pacKpbIBaKOLLErocs MEHHO.
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|  Ynpasnetue nonbsosatensmm
Owwbka MmropTa nons3osateneii ¢ nomowsio dhaitna CSV - [

OwwunbkanmnopTa nonb3oBartenen c nomoulbio davina CSV

Mpo6rema Bbl NbiTanucb Npon3BecTy MMNOPT Nosb3oBaTeneit ¢ nomMoLbto daina CSV, u ata
onepauus npowuna HeycnewHo. Bel nonyynte coobueHne o6 owmnbke, ykasbiBatoLee Ha To, YTO
ObIN BbIOpaH HegencTBUTENbHbIN dhann.

BoamoxHas npuunHa MimnopTupyemble hainbl 40MKHbI COOTBETCTBOBaTb toHMkoay UTF-8 unu
UTF-16. Microsoft Excel coxpaHsieT Tonbko ganinbl UTF ¢ paclumpeHmnem * txt.

PeweHnne BHecuTe uameHeHus B ainn Excel n 3aTem coxpaHuTte ero B toHukoae UTF-16 (*.txt). MNocne
coxpaHeHwusi nepenmMeHyinTe daiin B opmate *.csv. Boibepute daiin c pasgenurensavu tTabynsuuen
npu nmnopte CSV B Cisco WebEx Meetings Server.

B cucteme He HangeHo HXU 0gHOM Yy4EeTHOW 3anncu
nonb3oBaTens

Mpo6nema Bbl nonyymnu coobuieHune o6 owwmbke "B cucteme He HAMAEHO HU O4HOW YY4ETHOW 3anucu
nonb3oBarens. [ns nonyvyeHns gansHenwen noaaepkkm obpaTutech K CBOEMY afMUHUCTPATOPY.

BosmoxHasi npuumHa Monb3oBaTtenb He CyLecTBYeT B cucTeMe U yHKLMUS aBTOMATMYECKOro
€03[aHusi 3anncum He BKITHYeHa.

Pewenve Y6eautecb B TOM, YTO Bbl 4OGaBMM Nonb3oBaTens B CUCTEeMY M 4YTO aBTOMaTU4ecKasa
3arnncb y4eTHbIX 3anucemn BKIoYeHa.
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. B cucTeme He HaaeHo HY O4HOWM y4EeTHOW 3anncy nonb3oBaTens

] PyxoBoacTBO no ycTpaHeHuto HeucnpasHocTeii Cisco WebEx Meetings Server, oinyck 1.1

YnpasneHue nonb3osarensiMm



——y

I'Ipo6ne|v|b| C BNpTYyalibHbiM MalLlMHaMWH

oTot pasaen cooepXxuT TeMbI ob yCTpaHeHun HeI/ICﬂpaBHOCTeVI B OTHOLLEHUN BUPTYyalibHbIX MALUWH.

* BupTtyanbHas MalmHa agMMHUCTpaTopa B OCHOBHOW CUCTEME UITN CUCTEME BbICOKOM
AOCTYMNHOCTU He paboTtaeT, cTpaHuua 71

* [lpobnembl ¢ 06beaMHEHNEM CETEBBIX MHTEPEencoB, cTpaHuua 72

* BupTyanbHble MalLMHbI HE 3arpyatoTcs nocne pas3sepTbiBaHus, cTpaHuiua 72

« C6or BupTyanbHON MalunHbl 6€3 BO3MOXXHOCTM BOCCTAHOBIEHUS, CTpaHuua 72

* pobnembl n cbon BUPTYyanbHbIX MaLIWH, CTpaHuua 73

* BupTyanbHasi MaluvHa NOCTOSIHHO NepesarpyxaeTtcsl, cTpaHuua 74

BupTyanbHasa maluMHa agMUHUCTpaTopa B OCHOBHOM
CUCTEME UITN CUCTEME BbICOKON AOCTYMHOCTU HE paboTaeT

Mpobnema BupTyanbHaa malimHa agMuHUCTpaTopa B OCHOBHOM CUCTEME UMN CUCTEME BbICOKOM
OOCTYMHOCTU He paboTaeT. Y3HaTb COCTOSIHUE CUCTEMbI MOXHO, Bbibpas Cuctema > bonbLie >
Ceoictea. Cait AGQMUHUCTPUPOBaHMS HEOOCTYNEH, M 0TODpaxaeTcs coobLleHme 00 OLMOKe B OkHe
Opaysepa (Hanpumep, "Bo Bpemsa 06paboTky BalLero 3anpoca Mbl CTONKHYMNNCL C HEBONbLLUUMMK
TpygHocTaMn").

BosmoxHas npuumHa Mpobnema MoXeT BO3HUKHYTb B OTHOLLEHMW YPaBNEHUS BUPTYanbHOWN
MalmHon B VMware vSphere.

Pewenune lMonyuute xxypHanbl VMware (kb.vmware.com) v npeabsasuTe ux npegcrasurento Cisco
TAC. NpeacTtaButens UCNONb3YeT XXypHanbl AN onpegeneHns Hanuunsa npobnemsl ¢ BUPTYanbHOM
MaLlumHom B cucteme. ObpatnTte BHMMaHue, 4To coobueHus "3agaHus n cobbitusa" (cobbitus
BMPTYyanbHOWM MaLLWHbl Ha Bknagke "3aaaHms 1 cobbiTa") KpariHe BaXkHbl Ans yCTpaHeHUst HeNonaaok.
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. Mpobnemsbl c 06beaMHEHNEM ceTEBbLIX MHTEPdencoB

[Tpobnembl ¢ 06 beaNHEHMEM CETEBBIX MHTEPJENCOB

Mpo6nema Bbl HACTPOUNM 0GbeAMHEHWE CeTEBbIX UHTEP(ECOB ANA BOCCTaHOBNEHMS Nocre OTkasa
1 pacnpeneneHns Harpysku, U Bce BUPTyarbHble MallWHbI, KaXKeTcsl, paboTaloT Haanexallmum
06pa3om, HO Bbl CTankMBaeTeck ¢ NpobrneMamu Bo BpeMsi paboTbl MPOAyKTa Npu MakcUMarnsHoM
Harpyske BcrneacTBue OLINMBOK COBEeLLaHWiA.

BoamoxHasi npuunHa OTKporiTe KOHCONMb VMware vSphere n onpegenute, pabotaeT nv obbeauHeHve
ceTeBbIX MHTepdencoB Ha cepBepax UCS Server, KOTOpble pasMeLlaloT BUPTyarbHble MalLWHbI
Cisco WebEx Meetings Server. Takoe 4yacTo crnyvyaeTcs BCNeAcTBue OLWMOKN coeguHeHus ¢
KOHTPOMMIEepOM CETEBOro HTeperica, YTo NPUBOAMUT K TOMY, YTO BTOPO KOHTPOINEp CETEBOro
nHTepderica bepeT Ha cebs BCIO CETEBYIO HArpy3ky. OT0 KpariHe BaXKHO, ECINN BaLLM KOHTPOSepbI
CETEBOr0 MHTEepderica ABNATCs koTponnepamm Gigabit-Ethernet, TOCKONBKY Npy MakcumanbHOM
Harpyske nopTta nobor u3 BalwmMx KOHTPONIEPOB CeTEBLIX MHTEpPdencoB byaeT pabotaTtb Ha
MaKCUMarbHOW EMKOCTM ceTU. Takum 06pa3om, cepbe3Hasi oLumMbKa OAHOro KOHTpOoriepa CETEBOrO
uHTepderica Gigabit-Ethernet NpyBOAUT K TOMY, YTO BCHA Harpyska CeTu NpuxoauTcs Ha BTOPOW
KOHTPOMNep CETEBOro UHTEPAENCa, YTO HaCbILLaeT COeaNHEHNE 1 BrieYeT 3a cO60oM Npobnembl
Ha ypoBHe npunoxeHus B cepsepe Cisco WebEx Meetings.

Pewenue MNMepeegute Cisco WebEx Meetings Server B pexxmm 06CnyXnBaHusi, OTPEMOHTUPYWATE UMK
3aMeHUTEe KOHTPOSEpP CETEBOIo MHTEpPAdENnca 1 3aTem BOCCTAHOBUTE CNYXOy AN KOHEYHbIX
nonb3oBartenemu.

BupTyanbHble MallVHbI HE 3arpykaroTcs nocne
pa3BepTbiBaHUS

Mpo6nema BupTyanbHas MalluMHa He 3arpyxaeTcsi Mocrie pa3BepTbiBaHUS.

BoamoxHasi npuunHa Cepsep Cisco UCS Server (Ha KOTOPOM pasBepHyTa BUpTyalnbHas MallnHa)
He COOTBETCTBYET MUHMUMAarbHbIM TpeboBaHaM AN pasMmepa CUCTEMbI.

Pewenue NpoBepbTe TpeboBaHUS K cUcTeMe AN pa3Mepa Balleri CUCTEMbI M yoeanTeCh B Hanmymm
goctatovHon emkocTu LM, namaty n guckosoro npoctpaHcTea. YTobbl nony4nTs 4ONOMHUTENBHYIO
nHdopmaumto, cMm. TpeboBaHus k cucteme Cisco WebEx Meetings Server.

COou BMpTyanbHoOW MmallunHbl 6€3 BO3MOXHOCTH
BOCCTaHOBMEHUS

Mpo6nema MpouncxognT c6omn 0aHOM U3 BalUMX BUPTyanbHbIX MaLLMH, U Bbl HE B COCTOSIHUM UCMPaBUTb
3710 gaxe ¢ nomouubro Cisco TAC.

BoamoxHas npuumnHa CyLLecTBYeT psf BO3MOXHbIX NMPUYMH: Y Bac NoBpexaeHHas 6asa AgaHHbIX,
HeuvcnpaBHas KOHpUrypauus, Henogaepxmeaemas AeaTenbHOCTb N0 TEXHUYECKON NoaaepKKe,
cbown anekTponutaHus, cbon annapatHoro obecneveHus n gpyroe.
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|-|pO6J'IeMbI C BUpTyanbHbIMX MalUMHaMn

Mpo6nembl 1 c6on BUPTYyanbHbIX MaLIUH .

Pewwenne Ecnv Ha KOHUrypaumm BbICOKON LOCTYNHOCTM MPONCXOANT COOM BUPTYyasibHOW MaLLMWHBI,
yoanute BUPTYyarnbHYO MalLWHY BbICOKOW AOCTYNHOCTUN U3 BaLlein cuctembl. [10BTOpHO BBeAUTE BCe
BMPTYarbHbl€ MaLUVHbI BbICOKOW AOCTYMHOCTM U NEPEHACTPONTE CUCTEMY Ha BbICOKYHO JOCTYMHOCTb.
[na nonyyeHns 4ONONHUTENbHBIX CBEAEHWUA CM. pa3gen "HacTpoiika cMcTeMbl BbICOKOW AOCTYMHOCTK"
PykoBoacTBa no agMmnHucTpupoBanuto Cisco WebEx Meetings Server. AHanorm4Ho B criyqae coost
BMPTYarbHON MalUMHbl 0OpaTHOro Npokcu-cepsepa MiHTepHeTa HeobxoaMmo yaanutb aTy
BMPTyasbHYO MallMHy U3 CUCTEMbI. 3aTEM NOBTOPHO BBEAUTE U NEPEHACTPONTE BUPTYarbHYHO
MaLLMHy oBpaTHOro nNpokcu-cepeepa ViHTepHeTa. [1na nony4YeHnsa GONOMHUTENbHbIX CBEAEHWUA CM.
pa3gen "dobaeneHne obero goctyna" PykoBoacTBa no agMMHUCTpupoBaHuto Cisco WebEx Meetings
Server. ina NoBbIX 4pyrnx BUpTyanbHbIX ManMH HEOGX0AMMO NepPecTPoOnTb CUCTEMY C MOMOLLbIO
YHKUMN aBapuUMHOro BOCCTaHOBNEHUA. [Ns nonyyYyeHns JONONHUTENbHbIX CBEAEeHWI CM. pasaen
"Ncnonb3oBaHune yHKLUM aBapuinHOro BoCcCTaHoBNeHMsA" PykoBoacTBa No aaAMUHUCTPUPOBAHNIO
Cisco WebEx Meetings Server.

[Tpobnembl  cbon BUPTYanbHbIX MaLUMH

Mpo6Gnema lNMponcxognT cOoM BUPTYanbHOW MaLUUHbI, U OHA HEe NpodoskaeT paboTaTb.
Bo3moxxHas npuynHa

PeweHve lNonblTanTeck BbINOMHUTL NPUBEAEHHbIE HUXE OENCTBUSA.

* Pewenue lNepesanyctute BupTyanbHyto MawnHy B VMware vCenter.

* Pewenve MNpy HaNU4UmM CHUMKOB BUPTYarbHbIX MallMH NOoNpobyinTe BOCCTAHOBUTL CHUMOK.

N

Mpumevanne  Pewenne CHMMKU MOTYyT cogepXaTb He BCHO MHopMauuio 0 KOHUrypaumm, u
BaM, BO3MOXHO, NOTPebyeTCs BbINOMHUTL HEKOTOPbIE HACTPOWKK ANS
BOCCTaHOBSEHNSA BCEX (PYHKUUIM CUCTEMBDI.

* Pewenue Mocne 3aBepLLEHNSA HACTPOIKIN cepBepa XpaHEeHUs! Bbl MOXXETE NPOU3BECTU NpoLleaypy
aBapUtHOro BOCCTaHOBIEHWS!, YTOObl BOCCTaHOBUTL cucTeMy. YUToGbl nonyunTs Gonee
noapobHble cBeaeHns, cM. pasgen "Vcnonb3osaHne MyHKL MY aBapuitHOro BOCCTaHOBNeHNUA"
B PykoBoacTBe No agMUHUCTPUPOBaHWIO.

* Pewenve Ecnu HM4Yero ns nepevymcneHHoro Boille He ycTpaHaeT npobnemy, 3a NOMOLLbIO
obpatuTtecs B crnyx0y TexHudeckor nogaepxku Cisco TAC. CBA3aTbCA CO CNYXO0M TEXHUYECKOM
nopaepxkn TAC moxHo no Takomy URL: http://www.cisco.com/cisco/web/support/index.html
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Mpo6Gnembl ¢ BUPTYarbHbIMU MalLMHaMM |
. BupTyanbHas MalluMHa NOCTOSIHHO Nepe3arpyxaeTcs

BupTyanbHas maluMHa NOCTOSIHHO Nepe3arpy)kaeTcs

Mpo6nema BupTyanbHas mawwmHa, Ha KoTopon pa3sepHyT ¢arin OVA Cisco WebEx Meetings Server,
NMOCTOSHHO Mepe3arpyxaeTcs.

BoamoxHasi npuunHa NMpoTtokon NTP He HacTpoeH Ha xocTe ESXi.

Pewenne Hactpovite NTP Ha Bawem xocte ESXi, npoBepbTe, 4ToObl DNS B xocTe ESXi npaBunbHO
oTobpaxan cepsep NTP, u 3aTeM NOBTOPHO pa3BepHUTe charin OVA Ha BUPTyanbHOM MalluHe.
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