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Preface

Document Purpose

This document describes the details around using Cisco Network Registrar

(CNR) in the Cisco StadiumVision Deployment.

Document Audience

This document is written for installers, designers, and system engineers.

Related Docmentation

» User Guide for Cisco Network Registrar, 7.1,

http://www.cisco.com/en/US/docs/net mgmt/network reqistrar/7.1/user/quide

/cnr71book.html

Document History

Table 1. Revision History

Date

Descripton

03/23/10 First publication for Cisco StadiumVision Director Release 2.0.
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Chapter 1 Overview

The Cisco Network Registrar (CNR) provides a feature-rich DHCP and DNS
server that can be used in the Cisco StadiumVision network.

The CNR provides:
« A central DHCP server for distributing IP addresses.

» A database for tracking device IP address, associated switch and connected
port.

« Areport containing device scope, IP address, switch ID, and port information
that can be married with the wiring schedules provided by the installation
partner.

* Added security by filtering IP address assignment based on MAC address
(future).

e Automatic DNS name assignment and populating the embedded DNS server
with the device DNS name so devices may be connected to and managed by
name (future).

e |P address per switch port assignment (future).

Figure 1 provides a conceptual view of how CNR fits into the Cisco
StadiumVision network.

Figure 1. Cisco StadiumVision Network Plus CNR

VLAN 200: Fastili/4 e
Vide @ ; :
= SV Metwork
i FastiiiT _ _
WLAN 3D0: E—
3750 IDF

Vioice

In this illustration, only a Voice and Video VLANs are shown for simplicity. CNR
may also be used to provide IP addressing for other VLANSs within the venue.
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Chapter 2 Switch Configuration

Two common network designs are currently employed at the venues:

* A two-layer design, where the Access and Distribution layers are collapsed
together and connected to the Core (shown as Option 1 in Figure 2).

* Athree-layer design, where a separate Access layer of switches is used for
aggregating endpoints (shown as Option 2 in Figure 2).

These two designs require a slightly different configuration of the switches to
enable CNR as the DHCP server for the Cisco StadiumVision network.

Figure 2.  Two-Layer (Option 1) verses Three-Layer (Option 2) Network Design
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Option 1 DHCP Snooping and Helper Address
Configuration

In the two-layer network design (represented by Option 1), the Cisco Catalyst
3750-E switch that is directly connected to the endpoint devices (e.g., DMPs, IP
Phones), is configured for DHCP snooping at a global level and for each of the
applicable VLANSs.

Also, the VLAN interface is configured with an “ip helper-address” of the CNR
server to direct DHCP packets to the CNR over the Cisco Connected Stadium

network.
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Figure 3 provides an illustration of this configuration.

Figure 3.  Switch Configuration for DHCP Option 82 and Helper Address
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The “ip dhcp snooping vilan ...” global configuration command must be
configured for the VLANs where DHCP snooping is desired. This command
currently supports the option to specify one VLAN, a group of comma-separated
VLANS, or a VLAN range.

For DHCP snooping to be active on a switch, both configuration commands must
be entered. If the general “ip dhcp snooping” is removed from the configuration,
any configured “ip dhcp snooping vlan” commands will remain in the switch
configuration, but DHCP snooping will not function on the switch.

Option 2 DHCP Snooping Configuration and Trusted

Port

In the three-layer network design (represented as Option 2), the

Cisco Catalyst 3750-E switch that is directly connected to endpoint devices (e.qg.
DMPs, IP Phones) is globally configured for DHCP snooping (similar to the
configuration shown in Figure 3).

In addition, the uplink port must be configured to trust the DHCP traffic that
traverses it. Figure 4 provides an illustration of this configuration.

Figure 4.  Switch Configuration for the Uplink as a DHCP Trusted Port

intgigl/a7
ip dhep snooping trusted
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In the three-layer design, only the distribution switch contains the “ip helper-
address” configuration for the VLAN interface to forward the DHCP requests to
CNR.

If DHCP snooping is enabled on both the Distribution and Access Layer
switches, DHCP snooping on the Distribution switch will drop DHCP packets that
have the option-82 information appended to the DHCP data. To allow the DHCP
packets to be forwarded or relayed by the Distribution switch to CNR via the ip-
helper address command, the VLAN interface must be configured to trust the
Option 82 information, as illustrated in the following example.
interface VIan200
description DMP VLAN
ip dhcp relay information trusted (3 only required if DHCP Snooping is on
both the Distribution and Access Switches
ip address 10.60.2.1 255.255.255.0

ip helper-address 10.50.1.254
ip pim passive

Below is an example of properly configured DHCP snooping with one trusted

uplink:
Switch>show ip dhcp snooping
Switch DHCP snooping is enabled 3 result of “ip dhcp snooping”
DHCP snooping is configured on following VLANs:
10 3 result of “ip dhcp snooping vlan 10~

DHCP snooping is configured on the following Interfaces:

Insertion of option 82 is enabled
circuit-id format: vlan-mod-port
remote-id format: MAC
Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabled
Interface Trusted Rate limit (pps)

GigabitEthernet0/47 yes unlimited (3 result of “ip dhcp snooping trusted”

Switch>show ip dhcp snhooping binding

MacAddress IpAddress Lease(sec) Type VLAN Interface

00:0F:44:01:0E:95 172.16.102.6 429171 dhcp-snooping 10 GigabitEthernet0/33
00:0F:44:01:0E:49 172.16.102.4 427725 dhcp-snooping 10 GigabitEthernet0/1
00:0F:44:01:41:00 172.16.102.29 604686 dhcp-snooping 10 GigabitEthernet0/31
00:0F:44:01:0E:C6 172.16.102.10 493607 dhcp-snooping 10 GigabitEthernet0/7
00:0F:44:01:0E:97 172.16.102.3 426769 dhcp-snooping 10 GigabitEthernet0/35
00:0F:44:01:0E:9E 172.16.102.7 590252 dhcp-snooping 10 GigabitEthernet0/15

Total numbe} o% bindings: 6
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Chapter 3 DHCP Scopes

This chapter describes the basic DHCP configuration for a Cisco StadiumVision
CNR deployment.

* From the IP address plan for the venue, DHCP IP scopes are created to
assign IP addresses to the devices as they are connected to the Cisco
StadiumVision network.

* User-friendly names should be used to make it simple to identify (by the
Scope name) where the device is located.

* Wiring schedule nomenclature should be used to provide consistency

between the reports generated from the CNR database and the wiring
schedule.

To configure DHCP Scopes:
1. Select on DHCP > Scopes to add IP address scopes to CNR.

2. After devices have received an IP address lease, click on the eye glasses
under Leases column to view the lease.

Type in Scope Name || Typein Subnet

S About | Help | Dashboard | Logout
sl Network Regié 3 e
Hoat b

I | tion s | rs | DHCF| | DNS | Host

Soopes Metworks  Polcies  Chomis  Clasios of Senvice  Falosr  DHOP Server

E e o Ol of Sevica Click Add Scope

Zonas_IDFI L] NEE [rorsd] v/‘

[ AddScope |

@ Hame . Subat Class of Semvice Luases Risarvasions
¥ ous 10601024 [ross] & 1]
¥ Dudecontor 10501024 [rora] & =
O Vidso 0 B0 2 24 [rora] =1 =1
O ideo Hesdend 10401024 [nans] 1] &
I voice 10 603 024 [raess] =] &
kool Q poarra]

ToView Leases [ —

3. To assign an IP address permanently to a device, select DHCPv4 > Policies
> default > Show A-Z View.
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5. To verify the configuration, click on the IP address of interest to view the

stfiei]s otwo
CISCO N
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Click the address of interest to
see the details (e.g., option 82
information)
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6. Scroll down to Advanced and expand that section to see the DHCP option 82

information.
giaddr P0ED2
eduy-agenl-auth . . .
wlay-ageet.crcun-d DHCP option 82 information {_ wsmens
|e:ia5'-iqe~:|1-uew:9-1lnss
relay- wqdal-option (eirend-id 1 000400 e8:01.18)(remobe-ud 2 D0-0600: 1b: #5:84 Ta00)

relay-agenl-radius-class
retay-agent-radius-oplions

relay: agdnd-radius-pooknamo
retay-agent-radius-sesgion-fameout
eday-ageri-radiva-wae
reday-agiet-radns-db-pogknams
1eday-agent-radivs-vandosspacdic
reday-ageni-remale-id 000600 1b; d5:8d. Fa.00
relay-agent-senerid-overmnde
relay-agent-subnet-selaction
reday-sginl-aubacnbadid
relay-agent-«vendor-class

rediy-agenl wpreid

reedng.updale-configonama

BLOpE-Name Video

start-time-of-stale Thu Dec 3 16:23:13 209

Reading DHCP Option 82 Information

This section describes how to read the DHCP option 82 information provided
back to CNR by the switch. The information is reported in Hexadecimal and must
be converted to decimal to be read correctly.
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Figure 5. Reading Option 82 Information

0x00c8 =200 Switch #
in stack
VLANID See the table below. The port-id shown

{_1_\ / slun in the option 82 information is the slun

Relay-agent-circuit-id = 00:04:00:¢8:01:06

VLAN200: Fasti1/0/4 T e CHR:
10.60.2.0/24 L} oHCPIDNS]
g Fast1/047 =V Network .-i
VLAN300: e -_
10.60.2.0/24 375010F P

switch#show platform pm if-numbers

interface gid gpn lpn port slot unit sTun port-type lpn-idb
il 01 1 1 45 170 1 1 1 local ' Yes
cil/ 0.2 2 2 50 11 1 2 2 Tocal 5 YEs
Fal/0/ 1 3 3 1 1/2 1 1 3 Yes Yes
Fal/s0/2 4 4 2 1/3 1 2 4 Yes Yes
Fal/0/3 5 5 3 1/4 1 3 5 Yes YES
Fal/0/4 G @ 4 1,5 1 4 [ Tocal Yes Yes
Fals0/s 7 7 5 1/6 1 5 7 Tocal Yes Yes
Fal/0/% 8 B 6 1/7 1 & 3 Tocal Yes Yes
Fal/s0/7 Q Q 7 1/8 1 7 Q Tocal Yes YEes
Fal/so/8 10 10 8 1/ 1 g 10 Tlocal Yes Yes
Falso/9 11 11 9 1710 1 ] 11 local Yes Yes
Fal/0/10 12 12 10 1711 1o 12 Tocal Yes YEs
Fal/0/11 13 13 11 1412 1 11 1R Tocal Yes Ves
Fal/0/12 14 14 12 1713 1 12 14 local Yes Yes
Fals0/13 15 15 13 1714 1 13 15 local Yes Yes
Fal/0/14 16 16 14 115 1 14 16  Tlocal Yes Yes
Fal/0/15 17 17 15 1/16 1 15 17 Tocal Yes ves
Fals0/16 18 18 16 1717 1 16 18 local ves Yes
Fal/0/17 19 19 17 17181 17 19 local Yes YEs
Fal/0/18 20 20 18 15719 1 18 20 Tocal Yes YEs

The port-id that is reported to CNR is actually the “slun” number. This number
can be found using the show platform pm if-numbers command on the switch.
These numbers do not always correlate to the physically labeled port numbers,
as shown above.

If GBE interfaces are present on the switch, then these ports are listed first
followed by the Fast Ethernet interfaces.

Remember the numbers are reported in Hexadecimal and must be converted to
decimal.
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Adding DHCP Options

Cisco IP phones request DHCP option 150 or 66 for reaching the Cisco Unified
Call Manager (CUCM) server.

Notes:

* DHCP option 150 is used when specifying the CUCM as an IP address.
Option 66, if used, should be set to FQDN.

» The Option Definition Sets are all part of the Default profile that is used by all
Scopes. If there are devices that use the same DHCP option but with
differing values, then a new Option Definition Set must be created to include
the new option and the scope used for that specific device set should use the
newly-created profile containing the new Option Definition Set.

To add these options in CNR:

1. Click Advanced on the left side of the menu while in the DHCP menus.
2. Click Options.

3. Click dhcp-config to add the new option.

To add new DHCP options (e.g., option 150 for IP
phones to reach CUCM). click dhco-config

1] I[ il I I . i i Aboui | Help | Dashboard | Legouwt
Network Registrar - Loea “Name s

Host Ecalbost beakiomen 1234

Goopas  Goops Tampisten  Rassrvabora  Meteorks  Cceons Polcles  lants et Olatnes VPR Felover NS LOAF  Bveraions  Traoe  Limscacs  Gawch  DWCP Saraer

Durueriptisn
CablaLats wl DOCEES 30
Cigeo Systens,_ Inc

@ Hame Deeription

hioh- Lpbs-confiy CablaLabs o6 DOCSES 30

Crigo Systera, Ing
dhoph-cord;
B
4. Click Add/Edit Option Definitions.
‘ To add new DHCP options, click Add/Edit Option Definitions

il | 1l | I o Ahout | Help | Daskboard | Ln-quu‘i
cIsco Network Registrar - iy

Ecopan  Boops Tamplaben
Edit DHCP Option Definition Set dhep-config

Mabworky | Cponr Polciss  Chards QiertClmesss VPs  fmlowsr OMS  LOAP  Esensions  Frage  Udscsrs  Ssarch  DWCP Server

Asribute Malue
Hame® dhep-carfy
BHEP Type” i

Description
andor Option String
Wendor Option Erterpeise Id

[[AddEd2 Opticn Dafnaiene| | [ Modfy Optien Detinitien Set | [ Cancel |

5. Click Add Option Definition.
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6. Specify the Option number, name and type and click Add Option Definition.

Abaut | Hilp | Dashboand | Loget

Network Registrar - L S he

Add DHCP Option Definition

Amsibute Valee

::! ::imwm.' — Type in Option information
Diécrighain CLCM P sddreis

[ IP wsdrass »

gl [T

[MBNMMHM |I Cancal ]

7. In the Policy list, click on the default policy.

Ahow | Help | Dash

Mot Lwaios

il Network Registr

List DHCP Policies

g m Sm 1w
m@h\m &m 1w
A Pk
e | | Click on default policy | [ i G Pagesin ]

8. Under DHCPv4 Options, click on the drop-down list to locate the newly-
created DHCP option.

Abswt | Help | Diasblmand | | ogasi
Wams

Edit DHCP Policy default
Maibets Ve [
;-:::'---u =
rwin Pt e ) 0 | Click on dropdown to find the
B g e e —""| newly created DHCP option
[ A Opts_
[T — ] g combgi et Jaraigrad tema tw
E ] [rp-c onda) Snanaame ey 1P acdrmunl 80 7
PP ferp-comiig) [ AR ] vy (ol vl abadweel o
[V it gl g iyl Ll o] WM

9. In the Value field, specify the IP address of CUCM.
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Repeat these steps to add other options in the Default Profile that are
applicable to all Scopes.

Other DHCP Options to add include:

Option Value

DHCP-lease-time 1w

Domain-name-servers CNR IP address or reachable customer DNS server IP address
Domain-name Customer’'s Domain Name

Configuring CNR for Option 43

1. Enter configuration mode at the Cisco I0S CLI.

2. Configure ip help-address on the Video VLAN to point the CNR DHCP server where this
configuration will be done. If the DHCP server is configured on the same VLAN where
the DMPs are connected then this step is not required.

interface VIan200
ip address 10.50.1.1 255.255.255.0
ip helper-address 10.129.130.1/3(CNR Server)
ip pim sparse-mode

3. In the Advanced Mode, Go to DHCPv4>Options then hit the Add Option Definition Set
button
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Add DHCP Option Definition Set

Anribote Vs

ama® SV o

DHCP Typas" DHCP
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Vendor Option Sinng DhPE390
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[ Add Option Defnition St || Cancel |

Create an Option definition by giving it a Name (e.g., SVautoreg) and choose DHCP
Type DHCPv4. The Description is optional but you will have to specify a Vendor Option
String. Use “DMP4310” as the string. This string is what is sent to the DHCP server
when the DMP sends its DHCP Discover message requesting network setting
information (e.g., IP Address, Gateway, etc.)

. Click the DHCP Option Definition Set you created and then Add DHCP Option. Set the

number to 43 and give it a name (e.g., sv_autoreg). Define this option to use a string as
its value.

List DHCP Option Definition Sets

@ Hamn  Description
O Svasong
dhep CableLabs wl DOCSIS 1.0
dhepdsso-conhy Cisco Systems, Inc
F dhcpconty
@ Mame Description
dhiph-cotdetabs -conlig CableLabs v& DOCSIS 30
theps-cisco-config Cisco Systoms. Inc
dhepf-onkg
Add Option Dofinition Sat |
Add DHCP Option Definition
Anribute Value
Hurmiber* 43
Hama® av_auforeg
Drscrgplion
™ shnng bt
repeat [0 |
[__Acd Option Debetion | [ Canced |
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5. Be sure to click, Modify Option Definition Set to save the option 43 settings.
List DHCP Option Definitions

List of Option Definitions for SVaulorsg
o 4 ¥ _audoreq

| Add Optson Defintion |

| Madiy Option mn Set || Retum |

6. Now, add this option to the default policy by going to DHCPv4>Policies and click
default. Go to the DHCPv4 Options drop-down menu and choose the Option (e.g.,
SVautoreg). Select the option 43, (e.g., sv_autoreg) to set the string. This string
should be the following: http://<sv_director_IP>:8080/StadiumVision/dmp_reg

e
CISCO

=
[ —

Network 0C

Alusat | Nabp | Dasbdeaaii | Lo
Vi

Wirkie: [
Lamie et
(i Tictnming =
Larmm iwmoad m
= [MOPe Opaians e Mimntder Legar Value
o Gy
Comiboprite] CHRAST O B iopoeby] ety Iikfeie] [0 T
T [l mcp oyl pesde e gmiey [F avenn] [TRL-EF TR T T R ]
i B T ] [ b | (R -RE. |
= [T Ot Mo Murter Vil
-
Lk Oyeen
i BHCEA Vendas Options SVaawEg ey
w_maloreg” JLY] (sinng) = hitpesy_ dawcter > §080 Stadsam Visianidmp._reg
| A Option |
| Modify Policy |

Make sure to hit the
configuration to be saved.

button at the bottom of the page for the

7. Once this configuration is completed and saved. The DHCP Server must be restarted.
Click on DHCP Server and click the restart icon.

] ! i 1 s r iy | ] ] 1 (]
Manage DHCP Server

Flage lam refaurad o D O V71408 EST 200

i
i
i
:
i
i
i
i
E
|
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Setting CNR to Ping an IP Address Before Assigning

To avoid duplicate address assignment, CNR can be configured to ping an IP
address before assigning it to the client. This is important in a Cisco
StadiumVision deployment because the prepping script for the DMPs disable
DHCP.

If a client responds to the ping, the DHCP server marks that address as
unavailable and offers a different address. This test works only for powered-up
clients; it is possible for clients to have a lease and be powered down.

Figure 6 illustrates how this feature is configured.

Figure 6. Enabling Ping

#bout | Help | Deshboard | Logout
Narma: adiin

aileanfus
Py Network Registrar - L

Host: one 7234

: ... Mema Mdminiswuion Seeem Chaten Routers CHCFt DNCEWE DNS Mt | AdSwes Spscs vt Adsess Boice o
Semews  Gros Tompisis  fessrvafons  Weimerss  Opionm  Poicms CiomiClamars  ¥PMa  Faitwess M3 UDAP  Exmesions  frags  Lassssy  Sasssh DO Darier
Edit DHCP Server
“Logging
- DS Uipdate
* bt daslakelity DNS Update
* Clinmt Host Hamme Brocessing.
* Failower Tuning
* Cluest Clama
 Partormance
- Reguest snd Sepoms Alscabons
- Extnglsmn
* Expresisny
- Sultrt L Listi Sathogs
* Luans Hatsry
" Acktrees Mistutien
- S
* Subint kilsmation [O0AF)
* Intertace Dvbmtts.
AT
| Mhsemlansonn
ket Valus Data Typs Dutauilt Ureset
inport-moda " anabled  dinsbie - S
tubstp-prphanad-laases. tron " false Do laise
hardwane-uricast " anabled ™ dissbled booiesn wnatiad
get-subretmask o -pobcy on ek bocles talse
ignorn-requasis-bor.other sanvers s T false boolean
vpn-commurication tron " false o— ne
igrorn-claco-aptions [ . wiring list
[Ern— [ - 32t v
¥ anabled ™ disnbied bociean enabisd
sting
[ g 3260 500
v bied " disatied boclean deaabled
K\ boundad intoger 300
2 : - 1300
o  faine Enable ping-clients  booles o
whiing
[ unsigresd tima 24
afs
bl otk resd boundod integet
N - 60
oo luasa por clierd s aeiad] . 12041 erwam dasbing
S OHEPYE
* Nt Resommanded

Modify Sarver | Unael Fioks | Cangel
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Chapter 4 Creating Reports

Lease reports can be retrieved two ways; via the CLI and via a sample Java
client included with CNR.

For information about the sample Java client, see the CNR User’s Guide.
http://www.cisco.com/en/US/docs/net mgmt/network regqistrar/7.1/user/quide/cnr
71book.html

Using nrcmd

CNR has a CLI that can be invoked via the nrcmd application. Figure 6 illustrates
the location of nrcmd.

Figure 7. Using nrcmd

[admin@localhost usrbin]$ pwd

loptinwreg2/local/usrbin

[admin@localhost usrbin]$ Is -la

total 56

drwxr-xr-x 2 root root 4096 Nov 3 22:46 .

drwxr-xr-x 15 root bin 4096 Nov 3 22:46 ..

-rwxr-xr-x 1 root bin 197 Nov 3 22:48 cnr_exim
-rwr-xr-x 1 root bin 199 Nov 3 22:46 cnr_keygen
-rwxr-xr-x 1 root bin 370 Nov 3 22:48 cnr_leasehist_compress
-rwxr-xr-x 1 root bin 402 Nov 3 22:46 cnr_rules
-rwxr-xr-x 1 root bin 3312 Nov 3 22:46 cnr_status
-rwxr-xr-x 1 root bin 199 Nov 3 22:46 cnr_tactool
-rwr-xr-x 1 root bin 354 Nov 3 22:48 iphist
-rwxr-xr-x 1 root bin 197 Nov 3 22:46 madadmin
-rwxr-xr-x 1 root bin 198 Nov 3 22:48 mcdshadow
-rewxr-xr-x 1 root bin 339 Nov 3 22:46 nrcmd
-rwxr-xr-x 1 root bin 204 Nov 3 22:46 rebuild_indexes
-r-¥r--r-- 1 root root 3476 Nov 3 22:46 uninstall_cnr
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Figure 8 lllustrates the information returned using the nrcmd lease command.

Figure 8. Displaying Lease Information

nremd> lease 10.60.2.10

10.60.2.10;
address = 10.60.2.10
binding-end-time = forever
binding-start-ime = "Wed Dec 2 17:15:30 2009"
client-binary-client-id = 01:00:01:44:00:8e:89
client-dns-name =
client-domain-name =
client-flags = client-valid, client-up-to-date-in-mecd
client-host-name =
client-last-transaction-time = "Tue Dec 8 21:12:34 2002"
client-mac-addr = 1,6,00:0f:44:00:9:99
client-os-typa =
client-override-client-id =
client-vendor-class =
client-vendor-info =
data-source = main-main
expiration = forever
flags =
fwd-dns-update-config-name =
giaddr = 10.60.2.1
lease-renewal-time = "Tue Dec B8 21:12:33 2009"
limitation-id =
relay-agent-auth =

relay-agent-device-class =
relay-agent-option = "(circuit-id 1 00:04:00:c8:01:06)(remote-id 2 00:06:00:1b:d5:fd:7a:00)"
relay-agent-radius-class =
relay-agent-radius-options =
relay-agent-radius-pool-name =
relay-agent-radius-session-timeout =
relay-agent-radius-user =
relay-agent-radius-v6-pool-name =
relay-agent-radius-vendor-specific =
relay-agent-remote-id = 00:06:00:1b:d5:fd:7a:00
relay-agent-server-id-override =
relay-agent-subnet-selection =
relay-agent-subscriber-id =
relay-agent-v-i-vendor-class =
relay-agent-vpn-id =
reservation-lookup-key =
reservation-lookup-key-type =
reservation-relay-agent-option =
rev-dns-update-config-name =
scope-name = Video
start-time-of-state = "Wed Dec 2 17:15:30 2009"
state = leased
user-defined-data =
vendor-class-id =
vpn-id = [default=0]
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