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 Preface 

Document Purpose 
This document describes the details around using Cisco Network Registrar 
(CNR) in the Cisco StadiumVision Deployment.  

Document Audience 
This document is written for installers, designers, and system engineers. 

Related Docmentation 
• User Guide for Cisco Network Registrar, 7.1, 

http://www.cisco.com/en/US/docs/net_mgmt/network_registrar/7.1/user/guide
/cnr71book.html 

Document History 
Table 1. Revision History 

Date Descripton 
03/23/10 First publication for Cisco StadiumVision Director Release 2.0. 

 

http://www.cisco.com/en/US/docs/net_mgmt/network_registrar/7.1/user/guide/cnr71book.html
http://www.cisco.com/en/US/docs/net_mgmt/network_registrar/7.1/user/guide/cnr71book.html
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Chapter 1   Overview 

The Cisco Network Registrar (CNR) provides a feature-rich DHCP and DNS 
server that can be used in the Cisco StadiumVision network.  
The CNR provides:    

• A central DHCP server for distributing IP addresses. 

• A database for tracking device IP address, associated switch and connected 
port. 

• A report containing device scope, IP address, switch ID, and port information 
that can be married with the wiring schedules provided by the installation 
partner. 

• Added security by filtering IP address assignment based on MAC address 
(future). 

• Automatic DNS name assignment and populating the embedded DNS server 
with the device DNS name so devices may be connected to and managed by 
name (future). 

• IP address per switch port assignment (future). 
Figure 1 provides a conceptual view of how CNR fits into the Cisco 
StadiumVision network.  

Figure 1. Cisco StadiumVision Network Plus CNR 

 

In this illustration, only a Voice and Video VLANs are shown for simplicity. CNR 
may also be used to provide IP addressing for other VLANs within the venue. 



 

 © 2010-2013 Cisco Systems, Inc. All rights reserved. Page 6 of 20 

Chapter 2   Switch Configuration 

Two common network designs are currently employed at the venues: 

• A two-layer design, where the Access and Distribution layers are collapsed 
together and connected to the Core (shown as Option 1 in Figure 2). 

• A three-layer design, where a separate Access layer of switches is used for 
aggregating endpoints (shown as Option 2 in Figure 2).  

These two designs require a slightly different configuration of the switches to 
enable CNR as the DHCP server for the Cisco StadiumVision network.   

Figure 2. Two-Layer (Option 1) verses Three-Layer (Option 2) Network Design 

 

Option 1 DHCP Snooping and Helper Address 
Configuration 

In the two-layer network design (represented by Option 1), the Cisco Catalyst 
3750-E switch that is directly connected to the endpoint devices (e.g., DMPs, IP 
Phones), is configured for DHCP snooping at a global level and for each of the 
applicable VLANs. 
Also, the VLAN interface is configured with an “ip helper-address” of the CNR 
server to direct DHCP packets to the CNR over the Cisco Connected Stadium 
network. 

  



 

 © 2010-2013 Cisco Systems, Inc. All rights reserved. Page 7 of 20 

Figure 3 provides an illustration of this configuration. 

Figure 3. Switch Configuration for DHCP Option 82 and Helper Address 

 
The “ip dhcp snooping vlan …” global configuration command must be 
configured for the VLANs where DHCP snooping is desired. This command 
currently supports the option to specify one VLAN, a group of comma-separated 
VLANs, or a VLAN range. 
For DHCP snooping to be active on a switch, both configuration commands must 
be entered. If the general “ip dhcp snooping” is removed from the configuration, 
any configured “ip dhcp snooping vlan” commands will remain in the switch 
configuration, but DHCP snooping will not function on the switch. 

Option 2 DHCP Snooping Configuration and Trusted 
Port 

In the three-layer network design (represented as Option 2), the  
Cisco Catalyst 3750-E switch that is directly connected to endpoint devices (e.g. 
DMPs, IP Phones) is globally configured for DHCP snooping (similar to the 
configuration shown in Figure 3).  
In addition, the uplink port must be configured to trust the DHCP traffic that 
traverses it. Figure 4 provides an illustration of this configuration. 

Figure 4. Switch Configuration for the Uplink as a DHCP Trusted Port 
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In the three-layer design, only the distribution switch contains the “ip helper-
address” configuration for the VLAN interface to forward the DHCP requests to 
CNR. 
If DHCP snooping is enabled on both the Distribution and Access Layer 
switches, DHCP snooping on the Distribution switch will drop DHCP packets that 
have the option-82 information appended to the DHCP data. To allow the DHCP 
packets to be forwarded or relayed by the Distribution switch to CNR via the ip-
helper address command, the VLAN interface must be configured to trust the 
Option 82 information, as illustrated in the following example. 

interface Vlan200 
  description DMP VLAN 
  ip dhcp relay information trusted ß only required if DHCP Snooping is on 
both the Distribution and Access Switches 
  ip address 10.60.2.1 255.255.255.0 
  ip helper-address 10.50.1.254 
  ip pim passive 

Below is an example of properly configured DHCP snooping with one trusted 
uplink: 

 
Switch>show ip dhcp snooping 
Switch DHCP snooping is enabled     ß result of “ip dhcp snooping” 
DHCP snooping is configured on following VLANs: 
10                                  ß result of “ip dhcp snooping vlan 10” 
DHCP snooping is configured on the following Interfaces: 
 
Insertion of option 82 is enabled 
   circuit-id format: vlan-mod-port 
    remote-id format: MAC 
Option 82 on untrusted port is not allowed 
Verification of hwaddr field is enabled 
Interface                    Trusted     Rate limit (pps) 
------------------------     -------     ----------- 
GigabitEthernet0/47          yes         unlimited  ß result of “ip dhcp snooping trusted” 
 
 
Switch>show ip dhcp snooping binding  
MacAddress          IpAddress        Lease(sec)  Type           VLAN  Interface 
------------------  ---------------  ----------  -------------  ----  ----------- 
00:0F:44:01:0E:95   172.16.102.6     429171      dhcp-snooping   10    GigabitEthernet0/33 
00:0F:44:01:0E:49   172.16.102.4     427725      dhcp-snooping   10    GigabitEthernet0/1 
00:0F:44:01:41:00   172.16.102.29    604686      dhcp-snooping   10    GigabitEthernet0/31 
00:0F:44:01:0E:C6   172.16.102.10    493607      dhcp-snooping   10    GigabitEthernet0/7 
00:0F:44:01:0E:97   172.16.102.3     426769      dhcp-snooping   10    GigabitEthernet0/35 
00:0F:44:01:0E:9E   172.16.102.7     590252      dhcp-snooping   10    GigabitEthernet0/15 
Total number of bindings: 6  
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Chapter 3   DHCP Scopes 

This chapter describes the basic DHCP configuration for a Cisco StadiumVision 
CNR deployment. 

• From the IP address plan for the venue, DHCP IP scopes are created to 
assign IP addresses to the devices as they are connected to the Cisco 
StadiumVision network. 

• User-friendly names should be used to make it simple to identify (by the 
Scope name) where the device is located.  

• Wiring schedule nomenclature should be used to provide consistency 
between the reports generated from the CNR database and the wiring 
schedule.  

To configure DHCP Scopes: 
1. Select on DHCP > Scopes to add IP address scopes to CNR.  
2. After devices have received an IP address lease, click on the eye glasses 

under Leases column to view the lease. 

 
3. To assign an IP address permanently to a device, select DHCPv4 > Policies 

> default > Show A-Z View.  
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4. Select Enable beside “permanent-leases.” 

 

 

5. To verify the configuration, click on the IP address of interest to view the 
lease.  
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6. Scroll down to Advanced and expand that section to see the DHCP option 82 
information. 

 

Reading DHCP Option 82 Information 
This section describes how to read the DHCP option 82 information provided 
back to CNR by the switch. The information is reported in Hexadecimal and must 
be converted to decimal to be read correctly. 
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Figure 5. Reading Option 82 Information 

 

 
The port-id that is reported to CNR is actually the “slun” number. This number 
can be found using the show platform pm if-numbers command on the switch. 
These numbers do not always correlate to the physically labeled port numbers, 
as shown above. 
If GbE interfaces are present on the switch, then these ports are listed first 
followed by the Fast Ethernet interfaces.  
Remember the numbers are reported in Hexadecimal and must be converted to 
decimal. 
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Adding DHCP Options 
Cisco IP phones request DHCP option 150 or 66 for reaching the Cisco Unified 
Call Manager (CUCM) server.  
Notes:  
• DHCP option 150 is used when specifying the CUCM as an IP address. 

Option 66, if used, should be set to FQDN. 

• The Option Definition Sets are all part of the Default profile that is used by all 
Scopes. If there are devices that use the same DHCP option but with 
differing values, then a new Option Definition Set must be created to include 
the new option and the scope used for that specific device set should use the 
newly-created profile containing the new Option Definition Set. 

To add these options in CNR: 
1. Click Advanced on the left side of the menu while in the DHCP menus. 
2. Click Options. 
3. Click dhcp-config to add the new option.  

 

4. Click Add/Edit Option Definitions. 

 
5. Click Add Option Definition. 
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6. Specify the Option number, name and type and click Add Option Definition. 

 
7. In the Policy list, click on the default policy. 

 
8. Under DHCPv4 Options, click on the drop-down list to locate the newly-

created DHCP option. 

 
9. In the Value field, specify the IP address of CUCM. 
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Repeat these steps to add other options in the Default Profile that are 
applicable to all Scopes. 

Other DHCP Options to add include: 
Option  Value 
DHCP-lease-time 1W 
Domain-name-servers CNR IP address or reachable customer DNS server IP address 
Domain-name Customer’s Domain Name 

Configuring CNR for Option 43 
1. Enter configuration mode at the Cisco IOS CLI. 
2. Configure ip help-address on the Video VLAN to point the CNR DHCP server where this 

configuration will be done. If the DHCP server is configured on the same VLAN where 
the DMPs are connected then this step is not required. 

interface Vlan200  
  ip address 10.50.1.1 255.255.255.0 

 ip helper-address 10.129.130.1ß(CNR Server) 
 ip pim sparse-mode 

3. In the Advanced Mode, Go to DHCPv4>Options then hit the Add Option Definition Set 
button  
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Create an Option definition by giving it a Name (e.g., SVautoreg) and choose DHCP 
Type DHCPv4. The Description is optional but you will have to specify a Vendor Option 
String. Use “DMP4310” as the string. This string is what is sent to the DHCP server 
when the DMP sends its DHCP Discover message requesting network setting 
information (e.g., IP Address, Gateway, etc.) 

4. Click the DHCP Option Definition Set you created and then Add DHCP Option. Set the 
number to 43 and give it a name (e.g., sv_autoreg). Define this option to use a string as 
its value. 
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5. Be sure to click, Modify Option Definition Set to save the option 43 settings. 

 
6. Now, add this option to the default policy by going to DHCPv4>Policies and click 

default. Go to the DHCPv4 Options drop-down menu and choose the Option (e.g., 
SVautoreg). Select the option 43, (e.g., sv_autoreg) to set the string. This string 
should be the following: http://<sv_director_IP>:8080/StadiumVision/dmp_reg 

 

Make sure to hit the  button at the bottom of the page for the 
configuration to be saved. 
7. Once this configuration is completed and saved. The DHCP Server must be restarted. 

Click on DHCP Server and click the restart icon. 
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Setting CNR to Ping an IP Address Before Assigning 
To avoid duplicate address assignment, CNR can be configured to ping an IP 
address before assigning it to the client. This is important in a Cisco 
StadiumVision deployment because the prepping script for the DMPs disable 
DHCP.  
If a client responds to the ping, the DHCP server marks that address as 
unavailable and offers a different address. This test works only for powered-up 
clients; it is possible for clients to have a lease and be powered down.  
Figure 6 illustrates how this feature is configured. 

Figure 6. Enabling Ping 
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Chapter 4   Creating Reports 

Lease reports can be retrieved two ways; via the CLI and via a sample Java 
client included with CNR.  
For information about the sample Java client, see the CNR User’s Guide. 
http://www.cisco.com/en/US/docs/net_mgmt/network_registrar/7.1/user/guide/cnr
71book.html 

Using nrcmd 
CNR has a CLI that can be invoked via the nrcmd application. Figure 6 illustrates 
the location of nrcmd. 

Figure 7. Using nrcmd 

 

http://www.cisco.com/en/US/docs/net_mgmt/network_registrar/7.1/user/guide/cnr71book.html
http://www.cisco.com/en/US/docs/net_mgmt/network_registrar/7.1/user/guide/cnr71book.html
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Figure 8 Illustrates the information returned using the nrcmd lease command. 

Figure 8. Displaying Lease Information 
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