Cisco SYSTEMS

ﬁ

Q&A

Cisco 10S® MPLS Bandwidth-Assured Layer 2 Services

What is Cisco | OS® MPL S Bandwidth-Assured Layer 2 Services?

Cisco |0S® MPL S Bandwidth-Assured Layer 2 Services is a solution that enables service providers to offer premium Layer 2 services over an
MPLS network. Service providers can offer Frame Relay, ATM, Ethernet, Point-to-Point Protocol (PPP), and High-Level Data Link Control
(HDLC) servicesto their customers with tight QoS guarantees, extremely high levels of availability, and a great deal of flexibility. These Layer 2
services can be offered with proper internetworking functionality to satisfy varied customer requirements or overcome geographical or
technological limitations of a specific Layer 2 service. MPLS Bandwidth-Assured Layer 2 Services ease the implementation of protected
services, along with tight guarantees for packet latency, jitter, or loss to meet different customer needs. Cisco IP Solution Center (1SC) 3.1
allows service providersto easily deploy and manage the different components of this solution.

Why is Cisco | OS MPL S Bandwidth-Assured Layer 2 Servicesimportant for service provi ders?

Cisco IOSMPL S Bandwidth-Assured Layer 2 Services help service providers migrate to atruly converged network infrastructure in a cost-
effective manner. Using MPLS astheir core network, service providers can use the same network infrastructure to offer Frame Relay, ATM,
Ethernet, PPP, HDLC, IP VPN, and Internet services, among others, in a scalable and very flexible solution. The consolidation of all these
services on a common network brings economies of scale that can result in very significant capital expenditure (CapEx) and operating expenses
(OpEXx) savings. T his convergence aso brings new revenue opportunities to many service providers by enabling a greater number of Layer 2 and
Layer 3 services that can be offered either directly by them or by extending existing services. The future success of many service providers will
certainly be influenced by their ability to provide a diverse portfolio of network servicesto their customersin avery flexible and cost-effective
way.

What technologies enable Cisco | OSMPL S Bandwidth-Assured Layer 2 Services?

Cisco |IOS MPL S Bandwidth-Assured Layer 2 Services are enabled by a combination of multiple MPLS applications (Figure 1). The key
components of this solution are Cisco Any Transport over MPLS (AToM), Cisco MPLS Traffic Engineering (TE), and Cisco MPL S Quality of
Service (QoS). Cisco AToM provides the emulation and service interworking between different Layer 2 services. Cisco MPLS TE enables
protected services, enhances point-to-point service-level agreements (SLAS), and provides greater routing control of Layer 2 traffic through the
MPLS network. Cisco MPLS QoS supports traditional Layer 2 SLAS, such as those offered by ATM and Frame Relay, and helps to generate
new revenue opportunities by making possible newer and more elaborate offerings for technologies, such as Ethernet. In addition to these
components, Cisco |SC 3.1 facilitates the provisioning and management of each of these technologies to provide an end-to-end management
solution.
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Figure 1. Components of Bandwidth-Assured Layer 2 Services
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Layer 2 Services Using Cisco Any Transport over MPLS (AToM)

What is Cisco AToM ?

Cisco AToM provides the emulation of aLayer 2 service, such as Frame Relay, ATM, Ethernet, PPP, or HDL C across an MPLS network.
This emulation provides behavior and characteristics that faithfully resemble the original service. Using Cisco AToM, a service provider can
offer multiple Layer 2 services without building multiple networks or can easily extend the geographical span of its existing services. Cisco
AToM is built around the work of the Pseudo Wire Emulation Edge to Edge (PWES3) working group at the |IETF to provide a standards-based
solution.

What Layer 2 services can beimplemented with Cisco AToM?

Cisco AToM supports the emulation of Frame Relay, ATM, Ethernet, PPP, and HDL C services in operation modes relevant to the service. For
Frame Relay, a service provider can emulate individual permanent virtual connections (PV Cs) or can trunk anumber of PVCsin a port-mode
configuration. ATM traffic can be transported as ATM Adaptation Layer 5 (AALDS) for services based on this frame format. Alternatively,
ATM traffic can be transported as cells carried individually or packed according to application requirements. These encapsulations can be
implemented at a port, PVC, or permanent virtual path (PVP) level. In the case of an Ethernet service, a service provider can emulate individual
virtual LANs (VLANS) or can transport traffic with an 802.1q or standard Ethernet encapsulations in a port-mode configuration. PPP and
HLDC services are emulated with a port-mode configuration.
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What isLayer 2 Interworking?

Layer 2 Interworking provides the translation mechanisms necessary to offer Layer 2 services with disparate termination circuits. Currently, a
service provider customer can purchase a Layer 2 service (Frame Relay, ATM, Ethernet, PPP, or HDLC) and may be able to get some service
interworking capabilities, such as ATM to Frame Relay service. With Layer 2 interworking using Cisco AToM, the same customer can have
the Layer 2 service terminated with the technology most appropriate for a particular site according to the service geographical coverage and the
customer requirements, including CPE functionality, service SLA, or circuit speed. The technology used to terminate the Layer 2 service on one
end does not preclude the use of other technologies for the remote end. A service provider can easily offer amore flexible Layer 2 service with
greater interworking capabilities, such as Ethernet to ATM, Frame Relay to Ethernet, and PPP to Frame Relay. In particular, the ability of
providing Layer 2 service interworking between multiple technol ogies plays an important role for the introduction of high-speed services based
on Ethernet.

How isLayer 2 Interworking implemented?

Cisco AToM currently provides two solutions: Ethernet Interworking and IP Interworking. Ethernet Interworking (also called bridged
interworking) transports Ethernet frames across the Layer 2 service. It is especially appropriate for interworking between Ethernet and other
Layer 2 services. Non-Ethernet circuit require support for bridged encapsulation. [P Interworking (also called routed interworking) transports
IP packets across the Layer 2 service. This approach does not have special encapsulation requirements, but can only carry IP traffic end to end.
The Layer 2 interworking approach used in a particular scenario depends on specific customer requirements and the functionality that the service
provider can provide. In some scenarios, Ethernet I nterworking may be more appropriate, while in others, IP Interworking may be preferred.

How does Ethernet I nterworking oper ate?

Ethernet Interworking (also called bridged interworking) relies on the transport of Ethernet frames across the Layer 2 service. For non-Ethernet
circuits, the customer-edge (CE) device needs to natively bridge Ethernet traffic onto the circuit or route traffic using a bridge encapsulation
model, such asintegrated routing and bridging (IRB) or routed bridged encapsulation (RBE). The PE device uses an emulated Ethernet virtual
circuit across the MPLS network to achieve service interworking. CE devices are ultimately exchanging Ethernet frames. This Layer 2 service
interworking approach does not impose any restriction on the upper layer protocols that use the Layer 2 service.

How does | P Interworking operate?

IP Interworking (also called routed interworking) transports |P packets across the Layer 2 service. The CE device can route | P packets onto the
circuit without any special encapsulation requirement. The PE device uses an emulated | P virtual circuit across the MPLS network. With [P
Interworking, the CE devices are ultimately exchanging | P packets. This Layer 2 interworking approach does, however, impose a restriction on
the type of traffic that can be carried by the Layer 2 service. CE devices can only route | P traffic. On the other hand, IP Interworking does not
impose any special encapsulation requirement on CEs asis the case with Ethernet interworking.
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What Layer 2 Interworking combinations are currently supported by Cisco 10S Software?

Table Lillustrates Layer 2 interworking support as introduced in Cisco |0S Software Release 12.0(26)S. Additional interworking combinations
may be supported in the future based on customer demand.

Table 1. Layer 2 Interworking support in Cisco 10S Software Release 12.0(26)S

Ethernet § Ethernet
VLLAN

1P 1P

Freins Relay Ethernet: 1 Ethernet:

1P 1P

ATV AALS Ethernet: 1 Ethernet:

Ethernet 1P 12 - 12

Etfiernet Ethernet: Ethernet:
| | |

P 1P 1P

Sirstnzt /LA Etfiernet 1 Ethernet: 1 Ethernet:

12

Can Cisco | P Solution Center (1SC) be used to provision and manage Cisco AToM ?

Yes. Cisco IP Solution Center (1SC) can be used to provision and manage Layer 2 services that use Cisco AToM. This Cisco product can
provision Frame Relay, ATM, and Metro Ethernet services. Service providers can take advantage of the provisioning functionality in ISC for
the deployment of Layer 2 services. This functionality includes auto discovery, provisioning based on current network, policy-based
provisioning, managed services, role-based access control, user access control and atemplate manager, among other features.

What Cisco | OS Software releaseisrequired for Cisco AToM?

Cisco AToM functionality has been introduced gradually starting with Release 12.0(22)S. Layer 2 Interworking was first introduced in Release
12.0(26)S. Documentation can be found at http://www.cisco.com/en/U S/partner/products/swi/iosswrel/ps1829/index.html.

Cisco MPLS Traffic Engineering (TE) and Cisco AToM
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Why is Cisco MPLSTE important for Cisco |OS MPL S Bandwidth-Assured Layer 2 Services?

Cisco MPLS TE enhances the transport of Layer 2 service across an MPLS network. The Fast Reroute (FRR) functionality in MPLS TE
allows a service provider to offer protected Layer 2 services in avery cost-effective manner. In addition, the combination of quality of service
(QoS) and MPLS TE can be used to deploy a scalable implementation of the tight point-to-point SLAs that customers have come to expect from
traditional Layer 2 services, such us ATM and Frame Relay. Similarly, QoS and MPLS TE can be used to enhance the SLAs that have been
traditionally offered for Ethernet services. Last, MPLS TE enables the service provider to optimize bandwidth utilization in the MPLS
backbone which can directly or indirectly benefit Layer 2 services.

How can you select the TE Label Switching Path (L SP) that will carry AToM traffic?

Cisco 10S Software introduced the AToM Tunnel Selection feature in Release 12.0(25)S to provide fine-grain control for the mapping of Layer 2
traffic to TE LSPs. With AToM Tunnel Selection, the PE device can map an individual Layer 2 circuit to a TE LSP for which the PE is a head
end. For this mapping to occur, the TE LSP hasto be locally defined as the preferred path to the egress PE across the MPLS network for that
particular Layer 2 circuit. Additionally, the ingress PE can implement afall-back mechanism where traffic is routed through an alternate default
LSPin casethe TE LSPfails. Given that a TE LSP can serve different purposes, the service provider could, for instance, configure a PE device
to route a Layer 2 circuit highly sensitive to packet delay and |oss through a protected TE L SP that has been engineered for low delay guarantees.
At the same time, Layer 2 circuits carrying bulk traffic that require best-effort service could be mapped to a TE L SP that uses spare bandwidth
capacity along aroute that does not follow the shortest path to the egress PE. In addition to Cisco AToM Tunnel Selection, Cisco MPLS TE
Auto-Route and static | P routes can be used to direct Layer 2 traffic into TE LSPs as previously available in Cisco 10S Software. These two
mechanisms, however, provide less flexibility than Cisco AToM Tunnel Selection.

Does Cisco MPLS TE affect how Layer 2 circuitsare signaled and encapsulated acrossan MPL S network?

No. The signaling of virtual circuits across the MPL S network and the encapsulation of the Layer 2 traffic that Cisco AToM providesis
independent of the characteristics of the LSP carrying the traffic. Both the signaling and the encapsulation remain the same for RSVP L SPs and
label distribution protocol (LDP) LSPs.

Can Cisco MPLS TE be used to offer protected Layer 2 services?

Yes. Layer 2 services can benefit from the cost-effective protection solution offered by Cisco MPLS TE FRR. Those Layer 2 circuits carried
by protected TE L SPs will experience short restoration times. Those Layer 2 circuits carried by unprotected TE LSP or by regular LDP LSPs
will experience longer restoration times depending on the convergence time of the Interior Gateway Protocol (IGP) used in the MPL S backbone.
Cisco MPLS TE FRR appropriately reroutes Layer 2 traffic whether the failure is detected by the ingress PE or an intermediate node. In
addition, the bandwidth protection enhancementsto Cisco MPLS TE FRR can be used to provide greater protection. This gives the service
provider awide range of alternatives from using unprotected TE L SPs, to using connectivity-protected TE L SPs, to using full-bandwidth-
protected TE LSPs. The decision of what level of protection to use for Layer 2 traffic can be made for each individual Layer 2 circuit by making
use of AToM Tunnel Selection.

Can Cisco MPLS TE beused to switch AToM traffic according to its packet delay, jitter, and lossrequirements?

Yes. Cisco MPLS TE can be combined with Cisco QoSto define multiple paths between PEs that satisfy different SLAs. Cisco MPLSTE
features such us Diff Serv-Aware Traffic Engineering (DS TE), FRR, and bandwidth protection can be used for this purpose. Along with these
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Cisco MPLS TE features, Cisco MPLS QoS provides traffic differentiation in the backbone based on experimental (EXP) bits. A service
provider may choose to build multiple TE LSPsusing DS TE, protecting TE L SPsintended for the traffic that is most sensitive to packet loss,
and supporting multiple classes of service on the MPLS network. There are multiple design alternatives that give the service provider awide
range of design options, from simple to elaborate.

Doesall Layer 2 traffic havetobecarried by a TE LSP?

No. The service provider can make that decision when anew Layer 2 circuit is being provisioned. The Layer 2 traffic can be carried entirely by
TE LSPs, entirely by LDP LSPs, or by acombination of both according to the service requirements.

How can you useCisco AToM Tunnel Selection if the PE devicesare not part of the MPLS TE network?

Cisco AToM Tunnel Selection requires at |least one TE L SP between the Cisco AToM PEs. Network designs where TE L SPs are defined
between provider-core (P) devices have less control of what Layer 2 circuits are carried by TE LSPs. For those scenarios, Layer 2 services still
benefit from the deployment of Cisco MPLS TE, but provider devices typically route aggregate traffic into TE L SPs, and traffic differentiation
per circuit or per serviceis usually more complex, and sometimes not possible.

Isthereany restriction on MPLS TE featuresthat can be used with AT oM?

No. The emulation of Layer 2 services using Cisco AToM isindependent of the LSP that finally carries the traffic and the mechanisms used to
build that LSP. This separation allows Cisco AToM to potentially benefit from any enhancements made to Cisco MPLS TE.

Does MPL S TE have any scalability effects on the implementation of Layer 2 services?

No. Thereisno special scalahility effects when Cisco MPLS TE is used to carry Layer 2 services. The scalability of such solution is dictated
by the scalability of each of itsindividual components: Cisco MPLS TE and Cisco AToM. Neither suffers a scalability impact due to the other.

Which Cisco |0S Softwarereleaseisrequired for using Cisco MPLSTE and AToM?

In general, Cisco AToM features can make use of any existing Cisco MPLS TE features. One special case was the support for fast rerouting
Layer 2 traffic when the ingress PE acts as a point of local repair (PLR). Support for this functionality was introduced in Cisco |0S Software
Release 12.0(24)S. In addition, the Cisco AToM Tunnel Selection feature requires Cisco 10S Software Release 12.0(25)S.

Enhanced Quality of Service (QoS) for Layer 2 Services
Why is Cisco QoS important for Cisco |OSMPL S Bandwidth-Assured Layer 2 Services?

Cisco QoSis an important requirement for implementing traditional and new Layer 2 services. Frame Relay and ATM are widely deployed
Layer 2 servicesthat have well-defined SLAs. The transport of those services over an MPL S network requires no loss of functionality. For
Layer 2 services that are becoming more popular, such as Ethernet, QoS plays acritical role in offering sophisticated SLAs that allow service
providersto differentiate their offerings. Even though T E contributes to the implementation of tight SLAS, it is not a QoS mechanism by itself.
A Layer 2 service requires the QoS mechanisms that can prioritize traffic in the MPLS network.
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Are new QoS functions required to offer Layer 2 serviceswith MPLS?

Yes. The PE deviceisrequired to enforcealLayer 2 SLA. Thisusualy implies classifying, policing, re-marking, and differentiating traffic based
on Layer 2 packet markings. Additionally, the PE device needs to mark MPL S-encapsulated Layer 2 traffic with the appropriate valuein the
EXP bits so that the core of the network can provide this traffic with the appropriate QoS treatment. The PE device needs to classify inbound
Layer 2 traffic based on ATM cell loss priority (CLP) bit, Frame Relay discard eligibility (DE) bit, or 802.1p bits according to the technology.
That same device needs to be able to queue outbound Layer 2 traffic based on EXP marking and implement a queuing policy that penalizes out-
of-profile traffic over in-profile traffic in case of network congestion. The PE device also needs to be able to re-mark the outbound Layer 2
traffic based on ATM CLP bit, Frame Relay DE bit, or 802.1p bits according to the technology. For Frame Relay and ATM, the PE device may
also need to mark the Layer 2 traffic to notify congestion conditions to the Layer 2 service endpoints.

Does Cisco AToM impose any special QoS requirementsfor the MPL S backbone?

No. The MPLS backbone usually differentiates traffic in terms of classes according to the packet EXP value, regardless of the application that
generated the MPLS packet. This approach resultsin avery scalable and efficient solution to QoSin the backbone, where provider devices only
deal with classes and do not need to keep track of individual service or customer details. The specifics of the QoS design in the backbone depend
on business and technical considerations. For many service providers, a simple and scalable QoS design guarantees a wide spectrum of SLAs
with ahigh level of certainty, even in the presence of transient congestion, failure conditions, planning mistakes, or denid-of-service (DoS)
attacks.

Can Cisco I P Solution Center (I SC) be used to provision QoS?

Yes. Cisco ISC can be used to provision and manage Cisco QoSfeatures. Service providers can take advantage of all the provisioning functions
in Cisco I SC for the deployment of QoS-enabled Layer 2 services. These functions include auto discovery, provisioning based on current
network, policy based provisioning, managed services, role-based access control, user access control, and a template manager, among other
features.

What Cisco |0S Software releaseisrequired for QoS support for Layer 2 servi ces?

Cisco 10S Software Release 12.0(25)S introduced the first group of QoS features required to support Layer 2 services using MPLS. Additiona
functions were introduced in Release 12.0(26)S. Documentation can be found at

http://www.cisco.com/en/US/partner/products/sw/iosswrel /ps1829/index.html .

Building Cisco |IOS MPL S Bandwidth-Assured Layer 2 Services

Arethereany architectural restrictionson how AToM, QoS and MPLS TE can be combined to offer Layer 2 services?

No. Cisco MPLS provides alayered and modular architecture where MPLS TE and QoS mechanisms can be used as the base to implement and
enhance other applications. Future enhancementsto Cisco MPLS TE and Cisco MPL S QoS can be expected to enhance the transport of Layer 2
services over an MPLS network.
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Areall components of Cisco |OSMPL S Bandwidth-Assured Layer 2 Servicesrequired to offer aLayer 2 service?

M ost service providers will find Cisco IOS MPL S Bandwidth-Assured Layer 2 Services a necessary instrument to successfully offer Layer 2
services over an MPL S infrastructure. CiscolOS MPLS Bandwidth-Assured Layer 2 Services are enabled by the combination of Cisco AToM,
Cisco MPLS TE, and Cisco QoS. Cisco AToM is adefinitive component of any solution because it provides the basic encapsulation and
signaling mechanisms needed to emulate Layer 2 service over an MPLS network. While not every Layer 2 service will make use of Cisco MPLS
TE and Cisco QoS, the service provider will certainly use different combinations of these technologies to satisfy service requirements and offer a
comprehensive portfolio of services.

Does Cisco |OS MPL S Bandwidth-Assured L ayer 2 Services preclude theimplementation of Layer 3 VPN services over the same
network infrastructure?

No. One of the benefits that service providers seek when deploying MPL S is the ability to provide multiple services over a single network
infrastructure. Due to the inherent nature of MPLS, the core devices do not need to be aware of the service associated with packets that travel
through an LSP. In thisway, those core devices switch traffic in a service agnostic manner. Only PE devices have to implement the signaling
and encapsulation specifics of Layer 3 and Layer 2 services. PE devices do not have to be dedicated to one service or ancther.

Does M PL SBandwidth-Assured Layer 2 Services preclude the use of the same network infrastructure for other services, such as
Internet connectivity?

No. MPLS allows service providers to deploy a converged network infrastructure that supports multiple services. Internet service can still be
provided using the same network infrastructures. MPL S provides complete traffic isolation between Layer 3 VPN service, Internet service, and
any other service deployed over the same infrastructure.

Wher e can additional sources of information about Cisco |OS MPL S Bandwidth-Assured Layer 2 Services and its components be
found?

The following links provide additional information about Cisco |OS MPLS Bandwidth-Assured Layer 2 Services and its components:
Cisco |0S Software Release 12.0S Documentation

http://www.cisco.com/en/US/partner/products/swi/iosswrel/ps1829/index.html

Cisco Technical Assistance Center (TAC) MPLS Page

http://www.cisco.com/cgi -bin/Support/browse/psp_view.pl ?p=Internetworking:MPL S

Cisco IOS MPLS Page (external)

http://www.cisco.com/go/mpls

Cisco |P Solution Center

http://www.cisco.com/en/US/partner/products/sw/netmatsw/ps4748/index.ht mi
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