Cisco SYSTEMS Q&A

CiscoWorks Wireless LAN Solution Engine Express 2.13

OVERVIEW

Q. What is the CiscoWorks Wireless LAN Solution Engine Egress (WLSE Express)?

A. CiscoWorks WLSE Express is an integrated manageeamhsecurity solution that helps simplify and audte the deployment and
security of CiscB Aironef® autonomous access points. It provides a solutiosrhall- and midsized-businesses (SMB) and eriserpr
branch-office WLAN deployments of up to 100 Ciscimoet Autonomous access points located in oneudtipte locations. It provides
comprehensive air/radio frequency (RF) and devieeagement capabilities in ways that simplify depient, reduce operational
complexity, and provide administrators visibilittd the WLAN. By automating several RF and devia@agement tasks, CiscoWorks
WLSE Express reduces the costs and time need&lf&N deployment, management, and security.

CiscoWorks WLSE Express also provides an integrased authentication and authorization server, ngpitian ideal solution for remote
and branch-office deployments with limited WAN bandth. This solution also provides survivabilityr fd/AN failure scenarios and
allows users to authenticate locally. It suppodpudar Extensible Authentication Protocol (EAP)dgpncluding Cisco LEAP, Protected
EAP (PEAP), EAP Flexible Authentication via Seclitmneling (EAP-FAST), and EAP Transport Layer S#gEAP-TLS).

CiscoWorks WLSE Express supports up to 50 Ciscorfgt Autonomous access points and 500 AAA usenaxtspwith an optional
license upgrade to support 100 Cisco Aironet Autooas access points and 1000 AAA user accountss®leder to the CiscoWorks
WLSE Express datasheet on upgrade option for 1668sagoints.

Q. What is the Cisco Aironet autonomous access pointlstion?
A. Cisco Aironet access points that are not centraiypaged by LWAPP (Lightweight Access Point Protpeaklbled Controllers are
referred to as “autonomous” access points.

Q. What are the primary benefits of Ciscoworks WLSE Express and the Cisco Aironet autonomous WLAN solution?

A. Cisco Aironet autonomous WLAN solution reduces alleperational expenses by simplifying networkldgment operations and
management. With Cisco Aironet autonomous WLAN soly several, hundreds, or thousands of centregmotely located Cisco access
points can be managed from a single managemenbleoi@isco Aironet autonomous WLAN solution’s flbiity allows network
managers to design networks to meet their spawfecls, whether implementing a highly integratedvagt design or a simple overlay
network.

Q. What role does CiscoWorks WLSE Express perform in theCisco Aironet autonomous WLAN Solution?

A. CiscoWorks WLSE Express provides comprehensive genant for the Cisco Aironet autonomous WLAN acgesat solution.
CiscoWorks WLSE Express, working with Cisco Airometonomous access points, provides visibility thi® RF network, including
coverage displays, continual "Air/RF" monitoringstwork security with intrusion detection and sugien, simplified deployment, self-
healing capabilities, and network optimization.d@M/orks WLSE Express also assists network mandyessitomating and simplifying
mass configuration deployment, fault and policy itamng and alerting, tracking wireless clientsdaeporting.

DEVICE SUPPORT

Q. How many Cisco Aironet autonomous access points c&iscoworks WLSE Express manage?
A. CiscoWorks WLSE Express manages up to 50 Ciscantraccess points, with an optional license upgradepport 100 Cisco
Aironet access points.
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Q. How many users does the integrated user authentidah and authorization server on CiscoWorks WLSE Expras support?
A. The standard CiscoWorks WLSE Express supports e@ausers, or up to 1000 users with the licenggadge version of
CiscoWorks WLSE Express, which supports 100 Ciskconfet access points.

- What EAP protocols are supported on CiscoWorks WLSE Egress integrated authentication and authorization srver?
CiscoWorks WLSE Express supports LEAP, EAP-FASTAPEand EAP-TLS.

Does CiscoWorks WLSE Express provide feature parity wh CiscoWorks WLSE in terms of management feature spport?
Yes.

= Which Cisco Aironet access points are supported byi€coWorks WLSE Express?
. CiscoWorks WLSE Express supports Cisco Aironet 18&2 1230 AG, 1200, 1130 AG, 1100, and 350 seregss points. It also
supports the Cisco Aironet 1310 Access Point/Briaige Cisco Aironet 1400 Wireless Bridge.

>O PO PO

Q. Does CiscoWorks WLSE Express support the Cisco 100@Ses lightweight access points (formerly Airespacaccess
points)?
A. No. The Cisco 1000 Series lightweight access pairesupported by the Cisco Wireless Control System

Q. Do Cisco Aironet access points need to run Cisco 8 Software to support the Cisco Integrated Wirelessramework?
A. Yes, only Cisco Aironet access points running Ci€8 Software can support Cisco Integrated Wiredgsbsend RF management
data back to CiscoWorks WLSE Express.

Q. Does CiscoWorks WLSE Express 2.13 support Cisco Air@t 1200 and Aironet 350 series access points rungivxWorks
software?

A. No. CiscoWorks WLSE Express 2.12 and above doesupport VxWorks-based access points. Custometrsvira to continue to
manage VxWorks access points have to stay on Ciede®WLSE Express 2.11.

Q. Does CiscoWorks WLSE Express support Cisco Aironet weless bridges?

A. Yes, CiscoWorks WLSE Express provides network mamamt support, including configuration, monitoriaggd reporting for the
Cisco Aironet 1400 and Aironet 1300 in wirelessige mode. CiscoWorks WLSE provides Cisco Integrsitégless RF Management
support for the Cisco Aironet 1300 when it is cgnofied in access-point mode.

Q. Does CiscoWorks WLSE Express support IEEE 802.11a, lnd g networks?
A. Yes. CiscoWorks WLSE Express supports IEEE 802.land g networks.

Q. Does CiscoWorks WLSE support the Cisco Wireless IP Pine 7920?

A. The Cisco Wireless IP Phone 7920 is supported byd®/orks WLSE Express as a wireless client. Cisat#/@/LSE Express
provides client-association reports and clientkirag support for the Cisco Wireless IP Phone 792 client-tracking feature can be
used for troubleshooting and finding associateésEpoints.

Q. Does CiscoWorks WLSE Express support the Cisco Catady® 6500 Series Wireless LAN Services Module (WLSM)?

A. Yes. CiscoWorks WLSE Express interoperates withQiseo Distributed WLAN Wireless Domain Services{8) software feature.
WDS can run on both Cisco Aironet access pointsthadCisco Catalyst 6500 Series WLSM. WDS aggregatéio management
information received from the access points anehtldevices and sends this information to the Gi&mis WLSE Express where it is
used to manage, monitor, and control the RF enrimn. CiscoWorks WLSE Express also generates iefmrmonitoring WLSM
clients/mobility groups.
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RF MANAGEMENT AND WIRELESS DOMAIN SERVICES

Q. What is Wireless Domain Services (WDS)?

A. WDS is a collection of Cisco I0S Software featutest enhance WLAN client mobility, help to ensur& AN security, and simplify
WLAN deployment and management. WDS can be lodat&isco Aironet access points or Cisco Catalystcha@s. The WDS sends RF
measurements to CiscoWorks WLSE Express for wisdélgsusion detection and RF management.

Q. What platforms can operate a WDS device?
A. WDS device can be a Cisco Aironet 1242 AG, 1230 Ai@net 1200, Aironet 1130 AG, or Aironet 1100issraccess point, or a
Cisco Catalyst 6500 Series WLSM.

Q. Is WDS required for RF management when the Cisco Disbuted WLAN autonomous access-point solution is usd?
A. Yes. AWDS device is required for the Cisco Disttidd WLAN access-point solution. For deployment tise access point-based
WDS, at least one WDS access point per subnetjisrezl for RF management of that subnet.

Q. How is WDS related to CiscoWorks WLSE Express?

A. RF measurements taken by access points (and olpfi@isco or Cisco compatible client devices) with given subnet are
aggregated by the WDS device and forwarded to @¥scks WLSE Express for analysis. Based on the measnts received from the
WDS device, CiscoWorks WLSE Express can detecte@geess points, interference from other deviaesige assisted site surveys,
and support WLAN self-healing for optimal channetgower-level setting.

Q. Can Cisco Aironet access points support clients wiei scanning the air/RF environment?
A. Yes. Cisco Aironet access points are multifunctiomaaddition to serving clients, they also praigir/RF monitoring.

Q. Are third-party switches supported for rogue accesgoint switch-port tracing and shutdown?
A. No. CiscoWorks WLSE Express uses the Cisco DisgoRentocol and other Cisco SNMP MIBs to trace rogoeess points to
specific switch ports, and thus supports Ciscocheis exclusively.

Q. Can arogue access point configured on a differemhannel than the access point scanning the RF engitment be detected?
A. Yes. Cisco Aironet access points can monitor bie¢hserving channel and nonserving channels, sgueraccess point configured
on a different channel than the access point sogrthe RF environment can be detected.

Q. Is there service disruption to associated clientsyhen an access point performs air/RF scanning?
A. No. There is no service disruption to associatehtd when an access point performs air/RF scanning

Q. Can an IEEE 802.11a rogue access point be detecteglan IEEE 802.11b/g radio?
A. No. An IEEE 802.11a radio is required to detectZBE 802.11 rogue access point. The dual-mode I&EE11a/b/g Cisco Aironet
1230 AG, Aironet 1200, or Aironet 1130 AG seriesess points can be deployed to detect IEEE 802 /Mledgue access points.

WIRELESS LAN INTRUSION DETECTION AND PROTECTION

Q. Does the Cisco Distributed WLAN autonomous access-im solution support a WLAN intrusion detection sysem (IDS)?
A. Yes. The Cisco Distributed WLAN autonomous accesigifsolution supports a WLAN IDS. WLAN IDS helps $ecure WLANS
from malicious and unauthorized access. It detmutlsuppresses rogue access points, detects unatessatients, detects unauthorized
networks, and mitigates network attacks. The syssemeployable as either an integrated or dedicsd@dtion through Cisco Aironet
access points.

Q. What is the Integrated WLAN IDS for Distributed WLAN a utonomous access points?
A. Integrated WLAN IDS uses a Cisco Aironet accesstpdeployed with its radio (802.11a, b, or g) pthae multifunction mode to
service client devices and provide WLAN intrusionnitoring. In this configuration, an access poimdtions as both an active 802.11
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infrastructure device and as an 802.11 scanningeleBasic WLAN IDS capabilities such as rogue asggoint detection and
unauthorized client network detection are supported

Q. What is the Dedicated WLAN IDS for Distributed WLAN autonomous access points?

A. Dedicated WLAN IDS uses a Cisco Aironet accessttéployed with its radio (802.11a, b, or g) plagedcanning-only mode to
support only WLAN intrusion monitoring. In this cliguration, an access point functions as an 808ckhning-only device providing
continuous, 24-hour monitoring of the RF environinm@ime access point's full bandwidth is dedicatethtrusion detection RF
monitoring.

Q. How do | deploy Cisco Aironet access points operatj in scanning-only mode?

A. Cisco Aironet access points operating in scanninlg-mode are deployed as dedicated access poidttéct intrusions. Because
scanner-mode access points are not supporting diégices only a small number of access point$) higher gain antennas, need to be
deployed for complete dedicated WLAN IDS. Scannedenaccess points can also be deployed as anypteda existing integrated
WLAN for advanced WLAN IDS support.

Q. How does CiscoWorks WLSE Express contain any rogue aess points that have been detected through air/RFRonitoring?
A. CiscoWorks WLSE Express traces the switch porhefdetected rogue access point. It provides anteféemeans of tracing rogue
access points by monitoring and using the clies¢®@iated to rogue access points. When a switdhigpmaced, CiscoWorks WLSE
Express can shut down the switch port, disabliegrtigue device from accessing the network.

Q. What is Management Frame Protection in CiscoWorks WLSEEXpress?

A. CiscoWorks WLSE Express also provides Managemerh€&Protection (MFP), by which management framasd®n Access
Points are authenticated, eliminating several Wlaktdcks that arise due to spoofing of authorizedcgs. CiscoWorks WLSE Express
enables MFP in the network and provides visibility network events associated with MFP detectiaiéztion

DEPLOYMENT, MANAGEMENT, AND TROUBLESHOOTING

Q. How does CiscoWorks WLSE Express provide automatic ediguration for factory default access-point deploynent?

A. Automatic configuration facilitates automatic dowading of configurations to newly deployed accesiats and bridges based on
customer-defined templates. This simplifies andedpeaup the deployment of new access points. Cisck8WWLSE Express provides a
deployment wizard that allows administrators taretheir configuration policies for access pomgsfront based on the location. With
WLSE Express 2.12 and above, device specific gatnch as hostname, channel and power can alatdraatically applied when new
access point gets plugged in. The wizard also #iephnd automates the setup for access-pointba4eS. CiscoWorks WLSE Express
can automatically designate a primary and backapssepoint-based WDS per subnet and automatioafigrgte configurations and
credentials.

Q. How does access point automatic configuration work?

A. The network administrator can use the CiscoWorksSS®I[Express deployment wizard and specify the aqoaiss configuration
policies and setup based on the location (subwéign the new access point boots, it receives theo@orks WLSE Express information
from the Dynamic Host Configuration Protocol (DHG#)Yver and downloads the default configuratiorec8fg configuration templates
based on device type, subnet, and software vecsinbe applied automatically on authorized accesggp With WLSE Express 2.12 and
above, device specific settings such as hostnamaenel and power can also be automatically applieeh new access point gets plugged
in.

Q. Can shared keys and other security parameters be nfigured automatically?

A. Yes. Shared keys and other security parameterbecannfigured using the specific configuration téatgs based on device type,
subnet, and so on.
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Q. Can CiscoWorks WLSE Express be used to archive accegsint and bridge configurations?
A. Yes. CiscoWorks WLSE Express can save up to fonfigurations for each device. Device configuratoam be archived on
demand, or scheduled to run periodically. Usersvian, search, and compare configurations.

Q. Is a client walkabout required for the assisted s# survey?

A. No. Client walkabouts are optional for the assistiéel survey. CiscoWorks WLSE Express can proviatin@l channel and power-
level settings based on only the access-point Rinfienitoring phase of the assisted site survey.é¥ew performing client walkabouts
during the assisted site survey is recommendedibedtincreases the coverage for RF managemerit arakes the site surveys more
effective. A Cisco client adapter or a Cisco corifpatclient adapter can be used to perform a cliealkabout.

Q. What does a “scan-only” or “scanner-mode” access pot provide?

A. Scanner-mode access points are dedicated access hait are used to monitor the air/RF environnf@nintrusions. Scanner-mode
access points do not support client associatitvey; @nly monitor the air/RF environment. They pdevenhanced WLAN IDS features
such as detecting unregistered wireless clientagdition to basic WLAN IDS capabilities such ague access-point detection and
unauthorized client network detection. They prowidatinuous, 24-hour, uninterrupted air/RF scanning

Q. How does the Cisco Aironet autonomous access-posulution provide self-healing?

A. If CiscoWorks WLSE Express detects that an accebt pas failed, it compensates by automaticalfjystihg the power and cell
coverage of nearby access points. Self Healing oartte WLSE Express and uses SNMP to adjust neigitbAPs in response to the
loss or recovery of a radio. WLAN self-healing nizes the outage impact to wireless client devigeb maximizes the availability of
wireless applications.

Q. When CiscoWorks WLSE Express adjusts the power of aces points to cover for a lost radio access point dag WLAN
self-healing, is there service disruption to existig client devices?

A. No. There is no service disruption to client desiassociated to access points that have increlasiggpower during WLAN self-
healing.

Q. Can CiscoWorks WLSE Express be used to track a wires client device?

A. Yes. CiscoWorks WLSE Express can be used to dis¢heeassociated access point of a specific ctiemice. Client lookup by
MAC address, user name, and client name are sugghdsser name lookup is supported for IEEE 802.1S¢C&LEAP and Protected
Extensible Authentication Protocol (PEAP) running@isco Secure Access Control Server. Because Wilifies CiscoWorks WLSE
Express when a client roams, this information @ilable in near real time as opposed to a polliageld model.

MONITORING

Q. How does CiscoWorks WLSE Express gather fault and péormance data?

A. The CiscoWorks WLSE Express queries standard Sidetaork Management Protocol (SNMP) MIBs from Cistgvices
whenever possible. Administrators can specify pglintervals and define thresholds for monitorethd@&/hen thresholds are exceeded,
CiscoWorks WLSE Express can generate northboumthaland traps through SNMP traps, syslog messagdss-mail naotifications.
This allows wireless fault information from deplay€iscoWorks WLSE Express devices to be consolitlasing a higher-level network
management system, such as HP OpenView or the @imonation Center.

Q. Can there be multiple syslog or trap receivers thateceive messages from the CiscoWorks WLSE Express?
A. Yes. Multiple syslog or trap receivers can be dsfin

Q. Does CiscoWorks WLSE Express receive SNMP traps frottme WLAN infrastructure?
A. No. CiscoWorks WLSE Express monitors the WLAN isfracture using SNMP polling and in turn gener&Bi#MP trap messages
to be forwarded to other network management agjmics.when user-defined thresholds are exceeded.
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Q. How much historical data can CiscoWorks WLSE Expresstore?
A. CiscoWorks WLSE Express can save up to a few wekkistorical data. Administrators can specify batjgregation and truncation
frequencies for the monitored data.

Q. Does CiscoWorks WLSE Express support Multiple Basic &vice Set Identifiers (MBSSID) on Cisco Aironet acess points?
A. Yes, CiscoWorks WLSE Express can be used to comgfignd monitor MBSSIDs. Security policies for npikéi basic Service Set
Identifiers (SSIDs) can be defined and monitored.

USER INTERFACE

Q. Can a device-level access-point interface be laureth from Ciscoworks WLSE Express?
A. Yes. A device-level Web interface can be launchetiindependently used to configure an access poiatridge from CiscoWorks
WLSE Express.

Q. Does CiscoWorks WLSE Express provide a visual represgation of Cisco Aironet access points?

A. Yes. CiscoWorks WLSE Express provides GUI visudilimaof Cisco Aironet access points and coveragpldys with its Location
Manager feature. Administrators can import a flplan (.jpeg or .gif formats) and place the accesstp in approximate locations. A
rogue access point’s location is shown on the fidan GUI.

APPLIANCE

Q. Where should CiscoWorks WLSE Express reside in the nefork?

A. A. There are several deployment options. It caddg@oyed in each remote site to provide localizsmlisty and management for
all the Cisco Aironet access points deployed it $ita. Alternatively, for commercial and small éigpnents it can be deployed in the
network operations center (NOC) to manage sevecatibns consisting of 50-100 Cisco Aironet acqesats.

Q. Can the CiscoWorks WLSE Express hardware be upgraded?

A. No. The CiscoWorks 1030 for WLSE, which is the heacke that CiscoWorks WLSE Express runs on, hasea ftonfiguration. No
components of the CiscoWorks 1030 can be upgradesptaced in the field. As application needs cleamgw hardware configurations
will be introduced into the product family to suppohanging requirements. This approach enhaneeettability and supportability of
the CiscoWorks WLSE Express.

Q. Does the CiscoWorks WLSE Express support data backuand restore capabilities?
A. A. Yes. The CiscoWorks WLSE Express configuratiatactan be backed up to another device and lattree. Data backup can
also be scheduled to run periodically, to mininttze data loss in the event of a CiscoWorks WLSEr&failure.

Q. Does CiscoWorks WLSE Express support redundancy?

A. Yes. The CiscoWorks WLSE Express supports warmgsianedundancy. A backup server can be configuredke over the
wireless management in the case of a primary Cisc&8WVLSE Express failure. Data on primary and bacservers can be
synchronized periodically (the minimum is 15 mira)teMultiple CiscoWorks WLSE Express servers caasmgned and referenced by a
virtual IP address to make this transparent taifeg. Both primary and backup CiscoWorks WLSE Espiservers have to reside on the
same subnet.

Q. Can CiscoWorks WLSE Express software run on a customeprovided workstation or server?
A. No. CiscoWorks WLSE Express software is availallly preinstalled on the specialized CiscoWorks 1f880VLSE hardware.
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INTEGRATION

Q. How does CiscoWorks WLSE Express integrate with othenetwork management systems?

A. When network faults are detected or user-definetbpaance thresholds are exceeded, CiscoWorks WE§iess generates
notifications through SNMP trap and syslog mességmtscan be forwarded to other network managesyatems. CiscoWorks WLSE
Express also provides an Extensible Markup Lang@slyl) AP for exporting device lists, faults, regs, and other settings for third-
party integration and customization.

Q. What is the integration between the CiscoWorks WLSE Epress and CiscoWorks LAN Management Solution (LMS)?
A. CiscoWorks LMS provides broad, generalized netwapkrations management for a wide range of Ciscegwit integrates with
CiscoWorks WLSE Express in the following ways:

e CiscoWorks WLSE Express can be launched from Cisom®1LMS and vice versa.

e A list of IP addresses and credentials from theimery can be imported and exported between CisckSNldVIS and CiscoWorks
WLSE Express. Device import can be automated.

Q. Is CiscoWorks LMS required for CiscoWorks WLSE Expressto work?
A. No. CiscoWorks LMS is not required for CiscoWorks 8E Express to function.

Q. Is CiscoWorks WLSE Express required for CiscoWorks LMSto manage Cisco wireless devices?

A. No. CiscoWorks LMS can perform standard maintenampezations on Cisco Aironet access points jusitédses for any other Cisco
device. However, the operations in CiscoWorks LM&generalized, and not specific to the uniqueofadnvolved in managing Cisco
wireless-aware infrastructure. For complete managemf wireless technology, CiscoWorks WLSE or WLSHpress is required.

Q. What is the integration between the CiscoWorks WLSE ath Access Control Server (ACS)?

A. Access Control Server provides role based Authatitio for users logging into WLSE. ACS groups carckeated with user role
mapping. ACS provides some default roles like Sysatk. Operator etc. User roles other than the diefenes available in ACS needs to
be still created in the WLSE. The result of thigegration is:

1. Centralized user account management with userleéamapping
2. No user accounts need to be created in WLSE

3. No user roles need to be created in WLSE (For dtefdS roles)

ORDERING

Q. Are hardware and software service support programsvailable? How are they ordered?

A. Yes. A Software Application Support (SAS) serviemiract can be purchased that provides Cisco TeahAssistance Center (TAC)
support, Cisco.com Software Center access, andrmjaates. You can also purchase a Cisco SMARTmeatdware service contract that
provides hardware support for the CiscoWorks 1@0NLSE. Contact your service representative failable options.

Q. How can | upgrade the CiscoWorks WLSE Express to suppt up to 100 Cisco Aironet access points?
A. Upgrading CiscoWorks WLSE Express to manage 100aCAéronet access points and 1000 AAA users catidne by ordering an
additional 50-device license.

Q. How do | gain access to CiscoWorks WLSE Express sofase updates?
A. Software patches and updates are posted to the.@ise Software Center. Customers with existing $8&racts can also obtain the
latest release of CiscoWorks WLSE Express 2.13vsoé through the Product Upgrade Toolhdtp://www.cisco.com/upgrade
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FOR MORE INFORMATION

For more information about Cisco Aironet produetsit: http://www.cisco.com/go/aironet

For more information about CiscoWorks WLSE, vikiip://www.cisco.com/go/wlse

For more information about Cisco Secure ACS, vigip://www.cisco.com/en/US/products/sw/secursw/@&2iadex.html
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