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“M o b i l i t y ” i n t h e C o nt ex t
The First Impression?
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“M o b i l i t y ” i n t h e C o nt ex t

N oma d ic

P orta b il ity

R oa ming

C ommon R el a ted  
B u z z  W ord sIn the C ontex t…
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W ha t? Ty pe

H ow ? M ov ement

The First Impression?
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M o b i l i t y  i n t h e I P  N et w o r k i ng W o r l d

A p p l icat ion s

Se rv ice s

I n t e rn e t

E n ab l e s  
C on t in u ou s  

A p p l icat ion  an d 
Se rv ice  A cce s s  
ov e r I P  N e t w ork s
Regardless of 

L oc at i on ,  T y p e of 
D ev i c es,  an d 
M ov em en t

IP Networks
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L ay er  2  M o b i l i t y
� Movement within a 

L ay er  3  b ou nd ar y
� I P  ad d r es s  d oes  

not c hang e
� A p p l ic ation c ontinu ity  

is  maintained
� A n ex amp l e is  I nter -

A c c es s  P oint P r otoc ol  
( I A P P )  d ef ined  in I E E E

Radio
D e v ic e L ay e r  3  

D e v ic eL ay e r  2  
D e v ic e
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Radio
D e v ic e

L ay e r  2  
D e v ic e

L ay er  3  M o b i l i t y
� Movement ac r os s  

L ay er  3  b ou nd ar ies
� “I P  ad d r es s ”

is  c hang ed
� A p p l ic ation c ontinu ity  

is  maintained  even 
if  it is  ac r os s  a L ay er  
3  b ou nd ar y

� E x amp l es  ar e
LWAPP in WLAN
G T P in G PR S
M o b il e  I P in 1 x R T T

LWAPP: Lightweight Access Point Protocol
G T P: G PR S  T u nneling Protocol
1 x R T T : O ne T im e R a d io T ra nsm ission T echnology

L ay e r  3  
D e v ic e
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M u l t i -Ac c es s  M o b i l i t y
� Movement ac r os s  

d if f er ent ty p es  of  
ac c es s  networ k s

� “I P  ad d r es s ” is  c hang ed
� A p p l ic ation c ontinu ity  

is  maintained  even a 
L ay er  3  b ou nd ar y  and  
an ac c es s  networ k  
ar e ac r os s

� E x amp l es  ar e
M o b il e  I P d e f ine d  in 
I E T F  s t a nd a r d
V e nd o r  p r o p r ie t a r y  
p r o t o c o l s

L ay e r  3  
D e v ic e

E t h e r n e t

C e l l u l ar  W ir e l e s s
D at a A c c e s s

( i. e .  U M T S ,  E V D O )

8 0 2 . 11
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I P  M o b i l i t y  i n O u r  C o nt ex t
� L 3  Mobility +  Multi-A cce s s  Mobility

Design to Fit?
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M o b i l e W i r el es s  S er v i c e F r am ew o r k
M ob il e  W ire l e s s  Se rv ice  

F u n ct ion al  L ay e rs

M ob il e  D e v ice

W ire l e s s

I P  N e t w ork s

A p p l icat ion ,  
Se rv ice ,  C on t e n t

C D M A,  G S M ,  
W-C D M A,  O F D M

8 0 2 . 1 1 a / b / g
4 . 9 G

S a telliteB lu etooth
Z igB ee

( I P  M ob i li t y )
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W h y  H as  I P  M o b i l i t y  B een U s ed 
i n t h e F r am ew o r k ?
� E x tend  c over ag e
� E nhanc e u s ab il ity  and  

ef f ec tivenes s
� E nab l e new s er vic es  

and  ap p l ic ations

� W id er  is  p er c eived  b etter ,  b u t…
C o s t  f o r  p e r f e c t io n
B a nd w id t h  v s .  c o v e r a g e

� U s e I P  Mob il ity  to l ever ag e 
mu l ti-ac c es s  and  mu l ti-I P  
networ k s  to c r eate one vir tu al  
l ar g e networ k

M u ni-WiF i
H otsp ot3 G

E x t e n din g  C ov e r ag e  
C an  B e  S im p l e

IP  M ob il ity
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W h y  H as  I P  M o b i l i t y  B een U s ed 
i n t h e F r am ew o r k ?
� E x tend  c over ag e
� E nhanc e u s ab il ity  and  

ef f ec tivenes s
� E nab l e new s er vic es  

and  ap p l ic ations

� A l way s -on and  u ninter r u p ted  
networ k  and  ap p l ic ation 
op er ations

� H id d en networ k  c omp l ex ity  
f r om u s er s

� B etter  u s er  and  c u s tomer  
s atis f ac tion

v la nN v la nN + 1

E t h e r n e t W L A N

F ile 
T ra nsf er

Cellular
W i reles s  D at a 

N et w o rk s

H o m e 
W L A N

P ub li c  
H o t s p o t
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O il C om p a ny

W h y  H as  I P  M o b i l i t y  B een U s ed 
i n t h e F r am ew o r k ?
� E x tend  c over ag e
� E nhanc e u s ab il ity  and   

ef f ec tivenes s
� E nab l e new s er vic es  

and  ap p l ic ations

� S eaml es s  I nter net r oaming  
� S ec u r e mob il e V P N  ac c es s
� R emote mob il e of f ic e

Pu s h  s o f t w a r e  u p d a t e s
D is p a t c h  c a l l  a nd  d a t a
F l e e t  m a na g e m e nt

� V id eo s u r veil l anc e 
� I nter net ac c es s  f or  p as s eng erU tility  Work ers

K nowled ge 
Work ers

Pu b lic S a f ety
T ra nsp orta tion
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Mobile IP
An IP Mobilit y  
T ech nolog y
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M o b i l e I P  C o nc ep t :  T h e P r o b l em s

R 2

R 3

R 1

R 4
R 6

5 .5 .5 .0 / 2 4

5 .5 .5 .1

3 .3 .3 .1
I P CP

5 .5 .5 .1

A s s um e t h e I P  
A d d res s  I s  
U n c h an g ed

I P CP  a N ew  L o c al 
I P  A d d res s

P ro b lem  1 :
Network Continues 
to R oute T ra f f ic  to R 1  
W h ic h  I s D rop p ed

P ro b lem  2 :
T CP / I P  P oints to 5. 5. 5. 1

T C P
I P  5 . 5 . 5 . 1

A p p

W hen G oing  
U nw ired …

5 .5 .5 .0 / 2 4  � R 1
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R 5

5 .5 .5 .1

M o b i l e I P  C o nc ep t :  T h e B as i c s
� I nt r o d u c e  t h e  c o nc e p t  o f  

“m o b il e  no d e  g a t e w a y ”
w h ic h  k e e p s  t r a c k  o f  
w h e r e  a  m o b il e  no d e  is

G at ew ay 5 .5 .5 .1 / 2 4  � R 3

5 .5 .5 .1  � R 2
R 1

5 .5 .5 .0 / 2 4

5 .5 .5 .1

T o R ea ch 5 . 5 . 5 . 1 ,  G o to R 1

T o R ea ch 5 . 5 . 5 . 1 ,  G o to R 1

5 .5 .5 .1

R 3

R 4
R 6

R 2

� A f ix e d  I P a d d r e s s  is  u s e d  b y  t h e  
m o b il e  no d e  t o  c o m m u nic a t e  
w it h  a ny  c o r r e s p o nd e nt  no d e



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D 17

R 5

R 3

R 4
R 6

R 2

M o b i l e I P  C o nc ep t :  P r o t o c o l  
O p er at i o n R eq u i r em ent s
� How does the gateway—

Hom e A gen t—get the 
n ew l oc ati on  of  the 
m ob i l e dev i c e?

G at e w ay

5 .5 .5 .1 / 2 4  � R 3

5 .5 .5 .0 / 2 4  � R 1

5 .5 .5 .0 / 2 4  � R 1

5 .5 .5 .0 / 2 4  � R 1

5 .5 .5 .1 / 2 4  � R 2

� How do the system s 
k n ow a m ov em en t 
has oc c u r r ed an d 
what the n ew p oi n t 
of  attac hm en t i s?

R 1
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M o b i l e I P  P r o t o c o l  C o m p o nent s

M ov e m e n t  
D e t e c t ion  

an d 
L oc at ion  
D is c ov e r y

L oc at ion  I n f o
P r op ag at ion

D at a P at h
U p dat e

C onc eptu a l  L ev el

L oc at ion  
D at ab as e

U p dat e  an d
T u n n e l  
C r e at ion

A g e n t  
D is c ov e r y

Re g is t r at ion
P r oc e s s

S of tw a re C omponents

C on t r ol  S ig n al in g D at a P l an e

H a rd w a re C omponents

( O p t i o n al)
F orei gn  A gen t

H om e A gen t  
( t h e G at ew ay )

M ob i le N ode ( M N )
( D ev i c e w i t h  M o b i le I P
Cli en t  S o f t w are)
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Mobile IP
Pr ot ocol D et ails
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M o v em ent  D et ec t i o n and 
L o c at i o n D i s c o v er y

Regi st rat i on
P roc ess

L oc at i on  D at ab ase
U p dat e an d
T u n n el

E st ab li sh m en t

T op ology  D at a
P rop agat i on

T op ology
E st ab li sh m en t

M ov e D et ec t i on
an d

L oc at i on  D i sc ov ery

A gen t
D i sc ov ery

C on t rol S i gn ali n g
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M o v em ent  D et ec t i o n and L o c at i o n 
D i s c o v er y  O v er v i ew
� P er f or med  b y  the mob il e nod e with as s is tanc e f r om networ k s
� F or eig n A g ent s end s  ou t a s ig nal  mes s ag e inc l u d ing  the 

l oc ation inf or mation
� Mob il e nod e eval u ates  the mes s ag e to d etec t its  movement 

and  d is c over  its  l oc ation
� Mob il e nod e c an s end  a s ig nal  mes s ag e to s eek  a f or eig n ag ent

F A
S i g n al M es s ag e ( L o c at i o n )

M o b i le N o d e 
a)  D i s c o v er t h e 

L o c at i o n
b )  D et erm i n e I f  

I t  M o v es

K nown a s Agent Ad v ertisem ent

S i g n al M es s ag e ( F A  E x i s t ? )
K nown a s Agent S olicita tion

M N
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Agent  Adv er t i s em ent s  M es s age F o r m at
� W h a t?

A n I C MP  p ac k et with 
Mob il ity  A g ent ex tens ion

� W h o?
U s ed  b y  home ag ent 
and  f or eig n ag ent
D eter mined  b y  F l ag s

� W h e n?
P er iod ic al l y  s ent
O r  r es p ons e a 
s ol ic itation f r om MN

M ob il it y  A g e n t  
E x t e n s ion s

I C M P  
H e ade r

I P
H e ade r

T y p e  ( 16 ) L if e t im e F l ag s C ar e  of  
A ddr e s s

…. ….

T y p e  ( 19 ) P ref i x
L en g t h

….

D A
224.0.0.1

25 5 .25 5 .25 5 .25 5
T y p e  9 L if e t im e…. Rou t e r  

A ddr e s s
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“H o w ” D o es  M o v em ent  D et ec t i o n W o r k ?
� L i f eti m e E x p i r ati on  

( i n  I C M P  Header )
I f  not rec eiv ing  a noth er 
a d v ertisem ent f rom  th e 
a nnounc ed  wind ow,  M N 
th inks it h a s m ov ed

� P r ef i x  L en gth E x ten si on
I f  th is F A  is on a  d if f erent 
sub net,  we m ust h a v e m ov ed

N ot  E q u al  � M ov e m e n t  D e t e c t e d

E x am p l e :

M ob il it y  A g e n t  
E x t e n s ion s

I C M P  
H e ade r

I P
H e ade r

T y p e  ( 16 ) L if e t im e F l ag s C ar e  of  
A ddr e s s

…. ….

T y p e  ( 19 ) P ref i x
L en g t h

….

D A
224.0.0.1

25 5 .25 5 .25 5 .25 5
T y p e  9 L if e t im e…. Rou t e r  

A ddr e s s

2 . 2 . 3 . 02 42 . 2 . 3 . 1New
2 . 2 . 2 . 02 42 . 2 . 2 . 1E x isting

S ub netP ref ixR outer 
A d d rA g ent
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“H o w ” D o es  L o c at i o n D i s c o v er  W o r k ?
� C a re -of -A ddre s s  (C oA )

A ny  ad d r es s  on a F A  ( the f ir s t hop  r ou ter  or  k nown as  an 
ac c es s  r ou ter )

C oA
A gen t  

A dv ert i sem en t

F A H A
Co AM N
N HD es t

M N
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“H o w ” D o es  L o c at i o n D i s c o v er  W o r k ?
� C a re -of -A ddre s s  (C oA )

A ny  ad d r es s  on a F A  ( the f ir s t hop  r ou ter  or  k nown as  an 
ac c es s  r ou ter )

� W h a t if  th e re  is  no F A ?  
C ol l oc ated  C ar e-of -A d d r es s  ( C C oA )
C ommonl y  the I P  ad d r es s  ac q u ir ed  via D H C P  or  I P C P  
b y  a mob il e nod e

A gen t
S oli c i t at i on

Rou t er H A
CCo AM N

N HD es t

M N
D H C P

N o r e s p on s e .  I ’l l  u s e  t h e  
D H C P  addr e s s  as  C oA
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W h at  I s  S i gni f i c ant ?
� A g e nt D is cov e ry ca n inf lue nce  roa m ing  tim e
� F a s t de te ction =  

f a s t roa m ing
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W h at  I s  S i gni f i c ant ?  ( C o nt . )
� A dj us t A g e nt A dv e rtis e m e nt tim e r?

F as t vs .  c hatty  
� Proa ctiv e  a p p roa ch

T r ig g er  A g ent S ol ic itation when an inter f ac e is  u p
� W h e n th e re  is  no a g e nt a t a ll,  D H C P/ IPC P op e ra tions  

be com e  a n im p orta nt roa m ing  tim e  f a ctor
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T o p o l o gy  I nf o r m at i o n P r o p agat i o n

L oc at i on  D at ab ase
U p dat e an d
T u n n el

E st ab li sh m en t

T op ology
E st ab li sh m en t

M ov e D et ec t i on
an d

L oc at i on  D i sc ov ery

A gen t
D i sc ov ery

C on t rol S i gn ali n g
Regi st rat i on
P roc ess

T op ology  D at a
P rop agat i on
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R egi s t r at i o n P r o c es s  O v er v i ew
� R e p orting  MN ’s  loca tion to H A
� O ccurring  p e riodica lly or a f te r th e  m ov e m e nt 

is  de te cte d
� Inv olv ing  MN ,  F A ,  a nd H A
� U s e d f or de re g is tra tion p urp os e s —re p orting  MN  

le a v ing  th e  Mobile  IP ne tw ork s
� A ccom p lis h e d th roug h  R e g is tra tion R e q ue s t Me s s a g e  

(R R Q ) a nd R e g is tra tion R e p ly Me s s a g e  (R R P)
F A H A

M N Re g is t r at ion
RRQ

RRP
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R egi s t r at i o n R eq u es t  M es s age
� W h o is  th e  m obile  node ?
� W h e re  is  a  m obile  node ’s  loca tion?
� W h e re  to s e nd th e  re g is tra tion m e s s a g e ?
� H ow  long  is  th e  re g is tra tion v a lid?
� H ow  to e ns ure  th e  MN  is  a n a uth oriz e d us e r?

A ns w e rs  th e  F ollow ing  Q ue s tions
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R R Q  M es s age F o r m at
I P  

H e ade r
U D P  H e ade r 
( D e s t .  4 3 4 ) Re g is t rat ion  M e s s ag e

F ore ig n -H om e
A u t he n t icat ion

M ob il e -F ore ig n
A u t he n t icat ionH om e  A ddre s s

L if e t im e

I de n t if icat ion
C are -of -A ddre s s

H om e  A g e n t  
A ddre s s

T y p e
F l ag s  ( SB D M G V )

M ob il e -H om e  
A u t he n t icat ion  
E x t e n s ion

O p t ion al  
E x t e n s ion s

R eq ui red  F i eld s
O p t i o n  F i eld s

i e:
N A I  

E x t e n s ion
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H o m e Addr es s  and H o m e N et w o r k

� H ome N etwor k  
Ne t w o r k s  a t t a c h e d  t o  a  
H o m e  Ag e nt
C a n b e  a  p h y s ic a l  o r  
l o g ic a l  int e r f a c e
Lo g ic a l  is  u s u a l l y  e a s ie r  
t o  u s e
C is c o  I O S ® S o f t w a r e  
l o g ic a l  ne t w o r k s  a r e  
c a l l e d  “v ir t u a l  ne t w o r k s ”

� H ome A d d r es s
An I P a d d r e s s  o n t h e  h o m e  
ne t w o r k  a l l o c a t e d  t o  a  
M o b il e  No d e
U s e d  f o r  a l l  c o m m u nic a t io n

1 9 2 . 1 6 8 . 1 . 0 / 2 4

H om e A ddress of M N :  
1 9 2 . 1 6 8 . 1 . 2 0

H o m e A g en t1 9 2 . 1 6 8 . 1 . 2 0

H om e N et w ork

M NM N
F A
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H o m e Addr es s  ( H o A)  v s .  
C ar e-o f -Addr es s  ( C o A)

H o m e A g en t

M NC N
F A

I  am  t al k in g  t o 
a h os t  w it h  t h e  

I P  addr e s s  
e q u al  t o h om e  
addr e s s  ( H oA )

I  am  f or w ar din g  
a m ob il e  n ode ’s  
h om e  addr e s s  

( H oA )  t o it s  
c u r r e n t  C ar e -of -
A ddr e s s  ( C oA ) C are-of-A ddress

( C oA )

H om e A ddress
( H oA )
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Ano t h er  M et h o d t o  I dent i f y  a 
M o b i l e N o de
� N e tw ork  A cce s s  

Ide ntif ie r (N A I)  
S ave I P  ad d r es s es
a u s er  name ap p end ed  
as  an ex tens ion in 
r eg is tr ation mes s ag e
F or mation is  either  
“u s er ” or  “u s er @ r eal m”

� A  h om e  a ddre s s  s till 
ne e ds  to be  a lloca te d 
to a  m obile  node  
w h e n re q ue s te d

rsh ao@ c i sc o. c om

H om e  
A g e n t

RRQ :
N A I  

( rs h ao @ c i s c o .c o m )

RRP :
H o m e 

A d d res s  
( H o A )

M N

1 . 1 . 1 . 1rs h ao @ c i s c o .c o m
H om e A d d ressNA I
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H om e  
A g e n t

RRQ
RRQ

M N

H o w  L o ng I s  t h e R R Q  V al i d?  
� Lifetime: 

M ax i m u m  am ou n t of  ti m e 
a m ob i l e n ode wi l l  b e 
k ep t ac ti v e
R R Q  i s p er i odi c al l y sen t

� C a n  b e u s ed  to  v a l id a te th e 
p a th  to  a  h o me a g en t

F ast v s.  p er f or m an c e
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S ec u r e Au t h ent i c at i o n R ev i ew
� S e curity A s s ocia tion (S A )  

I s  a s et of  s ec u r ity  p ar ameter s  u s ed  to s ig n a mes s ag e
H as h al g or ithms
K ey  s iz e
R ep l ay  p r otec tion

� S e curity Pa ra m e te r Inde x  (S PI)  
I s  a nu mer ic  id entif ier  f or  the S A  
A l l ows  mu l tip l e S A s  to b e c onf ig u r ed  b etween two d evic es  
to s u p p or t mu l tip l e s es s ions

� K e y Ma na g e m e nt 
Manu al  k ey  d is tr ib u tion
P u b l ic  K ey  I nf r as tr u c tu r e ( P K I )
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M o b i l e I P  R egi s t r at i o n Au t h ent i c at i o n
� M ob i l e I P  au then ti c ati on  

c an  oc c u r  b etween  an y 
two M ob i l e I P  c om p on en ts

� T he m an dator y on e i s 
b etween  the m ob i l e n ode 
an d hom e agen t—k n own  
as M HA E

F o rei g n -H o m e
A ut h en t i c at i o n

M o b i le-F o rei g n
A ut h en t i c at i o n

M o b i le-H o m e 
A ut h en t i c at i o n  

E x t en s i o n

I P  
H ead er

U D P  H ead er 
( D es t . 4 3 4 ) R eg i s t rat i o n  M es s ag e

Required Fields
O p t io n  Fields

M a nu a l  D is t r ib u t io nK e y  
M a na g e m e nt

T im e s t a m p  a nd  No nc eR e p l a y  
Pr o t e c t io n

1 2 8 -b itK e y
H M AC -M D 5 ;  K e y e d -M D 5Al g o r it h m

S A a nd  K e y  M a na g e m e nt  
U s e d  b y  M o b il e  I P
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R egi s t r at i o n Au t h ent i c at i o n 
M H AE ,  E x am p l e

S e l e c t s  S A  
U s in g  S P I  10 0

S ec ret Re g is t r at ion  M e s s ag e

H M A C -M D 5

M e s s ag e
D ig e s t

C om p l e t e d RRQ

H om e  
A g e n t

S am e  A p p r oac h  as  M N  t o 
C on s t r u c t  t h e  M e s s ag e  D ig e s t

C om p ar e  M e s s ag e  D ig e s t s

E q u al  an d T im e s t am p  <  
A c c e p t e d I n t e r v al

T im e s t am p

A u t he n t icat e d

S e l e c t s  S A  
U s in g  M N  
H om e  A ddr e s s  
an d S P I  10 0

All Prior E x tensions
T y p e,  Length,  S PI  F ield s

M N

T im esta m pR ep l a y  
P rotec tion

S ec retK ey
H M A C-M D 5A l g orith m
S P I  1 00

T im esta m pR ep l a y  
P rotec tion

S ec retK ey
H M A C-M D 5A l g orith m

M N 1 0. 1 . 1 . 1 /
S P I  1 00

A u th entic a tion I s B u il t-in,  
in th e M ob il e I P  P r otoc ol ,  
b u t Da ta  E nc r y p tion I s N ot
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R egi s t r at i o n R ep l y  ( R R P )
� G en er ated b y HA  to A C K  the 

ac c ep tan c e or  r ej ec ti on  of  the 
r egi str ati on  ( R R Q )

� P ac k et f or m at i s si m i l ar  to 
R R Q  wi th an  addi ti on al  
“c ode” f i el d

� T he c ode f i l ed i s p ar ti c u l ar  
u sef u l  to i n di c ate what 
er r or s m ay b e

� R ep l y c odes r an ge:  0  to 2 5 5
0–8 :  S uc c ess
64 –1 2 7 :  E rror f rom  th e 
F oreig n A g ent
1 2 8 –1 9 2 :  E rror f rom  th e 
H om e A g ent
1 9 2 –2 55:  U na l l oc a ted

� 1 2 9 —A dm i n i str ati v el y P r ohi b i ted
D enied  b y  a n a c c ess l ist

� 1 3 0 —I n su f f i c i en t R esou r c es
Coul d  not a ssig n a  H om e A d d ress

� 1 3 1 —M ob i l e N ode F ai l ed 
A u then ti c ati on

M ism a tc h ed  key s or S P I
� 1 3 3 —R egi str ati on  I den ti f i c ati on  

M i sm atc h 
Cl oc ks out of  sy nc ;  sh oul d  
retry  a utom a tic a l l y
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R egi s t r at i o n M es s ages  R ev i ew
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W hat is  u s ed  to 
r ep r es ent the 
c u r r ent l oc ation?

H ow to id entif y  an MN ?

W hat is  the d es tination 
of  the r eg is tr ation 
mes s ag es ?

H ow l ong  is  the 
r eg is tr ation val id ?

H ow c an the networ k  
ens u r e that the MN  is  
an au thor iz ed  u s er ?

H ow to r es p ons e the 
s u c c es s  of  r eg is tr ation 
mes s ag e?

�
C oA  or  C C oA

�
H ome ad d r es s  or  “N A I ”

�
H ome A g ent ad d r es s

�
R F P  Mes s ag e

�
S ec u r ity  A s s oc iation

�
L if etime
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T o p o l o gy  E s t ab l i s h m ent

M ov e D et ec t i on
an d

L oc at i on  D i sc ov ery

A gen t
D i sc ov ery

C on t rol S i gn ali n g
Regi st rat i on
P roc ess

T op ology  D at a
P rop agat i on

L oc at i on  D at ab ase
U p dat e an d
T u n n el

E st ab li sh m en t

T op ology
E st ab li sh m en t
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T o p o l o gy  E s t ab l i s h m ent
� L oca tion da ta ba s e  up da te

C ontains  C oA  ( the c u r r ent p oint of  attac hment)  of  a MN  
S imil ar  to a r ou ting  p r otoc ol ’s  top ol og y  tab l e
T he tab l es  ar e k nown as  “b ind ing  tab l e” on a home ag ent and  
“vis itor  tab l e” on a f or eig n ag ent in C is c o I O S  S of twar e

� T unne l cre a tion
A  l og ic al  inter f ac e to f or war d  tr af f ic  to and  f r om a mob il e nod e
C an b e an I P inI P ,  G R E ,  or  U D P  tu nnel  or  r ef er r ing  to as  a 
Mob il e I P  tu nnel in the Mob il e I P  c ontex t

F A H A
M N M ob i le I P  T u n n el
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R ev er s e T u nnel i ng

� R e v e rs e  T unne ling —T ra f f ic is  s e nt f rom  th e  MN to th e  
H A v ia  th e  tunne l,  th e n de liv e re d v ia  routing

� Ing re s s  f ilte ring   a nd uR PF  w ill drop  p a ck e ts  th a t h a v e  
top olog ica lly incorre ct s ource  a ddre s s

M ob il e
N ode

H om e
A g e n t

F or e ig n
A g e n t

C or r e s p on de n t  
H os t

C O A
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T o p o l o gy  E s t ab l i s h m ent  E x am p l e

H A

E t h 0Co A
T un n elM N  H o A
N HD es t

E t h 0

W L A NF A
F A*
N HD es t

F A
W L A N

W L A NM N
N HD es t

T 1

M N  H o A
S rc

T un n el
N H

T 1H A

H A F A M N

H om e  A ddr e s s  
( H oA )

D at a D at a D at a
D at a D at a D at a

S rc (H A)
D est (C oA)

S rc (C oA)
D est (H A)

M N

H A  A ddr e s s C oA

M ob i le I P  T u n n el
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M o b i l e I P  P r o t o c o l  S u m m ar y

M ov e D et ec t i on
an d

L oc at i on  D i sc ov ery

A gen t
D i sc ov ery

C on t rol S i gn ali n g
Regi st rat i on
P roc ess

T op ology  D at a
P rop agat i on

L oc at i on  D at ab ase
U p dat e an d
T u n n el

E st ab li sh m en t

T op ology
E st ab li sh m en t
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C is co Mobile IP
Im p lem ent at ions  
and K ey  F eat u r es
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C i s c o  M o b i l e I P  T ec h no l o gy
� IE T F  R F C  3 3 4 4  a nd 3 G PP2  com p lia nt
� G e ne ra l a v a ila bility s ince  J a nua ry 1 9 9 9
� C is co p la tf orm s  a nd s of tw a re  f or H om e  A g e nt a nd 

F ore ig n A g e nt f unctions  a re

� 3 rd p a rty s ta nda rd com p lia nt Mobile  IP clie nts  ca n be  
us e d w ith  th e  C is co H om e  A g e nt a nd F ore ig n A g e nt

I E T F  R F C  3 3 4 4  
a nd  3 G PP2S X  I m a g eC is c o  7 2 0 0 ,  M WAM

I E T F  R F C  3 3 4 4T  T r a in w it h  I P V o ic e  
F e a t u r e  S e t  o r  Ab o v e

C is c o  1 8 0 0 ,  2 8 0 0 ,  3 8 0 0 ,  
7 2 0 0 ,  7 3 0 0 ,  7 4 0 0

I E T F  R F C  3 3 4 4T  T r a in w it h  I P Pl u s  
F e a t u r e  S e t  o r  Ab o v e

C is c o  1 7 0 0 ,  
2 6 0 0 X M ,  3 7 0 0

S t a nd a r d  C o m p l ia nc eS o f t w a r eH a r d w a r e
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A A A D H CP

Addi ng M o b i l e I P
� A dding  m obile  IP is  a s  

s im p le  a s  a dding  a n H A  
or e na bling  th e  H A  on 
a n e x is ting  route r

� … a nd ins ta lling  clie nt 
s of tw a re

� Mobile  IP ca n run in 
co-loca te d C a re -of -
A ddre s s  m ode

M N
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H o m e Agent  C o nf i gu r at i o ns

radius-se rv e r h o st  1 0 . 8 2 . 7 0 . 1 2  k e y  
it sase c re tR AD I U S  S e r v e r

ip  m o b il e  h o m e -ag e n t
ip  m o b il e  h o st  n ai @ e x am p l e  addre ss p o o l  

dh c p -p ro x y -c l ie n t
dh c p -se rv e r 1 0 . 8 2 . 7 0 . 1 0  in t e rf ac e  
F ast E t h e rn e t 0 / 0  aaa l o ad-sa

!

E na b l e  H A a nd  
I d e nt if y  C l ie nt s  
Al l o w e d  t o  R o a m

ro ut e r m o b il e
!

E na b l e  M o b il e  
I P Pr o c e s s

in t e rf ac e  F ast E t h e rn e t 0 / 0
ip  addre ss 1 9 2 . 1 6 8 . 1 . 1  2 5 5 . 2 5 5 . 2 5 5 .  0
!

H o m e  Ne t w o r k

aaa n e w -m o de l
aaa aut h o riz at io n  ip m o b il e  de f aul t  g ro up  

radius
!

AAA 
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T u r ni ng o n t h e F A
� T h e  F A  ne e ds  be  e na ble d 

on e dg e  route rs  if  us e d
� F A  is  only m inim a l 

ov e rh e a d
� R e v e rs e  tunne ling  m a y 

not be  ne e de d ins ide  
a n e nte rp ris e  ne tw ork

A A A D H CP

M N

F A
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F A C o nf i gu r at i o n

ip  m o b il e  f o re ig n -ag e n t  c are -o f  L o o p b ac k 0 / 0E na b l e  t h e  
F o r e ig n Ag e nt

ro ut e r m o b il e
!

E na b l e  M o b il e  
I P Pr o c e s s

in t e rf ac e  F ast E t h e rn e t 0 / 1
ip  addre ss 1 9 2 . 1 6 8 . 1 0 1 . 1  2 5 5 . 2 5 5 . 2 5 5 . 0
ip  irdp
ip  m o b il e  f o re ig n -se rv ic e
ip  m o b il e  p re f ix -l e n g t h
!

F o r e ig n I nt e r f a c e

in t e rf ac e  L o o p b ac k 0
ip  addre ss 1 9 2 . 1 6 8 . 2 5 0 . 1  2 5 5 . 2 5 5 . 2 5 5 . 2 5 5
!

C O A I nt e r f a c e  



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D 52

C is co Mobile IP
K ey  F eat u r es  Y ou  
H ave Mos t  L ik ely  
E ncou nt er ed
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N AT  T r av er s al

R F C  3 5 1 9  N A T  T r a v er s a l
� S u p p or ts N A T  an d P A T
� U ses U D P  tu n n el i n g
� A u to detec t or  f or c ed u sage
� C i sc o I O S  S of twar e R el ease 

1 2 . 3 ( 7 ) T
� i p  m ob i l e hom e-agen t n at 

tr av er sal  [ k eep al i v e < ti m e> ]  
[ f or c e < ac c ep t |  r ej ec t> ]

C is c o  N A T  D etec tio n
� N A T  on l y
� U ses I P i n I P  or  G R E  tu n n el
� R el ease 1 2 . 2 ( 1 3 ) T
� i p  m ob i l e hom e-agen t n at-detec t

R FC  3 5 1 9

S p e cia l C ons ide ra tion Is  R e q uire d W h e n th e  C oA  
Is  a  Priv a te  A ddre s s  B e h ind a  N A T  or PA T

� D oes n ot su p p or t Hom e A gen t 
b ehi n d a N A T
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N AP T  T r av er s al  D et ec t i o n
� O utbound re g is tra tion s e ts  

up  th e  N A T  tra ns la tion
� H om e  A g e nt de te cts  th a t 

s ource  of  re g is tra tion is  
not th e  s a m e  a s  C oA

� If  R R Q  conta ins  U D P 
tunne ling  e x te ns ion,  th e  
H A  e na ble s  U D P tunne ling

� MN  ca n f orce  U D P 
tunne ling  f or f ire w a ll 
tra v e rs a l

S RC :  10 . 2 . 2 . 2 0
C O A :  10 . 1. 1. 10

S RC :  4 . 3 . 2 . 10
C O A :  10 . 1. 1. 10

T r an s l at ion
10 . 1. 1. 10 : 5 5 2 3
4 . 3 . 2 . 10 : 7 17 8N A TN A T

R FC  3 5 1 9

P r iv at e
N e t w or k

I n t e r n e t

RRQ
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C i s c o  S t at ef u l  H o m e Agent  R edu ndanc y
� U ses C i sc o HS R P  to detec t the 

f ai l u r e wi thi n  sec on ds
� T he r edu n dan t Hom e A gen t i s i n  

the “stan db y” m ode
� T he r edu n dan t Hom e A gen t 

c on tai n s r eal -ti m e m ob i l e u ser ’s 
ser v i c e c on tex t

� T he r edu n dan t Hom e A gen t i s 
p ar ti c i p ati n g i n  the n etwor k  r ou ti n g 
an d c an  f or war d tr af f i c  i f  n eeded

S erv i c e Co n t ex t  
R ec o v ery

E n t erp ri s es

F ai lure 
D et ec t i o n

S y s t em  
I n i t i ali z at i o n

P art  
R ep lac em en t

N et w o rk  
Co n v erg e

R es um e 
S erv i c e

Activ e H om e 
Agent

R ed u nd a nt 
H om e Agent

HSRP

D eriv ed  f rom  E nterp rise Costs:  I nf onetic s R esea rc h ,  S ep tem b er 2 000
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Mobile IPv6
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M o b i l e I P v 6  P r o t o c o l
� R F C  3 7 7 5  
� S im ila r to th e  Mobile  IPv 4  conce p t

A  home ag ent k eep s  tr ac k  of  the mob il e nod e’s  l oc ation
I nc l u d ing  l oc ation d is c over y ,  movement d etec tion,  r eg is tr ation,  
and  top ol og y  es tab l is hment

� D if f e re nt f rom th e  Mobile  IPv 4
N o F or eig n A g ent
T r af f ic  c an b e s ent d ir ec tl y  b etween two c ommu nic ating  nod es

� A  driv e r f or IPv 6
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A  H os t  B u il ds  a L in k -
L oc al  A ddr e s s ,  t h e n  I t s  
G l ob al  I P v 6  A ddr e s s ( e s )  

f r om  t h e  RA

RA  (S u b net Pref ix )

L o c at i o n D i s c o v er y :  
I P v 6  H o s t  Addr es s  Au t o -C o nf i gu r at i o n
� S ta te le s s (R F C  2 4 6 2 )

H os t au tonomou s l y  c onf ig u r es  
its  own L ink -L oc al  ad d r es s
R ou ter  S ol ic itation ( R S )  
ar e s ent b y  b ooting  nod es  
to r eq u es t R ou ter  
A d ver tis ement ( R A )

� S ta te f ul (D H C Pv 6 )  
(R F C  3 3 1 5 )

� T h e  a cq uire d a ddre s s  is  th e  
C oA —re p re s e nts  th e  p oint 
of  a tta ch m e nt

S U B N E T  P R E F I X  +  
M A C A D D R E S S

S U B N E T  P R E F I X  +  
M A C A D D R E S S
S ub n et  P ref i x  +  
M A C A d d res s

S U B N E T  P R E F I X  +  
M A C A D D R E S S

S U B N E T  P R E F I X  +  
M A C A D D R E S S
S ub n et  P ref i x  +  
M A C A d d res s

St at e l e s s
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M o v em ent  D et ec t i o n
� I n fo r ms  H o me A g en t o f a  n ew  p o in t 
o f a tta c h men t

� H o w ?
S l i ghtl y c om p l i c ated,  b u t c on c ep tu al l y…
W hen  a n ew p r ef i x  has ap p ear ed an d the 
c u r r en t def au l t r ou ter  has di sap p ear ed

� F a s t d etec tio n  is  p o s s ib l e
m sec  v s.  sec  f or  R ou ter  
A dv er ti sem en t i n ter v al

� C a n  a l s o  b e d o n e u s in g  l in k  l a y er —
u p / d o w n

R A :  
O ld  P ref i x

R A :  
N ew  P ref i x

O ld
R o ut er

N ew
R o ut er

S t at eles s  H o s t  A d d res s  
A ut o  Co n f i g urat i o n
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D y nam i c  H o m e Agent  Addr es s  
D i s c o v er y  ( D H AAD )
� A  mec h a n is m to  fin d  a n  a c tiv e h o me a g en t in  th e h o me l in k  

M N  sti l l  n eeds to c on f i gu r e the hom e l i n k  addr ess
B u t n ot the sp ec i f i c  hom e agen t addr ess—A n yc ast addr ess

� U s efu l  if a n  ex is tin g  h o me a g en t r o u ter  n eed s  to  b e r ep l a c ed
M ob i l e n odes away f r om  hom e c an  au tom ati c al l y u se the 
n ew hom e agen t

� P r o v id es  a  fa il o v er  p r o tec tio n
� A  n o n -s ta tefu l  a p p r o a c h

RF C  3 7 7 5  

H A 1 H A 2
A n y c as t  A ddr e s s

H om e  L in k
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M ob i li t y  H eader
N ex t  

H ead er
H d r E x t  
L en g t h

M e s s ag e  D at a

M H  T y p e R es erv ed
C h e c k s u m

I P v 6  P r o t o c o l  E x t ens i o ns  f o r  M o b i l e I P v 6
P rev i ou s 
H eader

N e x t  H e ade r

H om e  A ddr e s s

N ex t  
H ead er

H d r E x t  
L en g t h

O p t i o n  
T y p e

O p t i o n  
L en g t h

D est i n at i on  H eaderN e x t  H e ade r  =  6 0

E x am p le

A lt ern at e Care-o f -
A d d res s  O p t i o n

� D e f ine d  f o r  M o b il e  I Pv 6  
r e g is t r a t io n a nd  b ind ing  
c r e a t io n

� V a r io u s  t y p e s  a nd  
o p t io n e x t e ns io ns

� R F C  3 7 7 5  f o r  d e t a il s

I P v 6  b as i c  
H ead er

=  13 5

B ind ing  R ef resh  
R eq uest0

B ind ing  
A c knowl ed g e6
B ind ing  U p d a te5
M essa g eM H  

V a l ue



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D 62

R egi s t r at i o n
� T wo imp or tant mes s ag es  y ou  

s hou l d  k now 
B ind ing  U p d a t e  ( B U )  a nd  B ind ing  
Ac k no w l e d g e  ( B A)

� E nc ap s u l ation vs .  op tion 
ex tens ions

� C ar e-of -A d d r es s
T y p ic a l l y  d e r iv e d  f r o m  t h e  s o u r c e  
I P a d d r e s s  o f  t h e  h e a d e r
O p t io na l l y  s t o r e d  in t h e  
“a l t e r na t iv e  c a r e  o f  a d d r e s s ” f ie l d

� H ome ad d r es s
S t o r e d  in D e s t ina t io n O p t io n 
h e a d e r  o f  I Pv 6

Mobile  IPv 4  C om p a ris on
� R R Q  and  R R P

U D P ( 4 3 4 )  e nc a p s u l a t io n

RF C  3 7 7 5  

� C ar e of  ad d r es s
A f ie l d  ins id e  o f  R R Q

� Hom e addr ess
A f ie l d  ins id e  o f  R R Q
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T y p e 2  R o u t i ng H eader

� A  new r ou ting  head er  var iant 
� A l l ows  a p ac k et to b e r ou ted  d ir ec tl y  f r om a C N  to an MN  C oA
� C oA  is  ins er ted  in the I P v6  D es tination A d d r es s  f iel d  ( f r om C N )
� MN  s wap s  the H ome A d d r es s  in the r ou ting  head er  with the 

d es tination ad d r es s  in the I P  head er  ( nor mal  I P v6  p r oc es s )  

N e x t  H e ade r H dr  E x t  L e n g t h

H om e  A ddr e s s

Rou t in g  T y p e  =  2 S eg m en t s  L ef t  =  1

I P v 6  B asi c  H eaderN ex t  H eader =  4 3  
Rou t i n g H eader 

Rou t i n g H eader

Re s e r v e d
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(New Home 
A g en t

I n f or ma t i on  
O p t i on )

R A

P u t  Al l  T o get h er :  
M o b i l e I P v 6  R egi s t r at i o n

M ob ile
N od e

Access
R ou ter

H om e
Agent 1

H om e
Agent 2

C orresp ond ent
N od e

R S
R A

D H AAD  R eq u est

Acq u ired  I P Ad d ress 
on the V isit N etwork  

(U sed  a s C a re-of -Ad d r)

D H AAD  R ep ly

U se the F irst
H A Ad d ress B ind ing U p d a te (B U )

B ind ing Ack  (B A)
C rea te 
B ind ing 
C a cheC rea te H A C a che

U se H A 
Any ca st Ad d ress

R ed istrib u te
M ob ile N etwork s

(Home A g en t  L i s t )

C ore
B i-D irectiona l T u nnel

D a ta  Pa ck ets D a ta  Pa ck etsI P i n I P
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M o b i l e I P v 6  P r o du c t  Av ai l ab i l i t y
� C is co Mobile  IPv 6  H om e  A g e nt a v a ila ble  in 

C is co IO S  S of tw a re  R e le a s e  1 2 . 3 (1 4 ) T
R F C  3 7 5 5  c omp l ianc e
D oes  not s u p p or t I P s ec  y et

� Mobile  IPv 6  clie nt
Mic r os of t T ec h p r eview f or  W ind ows  X P  and  2 0 0 0
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C is co Mobile 
IP Ap p licat ions
Mobile N et w or k s
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H o s t  M o b i l i t y  v s .  G r o u p  M o b i l i t y
H o s t  Mo b i l i t y G r o u p  Mo b i l i t y

I  c an g o any wher e 
I  want!

F r ee r id e!  S aves  
u s  l ots  of  ener g y !
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N et w o r k  M o b i l i t y  
� C ap ab il ity  to enab l e I P  

mob il ity  f or  a g r ou p  
of  hos ts  

� A l s o k nown as  “Mob il e 
N etwor k s ” in C is c o

� T he networ k  or  s u b net 
wher e the g r ou p  of  hos ts  
c onnec ted  to is  r ef er r ing  
to as  “mob il e networ k ”

� T he r ou ter  wher e the 
mob il e networ k  is  
c onnec ted  to is  r ef er r ing  
to as  “mob il e r ou ter ”

M o b i le 
N et w o rk

M o b i le R o ut er
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M o b i l e N et w o r k s  S o l u t i o n C o nc ep t
� B ased on  the sam e 

c on c ep t as the 
M ob i l e I P

� Hom e A gen t as the 
gateway to r ou te 
tr af f i c  desti n ed to 
a m ob i l e n etwor k

� F or ei gn  agen t 
i s op ti on al

U sef ul  f or f a st 
roa m ing ,  p erf orm a nc e,  
a nd  m a na g em ent 
im p rov em ent

� M ob i l e R ou ter  ( M R )  
i s si m i l ar  to a m ob i l e 
n ode b u t wi th a n etwor k  
c on n ec ti n g to i t

H om e  A g e n t  
( H A )

M o b i le N et w o rk  � H A

M ob ile 
N etwork

M o b i le N et w o rk  � H A

M ob ile 
N etwork

R 1  ( F A )

M ob il e  Rou t e r

A NI MA T I O N



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D 70

M o r e D et ai l s …
B a s ic Mobile  IP C once p t
� F or  tr af f ic  d es tined  

to a mob il e r ou ter ,  
it is  r ou ted  as  u s u al

H om e  A g e n t  
( H A )F A

C oA
M R

H om e  A ddr e s s Rou t e r
1

I n t  F E 0

I nt .  F E 0R o u t e r  1C o A

T u nne l  
B l u eC o AM R  H o m e  

Ad d r e s s

O u t  I nt .Ne x t  H o pD e s t ina t io n
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M R  H om e A d d ressM ob il e Network

I nt.  F E 0R outer 1CoA
T unnel  B l ueCoAM R  H om e A d d ress

O ut I nt.Nex t H opD estina tion

M o r e D et ai l s … ( C o nt . )
� I f  I  k n ow how to r eac h a 

m ob i l e r ou ter ,  then  I  c an  
si m p l y f or war d the m ob i l e 
n etwor k  assoc i ated wi th 
the m ob i l e r ou ter  to that 
m ob i l e r ou ter

H om e  A g e n t  
( H A )F A

C oA
Rou t e r

1
I n t  F E 0

M R
H om e  A ddr e s s

T unnel  G reen

M ob ile 
N etwork
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C o nnec t i o n M anagem ent  o n C i s c o  
M o b i l e R o u t er
� M u l t ip l e  l ink s  a r e  l ik e l y  

e q u ip p e d  b y  a  m o b il e  r o u t e r
� S e l e c t  t h e  “b e s t ” l ink  t o  

e s t a b l is h  a  M o b il e  I P t u nne l

3 G : U M T S ,  
E V D O

Prop rieta ry  
Wireless Link

8 0 2 . 1 1 b  
WiF i

M ob il e  
Rou t e r

1 1 M b p s

~ 5 0 0 k b p s

9 . 6 k b p s

S el ec tion A l g or ithm
� Pr io r it y  c a n b e  c o nf ig u r e d  o n 

m o b il e  r o u t e r  int e r f a c e s  
( d e f a u l t  1 0 0 )

� M R  p r e f e r s  t o  r e g is t e r  w it h  
h ig h e r  p r io r it y  int e r f a c e

� I f  p r io r it y  is  e q u a l ,  t h e  int e r f a c e  
w it h  t h e  h ig h e r  b a nd w id t h  
is  p r e f e r r e d

� I f  p r io r it y  a nd  b a nd w id t h  a r e  
e q u a l ,  t h e n t h e  int e r f a c e  
w it h  t h e  h ig h e r  I P a d d r e s s  
is  p r e f e r r e d
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C i s c o  M o b i l e N et w o r k s
� C is co h om e  a g e nt a nd f ore ig n a g e nt

T he s ame home ag ent r ou ter s  and  the f or eig n ag ent r ou ter s  
r u nning  C is c o I O S  S of twar e R el eas e 1 2 . 2 T  or  l ater  f or  the 
mob il e nod es  c an b e u s ed  f or  the mob il e networ k s

� C is co m obile  route rs  
A vail ab l e in the C is c o I O S  S of twar e R el eas e 1 2 . 2 T  or  l ater

� S up p ort C is co H om e  A g e nt R e dunda ncy a nd N A T  
tra v e rs a l f e a ture s

� C is co Mobile  N e tw ork s  f or IPv 6  
I mp l ementation is  b as ed  on I E T F  R F C 3 9 6 3 —N E MO  
T es t imag e is  avail ab l e

Ci s c o  N et w o rk  M o b i li t y  f o r I P v 4  I s  A v ai lab le S i n c e 2 0 0 1



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D 74

C i s c o  M o b i l e Ac c es s  R o u t er  3 2 0 0

� A s p e c ia l  
r u g g e d  r o u t e r

� E q u ip p e d  
w it h  8 0 2 . 1 1  
w ir e l e s s  c a r d s

� C o nne c t ing  t o  
a n e x t e r na l  
w ir e l e s s  m o d e m  
t h r o u g h  a  
s e r ia l  int e r f a c e

I n -V eh i c le C on fi gu rat i on W A N  W ir e l e s s
N e t w or k s

S M I C
F E S M I C

����� ����
���	� ����


 �

W M I C
M A R C

W M I C

PC
I

Bu
s

8 0 2 . 1 1

C ellu la r/
O ther 
Wireless

S a tC om

I n -V eh i c le W i reless/ W i red L A N ( s)

M od em /
R a d io



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D 75

W r ap  u p
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S u m m ar y
� I P  Mob il ity  is  a k ey  

f u nc tional ity  f or  mob il e 
wir el es s  networ k ing

� Mob il e I P ,  a I P  Mob il ity  
p r otoc ol ,  enab l es  s eaml es s  
mu l ti-ac c es s  r oaming

M ov e D etection
a nd

Loca tion D iscov ery

Agent
D iscov ery

C ontrol S igna ling
R egistra tion
Process

T op ology  D a ta
Prop a ga tion

Loca tion D a ta b a se
U p d a te a nd
T u nnel

E sta b lishm ent

T op ology
E sta b lishm ent

CDMA, GSM, 
W-CDMA, O F DM

8 0 2 . 1 1 a / b / g
4 . 9 G Sa t e l l i t eB l u e t o o t h

Z i g B e e
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S u m m ar y  ( C o nt . )
� C omp onents  to c ons tr u c t a 

Mob il e I P  networ k
� C is c o Mob il e N etwor k s  enab l es  

mob il ity  f or  an entir e s u b net
M o b i le 

N et w o rk

M o b i le R o ut er

H o m e A g en t  
( H A )

F o rei g n  
A g en t  ( F A )

(Optional)

M o b i le N o d e 
( M N )
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R ef er enc e M at er i al s
� C is co Mobile  IP on C C O

C ol l ater al :  http : / / www. c is c o. c om/ g o/ mob il e_ ip
F eatu r e N avig ator :  http : / / www. c is c o. c om/ g o/ f n

� Mobile  IP C lie nt
B ir d s tep :  http : / / www. b ir d s tep . c om
I P u np l u g g ed :  http : / / www. ip u np l u g g ed . c om

� IE T F  S ta nda rds
http : / / www. mip 4 . or g
http : / / www. ietf . or g / html . c har ter s / mip 4 -c har ter . html
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R ec o m m ended R eadi ng
� Mob il e I P  T ec hnol og y  and  A p p l ic ations ,  

I S B N :  1 -5 8 7 0 5 -1 3 2 -X  
� 8 0 2 . 1 1  W ir el es s  L A N  F u nd amental s  

[ 1 -5 8 7 0 5 -0 7 7 -3 ]
� W ir el es s  N etwor k s  F ir s t-S tep  

[ 1 -5 8 7 2 0 -1 1 1 -9 ]  avail ab l e A u g u s t 2 0 0 4
� D ep l oy ing  L ic ens e-F r ee W ir el es s  

W id e-A r ea N etwor k s  [ 1 -5 8 7 0 5 -0 6 9 -2 ]
� 8 0 2 . 1 1  W ir el es s  N etwor k  S ite S u r vey ing  

and  I ns tal l ation [ 1 -5 8 7 0 5 -1 6 4 -8 ]  
avail ab l e S ep temb er  2 0 0 4

A v a i l a b l e  O n -S i t e  a t  t h e  C i s c o  C o m p a n y  S t o r e
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