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I P  M o b i l i t y  V i s i o n
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Calendar
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M anag em ent I nt ernet
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M o b i l i t y  N et w o r k  E nv i r o nm ent  T o day
� R oam ing ac r oss netw or k  bou nd ar ies and  ac r oss 
v ar iou s ac c ess m ed ia typ es

DSL, Wi-F i, E t h e r n e t , 1 x R T T / G P R S, G P S, 
s a t e l l it e  c o m m u n ic a t io n s

� D if f er ent netw or k  m ed ia ad d r essing d if f er ent need s
Wid e  c o v e r a g e / l o w  b a n d w id t h
Lim it e d  c o v e r a g e / h ig h  b a n d w id t h  

� A c c ess netw or k s m ay belong to or  go thr ou gh p u blic ly 
ac c essible netw or k s

Se c u r it y  is  a  c o n s id e r a t io n
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R o am i ng i n E nt er p r i s e C am p u s

L 3  Di st ri b u t i o n

L 2  Access

Core Networks

v lan1 v lan2 v lanN v lanN + 1

R oam ing A c r oss L ayer  3  N etw or k  B ou nd ar y
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I P  Networks

Any w h er e R o am i ng S c enar i o

W W AN  
( 1 x R T T / G R P S )

W L AN

P u b li c
H o t  
S p o t s

DS L / T 1

E nt erp ri s e

E t hernet
a nd  W L AN

Cellu lar
S y s t em s

H o m e o r 
R em o t e 
O f f i c e 
N et w o rk 1 1 M b p s

1 0 0 M b p s1 4 4 k p s

~ 1 M b p s

P ri v at e
H o t  

S p o t s
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T h e F u ndam ent al  T ec h ni c al  C h al l enge
� The IP address of a mobile node changes when the node 
roams;  this cau ses IP connectiv ity  to be interru p ted

I P  Networks

1 6 6 . 1 . 1 . 1 3 0 . 1 . 1 . 12 0 . 1 . 1 . 1 1 7 2 . 1 6 . 1 . 1

D H CP D H CPI P CP
D H CP

I  a m  ta l ki n g  to 
p eer 2 0 . 1 . 1 . 1
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T h e I m p ac t s  o f  t h e C h al l enge
� U ser work flow is interru p ted
� H arder to manage remote mobile dev ices for IT

I P s ec  T u nnel

I P  N et w o rk s

DHCP DHCPI PCP
DHCP

� IP, VPN, and application connections drop
� R estart VPN connection
� R estart application
� R e-log in to th e application
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I P  N et w o rk s

T h e I m p ac t s  o f  t h e C h al l enge ( C o nt . )
� IT or bu siness inv estment is not max imiz ed

W W A N
( 1 x R T T / G P R S )

W L A N s
H o t  S p o t

W L A N s
H o t  S p o t

W h en  M N  R oa ms f r om W W A N  ( L ow er  B a n d w id th )  to W L A N  
( H ig h er  B a n d w id th ) ,  Sh ou l d  I t Sta y in  W W A N  f or  I P  

Con n ectiv ity or  Sw itch  to W L A N  f or  H ig h er  B a n d w id th ?

1 1 M b p s

1 4 4 k p s
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I P  N et w o rk s

W L A N s
H o t  S p o tW L A N s

H o t  S p o t
W L A N s
H o t  S p o t W L A N s

H o t  S p o t

T h e I m p ac t s  o f  t h e C h al l enge ( C o nt . )
� N ot a scalable network  design

O n e F l a t N etw or k  D esig n  Ca n  L ea d  to N etw or k  Con g estion  
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“M o b i l e  I P :  A n  I P  M o b i l i t y  p r o t o c o l  t h a t  p r o v i d e s  
a n  I P  n o d e  t h e  a b i l i t y  t o  r e t a i n  t h e  s a m e  I P  
a d d r e s s  a n d  m a i n t a i n  a p p l i c a t i o n  c o n n e c t i v i t y  
w h i l e  t r a v e l i n g  a c r o s s  n e t w o r k s . ”
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M o b i l e I P  Addr es s es  t h e I m p ac t s  
� E nable seam less u ser  w or k f low  

U n d is r u p t e d  I P  c o n n e c t iv it y  a f t e r  c r o s s in g  s u b n e t s  a n d / o r  
c h a n g in g  n e t w o r k  m e d ia  t y p e s
M a in t a in  a p p l ic a t io n  o p e r a t io n s , s u c h  a s  d is p a t c h , f ie l d  r e p o r t

� S im p lif y the netw or k  ex p er ienc es of  the u ser
Do  n o t  n e e d  t o  r e e s t a b l is h  V P N , r e s t a r t  a p p l ic a t io n , o r  
l o g in  a g a in

� Pr otec t IT  inv estm ent
E n a b l e  u s e  o f  t h e  h ig h e s t  b a n d w id t h  l in k  o r  t h e  p r e f e r r e d  o n e

� E ases W L A N  netw or k  d esign f or  better  sc alability
N o  r e s t r ic t io n  t o  d e s ig n  o n e  f l a t  n e t w o r k
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M ob il e  IP  
T e ch nol og y  
O v e rv ie w
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T ec h ni c al  P r o b l em  W i t h o u t  M o b i l e I P

I P  N et wo rk sD

C

B

S u b net
1 0 . 1 . 1 . 0 / 2 4

S erv er
A

I  a m  T a l ki n g  to 
P eer 1 0 . 1 . 1 . 1

� M aintaining  th e IP address cau ses pack et drops
� R enew ing  th e IP address loses application continu ity
� Inj ecting  h ost rou te h as rou ting  conv erg ence, scalab ility , 

and stab ility  concerns

1 0 . 1 . 1 . 1
P a c kets A re D rop p ed

1 0 . 1 . 1 . 1

S u b net
2 0 . 1 . 1 . 0 / 2 4
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T ec h ni c al  P r o b l em  W i t h o u t  M o b i l e I P

I P  N et wo rk sD

C

B

S u b net
1 0 . 1 . 1 . 0 / 2 4

S erv er
A

I  a m  T a l ki n g  to 
P eer 1 0 . 1 . 1 . 1

M ob il e I P
� M aintains th e sam e IP address to m aintain application 

continu ity  and av oid th e im pacts
� M inim iz es rou ting  conv erg ence, scalab ility , and stab ility

1 0 . 1 . 1 . 1

1 0 . 1 . 1 . 1

S u b net
2 0 . 1 . 1 . 0 / 2 4
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M o b i l e I P  C o m p o nent s
� H ome A gent ( H A )

Serves as the anchor point (home network) for a mobile device, 
reg ardless its g iven location
R ou ter maintains cu rrent location of the mobile node and forwards 
traffic there

� F oreign A gent ( F A )
R epresents the cu rrent location (visiting  network) of a mobile device
R ou ters provides rou ting  services (ie:  encapsu lation and administrative 
control), to the mobile device

� M obile N ode ( M N )
M obile device that allows the device to report to its H ome A g ent its 
cu rrent visiting  network
H osts with M obile I P  client software
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Addi ng M o b i l e I P  f o r  S eam l es s  R o am i ng

I P  N et wo rk sD

C

B

S u b net
3 0 . 1 . 1 . 0 / 2 4

S erv er
A

� A dding  a H om e A g ent rou ter in th e core netw ork s
� E nab ling  F oreig n A g ent f u nction in th e access rou ters
� A dding  M ob ile IP client sof tw are on th e m ob ile dev ice 

S u b net
2 0 . 1 . 1 . 0 / 2 4

H om e A g en t
M NF orei g n  A g en t

( F A 2 )

F orei g n  A g en t
( F A 1 )

I  a m  i n  F A 1

1 0 . 1 . 1 . 1 M N

M N � F A 1 L oca tion  T a b l e 
( K no wn a s Bi nd i ng  t a b l e)

1 0 . 1 . 1 . 1
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M o b i l e I P  D at a T r af f i c  F l o w  O v er v i ew

I P  N et wo rk sD

C

B

S u b net
3 0 . 1 . 1 . 0 / 2 4

S erv er
A

S u b net
2 0 . 1 . 1 . 0 / 2 4 F orei g n  A g en t

( F A 2 )

F orei g n  A g en t
( F A 1 )

1 0 . 1 . 1 . 1 M N

M N � F A 1

1 0 . 1 . 1 . 1 M N
I  a m  i n F A2

M N � F A 2
H om e A g en t

M N



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D 19

M o b i l e I P  T er m i no l o gy

I P  N et wo rk s

D

C

B

S u b net
3 0 . 1 . 1 . 0 / 2 4

S erv er
A

S u b net
2 0 . 1 . 1 . 0 / 2 4

F A 1

1 0 . 1 . 1 . 1 M N

1 0 . 1 . 1 . 1 M N

M N

F A 2

R eg i st ra t i o n M essa g e ( R R Q )
Con t r ol  m es s a g e s en t  ou t  b y  M N  t o H A  t o 
r ep or t  i t s  c or r ec t  l oc a t i on

H o m e N et wo rk
M N ’s  h om e n et w or k  t h a t  t h e r es t  of 
t h e n et w or k  t h i n k s  w h er e t h e M N  i s

H o m e Ad d ress

Ca re o f  Ad d ress ( Co A)
� I P  a d d r es s a b l e p oi n t  of a t t a c h m en t  on  a  
for ei g n  n et w or k  u s ed  b y  t h e M ob i l e N od e

� H om e A g en t  c r ea t es  a  t u n n el  d i r ec t l y  t o 
t h e M ob i l e N od e

M o b i l e I P  T u nnel
A  I P i n I P  or  G R E  t u n n el  b et w een  H A  a n d  F A
U s ed  b y  H A  t o for w a r d  d a t a  t r a ffi c  t o M N

H A
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C is co M ob il e  IP  
P roduct O v e rv ie w
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C i s c o  I O S  I P  M o b i l i t y  P o r t f o l i o s

1 9 9 0 s

• Ci s c o  
i nno v at i o n—
b as ed o n 
I E T F  s t andard 
M o b i le I P

• G ro u p  
m o b i li t y —
m o b i li z i ng  an 
ent i re s u b net

• R em o t e 
m o b i le o f f i c e

• S erv er 
m i g rat i o n 
i n an 
ent erp ri s e

• I nt eg rat i ng  
s ec u ri t y  and 
m o b i li t y

• S eam les s  
s ec u re 
m o b i li t y  f o r 
h o s t  m o b i li t y

Cisco 
M ob il e 

V P NCisco 
M ob il e 

N etw or k s I E T F  
Sta n d a r d  
M ob il e I PI S-8 3 5 -

B a sed  
M ob il e I PL oca l  

A r ea  
M ob il ity

• S eam les s  
s es s i o n and 
ap p li c at i o n 
c o nt i nu i t y  
ac ro s s  
v ari o u s  
net w o rk s  
( w i reles s  
and w i red)

• S u b s c ri b er 
dat a s es s i o n 
c o nt i nu i t y  
w i t h i n a 
c ellu lar dat a 
s y s t em

Cisco 
M ob il e 

I P v 6  a n d  
N E M O *

• I P v 6  s u p p o rt  
f o r h o s t  and 
net w o rk  
m o b i li t y

M ob i l e I P -B a sed

* N E M O  p l a n n e d
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C i s c o  M o b i l e I P —
S t andar d-B as ed S o l u t i o n
� A p p rov ed by  the Internet E ngineering S teering G rou p  
( IE S G )  in J u ne 1 9 9 6 ;  p u blished p rop osed standard in 
N ov ember 1 9 9 6

� M obile IP is an IE TF  p rop osed standard solu tion for 
mobility  at L ay er 3  IP

R F C  3 3 4 4 :  M obile I P
R F C  2 0 0 3 :  T u nnel E ncapsu lation
R F C  2 0 0 5 :  M obile I P  A pplicability
R F C  2 0 0 6 :  M obile I P  M I B  
R F C  2 7 9 4 :  M obile I P  N etwork A ccess I dentifier E x tension
R F C  3 0 1 2 :  M obile I P  C halleng e/ R esponse E x tension
R F C  3 0 2 4 :  R everse T u nneling  for M obile I P
R F C  3 1 1 5 :  M obile I P  V endor/ O rg aniz ation Specific E x tension 
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C i s c o  M o b i l e I P  V al u e-Add
� S ec u r ity
� H igh A v ailability
� D ep loym ent F lex ibility 
� Mobile N etw or k s and  Mobile R ou ter s
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C i s c o  M o b i l e I P  S ec u r i t y
� A d d r esses both c ontr ol and  d ata p lane

C o n t r o l  p l a n e  s e c u r it y  
E n a b l e s  o n l y  a u t h o r iz e d  u s e r s  t o  g a in  m o b il e  I P  s e r v ic e
St a n d a r d -b a s e d  w it h  A A A  s e r v e r  in t e g r a t io n

Da t a  p l a n e  s e c u r it y  
I n t e g r a t e s  I P s e c  V P N  ( M o b il e  I P s e c  V P N )  f o r  
d a t a  e n c r y p t io n
I n h e r it s  a l l  t h e  s e c u r it y  b e n e f it s  o f  I P s e c

� S ep ar ation of  c ontr ol and  d ata sec u r ity f or  f lex ible 
d ep loym ent r eq u ir em ents
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C i s c o  M o b i l e I P  H i gh  Av ai l ab i l i t y
� H om e A gent R ed u nd anc y 

H A  is  t h e  “c o m m a n d  c e n t e r ”
f o r  m o b il e  n o d e s
St a t e f u l  a p p r o a c h
Se s s io n  c o n t in u it y  
u n d is r u p t e d

� F A  R ed u nd anc y
P r o t o c o l  b u il d -in —p e r io d ic a l  
A g e n t  A d v e r t is e m e n t

Sta tef u l
H A  R ed u n d a n cy

F AF A

M N

M N � F A M N � F A

H A1 H A2
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C i s c o  M o b i l e I P  D ep l o y m ent  F l ex i b i l i t y
R o am i ng N et w o r k s  Anal y s i s
� F or eign A gent m ay or  m ay not be av ailable

P r iv a t e  h o t  s p o t  v e r s u s  p u b l ic  h o t  s p o t
� Pr iv ate or  Pu blic  IP ad d r essing 

P r iv a t e  o r  p u b l ic  C o A  ( o r  C o l l o c a t e d  C o A )
� S ec u r ity p r otec tion

T o p o l o g ic a l  in c o r r e c t  f il t e r in g
P r iv a t e  I P  a d d r e s s  f il t e r in g
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M o b i l e I P  S o l u t i o n f o r  F A Av ai l ab i l i t y
� St a n d a r d  C o A  a n d  C C o A  s u p p o r t  

C oA  w h en F A  ex ists and C C oA  w h en no F A
� De t e r m in e s  t h e  t u n n e l  e n d  p o in t s

BR

H A

I nt ernet

E nt erp ri se 
N et wo rk s

P ri v a t e H o t  S p o t  
wi t h F A

P u b l i c H o t  S p o t  
wi t ho u t  F A

W W AN
wi t ho u t  F A

E nt erp ri se 
N et wo rk  
wi t h F A

F A

F A

M I P  T u nnel

Co A

CCo A

P P P

Co A

CCo A
D H CP



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D 28

S o l u t i o n f o r  P u b l i c  and P r i v at e 
I P  Addr es s i ng
� H A  N A T  t r a v e r s a l  d e t e c t io n
� P A T  t r a v e r s a l  d e t e c t io n  is  
w o r k in g  in  p r o g r e s s  ( u s in g  
U DP  w r a p p e r )

BR

H A

I nt ernet

E nt erp ri se 
N et wo rk s

H o t  S p o t  U si ng
P u b l i c I P

H o t  S p o t  U si ng
P ri v a t e I P

W W AN  U si ng
P ri v a t e I P

E nt erp ri se 
N et wo rk s F A

F A
P ri v a t e/ P u b l i c

Co A

NAT

F A
NAT

P u b l i c 
Co A

P ri v a t e 
CCo A

P u b l i c 
Co A

P ri v a t e 
Co A

P u b l i c 
Co A
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P r o b l em  o f  F i l t er i ng and R P F  
w i t h  M o b i l e I P

� P rivate I P  address filtering
� R P F

D rop
1 0 . 1 . 1 . 1

H A
I n tern et

Su b n et
2 0 . 1 . 1 . 0 / 2 4

� A s the sou r c e IP ad d r ess ( 1 0 . 1 . 1 . 1 )  is in p r iv ate IP 
ad d r ess r ange,  I’ll d r op the p ac k et

� A s the sou r c e IP ad d r ess is not w ithin 2 0 . 1 . 1 . 0 / 2 4  
su bnet,  I’ll d r op the p ac k et
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S o l u t i o n f o r  F i l t er i ng and 
R P F  P r o b l em

� A s the sou r c e IP ad d r ess is in p u blic  IP ad d r ess r ange,  
I’ll p ass the p ac k et

� A s the sou r c e IP ad d r ess is w ithin 2 0 . 1 . 1 . 0 / 2 4  su bnet,  
I’ll p ass the p ac k et

� P rivate I P  address filtering
� R P F

1 0 . 1 . 1 . 1

I n tern et2 0 . 1 . 1 . 0 / 2 4 H A

R ev erse T u n n el i n g  
h i d es th e M N’s p ri v a te 
a n d  top ol og i c a l  i n c orrec t 
h om e a d d ress
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D ep l o y m ent  F l ex i b i l i t y :  
S o f t w ar e and H ar dw ar e C l i ent  S u p p o r t
� Mobile IP Client

M o b il e  I P  c l ie n t  s o f t w a r e  in  a  h o s t  d e v ic e
Su it a b l e  f o r  m o b il e  u s e r s  t h a t  r e q u ir e  “f u l l  m o b il it y ”

� Mobile R ou ter
C is c o  m o b il e  r o u t e r  p r o v id e s  m o b il it y  f u n c t io n  f o r  h o s t  d e v ic e s
Su it a b l e  f o r  t h e  e n v ir o n m e n t  t h a t  h o s t  d e v ic e s  a r e  m o v e d  a l o n g  
w it h  m o b il e  n e t w o r k s

All Options Can Leverage One 
S tand ard -B ased  M ob ile I P  I nf rastru c tu re
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C i s c o  I P  M o b i l i t y  o n an 
E nt er p r i s e C am p u s
Cl ien t-B a sed  A p p r oa ch
� C entraliz ed H A
� F u ll m ob ility
� M N can roam  

inside or 
ou tside of  
enterprise 
cam pu s*

* U s i n g  F i r e w a l l  t r a v e r s a l  ( o r  k n o w n  a s  d u a l  H A )  d e s i g n

Co re N et w o rk s

v l a n 1 v l a n 2 v l a n N v l a n N + 1

H om e A g en ts 
R ed u n d a n c y

M Ns

F A F A F AF A

A A A  S erv er
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H A  

F A

Mobile 
R ou t er  ( MR )

M o b i l e I P  
E na b l ed  N et wo rk s

C i s c o  I O S  M o b i l e N et w o r k s
� I P  devices don’t have to be M obile I P  aware
� C isco I O S® Software device incorporates a M obile 

C lient—M obile R ou ter
� A vailable from C isco 1 7 0 0 –7 2 0 0  Series R ou ters

“N etw or k s in Motion”
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C i s c o  3 2 0 0  M o b i l e Ac c es s  R o u t er

� S m all f ootp r int and  low  p ow er  c onsu m p tion
� R u gged  d esign
� O p tim iz ed  f or  em bed d ed  ap p lic ations
� U ses Cisc o IO S  S of tw ar e,  Mobile IP,  and  
Cisc o Mobile N etw or k s

N ew  Cisc o IO S  S of tw ar e R ou ter  that E x tend s the 
IP F r ontier  to a Mobile V ehic u lar  E nv ir onm ent
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P r o du c t  Av ai l ab i l i t y

� O f f e r e d  i n  C i s c o  I O S  S o f t w a r e  s i n c e  R e l e a s e  1 2 . 0 ( 1 ) T
� C i s c o  I S R —C i s c o  1 8 0 0 ,  2 8 0 0 ,  3 8 0 0  r o u t e r s
� C i s c o  1 7 0 0 ,  2 6 0 0 ,  2 7 0 0 ,  3 7 0 0 ,  7 2 0 0  S e r i e s  R o u t e r s
� C i s c o  M o b i l e  A c c e s s  R o u t e r  3 2 0 0 —r u g g e d  f o r m  f a c t o r
� C i s c o  M W A N

O v er a l l  P er f or ma n ce

Ci sco  1 8 0 0

Ci sco  2 8 0 0

Ci sco  3 8 0 0
Ci sco  7 2 0 0

Ci sco  7 3 0 1

M W AM  o n 
Ci sco  6 5 0 0  

( D oes  N ot  S u p p or t  
M ob i l e R ou t er s )

H om e A g en t,  F orei g n  A g en t
M ob i l e R ou terCi sco  3 2 0 0

W id e R ange of  Platf or m  S elec tion and  
F u tu r e Migr ation S u p p or t
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M o b i l e I P  C l i ent  O p t i o ns
� B ir d step  Mobile IP Client

w w w . b ir d s t e p . c o m
� ip U nPlu gged  R oam ing Client

w w w . ip u n p l u g g e d . c o m
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C i s c o  M o b i l e I P  H i gh l i gh t s
� A v ailable sinc e 1 9 9 9 —ex p er ienc es gained
� S tand ar d  B ased  ( IE T F  and  IS -8 3 5 ) —
inter op er ability p r oof

� L ayer  3  tec hnology—L ayer  2  m ed ia ind ep end enc e
� H igh N etw or k  A v ailability—statef u l H om e A gent 
R ed u nd anc y f or  seam less f ailov er

� T ighten S ec u r ity—sec u r e both c ontr ol and  d ata tr af f ic
� F lex ibility in d ep loym ent—ad d r essing d if f er ent m obility 
r eq u ir em ents and  netw or k  env ir onm ent

� Integr ated  in Cisc o IO S  S of tw ar e—lev er age f eatu r e 
r ic h Cisc o IO S  S of tw ar e
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