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WHITEPAPER: CONVERGED VS. DEDICATED APPLIANCE
DEPLOYMENT

WHEN TO DEPLOY THE CISCO ASA 5500 SERIES, CISCO PIX SECURITY APPLIANCE, CISCO IPS 4200 SERIES, OR CISCO

VPN 3000 SERIES CONCENTRATOR

Cisco Systenfsdelivers customizable security solutions to meetrequirements of any deployment environment. \ti¢hintroduction of the

Cisco Adaptive Security Appliance 5500 Series, €ismvides an appliance-based option for delivecoigverged, multifunction security and VPN
services within a single platform. With its convedgdfirewall, intrusion prevention system (IPS), ametwork antivirus services profile, customers
may use the Cisco ASA 5500 Series to deploy a tinezfdA\daptive Threat Defense services. For VPNises, the Cisco ASA 5500 Series offers
flexible technologies that deliver tailored solut$cto suit remote-access and site-to-site conngctequirements

The broad VPN and security services profile of@igco ASA 5500 Series makes it a single devicerfany uses. Deploy it as a converged threat
prevention device at the central site by usin@étsess control, application inspection, and wolinusy and malware mitigation technologies. Use
it as a dedicated remote-access device, takinghéatya of its IP Security (IPSec) and Secure Sodlkatsr (SSL) VPN capabilities. Move it into
the network interior for interdepartmental accemstiol and to guard against worms, viruses, andratialicious code that internal users may
unwittingly bring into the network. In small bussseand branch office environments, the ASA 5500eseas an “all-in-one” device, offering
comprehensive threat prevention and VPN serviceleshiting the budgets and operational modelsiohgdeployments.

What are some of the deployment considerationsciged with using a multifunction device like thes€& ASA 5500, versus traditional
“dedicated” security appliances such as Cisco®R&curity appliance, Cisco IPS 4200 Series semmaiamces, and Cisco VPN 3000 Series
concentrators? This paper explores the functiaprational, and cost considerations of deployinguétifunction security appliance instead of
dedicated appliances. Comparison of security/VPNiapce and Cisco router deployment consideratimsit of scope for this paper, but is
addressed in detail in the white paper “Positiorimtggrated Router Security and Dedicated SecAgfliances”, available on Cisco.com.

CISCO SECURITY APPLIANCE PRODUCT FAMILIES

For customers that choose appliance-based setrityeir security deployments, Cisco offers CigdX security appliances, Cisco IPS 4200 Series
appliances, the Cisco VPN 3000 Series concentraacsCisco ASA 5500 Series security appliancesh Bathese products delivers solutions for

a range of deployments and customer sizes---froail giffices through headquarters locations, anthfsmall businesses through the largest
enterprises. Cisco PIX security appliances provaadstion that reach into the small office/homeaaff(SOHO) environment as well. Below is a
brief overview of each product’s features and dgplent scenarios.

Cisco PIX Security Appliance
Market-leading Cisco PIX security appliances deliabust, application-aware firewall and VPN seegicincluding user and application policy
enforcement, multi-vector attack protection, anclise site-to-site connectivity services in coseefifve, easy-to-deploy solutions.

Cisco IPS 4200 Series Sensor Appliance

Cisco IPS 4200 Series sensors protect the netwank ihalicious attacks, worms, and viruses befoeg ttan affect your data and resources.
Cisco IPS sensors offer significant protectionaarynetwork by helping to detect, classify, angdtwreats, including worms, spyware/adware,
network viruses, and application abuse.
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Cisco VPN 3000 Series Concentrator

The Cisco VPN 3000 Series Concentrator is a beskaiss, remote-access VPN solution providing b&h &nd IPSec VPN connectivity. A
standards-based, easy-to-use VPN client and sealiN tunnel termination devices are included, e @ a management system that enables
corporations to easily install, configure, and nbontheir remote-access VPNs.

Cisco ASA 5500 Series Security Appliance

The Cisco ASA 5500 Series converges the latestragvaents in security technologies, combining Cseoarket-proven firewall, intrusion
prevention, network antivirus, and VPN servicesdidd a unified management package and built foedpthe Cisco ASA 5500 Series delivers
high concurrent services throughput with simpliflreenagement for enterprise and SMB applications.

FEATURE/FUNCTION COMPARISON

The Cisco ASA 5500 Series combines the market-préeature sets of Cisco PIX, IPS 4200, and VPN 38l@fiorms, as well as network antivirus
capabilities from Trend Micro, in a single devigalananagement framework. Convergence of theserésatmables new capabilities such as the
ability to provide worm/virus/malware protectiornr f@mote-access VPN connections, broad worm/viralsfiare mitigation at the network
perimeter, and interior and enhanced applicatispection and control. Consequently, the Cisco ASB05Series often provides a superset of
capabilities---derived from its highly convergedjtmally aware services profile---relative to Cissdedicated security and VPN appliances.

The breadth of threat mitigation features proviited single Cisco ASA 5500 Series footprint alsal#as greater protection against threats
wherever it is deployed, from a remote office teemdquarters DMZ to the network interior. This deglworm/virus/malware mitigation and
application security in neglected areas of the ndtysuch as remote sites and the network intenibgre such advanced security functions have
not typically been economically or operationallgsile to deploy. From this perspective, the CA8& 5500 Series increases the overall security
posture of the network, thereby strengthening #tevark-wide security chain.

From an existing deployment integration perspective Cisco ASA 5500 Series is fully compatiblehnatl existing Cisco PIX, IPS 4200, and
VPN 3000 installations. As mentioned previouslyoéthese appliances have been built using theesaarket-proven technologies. As such,
feature disparities between the ASA 5500 Seriesladedicated products are virtually eliminateartffermore, when deploying the ASA 5500
Series, security staff can build from their exigtiraining and knowledge of PIX, IPS 4200, and V00 appliances.

Table 1 outlines application environment and cdpags of each platform:

Table 1.  Functional Comparison

Application Additional ASA Services
Cisco ASA 5500 and Cisco PIX + ASA targeted at typical PIX 515E and 525  « Full IPS services
environments « Worm and malware mitigation

» Compliments PIX 501, 506E and 535 at SOHQ Network anti-virus

and large enterprise HQ « Greater application inspection

* VPN clustering
* Modular services slot

Cisco ASA 5500 and IPS 4200 + ASA focused for converged firewall and IPS « Full firewall services
* IPS 4200 is optimized and favorably priced fore Full VPN services
IPS-only deployments + Modular services slot
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Application Additional ASA Services
Cisco ASA 5500 and Cisco VPN 3000 + ASA targeted at IPSec remote access and site 3x greater throughput
to-site VPN services for all sites « Stateful VPN failover

* ASA interoperates with existing VPN 3000 . QOS, OSPF for site-to-site VPN

clusters

* VPN 3000 optimized for SSL VPN focused
deployments

* VPN with worm/malware/virus mitigation

SECURITY ARCHITECTURE AND IT ORGANIZATIONAL CONSIDERATIONS

The size, operational model, and segment of thearktinfluence security and VPN platform decisiofhkere are scenarios where consolidating
multiple security and VPN functions on a singleide\best meets requirements, as well as scenahiesevdedicating devices to specific functions
is more appropriate.

From a size perspective, the traffic volume andmerity of larger enterprise networks often resititsleployment of more dedicated function
devices. A security and VPN infrastructure builtdevices performing focused or even single functienables optimal scalability, simplifies
software version selection and upgrade cyclesaiiodss for thorough configuration tuning and greatetwork segmentation. From an operations
standpoint, deploying dedicated function devices &nables segmentation of network security resipitities among different IT teams.

Typical examples of functional segmentation requjriledicated security and VPN devices are:

« Deployment of dedicated remote-access VPN devices
« Deployment of dedicated IPS devices for securitjcp@uditing and regulatory compliance or to masth IT organizational responsibilities
» High-speed, data-center-specific deployments fatoseprotecting Web server farms and applicationese

Network-edge firewalls for resilient, high-speedfic inspection and access control

In smaller networks and organizations, the revasds to be true. Smaller networks, such as srmalhbsses and remote offices, and smaller IT
organizations tend to consolidate as many secanmity\VVPN functions on as few devices as possibleingdewer devices reduces the complexity
of the network and also reduces the breadth of letiye that IT staff must possess to operate a mietwith multiple unique platforms. In essence,
device consolidation generally simplifies operasidor sites with smaller IT staffs that often héess specialized focus on security.

Cisco ASA 5500 Series is highly flexible, makingiiggood fit for most dedicated function and cordaikd function scenarios. Its broad VPN and
security services profile makes it a single deficanany uses. Deploy the appliance as a convefgedt prevention device at the central site by
taking advantage of its access control, applicatispection, and worm/virus/malware/attack mitigattechnologies. Deploy it on the network edge
as a traditional firewall, or as a dedicated reramteess device by using its VPN capabilities. lalsivusiness and branch office environments, the
Cisco ASA 5500 Series serves as an “all-in-one’laewoffering comprehensive threat prevention andN\géervices while suiting the budgets and
operational models of such deployments.

In pure IPS deployments, such as environments wR&erovide security policy auditing and regulgtoompliance data, the Cisco IPS 4200
Series remains the platform of choice. This audistructure provides a “checks-and-balances” @ to securing and validating the posture
of the network while layering rich attack, wormrus, and spyware/adware protection on top of tHieypenforcement devices. Furthermore, there
is often separation of IT management teams fordEother security functions, like firewalls. Coqgently, the organization managing the IPS
infrastructure generally prefers to have devicatiagdged to the service for which they are respdasib

For SSL VPN deployments, the Cisco VPN 3000 SeZmscentrator provides the most advanced featunel, & Cisco Secure Desktop for
endpoint security, Clientless Citrix, and SSL VRireling for full network and application accesst Environments where SSL VPN is the
primary application, the VPN 3000 Concentrator riemghe platform of choice.
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PLATFORM AND OPERATIONS COST CONSIDERATIONS

Platform Costs

In most cases, the converged capabilities of tlsedCASA 5500 Series are equal to or less thandbieat a similar model dedicated-function
Cisco PIX or VPN 3000 product. Consequently, cédshe device should not be a factor in deciding theethe converged ASA 5500 or a
dedicated Cisco PIX or VPN 3000 device is the ogtiamoice for the deployment. This decision shdaddnade by comparing product features,
as well as the security architecture and operatimoael of the organization as discussed above.

For pure IPS deployments, the Cisco IPS 4200 Sprmsdes attractive price/performance relativéh® ASA 5500 Series. The ASA 5500 Series
is optimized for the broad threat mitigation anglagation security delivered by its converged fiegwIPS, and network antivirus capabilities, while
the IPS 4200 Series remains optimized for focuB&ldnvironments.

For SOHO or large headquarter firewall and siteite-VPN deployments, Cisco PIX 501, PIX 506E, &g 535 security appliances remain the
most cost-effective platforms. The Cisco ASA 55@0i&s is optimized for converged services applicetiin smaller sites. If only a subset of threat
mitigation features or pure VPN features are rexgljithen Cisco PIX 501 and PIX 506E appliancestrerenost cost-effective choice for SOHO
locations. At the high end, Cisco PIX 535 secuaippliance deliver extremely high performance at@bps, complementing the ASA 5500 Series
on the price/performance curve. And, as mentioredipusly, the Cisco ASA 5500 and Cisco PIX produate fully feature-compatible, designed
for deployment together as the network architecteggiires.

Operations Costs

The “single device, many uses” capability of thed@i ASA 5500 Series gives it a unique advantagiedrarea of security and VPN operations
costs (Figure 1). The breadth of services deltvénethe Cisco ASA 5500 Series---which includesviiall, IPS, VPN, and network antivirus---
enables deployment of the platform in many diffeemvironments with diverse functional requiremeBiscause each of these services is derived
from Cisco’s market-proven security and VPN appiis) the ASA 5500 Series may be deployed withoopecomising features, performance, or
manageability. This approach reduces the numbplatfbrms that must be deployed and managed wHigilng a common operating and
management environment across all those deploymentglifying configuration, monitoring, troublesbiing, and security staff training.
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Figure 1. Single Device, Many Uses
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Common deployment scenarios for which the Cisco ASB0 Series provides a single, standardized phatfioclude:

« Converged access control, traffic and applicati@péction, and worm/virus/malware mitigation foe thetwork edge and/or DMZ
« Converged access control, traffic and applicatimpéction, and worm/virus/malware mitigation foe tetwork interior

« Traditional firewall and application inspection fine network edge and/or DMZ

« Traditional firewall and application inspection fine network interior

« Remote-access VPN with converged traffic and apptia inspection and worm/virus/malware mitigation

« Traditional standalone remote access VPN terminatio

¢ Site-to-site VPN services

« “All-in one” access control, traffic and applicatiinspection, worm/virus/malware mitigation, rematzess VPN, and site-to-site VPN for any
location
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CONCLUSION

Both converged and dedicated function security\dRN deployments have a role to play in securingyginetworks. The decision is driven

primarily by the size of the network, the resultimgtwork architecture, location within the netwoaikd the IT support model. The Cisco ASA 5500

Series, with its services breadth, is highly flésiand can be adapted for both converged and dedifanction security and VPN deployments.

Standardizing on the Cisco ASA 5500 Series for ipleltdeployment environments and security functieithin a network simplifies network
architectures, thereby reducing deployment andatioers costs. The Cisco ASA 5500 Series is a deit@placement for scenarios where Cisco
PIX 515E and PIX 525 security appliances are tylyickeployed, as well as for IPSec VPN services/ated by Cisco VPN 3000 Series
concentrators. However, since the ASA 5500 Seies Cisco PIX and VPN 3000 Series technologiés filly feature/function-compatible with
existing Cisco PIX and VPN 3000 deployments. Fandalone IPS and SSL VPN deployments, the CiscalB®® Series and VPN 3000 Series

Concentrator remain the optimized platforms of cedor those respective functions. For SOHO argel&readquarter traditional firewall and site-
to-site VPN deployments, Cisco PIX 501, PIX 5064 81X 535 security appliances remain the most-efisttive platforms and can complement

any multisite Cisco ASA 5500 Series installation.
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